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HacTtpouka ynpasnenus DPI

YnpasneHue aboHeHTamm (Subscriber Management, SM) no3sonseT NOAKNOYaTL YCAYri, YNpaBasTh
OrpaHnYeHneM rnosnockl (NOJINCUHIOM) U NPUMEHATL Apyrue AeCTBMA MO OTHOLEHUIO K OTAESIbHbIM
aboHeHTaM. CKAT DPI ugeHTuduumpyet aboHeHTOB no IP afpecy, Tak Kak Apyron uHpopmauum B IP
nakeTe He NPUCYTCTBYET, MO3TOMY ecn Bblhayva IP agpecos aboHeHTaM Npon3BOANTCS
AVHaMN4eckun, HeobxoaArMo NPoMN3BECTM UHTErpaLunio C y3/10M Bblgaym agpecos (RADIUS, DHCP,
BRAS) nnn yctaHoBUTb KOMMNOHeEHT FastRADIUS (MoHuTop cobbitnin RADIUS. RADIUS Mapping).

Y1066l NpK Nepe3anycke NaaTopMbl BOCCTAHOBUINCL HACTPONKN abOHEHTCKUX nNpodunen,
HeobXx0AMMO aKTMBUPOBATb BCTPOEHHYO Bl nan pa3mMecTuTb CKPUNTbI MHMUMANU3aUUK B KaTanore
/etc/dpi/init.d/ (aHanorn4yHo ToMy, Kak 370 0bbI4HO AenaeTcs B linux Npu ynpaBAeHUn LWENNEPOM UK
npoLeccoMm 3arpysku). NocnegHnin BapmaHT NMEET CBOU NPENMYLLECTBA N MOXXET OKa3aTbCA
noaxXoAsLWwmnM pelieHmem ana beictporn murpaumm ¢ Linux/FreeBSD nnun annapaTHbIX Wwennepos be3
cobcTBeHHONM B/,

YpaneHHoe ynpaBJsieHue

Ona ynpasneHns DPI ¢ opyroro KoMrnbiloTepa peKoOMeHAYeTCSA UCM0JIb30BaTb yAaJIeHHbIN 3anycK
KOMaHf Yyepe3 SSH. bnanHrosble CUCTEMbI 06bIYHO UMEKOT BCTPOEHHYIO NOALEPKKY 3TOro cnocoba
yrnpasneHus.

B KayecTBe anbTepHaTUBLI MOXXHO UCMNONb30BaTh YAaseHHbIN 3anycK yTunuTel fdpi_ctrl nnm
yCTaHOBMTb Ha DPI cepeep oononHUTENbHOE NPOrpaMMHoe obecnevyeHne ANna yaanaeHHoro
ynpasneHus: telnet cepsep n gpyrue.

YpnaneHHbIW 3anycK KOMaHp, Yyepe3 SSH

Ina ynaneHHOro 3anycka KoMaHg Ha cepeepe DPI yepe3 SSH 6e3 BBoAa Nnaponsi pekoMeHayeMm
MCMN0Nb30BaTb ayTEHTUDUKALMNIO NOSb30BaTeNeN MO NYOANYHBIM KtOYaM.

[ns 3TOro Ha cepeepe ynpaBieHuUs:

1. co3paem napy n3 ny6/MYHOr0 M 3aKPbITOrO KIOYen

ssh-keygen -t rsa

B nmanore BblibMpaem 3Ha4yeHUs No yMmonyaHuo. CeKpeTHyio dpasy A8 NpocToThl
[anbHeillero ucnosb30BaHNs 0CTaBaseM NycTon’

2. Konupyem nyb6anyHbIN KNtoY Ha cepeep DPI

ssh-copy-id dpi user@dpi host

NAN pyyKamu

cat ~/.ssh/id rsa.pub | ssh dpi user@dpi host "mkdir -p ~/.ssh && cat
>> ~/.ssh/authorized keys"


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:admin_db#активация_встроенной_бд
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_remote#удаленный_запуск_команд_через_ssh
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_remote#удаленный_запуск_команд_через_ssh
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_remote#удаленный_запуск_команд_через_ssh
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_remote#удаленный_запуск_утилиты_fdpi_ctrl
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_remote#удаленный_запуск_утилиты_fdpi_ctrl

Ha cepsepe DPI npoBepsiem 1 ncrnpasnsem npasa Ha ann authorized keys

chmod 700 ~dpi user/.ssh/
chmod 600 ~dpi user/.ssh/authorized keys
restorecon -Rv ~dpi user/.ssh/

Mposepsem paboTocnocobHOCTb yaaneHHoro 3anycka fdpi_ctrl c cepsepa ynpasneHus
ssh dpi user@dpi host "fdpi ctrl load --service 6 --login test"

Ecnn 3anyck He paboTaeT, nonpobyinTe HanTw NoAckKasku B nore /var/log/secure Ha DPI cepBepe un
BKJ/IIOYMB Ha SSh AMArHOCTUYECKNA pexxum: ssh -v ...

YpaneHHbin 3anyck ytunutbl fdpi_ctrl

Ans nepenayn komaHg Ha DPIl ucnonb3syetca TCP coeanHeHne Yyepes nopT yrnpasiaeHns, no3ToMy
Heobxoanmo pa3pelwnTsb B firewall BHEWHWA 4OCTyN No nopTy ynpasaeHus. Onga Toro, 4Tobsl DPI
nnaTgopma NpUHUMana ynpasnstoLmne KOMaHabl HeobxoAMMOo 3aaTh B KOHPMIypauMoHHOM dainne
/etc/dpi/fastdpi.conf: Homep npocnywmeaemoro nopTa:

ctrl port=29000

ims ceTeBoro nHTepgenca, no ymonyaHuo DPl HaCTpoeH Ha B3anMoaencTBue ¢ Yyepes lo-
NHTepdenc:

ctrl _dev=ethoO

Ona ynaneHHoro 3anycka ytunutbl fdpi_ctrl Hy>XHO npoun3secTu cnepyowime 4encTens:

1. B HacTpoeyHOM (hanne dpi /etc/dpi/fastdpi.conf BKAOYMTb NpoCnyLWINBaHNE CETEBOI0O
NHTepdenca ynpasnaeHuns, LOCTYMHOO U3BHE

ctrl dev=eth0

2. B HacTpoukax firewall /etc/sysconfig/iptables oTKpbITb LOCTYN Ha NOPT, yKa3aHHbIN B
HacTpouke ctrl_port n orpaHn4mTb K Xx0CcTy DPI LOCTYN TONBKO C ynpaBasoLero cepsepa

-A INPUT -m state --state NEW -m tcp -s 192.168.0.2 -p tcp --dport
29000 -j ACCEPT

3. ckonuposaTb yTuauTy fdpi_ctrl Ha ynpasnsiowmin cepsep 1 3anyckaTb ee C apryMeHToM -r
host:port

fdpi ctrl load --service 6 --login test -r 192.168.0.1:29000

o Mpw obHoBNEHMsIX Bepcumn DPI Hy>xHO He 3abbiBaTb 06HOBNATL fdpi_ctrl Ha ynpaBasiowem
cepBepe



1)

nnbo ncrnonb3yem BO3MOXHOCTY Ssh-agent s XpaHeHWs naponei
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