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Ycnyru

YnpaBseHue ycnyraMu. AIMeHoBaHHbIe
npodunu ycnyr

Co3pgaHue, U3MeHeHve 1 yaaneHne npoduien ycayr ocyLwecTBASeTCS C NOMOLWbIO YTUAUTI
fdpi ctrl.
yYcnyru penatcs Ha Tpy Tuna:

e be3 npoduna — HaCTPOMKN yCNyru onncaHbl B KOHpUrypauum DPI nnm He TpebytoT
onucaHus, HanpuMep 9 cepsuc (otnpaska bunnnHrosoro NetFlow/RADIUS Accounting)

e AHOHUMHbIe (0e3 umeHu) npocdunun — yciyra He CO3JaeTCA 3apaHee, NapameTpbl YCIyru
3a[2l0TCS B MOMEHT MOAKJIYEHNS yCnyrn aboHeHTy B json-opmaTe

* NmeHoBaHHbIe Nnpodunu — ycsyra co3gaeTca Ao NoakYeHns aboHeHTy, XpaHUTCS BO
BHyTpeHHen 6a3e DPl — AgMuHucTpurpoBaHue ba3 JaHHbix: UDR 1 SDR

MmeHoBaHHbIe NPOdUAMN N0 CPABHEHUIO C aHOHUMHBIMU NPOPUISIMIU UMEIOT Criefytoline
npenMyLLecTBa:

1. YnpowatoT agMUHUCTPUpOBaHMe aboHeHToB

2. Mo3BoONAT HaxoAMTb abOHEHTOB ¢ TpebyeMbiM Npogunem No UMeHU Npopuna

3. Mo3BONSAT U3MEHUTb NPOoKIIb BCeM abOHEHTaM C 3aZlaHHbIM NPoguieM NPoOCTO U3MEHMB
napameTpbl Npodus

4. M0o3BONAIOT KOHTPOJIMPOBATb OrPaHNYEHME Ha KOJIMYECTBO YHUKaNbHbIX Npodunen (Makcumym
65535)

AHOHMMHbIe (0e3 uMeHU) npodunm B CBOI 0YEpPelb MMEKOT CeayoLine NpenMyLLecTBa:

1. He HY>XHO 3aHMMaTbCs MeHeIXXMeHTOM npodua (Co3naBaTb ero v yaanaTb), Npousib
0ocB0bOXAaeTCs BMecTe C yaaneHnem aboHeHTa nnm npodunsa y aboHeHTa
2. He Hy>XHO npnayMbiBaTb UM nNpogunis

CMHTaKCUC KOMaHpA,

Obwunn hopmaT KOMaHA:
fdpi ctrl komaHga --service ngeHtudukatop ycnyru [cnncok IP| [cnmcok LOGIN

PacLUMdPOBKa NapaMeTPOB KOMaHbI:
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OnucaHue, BO3MOXXHble 3HAYEeHUA U

3. list — nokasaTb UHOpPMaLKO NO
3af,@HHOMY CNNCKY cnucok IP mnwn BClo
NHMOPMaLMIO, eCNN 3aflaH apryMeHT
all.

MapameTp dopMar NMpuMeyaHue

3HaYeHuns:

1. load — 3arpy3uTb AaHHble

2.del — ypanutb. 1ns —service B komaHpax list, del BMecTO
KOMaHaa HY>XHO 3afiaTb nageHtudukatop_ycnyru |cnucka IP/LOGIN MOXXHO

3apaBaTb all, YyTo 3Ha4YUT
NPUMEHUTb KOMaHAY A5 BCEX.

NOEHTUUKATOP YCayriu

Yncnoson ID, COOTBETCTBYOLWMI yCayre
N3 Crncka

cnucok_IP

3HayveHus:

1. —file — cann co cnuckom IP

2. —1p — oANHOYHbIN IP, hopmaT:
192.168.0.1

3.—1p_range — unHTepsan IP (BknovaeT
rpaHuubl), hopmar:
192.168.0.1-192.168.0.5

4, —cidr — IP c nopTom, chopMaT:
192.168.0.0/30, 5.200.43.0/24~
(BapuaHT yka3saHus CIDR ¢
NCKNIOYEHHbIMU KpanHUMK afgpecamm)

3 onana3oHa CIDR MOXHO
NCKNII0YNTb KpanHue agpeca (no
cornalueHmnio o 6eckiaccosom
ajpecaunm — 3T0 agpeca Wo3a
N LWNPOKOBELLaTeIbHbIN),
nobasus B onpeaeneHune
[Mana3oHa CUMBOJI ~ B KOHLE
onpegeneHns CIDR, Hanpumep
—cidr 5.200.43.0/24~

cnucok LOGIN

3HaveHus:

1. —file — hann co CNNCKOM NIOrMHOB
2.-1login — OAMHOYHbLIN NOMVH,
opmaT: USER1, "FIRST_NAME

LAST NAME" (BapnaHT yKa3aHus JIornHa
C 3KpaHMpPOBaHMEM CNeLCMMBOJIOB)

"USER1" — BapunaHT 3agaHus
login B ABOWHbIX KaBbl4YKaX

'‘USER2' — BapmaHT 3aaHus
login B 0AMHAPHbIX KaBbl4YKax

CTpOKa, Ha4ynHaloLWancsa ¢ cumeona # — 310 KOMMEHTapMVI.

Cnucok ycnyr

Y

Mpu akTuBauun ycnyr 6s10kmposku (4, 16, 49) 6noknpyetca Tosnbko TCP Tpaguk.
Y1066 6510KMpOBaThL M UDP Tpaduk, Heobxoanmo BkNo4UTL NapameTp udp block.

ID |KpaTkoe onucaHue Ccbinka Ha noppo6Hoe
onucaHue

1 |boHycHasa nporpamma OnwncaHne

2 |peknama OnuncaHune

3 |6110KNpOBKa pekiambl OnuncaHue

4 |punbTpaumna Nno YepHOMy CrNCKY OnwncaHne

5 |6enbi cnncok n Captive Portal OnucaHune

6 |yBegomneHue 4yepes HTTP redirect OnuncaHune

7  |KawwupoBaHwue OnwncaHune
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ID |KpaTkoe onucaHue Ccbinka Ha noppo6Hoe
onucaHue

8 |npongeHa DDOS 3awmTa OnucanHune

9 |RADIUS accounting / cbop netflow ctaTuctuku ans bunaunuHra OnuncaHune

10 DDOS 3awmTa OnwncaHune

11 |CGNAT n NAT 1:1 OnuncaHune

12 |3anucb Tpadumka B PCAP OnucanHune

13 |MuHu Firewall OnuncaHune

14 |oTBepeHue Tpaduka Ha TAP nHTepdenc OnwncaHune
crneuaboHeHT (Becb Tpamk nomellaetcs B ¢sO, He NpuMeHseTca

15 OnwncaHune
dunbTpaums (4 ycnyra) ons vChannel n obwero kaHan)

16 6enbin cnucok n nepeagpecaumsa Ha Captive Portal 6e3 goctyna B Onncanme
UHTEepHeT

17 |3epkanupoBaHue Tpaguka B 3agaHHbIn VLAN OnwncaHune
NMOJIMCUHT MO CeCcCUn A1 onpefesieHHbIX NPOTOKO0B U

18 OnuncaHuve
onpefeneHne KaccoB Tpadrka Ha YPOBHAX KaHana u aboHeHTa
nogmeHa DNS oTeeTO0B, B NnaHax: nepeHanpassieHne DNS 3anpocos

19 . OnwncaHune
Ha DNS cepsep nposangepa

49 |bnokuposka IPv6 Tpadurka OnuncaHune

50 Y4aCTHWK MAapKETUHIOBOM KOMMaHNV C yBELOM/IEHNEM Yepes HTTP Onvcanme
redirect

51 |3ape3epBMpPOBaAHO (BHYTPEHHSAS yCayra)

254|VRF OnuncaHue

Co3paHue, NnoAaKJlOYEeHUEe U OTKJIIDYEeHUe
ycnyr

A

Co3paHue nMeHoBaHHOIro Npouas Ansa ycnyru 6 (eamHopasosbin redirect), HOTUduUKaumMm o
HOBOCTSX onepaTopa CBA3U 1 MNOAKJIIOYEHNE AaHHOW YCyrK ¢ npoduiem Ha aboHeHTa:

Nms npoduna yHUKanbHo ansa kaxgon ycayru, 1.e. profile name 1 gnqa ycayru 4
(4epHbI cnncok) oTanyaetca ot profile name 1 ansa ycayru 5 (6enbin CNncok)

fdpi ctrl load profile --service 6 --profile.name redir to news --
profile.json '{ "redirect" "http://mysite.com/ips news", "check" true }
fdpi ctrl load --service 6 --profile.name redir_to news --ip 192.168.0.1
fdpi ctrl load --service 6 --profile.name redir to news --login test

(!) WHhopmaumsa o pesynbTaTax BbiNMOAHEHNS KOMaHAb

MoaknoyeHve ycnyru 6 6e3 npogunsa (mapameTpbl ycayru bepytcs us ganna KoHgurypaumm DPI):

fdpi ctrl load --service 6 --ip 192.168.0.1
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fdpi ctrl load --service --login test

MoaknoyeHne ycnyrm 6 ¢ aHOHMMHbIM Npocuaem (Npogunb 6e3 MMeHN, KOTOPbIN CyLWeCcTBYeT L0
OTKJ/IO4EHWSA YCAYyrn abOHEHTY):

fdpi ctrl load --service --profile.json '{ "redirect"
"http://mysite.com/ips news", "check" : true }' --ip 192.168.0.1
fdpi ctrl load --service --profile.json '{ "redirect"

"http://mysite.com/ips news", "check" : true }' --login test
OTKNoYeHne ycnyrn 6 ons KOHKpeTHoro aboHeHTa:

fdpi ctrl del --service --ip 192.168.0.1
fdpi ctrl del --service --login test

KoMaHabl ynpaBieHua ycayramm

MoNy4nTb CAMCOK BCe aBOHEHTOB C NOAKJIOYEHHOW YCNyron 6:

fdpi ctrl list all --service

Monck aboHeHTOB, KOTOPLIM MOAK/OYEHA yCyra 6 C KOHKPETHbIM UMEHOBaHHbIM NpoduieMm:
fdpi ctrl list all --service --profile.name redir to news

Mony4nTb MHOPMaLMIO N0 KOHKpeTHOMY IP anga 6 ycnyru:

fdpi ctrl list --service --ip 192.168.0.1

YnaneHne UMeHOBaAHHOr0 npoduns (Npu yaaneHnn nponis B HEM HE JO/IKHO COOEPXATbCS
aboHeHTOB)

fdpi ctrl del profile --service --profile.name redir to news

AI3MeHeHMe HaCTpoeK yCayrn C MMeHOBaHHbLIM NPOdKAEM (HOBblE HACTPONKMN NMPUMEHSTCS KO BCEM
aboHeHTaM C 3afaHHbIM NpoduneM ycnyriu)

fdpi ctrl load profile --service --profile.name redir to news --
profile.json '{ "redirect" : "http://mysite.com/ips news new", "check"
true }'

[pocMOTp BCEX CO3AaHHbIX Npoduaen No BCEM yCayram
fdpi ctrl list all profile --service

Mpwn 3agaHnn cnucka IP MOXXHO 0QHOBPEMEHHO 3afaTb Heckosibko onunn —file, —ip, —ip range
—cidr:



fdpi ctrl list --service --ip 192.168.0.1 --ip 192.168.0.2 --file
fip 1.txt --ip range 192.168.0.3-192.168.0.6 --login USER1

Onepaumsi NPUMEHUTCS A5 BCEX YKA3aHHbIX 3/IEMEHTOB, MO KOTOPbIM HE MPOM30LLJIO0 OWNOKM.

0 Mpy BO3HMKHOBEHUN OLINBKN OTKaTa BHECEHHbIX U3MEHEHUI He nponcxogut!

HacTtponka 6nokuposku npotokonos TCP n UDP

MapameTp udp block oTeeyvaeT 3a 610kMpoBKy npoTokosa UDP. Ecav B KOHDUIYpaLMOHHOM (halne
DPI /etc/dpi/fastdpi.conf ecTb 3TOT napameTp — nponcxoamTt 6nokuposka TCP+UDP, ecnu HeT
— bnoknpyeTca Tonbko TCP.

Y1066l Ha4aTb B10KMpPOBaTL NPoTOKONLI UDP (Hanpumep, QUIC), Heobxoammo nobasuThb B
KOH(MrypaunoHHbIn ann napameTp udp block co 3HavyeHuem 2 nam 3 (Ha4aTb BIOKMPOBKY nocne
ABYX UK TPEX NPOLUEALIMNX NakeToB). Takne 3Ha4YeHNs yCTaHaBIMBAOTCS Tak Kak bbiBaeT, 4To
npoxoanT 60bLLOE KOMNYECTBO OANHOYHBIX MAKETOB, KOTOPbIE HE YYUTLIBAOTCA B Tpaduke, HO
MOTYT Bbl3BaTb CUbHYIO Harpy3ky Ha DPI.

udp block=
JobasneHune napameTpa He TpebyeT pectapTa DPI, goctaTto4yHo caenaTsb reload:

service fastdpi reload

MopknioyeHne AONOJIHUTEJIbHbIX ONnuumn Yepes JINYHbIN
KabuHeT

MoapobHee 0 JIn4HOM KabuHeTe 1 NOyYeHUN [OCTyNa K HeMy: JINYHbIN KabuHeT ans
knneHToB VAS Experts

Ons nofayn 3as8BKM Ha NOAKIOYEHNE A0MN.0NUUA Yepe3 JIMYHbIA KabMHET HYXHO:

MepenTtn B pasgen “Mowv nuueH3snun”

BbibpaTb U3 CNnCKa AnLEeH3MI0, A8 KoTopon TpebytoTcs gon.onunm
BbibpaTb HeEOOX0AMMbIE OMLUMK U3 CMIUCKA AOCTYMHbIX

HaxaTb “OTnpaBuTb 3a8BKY”

wnh e
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Mou nuueHauun

GUI " QOEaHaﬂMTMKa » DAHHAA NUUEH3WA

CKAT-4-COMPLETE CKAT-2-ENTRY

my_aparatar

CKAT-2-ENTRY X Contact_ID  my operator? 0 Nuuexanpyemeiii Tpadwrx

[p— UUID b4134056-24e0-_dc6  [) A1Gb HeT npeskilieHmi Wcxonrwmia 1 Gb HeT NpesbiueH1i

CKAT-10-COMPLETE  »

iy operstorpAzel 10 DRD DP1 BRAS CG-NAT WEB-¢uneTp AntiDDoS

CKAT-10-COMPLETE MopknioyeHo: ﬂDCTyT‘IHO ona nogKknyvyeHuaA
my operalorpAZELID. SeP
= «  Nognepska pexoison Bypass, On-stick, LAG + CBopm T no H
CKAT-10-COMPLETE  » v o 1o pescry CaiiTos W HepHH CrHcoK

my_operatorpAzel 0. Pm

+" Murm Firewall gnr Gnosmposky no nopram
+ AsTosawmTa ot DDOS atax
CKAT-10-COMPLETE + Korpons DNS sanpcos

my_operatorpAzel i HE2

CED BriGepuTe HOBLIE ONLMK ANA ceoero CKAT W oTnpassTe 3anBKy. .
CKAT-10-COMPLETE  » Mosano . " vo. -

my_operatorpasel . God

5. 3anosHNTbL faHHbIe N OTNPaBUTL 3asBKY



3asBKa Ha KOMMep4YecKoe
npeanoxeHue

Wmn*

MNesnaguy Kpoxkopunos

KoHTaKkTHbIR Tenedgod”

+7 (495)-234-44-99

MNoyta*

gkE@myoperatorm

KommeHTapui®

Mpowy NOAKMOYATE K NAUEHIMHA BIGDaHHEIE ONUMA.

CNUCOK BHIGPaHHbIX ONUMA:

w'  CHOP M BLIMPYIKa CTATHCTHEM MO MNPOTOKONAM W HANPAENSHWAM B
popsare IPFIX

w  Munn Firewall ona GNOKWPORKK N0 MOETaM

YoeauTech, 4TO BCE MHTepecyiowwMe Bac onuumiu
HAXOOATCA B cnMcKe. MNpr HeobXoAMMOCTH 3aKponTe

HOPMY M BEPHUTECH K BLIGOPY
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