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Ycnyru

YnpaBseHue ycnyraMu. AIMeHoBaHHbIe
npodunu ycnyr

Co3pgaHue, U3MeHeHve 1 yaaneHne npoduien ycayr ocyLwecTBASeTCS C NOMOLWbIO YTUAUTI
fdpi ctrl.
yYcnyru penatcs Ha Tpy Tuna:

e be3 npouns - HACTPONKM YCYr OnucaHbl B KOHGUrypauum DPl unmn He TpebyloT onncaHms, K
npumepy 9 cepsuc (otnpaska bunnnHroso NetFlow/RADIUS Accounting)

e AHOHMMHbIe (6e3 nMeHn) Npodnan - ycnyra He Co3[4aeTCsa 3apaHee, napaMeTpbl yCayriu
3a[2l0TCS B MOMEHT MOAKJI0YEHMe ycnyrn aboHeHTy B json popmaTte

* /iIMeHOBaHHble Npoduan - ycyra co3faeTcs Ao NoAKJYeHns aboHeHTy, XpaHMTCA BO
BHyTpeHHen 6a3e DPI - AoMuHucTprpoBaHue ba3 JaHHbix: UDR 1 SDR

IMeHoBaHHbIE MPOWAN NO CPABHEHMIO C aHOHVUMHBIMI NPOGUIAMU UMEIOT CefytoLime
npenMyLLecTBa:

1. YnpowaeT aAMUHUCTPUPOBaHNE aboHeHTOB

2. No3BonseT HaxoanTb aboHeHTOB ¢ TpebyeMbiM NPodrIEM NO UMEHN NPOGUNS

3. MNo3BonseT n3MeHNTb NPodmnsb BCeM aboHeHTaM C 3aaHHbIM NpodunaeM NPoCTO N3MEHNB
napameTpbl Npodus

4. To3BONAET KOHTPOJIMPOBAThL OrPaHNYEHNE Ha KOIMYECTBO YHUKANbHbIX Npoduaen (Makcmumym
65535)

AHOHUMHbIe (6e3 UMeHK) NpoduaN B CBOIO 04epeb NMEIOT ClieayoLme NpenMyLecTBa:

1. He HY>XHO 3aHMMaTbCs MeHeIXXMeHTOM npodua (Co3naBaTb ero v yaanaTb), Npousib
0ocB0bOXAaeTCs BMecTe C yaaneHnem aboHeHTa nnm npodunsa y aboHeHTa
2. He Hy>XHO npnayMbiBaTb UM nNpogunis

CMHTaKCUC KOMaHpA,

Obwunn hopmaT KOMaHA:
fdpi ctrl komaHga --service ngeHtudukatop ycnyru [cnncok IP| [cnmcok LOGIN

PacLUMdPOBKa NapaMeTPOB KOMaHbI:
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OnucaHue, BO3MOXXHble 3HAYEeHUA U

MapameTp dopMar NMpuMmeyaHue

3HaYeHuns:

1. load — 3arpy3uTb AaHHble

2.del — ypanute. Ing - -service B komaHpax list, del BmecTo
KOMaHaa HY>KHO 3afiaTb ngeHtudukatop_ycayru |cnucka IP/LOGIN MOXXHO

3. list — nokasaTb UHOpPMaLKO NO
3af,@HHOMY CNNCKY cnucok IP mnwn BClo
NHMOPMaLMIO, eCNN 3aflaH apryMeHT
all.

3adaBaTb all, 4To 3HAYUT
NPUMEHNTb KOMaHAY A5 BCEX.

NOEHTUUKATOP YCayriu

Yncnoson ID, COOTBETCTBYOLWMI yCayre
N3 Crncka

cnucok_IP

3HayveHus:

1. --file — cann co cnuckom IP

2. --1p — oAuHOYHbIN IP, hopmaT:
192.168.0.1

3. --ip _range — uHTepsan IP
(BKtOYAET rpaHnubl), hopmarT:
192.168.0.1-192.168.0.5

4. --cidr — IP c nopTom, opmarT:
192.168.0.0/30, 5.200.43.0/24~
(BapuaHT yka3saHus CIDR ¢
NCKNIOYEHHbIMU KpanHUMK afgpecamm)

3 onana3soHa CIDR MOXHO
NCKNIOYUTb KpaHue agpeca (no
cornalueHmnio o 6eckiaccosom
ajpecaunm — 3To agpeca LWio3a
M LUMPOKOBELLaTEeIbHbIN),
nobasus B onpepenexHvne
[Mana3oHa CUMBOJI ~ B KOHLE
onpegeneHus CIDR, Hanpumep -
-cidr 5.200.43.0/24~

cnucok LOGIN

3HaveHus:

1. --file — chain Co CNNCKOM IOrMHOB
2. --1ogin — OAMHOYHbIV JIOTUH,
opmaT: USER1, "FIRST_NAME

LAST NAME" (BapnaHT yKa3aHus JIornHa
C 3KpaHMpPOBaHMEM CNeLCMMBOJIOB)

"USER1" — BapwuaHT 3agaHus
login B ABOMHbIX KaBbl4Kax

'‘USER2' — BapuaHT 3aaHua
login B 04MHAPHBIX KaBblYKax

CTpOKa, Ha4ynHaloLWancsa ¢ cumeona # — 310 KOMMEHTapMVI.

Cnucok ycnyr

Y

Mpu akTuBauun ycnyr 6s10kmposku (4, 16, 49) 6noknpyetca Tosnbko TCP Tpaguk.
Y1066 6510KMpOBaThL M UDP Tpaduk, Heobxoanmo BkNo4UTL NapameTp udp block.

ID |KpaTkoe onucaHue Ccbinka Ha noppo6Hoe
onucaHue

1 |boHycHasa nporpamma OnwncaHne

2 |peknama OnuncaHune

3 |6110KNpOBKa pekiambl OnuncaHue

4 |punbTpaumna Nno YepHOMy CrNCKY OnwncaHne

5 |6enbi cnncok n Captive Portal OnucaHune

6 |yBegomneHue 4yepes HTTP redirect OnuncaHune

7  |KawwupoBaHwue OnwncaHune
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ID |KpaTkoe onucaHue Ccbinka Ha noppo6Hoe
onucaHue

8 |npongeHa DDOS 3awmTa OnucanHune

9 |RADIUS accounting / cbop netflow ctaTuctuku ans bunaunuHra OnuncaHune

10 DDOS 3awmTa OnwncaHune

11 |CGNAT n NAT 1:1 OnuncaHune

12 |3anucb Tpadumka B PCAP OnucanHune

13 |MuHu Firewall OnuncaHune

14 |oTBepeHue Tpaduka Ha TAP nHTepdenc OnwncaHune
crneuaboHeHT (Becb Tpamk nomellaetcs B ¢sO, He NpuMeHseTca

15 OnwncaHune
dunbTpaums (4 ycnyra) ons vChannel n obwero kaHan)

16 6enbin cnucok n nepeagpecaumsa Ha Captive Portal 6e3 goctyna B Onncanme
UHTEepHeT

17 |3epkanupoBaHue Tpaguka B 3agaHHbIn VLAN OnwncaHune
NMOJIMCUHT MO CeCcCUn A1 onpefesieHHbIX NPOTOKO0B U

18 OnuncaHuve
onpefeneHne KaccoB Tpadrka Ha YPOBHAX KaHana u aboHeHTa
nogmeHa DNS oTeeTO0B, B NnaHax: nepeHanpassieHne DNS 3anpocos

19 . OnwncaHune
Ha DNS cepsep nposangepa

49 |bnokuposka IPv6 Tpadurka OnuncaHune

50 Y4aCTHWK MAapKETUHIOBOM KOMMaHNV C yBELOM/IEHNEM Yepes HTTP Onvcanme
redirect

51 |3ape3epBMpPOBaAHO (BHYTPEHHSAS yCayra)

254|VRF OnuncaHue

Co3paHue, NnoAaKJlOYEeHUEe U OTKJIIDYEeHUe
ycnyr

A

Co3naHve nMeHOBaHHOIo Npognng ans ycayru 6 (eauHopasosbii redirect) HOTUMKaLMM O HOBOCTSX
ornepaTopa CBA3MN N MOAKNOYEHNE faHHOW yCayrn ¢ npogunem Ha aboHeHTa:

AMa npouns yHuUkanbHO Ans Kaxpow ycnyru, T.e. profile_name 1 ana ycnyru 4
(4epHbI cnucok) otnmyaetcs ot profile_name 1 gns ycnyru 5 (6enbin cnncok)

fdpi ctrl load profile --service 6 --profile.name redir to news --
profile.json '{ "redirect" "http://mysite.com/ips news", "check" true }'
fdpi ctrl load --service 6 --profile.name redir_to news --ip 192.168.0.1
fdpi ctrl load --service 6 --profile.name redir to news --login test

(!) WHhopmaumsa o pesynbTaTax BbiNMOAHEHNS KOMaHAb

MoaknoyveHve ycnyrun 6 6e3 npounsa (napameTpbl ycayru bepytcs u3 anna KoHpurypaumm DPI):

fdpi ctrl load --service 6 --ip 192.168.0.1
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fdpi ctrl load --service 6 --login test

MoaknoyeHne ycnyrm 6 ¢ aHOHMMHbIM Npocuaem (Npogunb 6e3 MMeHN, KOTOPbIN CyLWeCcTBYeT L0
OTKJ/IO4EHWSA YCAYyrn abOHEHTY):

fdpi ctrl load --service 6 --profile.json '{ "redirect"
"http://mysite.com/ips news", "check" : true }' --ip 192.168.0.1
fdpi ctrl load --service 6 --profile.json '{ "redirect"
"http://mysite.com/ips news", "check" : true }' --login test

OTKNoYeHue ycnyru 6 onq KOHKPETHOTI O aboHeHTa:

fdpi ctrl del --service --ip 192.168.0.1
fdpi ctrl del --service --login test

KoMaHabl ynpaBieHua ycayramm

Mony4nTb CNCOK BCe aDOHEHTOB C NOAKJIIOYEHHOW YC1yron 6:

fdpi ctrl list all --service

Mouck aboHEeHTOB, KOTOPLIM NOAKJI04EHA YCJlyra 6 C KOHKPETHbIM MMEHOBaHHbLIM Mpoduiem:
fdpi ctrl list all --service 6 --profile.name redir_ to news

Mony4nTb MHOPMaLMIO N0 KOHKpeTHOMY IP anga 6 ycnyru:

fdpi ctrl list --service --ip 192.168.0.1

YpaaneHne uMeHoBaHHOro nNpodus (He AoKHO BbITb aBOHEHTOB, KOTOPbLIE €r0 NCNOJb3YIOT)
fdpi ctrl del profile --service 6 --profile.name redir to news

3MeHeHMe HaCTPOoeK yCayrn C UMEHOBaHHBLIM MPOodKIeM (HOBbIE HACTPOMKM MPUMEHSATCS KO BCEM
aboHeHTaM C 3afaHHbIM Npodunem ycnyriu)

fdpi ctrl load profile --service 6 --profile.name redir to news --
profile.json '{ "redirect" : "http://mysite.com/ips news new", "check"
true }'

MpocMOTp BCeX CO34aHHbIX Mpoduaen no BCeEM yCayram

fdpi ctrl list all profile --service

Mpw 3agaHnn cnucka IP MOXXHO 0HOBPEMEHHO 3aAaTb HECKONbKO onumm --file, --ip, --ip_range, --cidr:

fdpi ctrl list --service --ip 192.168.0.1 --ip 192.168.0.2 --file



fip 1.txt --ip range 192.168.0.3-192.168.0.6 --login USER1
Onepauns NPUMEHNTCA 418 BCeX YKA3aHHbIX 3/1IEMEHTOB, N0 KOTOPbIM HE NMPOU30LLI0 OLMOKN.

o npl/l BO3HWKHOBEHWM OLIMOKN OTKaTa BHECEHHbIX U3MEHEHWI He I'IpOVICXO,EI,VIT!

HacTtpouka 6s10kupoBku npotokonos TCP n UDP

MapameTp udp_ block oTBevaeT 3a 610kMpoBKy npoTokosia UDP. Ecnn B KOHDUIYpaLMOHHOM halne
DPI /etc/dpi/fastdpi.conf ecTb 3TOT napameTp — TO nponcxoanTt 6nokuposka TCP+UDP, ecnn
HeT — B6nokunpyeTcsa Tonbko TCP.

Y1066l Ha4aTb B10KMpPOBaTL NpoTOoKOAbLI UDP (Hanpumep, QUIC), Heobxoammo nobaBnTb B
KOH(UrypaunoHHbiv hann napameTp udp block co 3HavyeHuem 2 nnm 3 (Ha4aTb 610KNPOBKY NOCe
LABYX U TPEX MpoLLeaLnX nakeTos). Takme 3Ha4YeHUs yCTaHaBANBAKOTCA TaK Kak bblBaeT, 4To
NPOXoAuT 60/bLLIOE KOMNYECTBO OANHOYHbIX MAaKEeTOB, KOTOPbIE HE YYUTLIBAIOTCS B TpaduKe, HO
MOTyT Bbl3BaTb CUIbHYO Harpy3ky Ha DPI.

udp block=
NobaBneHne napameTpa He TpebyeT pectapTa DPI, nocTtaTo4yHo caenats reload:

service fastdpi reload

MopKnioyeHne AONOJIHUTENIbHbIX ONuMM Yepes JINYHbIK
KabuHeT

MoapobHee o JIN4HOM KabuHeTe 1 NOyYeHUN [OCTyNa K HeMy: JINYHbIN KabuHeT ans
knneHToB VAS Experts

0ns nogayn 3as8BKM Ha NOAKJYEHMe fgon.onuuin Yyepes JINYHbIN KabuHeTt HYXXHO:

MepenTn B pasaen “Mou anueHsnn”

BbibpaTb 13 cnMCKa nnueH3uno, 418 KOToporn TpebytoTcs Aon.onumm
BbibpaTb HeobX0AMMbIE OMUMK U3 CNUCKA LOCTYMHbIX

HaxaTb “OTnpaBuTb 3aABKYy”

Ll
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Mou nuueHauun

GUI " QOEaHaﬂMTMKa » DAHHAA NUUEH3WA

CKAT-4-COMPLETE CKAT-2-ENTRY

my_aparatar

CKAT-2-ENTRY X Contact_ID  my operator? 0 Nuuexanpyemeiii Tpadwrx

[p— UUID b4134056-24e0-_dc6  [) A1Gb HeT npeskilieHmi Wcxonrwmia 1 Gb HeT NpesbiueH1i

CKAT-10-COMPLETE  »

iy operstorpAzel 10 DRD DP1 BRAS CG-NAT WEB-¢uneTp AntiDDoS

CKAT-10-COMPLETE MopknioyeHo: ﬂDCTyT‘IHO ona nogKknyvyeHuaA
my operalorpAZELID. SeP
= «  Nognepska pexoison Bypass, On-stick, LAG + CBopm T no H
CKAT-10-COMPLETE  » v o 1o pescry CaiiTos W HepHH CrHcoK

my_operatorpAzel 0. Pm

+" Murm Firewall gnr Gnosmposky no nopram
+ AsTosawmTa ot DDOS atax
CKAT-10-COMPLETE + Korpons DNS sanpcos

my_operatorpAzel i HE2

CED BriGepuTe HOBLIE ONLMK ANA ceoero CKAT W oTnpassTe 3anBKy. .
CKAT-10-COMPLETE  » Mosano . " vo. -

my_operatorpasel . God

5. 3anosHNTbL faHHbIe N OTNPaBUTL 3asBKY



3asBKa Ha KOMMep4YecKoe
npeanoxeHue

Wmn*

MNesnaguy Kpoxkopunos

KoHTaKkTHbIR Tenedgod”

+7 (495)-234-44-99

MNoyta*

gkE@myoperatorm

KommeHTapui®

Mpowy NOAKMOYATE K NAUEHIMHA BIGDaHHEIE ONUMA.

CNUCOK BHIGPaHHbIX ONUMA:

w'  CHOP M BLIMPYIKa CTATHCTHEM MO MNPOTOKONAM W HANPAENSHWAM B
popsare IPFIX

w  Munn Firewall ona GNOKWPORKK N0 MOETaM

YoeauTech, 4TO BCE MHTepecyiowwMe Bac onuumiu
HAXOOATCA B cnMcKe. MNpr HeobXoAMMOCTH 3aKponTe

HOPMY M BEPHUTECH K BLIGOPY
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