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Ycnyru

YnpaBseHue ycnyraMu. AIMeHoBaHHbIe
npounu

Co3aaHue, N3MeHeHne 1 yaaneHne ycnyr ocyLlecTBaseTcs ¢ nomolybto ytuantel fdpi ctrl.
Ycnyru gensTcs Ha Tpu Tuna:

e be3 npodund - HACTPONKK yCNyr onucaHbl B KOHUrypaumm DPl unm He TpebyloT onncaHms, K
npumMepy 9 cepsuc (otnpaska dbunnmHroso NetFlow/RADIUS Accounting)

e AHOHUMHbIe (6e3 MMeHN) NpodKaK - yciyra He CO3[aeTCsa 3apaHee, napameTpbl yCayru
3a[al0TCA B MOMEHT MOAKJI0YeHNe yCIyr aboHeHTy B json chopmaTe

¢ IMeHOBaHHbIE NPOdUAN - yCaIyra CO34aeTCA A0 NOAK/YEHUS abOHEHTY, XpaHMTCSA BO
BHYTpeHHen 6a3e DPI - AoMuHucTpmnposaHune bas daHHbix: UDR 1 SDR

AMeHOBaHHbIe NPOCMAN NO CPABHEHMIO C aHOHUMHBLIMU NPOPUAAMN UMEIOT CaeayloLmne
npenmylLLecTBa:

1. YnpowaeT agMUHUCTPUPOBaHNe aboOHEHTOB

2. Mo3BonseT HaxoaMTb aboHEHTOB C TpebyembiM Npodunem No UMeHN Nponna

3. Mo3BoNseT 3MeHNTb NPognsib BCeM abOHEHTaM C 3aZlaHHbIM NPognIeM NPOCTO U3MEHMUB
napameTpbl npounsa

4. MNo3BONAET KOHTPOJIMPOBATb OrPaHNYEHME Ha KOJIMYECTBO YHUKabHbIX Npoduien (Makcumym
65535)

AHOHVMHbIe (6e3 UMeHK) Npoduan B CBO 04Yepelb NMEKT Clieaylolime NpenMyLecTsa:

1. He HY>XHO 3aHMMaTbCs MeHeXXMeHTOM Nnpodusa (Co3naBaTb ero U yaanaTb), Npodusib
ocBoboxpaeTcs BMecTe C yaaleHneM ycayru uam npoguns y aboHeHTa
2. He Hy>XHO npnayMbiBaTb UM Npoguns

CHHTaAKCUC KOMaHp,

Obwun hopmaT KOMaHA:
fdpi ctrl komaHga --service ngeHtugukatop ycnayru [cnmcok IP| [crnmncok LOGIN

PacLUMdPOBKA NapaMeTPOB KOMaHbI:

OnucaHue, BO3MOXXHble 3HA4YEeHUA U

MapamMmeTp dopMar

NMpuMmeyaHue
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OnucaHue, BO3MOXXHble 3HAYEeHUA U

MapameTp dopMar NMpuMmeyaHue

3HaYeHuns:

1. load — 3arpy3uTb AaHHble

2.del — ypanute. Ing - -service B komaHpax list, del BmecTo
KOMaHaa HY>KHO 3afiaTb ngeHtudukatop_ycayru |cnucka IP/LOGIN MOXXHO

3. list — nokasaTb UHOpPMaLKO NO
3af,@HHOMY CNNCKY cnucok IP mnwn BClo
NHMOPMaLMIO, eCNN 3aflaH apryMeHT
all.

3adaBaTb all, 4To 3HAYUT
NPUMEHNTb KOMaHAY A5 BCEX.

NOEHTUUKATOP YCayriu

Yncnoson ID, COOTBETCTBYOLWMI yCayre
N3 Crncka

cnucok_IP

3HayveHus:

1. --file — cann co cnuckom IP

2. --1p — oAuHOYHbIN IP, hopmaT:
192.168.0.1

3. --ip _range — uHTepsan IP
(BKtOYAET rpaHnubl), hopmarT:
192.168.0.1-192.168.0.5

4. --cidr — IP c nopTom, opmarT:
192.168.0.0/30, 5.200.43.0/24~
(BapuaHT yka3saHus CIDR ¢
NCKNIOYEHHbIMU KpanHUMK afgpecamm)

3 onana3soHa CIDR MOXHO
NCKNIOYUTb KpaHue agpeca (no
cornalueHmnio o 6eckiaccosom
ajpecaunm — 3To agpeca LWio3a
M LUMPOKOBELLaTEeIbHbIN),
nobasus B onpepenexHvne
[Mana3oHa CUMBOJI ~ B KOHLE
onpegeneHus CIDR, Hanpumep -
-cidr 5.200.43.0/24~

cnucok LOGIN

3HaveHus:

1. --file — chain Co CNNCKOM IOrMHOB
2. --1ogin — OAMHOYHbIV JIOTUH,
opmaT: USER1, "FIRST_NAME

LAST NAME" (BapnaHT yKa3aHus JIornHa
C 3KpaHMpPOBaHMEM CNeLCMMBOJIOB)

"USER1" — BapwuaHT 3agaHus
login B ABOMHbIX KaBbl4Kax

'‘USER2' — BapuaHT 3aaHua
login B 04MHAPHBIX KaBblYKax

CTpOKa, Ha4ynHaloLWancsa ¢ cumeona # — 310 KOMMEHTapMVI.

Cnucok ycnyr

Y

Mpu akTuBauun ycnyr 6s10kmposku (4, 16, 49) 6noknpyetca Tosnbko TCP Tpaguk.
Y1066 6510KMpOBaThL M UDP Tpaduk, Heobxoanmo BkNo4UTL NapameTp udp block.

ID |KpaTkoe onucaHue Ccbinka Ha noppo6Hoe
onucaHue

1 |boHycHasa nporpamma OnwncaHne

2 |peknama OnuncaHune

3 |6110KNpOBKa pekiambl OnuncaHue

4 |punbTpaumna Nno YepHOMy CrNCKY OnwncaHne

5 |6enbi cnncok n Captive Portal OnucaHune

6 |yBegomneHue 4yepes HTTP redirect OnuncaHune

7  |KawwupoBaHwue OnwncaHune
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ID |KpaTkoe onucaHue Ccbinka Ha noppo6Hoe
onucaHue

8 |npongeHa DDOS 3awmTa OnucanHune

9 |RADIUS accounting / cbop netflow ctaTuctuku ans bunaunuHra OnuncaHune

10 DDOS 3awmTa OnwncaHune

11 |CGNAT n NAT 1:1 OnuncaHune

12 |3anucb Tpadumka B PCAP OnucanHune

13 |MuHu Firewall OnuncaHune

14 |oTBepeHue Tpaduka Ha TAP nHTepdenc OnwncaHune
crneuaboHeHT (Becb Tpamk nomellaetcs B ¢sO, He NpuMeHseTca

15 OnwncaHune
dunbTpaums (4 ycnyra) ons vChannel n obwero kaHan)

16 6enbin cnucok n nepeagpecaumsa Ha Captive Portal 6e3 goctyna B Onncanme
UHTEepHeT

17 |3epkanupoBaHue Tpaguka B 3agaHHbIn VLAN OnwncaHune
NMOJIMCUHT MO CeCcCUn A1 onpefesieHHbIX NPOTOKO0B U

18 OnuncaHuve
onpefeneHne KaccoB Tpadrka Ha YPOBHAX KaHana u aboHeHTa
nogmeHa DNS oTeeTO0B, B NnaHax: nepeHanpassieHne DNS 3anpocos

19 . OnwncaHune
Ha DNS cepsep nposangepa

49 |bnokuposka IPv6 Tpadurka OnuncaHune

50 YHaCTHUK MapKeTWMHI0BOW KOMMaHMKM C yBeoMeHnemM yepes HTTP Onvcanme
redirect

51 |3ape3epBMpPOBaAHO (BHYTPEHHSAS yCayra)

254|VRF OnuncaHue

Co3paHue, NnoAaKJlOYEeHUEe U OTKJIIDYEeHUe
ycnyr

A

Co3naHve nMeHOBaHHOIo Npognng ans ycayru 6 (eauHopasosbii redirect) HOTUMKaLMM O HOBOCTSX
ornepaTopa CBA3MN N MOAKNOYEHNE faHHOW yCayrn ¢ npogunem Ha aboHeHTa:

AMa npouns yHuUkanbHO Ans Kaxpow ycnyru, T.e. profile_name 1 ana ycnyru 4
(4epHbI cnucok) otnmyaetcs ot profile_name 1 gns ycnyru 5 (6enbin cnncok)

fdpi ctrl load profile --service 6 --profile.name redir to news --
profile.json '{ "redirect" "http://mysite.com/ips news", "check" true }'
fdpi ctrl load --service 6 --profile.name redir_to news --ip 192.168.0.1
fdpi ctrl load --service 6 --profile.name redir to news --login test

MoakntodeHne ycnyru 6 6e3 npocdunsa (napameTpsl ycnyru bepyTcs n3 anna KoHpurypauun DPI):

fdpi ctrl load --service 6 --ip 192.168.0.1
fdpi ctrl load --service 6 --login test

MoAKYeHNEe YCAYri 6 C aHOHUMHBLIM Npodunem (Npodunb 6e3 MMeHn, KOTOpbIA CyLLLECTBYET A0
OTKJIOYEHUSA YCAYT aBOHEHTY):
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fdpi ctrl load --service 6 --profile.json '{ "redirect"
"http://mysite.com/ips news", "“check" : true }' --ip 192.168.0.1
fdpi ctrl load --service 6 --profile.json '{ "redirect"
"http://mysite.com/ips news", "check" : true }' --login test
OTKNOYUTBL YyCAyry 6 Ans KOHKpeTHoro IP:

fdpi ctrl del --service --ip 192.168.0.1

KomaHpAabl ynpaBsieHUa ycayramm

Mony4nTb CANCOK BCE aBOHEHTOB C MOAKJIOYEHHON YCNYyron 6:

fdpi ctrl list all --service

Mouck aboHEeHTOB, KOTOPLIM MNOAKJI0YEHA YCJlyra 6 C KOHKPETHbIM MEeHOBaHHbLIM Mpoduiem:
fdpi ctrl list all --service 6 --profile.name redir_ to_ news

Mony4nTb MHGOPMaLMIO NO KOHKpeTHOMY IP anga 6 ycnyru:

fdpi ctrl list --service --ip 192.168.0.1

YaaneHne MeHOBaHHOr 0 nNpoduns (He foKHO 6bITb aDOHEHTOB, KOTOPbLIE €ro UCMONb3YIOT)
fdpi ctrl del profile --service 6 --profile.name redir to news

/I3MeHeHMe HaCTPOeK yCayr C UMeHOBaHHbIM NPOMUIEM (HOBblE HACTPONKM NMPUMEHSTCA KO BCEM
aboHeHTaM C 3agaHHbIM npoduneM ycnyriu)

fdpi ctrl load profile --service 6 --profile.name redir to news --
profile.json '{ "redirect" : "http://mysite.com/ips news new", "check"
true }'

MpocMOTp BCex Co3[aHHbIX Npodunen No BCEM yCayram

fdpi ctrl list all profile --service

Mpwn 3agaHnn cnucka IP MOXXHO 0HOBPEMEeHHO 3aAaTb HEeCKOIbKOo onuun --file, --ip, --ip_range, --cidr:

fdpi ctrl list --service --ip 192.168.0.1 --ip 192.168.0.2 --file
fip 1.txt --ip _range 192.168.0.3-192.168.0.6 --login USER1

Onepauna NpUMeHNTCA 019 BCEX YKAa3aHHbIX 3JIEMEHTOB, N0 KOTOPbLIM HE MPON30LWN0 owmbKn.

Mpu BO3HNKHOBEHUW OLINGKM OTKaTa BHECEHHbLIX N3MEHEHWIN HE MPONCXOANT!



HacTtponka 6nokuposku npotokonos TCP n UDP

MapameTp udp block oTeevaeT 3a 610kMpoBKYy NpoTokosa UDP. Ecav B KOHDUIYpaLMOHHOM (halne
DPI /etc/dpi/fastdpi.conf ecTb 3TOT napameTp — TO nponcxoanTt 6aokuposka TCP+UDP, ecnn
HeT — BnokumpyeTcsa Tonbko TCP.

Y1066l Ha4aTb B10KMpPOBaTL NpoTOoKONLI UDP (Hanpumep, QUIC), Heobxoammo nobasuThb B
KOH(MrypaLnoHHbIn hann napameTp udp block co 3HavyeHuem 2 nnm 3 (HavaTb 6N1OKMPOBKY nocsie
ABYX UK TPEX NPOLUeALINX NakeToB). Takne 3Ha4YeHNs yCTaHaBMBAOTCS Tak Kak ObiBaeT, 4To
npoxoanT 60bLLOE KOMNYECTBO OANHOYHBIX MAaKETOB, KOTOPbIE He YYUTLIBAOTCA B Tpaduke, HO
MOrYT Bbl3BaTb CUJIbHYIO Harpy3ky Ha DPI.

udp block=
HobasneHne napameTpa He TpebyeT pecTapTa DPI, poctaTto4Ho caenaTh reload:

service fastdpi reload

MopknioyeHne JONOJIHUTENIbHbIX onuuK Yepes JINYHbIK
KabuHeT

MoapobHee 0 JIn4HOM KabuHeTe 1 NOAYyYEeHUN [OCTYNa K HeMY: JINYHbIN KabuHeT ans
knneHToB VAS Experts

Ons nofayv 3as8BKU Ha NOAKIOYEHWE A0M.0NUUA Yepes JIMYHbIN KabHEeT HYXXHO:

MepenTtn B pasgen “Mowv nuueH3nmn”

BbibpaTb 13 cinMcKa nnueH3uno, A8 KOTopon TpebyloTca Aon.onumm
BbibpaTb HeobxoAnMble OnuMmM U3 Cnmcka AOCTYMHbIX

HaxaTb “OTnpaBuTb 3as8BKYy”

wnNE
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Mou nuueHauun
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CKAT-4-COMPLETE CKAT-2-ENTRY

my_aparatar

CKAT-2-ENTRY X Contact_ID  my operator? 0 Nuuexanpyemeiii Tpadwrx

[p— UUID b4134056-24e0-_dc6  [) A1Gb HeT npeskilieHmi Wcxonrwmia 1 Gb HeT NpesbiueH1i

CKAT-10-COMPLETE  »

iy operstorpAzel 10 DRD DP1 BRAS CG-NAT WEB-¢uneTp AntiDDoS

CKAT-10-COMPLETE MopknioyeHo: ﬂDCTyT‘IHO ona nogKknyvyeHuaA
my operalorpAZELID. SeP
= «  Nognepska pexoison Bypass, On-stick, LAG + CBopm T no H
CKAT-10-COMPLETE  » v o 1o pescry CaiiTos W HepHH CrHcoK

my_operatorpAzel 0. Pm

+" Murm Firewall gnr Gnosmposky no nopram
+ AsTosawmTa ot DDOS atax
CKAT-10-COMPLETE + Korpons DNS sanpcos

my_operatorpAzel i HE2

CED BriGepuTe HOBLIE ONLMK ANA ceoero CKAT W oTnpassTe 3anBKy. .
CKAT-10-COMPLETE  » Mosano . " vo. -

my_operatorpasel . God

5. 3anosHNTbL faHHbIe N OTNPaBUTL 3asBKY



3asBKa Ha KOMMep4YecKoe
npeanoxeHue

Wmn*

MNesnaguy Kpoxkopunos

KoHTaKkTHbIR Tenedgod”

+7 (495)-234-44-99

MNoyta*

gkE@myoperatorm

KommeHTapui®

Mpowy NOAKMOYATE K NAUEHIMHA BIGDaHHEIE ONUMA.

CNUCOK BHIGPaHHbIX ONUMA:

w'  CHOP M BLIMPYIKa CTATHCTHEM MO MNPOTOKONAM W HANPAENSHWAM B
popsare IPFIX

w  Munn Firewall ona GNOKWPORKK N0 MOETaM

YoeauTech, 4TO BCE MHTepecyiowwMe Bac onuumiu
HAXOOATCA B cnMcKe. MNpr HeobXoAMMOCTH 3aKponTe

HOPMY M BEPHUTECH K BLIGOPY




	Содержание
	Управление услугами. Именованные профили
	Синтаксис команд
	Список услуг

	Создание, подключение и отключение услуг
	Команды управления услугами
	Настройка блокировки протоколов TCP и UDP
	Подключение дополнительных опций через Личный кабинет


