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Ycnyru

YnpaBJieHue yciayramu

Co3paHue, n3MeHeHne 1 yaaneHue ycayr ocylecTsaseTcs ¢ nomowbio ytunutel fdpi ctrl.
Ycnyrn penstcs Ha Tpy Tuna:

e be3 npouns - HACTPONKM YCAYrK ONncaHbl B KOHGUrypauum DPl nnmn He TpebytoT onncaHms, K
npumepy 9 cepsuc (otnpaska bunnnHroeo NetFlow/RADIUS Accounting)

¢ AHOHUMHbIe (6e3 MMeHN) NpodKan - yCiyra He CO34aeTCa 3apaHee, napameTpbl yCayru
3a[al0TCA B MOMEHT NOAKI/0YeHNe yCayrn aboHeHTyY B json hopmaTe

* IMeHOBaHHbIe Npoduan - ycsyra co3faeTcs 40 NoAKAYeHUs aboHeHTY, XpaHMTCA BO
BHyTpeHHen 6a3e DPI - AgMuHucTprposaHme ba3 OaHHbix: UDR 1 SDR

IMeHOBaHHbIE NPOCMAN NO CPABHEHMIO C aHOHUMHBLIMU NMPOPUNAMN UMEIOT CReaytoL e
npenmyLLecTBa:

1. YnpowaeT agMUHUCTPUpOBaHne aboHEHTOB

2. Mo3BonseT HaxoanMTb aboHEHTOB C TpebyeMbiM Npoduaem No UMeHN Nponna

3. MNo3BoNsieT N3MeHNTb NPodunab BCeM aboHeHTaM C 3aaHHbIM NPOoduUIEM NPOCTO N3MEHNB
napameTpbl npouna

4. lMos3Bonsaetr KOHTPOJINPOBaTb OrpaHn4eHne Ha KONMMYECTBO YHUKaAJIbHbIX I'IpOCbI/IJ'IEIZ (MaKCI/IMyM
65535)

AHOHMMHbIe (6e3 nMeHKn) NPotAN B CBOKO 0Yepesb UMEKT ClelyioLie NpenmyLLecTBa:

1. He HY)XHO 3aHMMaTbCA MeHeIXXMeHTOM npodua (Co3aaBaThb ero U yaanaTb), Npodusib
ocBoboXxaeTca BMeCTe C yaaseHneMm ycnyru unm npoduns y aboHeHTa
2. He Hy>XHO NpnayMbiBaTb UMSA Npodus

CUHTaAKCUC KOMaHp,

Obwun hopmaT KOMaHA:
fdpi ctrl komaHga --service ngeHtugukatop ycnyru [cnncok IP| [cnmncok LOGIN

PacLU1dpOBKa NapaMeTPOB KOMaHAbI:

OnucaHue, BO3MOXXHbI@ 3HAYEHUA U

MapameTp dbopmar MpuMmeyaHue

3Ha4vyeHus:

1. load — 3arpy3nTb AaHHbIE

2.del — ypnanutb. Ang - -service B komaHpax list, del BmecTo
KOMaHAA HY>XHO 3afiaTb naeHTudukatop_ycayru |cnucka IP/LOGIN MoXXHO

3. list — nokasaTb MHpopMaLMIo No 3agaBaTb all, 4To 3HAYUT
3a[laHHOMY CMUCKY CNUCOK_IP unm BCIO |NPUMEHUTb KOMaHAy AJA BCEeX.
NH(OPMaLMIO, eCIK 3a4aH apryMeHT
all.
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OnucaHue, BO3MOXXHble 3HAYEeHUA U

Mapamer MpuMmeyaHue
P P ¢dpopmat P
Yucnoson ID, COOTBETCTBYOLWMI yCayre
NOEHTUPUKATOP yCnyru
- N3 Cnuncka
3Ha4vyeHus:

1. --file — ¢pann co cnuckom IP
2. --1p — oAuHOYHLIN IP, (hopmaT:

192.168.0.1
3. --ip_range — nHTepBan IP
cnncok IP (BKNOYAET rpaHuLbl), hopmar:

192.168.0.1-192.168.0.5

4. --cidr — IP c nopToM, (hopmarT:
192.168.0.0/30, 5.200.43.0/24~
(BapuaHT yka3aHusa CIDR ¢
NCKJTIOYEHHBIMW KpanHUMK agpecamMi)

N3 pnanasoHa CIDR MOXHO
NCKNIOYNTb KpanHue agpeca (no
cornaweHuio o becknaccoson
agpecaumm — 3To agpeca Wwno3a
N LWNPOKOBELLATENbHbIN),
nobasus B onpeneneHune
Avarna3oHa CUMBON ~ B KOHLe
onpegeneHnsa CIDR, Hanpumep -
-cidr 5.200.43.0/24~

3HayveHus:

1. --file — hain CO CNNCKOM JIOrMHOB
2. --login — OAMHOYHbIV JIOTWH,
dopmaT: USER1, "FIRST_NAME

LAST _NAME" (BapmaHT yKa3aHus JIornHa
C 3KpaHMpOBaHMEM CNeLCcMMBOJIOB)

cnucok_LOGIN

"USER1" — BapuaHT 3apaHus
login B ABOMHbIX KaBbl4Kax

'USER2' — BapuvaHT 3afdaHus
login B 0AMHAPHBIX KaBbl4Kax

CTpoKa, HauyMHaLWanca C CMMBOJIa # — 3TO KOMMEHTapUH.

Cnucok ycnyr

Mpw akTMBaumm ycnyr 6nokunposku (4, 16, 49) 6nokupyetcsa Tonbko TCP Tpaduk.
YT106b1 610KMpOBaTL 1 UDP Tpaduk, Heobxoamnmo Bka4nTL napameTtp udp block.

ID |KpaTkoe onucaHue Cceinka Ha noapoboe
onucaHue
1 |boHycHasa nporpamma OnwncaHune
2 |peknama OnwncaHne
3 |6n0KMpOBKa pekiaMbl OnuncaHune
4 |punbTpauunsa no 4YepHoOMy CrnCKY OnwncaHune
5 |benbin cnncok n Captive Portal OnwncaHune
6 |yBepnomneHue vyepes HTTP redirect OnucaHune
7 |K3WKnpoBaHue OnuncaHve
8 |nponpeHa DDOS 3awuTa OnucaHune
9 |RADIUS accounting / cbop netflow cTatuctukmn gns bunnmHra OnwncaHne
10 DDOS 3awmTa OnwncaHune
11 |CGNAT n NAT 1:1 OnwncaHune
12 |3anucb Tpaguka B PCAP OnwncaHne
13 |MuHw® Firewall OnucaHune
14 |oTBepeHue Tpadguka Ha TAP nHTepgenc OnuncaHve
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Ccbinika Ha noapobHoe
ID |KpaTkoe onucaHue
onucaHuwe

crneuaboHeHT (Becb Tpadmk nomeltaetcs B csO, He NpuMeHseTCa

15 OnuncaHune
dunbTpaums (4 ycnyra) ons vChannel n obwero kaHan)
Henbil cnncok n nepeagpecauns Ha Captive Portal 6e3 goctyna B

16 peadpecall P focty OnwncaHune
NHTEepHeT

17 |3epkanupoBaHue Tpaguka B 3agaHHbIn VLAN OnwncaHune
NOJINCUHT MO CeCCUn A1 onpefesieHHbIX MPOTOKO10B U

18 OnuncaHue
onpepeneHne KNaccoB Tpaurka Ha YPOBHAX KaHasla U aboHeHTa
nogmeHa DNS oTeeTOB, B NnaHax: nepeHanpasseHne DNS 3anpocos

19 y OnwncaHune
Ha DNS cepsep nposangepa

49 |bnokuposka IPv6 Tpaurka OnuncaHune

4YaCTHUK MapKeTUHIOBOW KOMMaHuK C yBeoMaeHneM yepes HTTP

50 (Y@ P yBed P OnuncaHue
redirect

51 [3ape3epBUpPOBaHO (BHYTPEHHSAA ycayra)

254|VRF OnuncaHuve

Co3paHue, NnoAaKJl04YEeHUe U OTKJIIDYEeHUe
ycnyr

AMa npouns yHuUKanbHO Ons Kaxpow ycnyru, T.e. profile_name_ 1 ona ycnyru 4
(4epHbI cnucok) otnmyaeTcs ot profile_name 1 gns ycnyru 5 (6enbin cnncok)

Co3gaHne nMeHoBaHHOro npoguns ona ycayru 6 (eanHopasosbin redirect) HOTUDMKaLMM O HOBOCTSX
onepaTopa CBSA3M 1 NOAKJIOYEHNE AaHHOW YCAYrn ¢ Npodumaem Ha aboHeHTa:

fdpi ctrl load profile --service 6 --profile.name redir to news --
profile.json '{ "redirect" : "http://mysite.com/ips news", "check" : true }'
fdpi ctrl load --service 6 --profile.name redir_to news --ip 192.168.0.1
fdpi ctrl load --service 6 --profile.name redir to news --login test

MoakntoyeHne ycnyrun 6 6e3 npocdnnsa (mapameTpbl ycayru bepytcs n3 danna KoHgurypaumm DPI):

fdpi ctrl load --service 6 --ip 192.168.0.1
fdpi ctrl load --service 6 --login test

MoAK/oYeHNe YyCAyr 6 C aHOHUMHBLIM Npoduaem (Npoduns 6e3 MMeHn, KOTOpbIA CyLLECTBYET A0
OTKJIIOYEHUS YCyrn aboHeHTY):

fdpi ctrl load --service 6 --profile.json '{ "redirect"
"http://mysite.com/ips news", "check" : true }' --ip 192.168.0.1
fdpi ctrl load --service 6 --profile.json '{ "redirect"
"http://mysite.com/ips news", "check" : true }' --login test

OTKNOYNTL yCnyry 6 0na KOHKpeTHoro IP:
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fdpi ctrl del --service --ip 192.168.0.1

KoMaHabl ynpaBieHua ycayramm

Mony4nTb CANCOK BCe aDOHEHTOB C NOAKJIIOYEHHOW YCI1yron 6:

fdpi ctrl list all --service

Mouck aboHEHTOB, KOTOPLIM NOAKJI04EHA YCJIyra 6 C KOHKPETHbIM MMEHOBaHHbLIM Mpoduiem:
fdpi ctrl list all --service 6 --profile.name redir_ to news

Mony4nTb MHOPMaLMIO N0 KOHKpeTHOMY IP anga 6 ycnyru:

fdpi ctrl list --service --ip 192.168.0.1

YaaneHne uMeHoBaHHOro npoduns (He 8oHKHO BbiITb aDOHEHTOB, KOTOPbLIE €ro NCMOJIb3YI0T)
fdpi ctrl del profile --service 6 --profile.name redir to news

A3MeHeHne HaCTPoeK yCayrn C MUMEHOBaHHbLIM NPOdUIEM (HOBblE HACTPONKMN MPUMEHSTCS KO BCEM
aboHeHTaM C 3agaHHbIM NpoduneM ycnyriu)

fdpi ctrl load profile --service 6 --profile.name redir to news --
profile.json '{ "redirect" : "http://mysite.com/ips news new", "check"
true }'

MpoCcMOTp BCEX CO34aHHbLIX MPOoduIen No BCEM yCayram

fdpi ctrl list all profile --service

Mpwn 3agaHunn cnucka IP MOXXHO 04HOBPEMEHHO 3aAaTb HECKOJIbKO onuumn --file, --ip, --ip_range, --cidr:

fdpi ctrl list --service --ip 192.168.0.1 --ip 192.168.0.2 --file
fip 1.txt --ip range 192.168.0.3-192.168.0.6 --login USER1

Onepauvm NMPUMEHNTCA ONA BCEX YKa3aHHbIX 371EMEHTOB, MO0 KOTOPbLIM HE MPON30LLIO oLwmnbKum.

|_|pl/l BO3HWKHOBEHWM OLUIMOKN OTKaTa BHECEHHbIX U3MEHEHWI He I'IpOI/ICXO,EI,IAT!

HacTtpomnka 6nokuposku npotokonos TCP n UDP

MapameTp udp block oTeevaeT 3a 610kMpoBKY NpoTokosa UDP. Ecan B KOHDUIYpaLMOHHOM (halne
DPI /etc/dpi/fastdpi.conf ecTb 3TOT napameTp — TO nponcxoaut 6aokuposka TCP+UDP, ecnun
HeT — 6nokunpyeTcsa Tonbko TCP.



Y1066l Ha4aTb B10KMpPOBaTL NPoTOKONLI UDP (Hanpumep, QUIC), Heobxoammo nobasuThb B
KOH(MrypaunoHHbIn hann napameTp udp block co 3HavyeHuem 2 nnum 3 (HavyaTb 6N1O0KMPOBKY nocsie
ABYX UAN TPEX NPOLUeALINX NakeToB). Takne 3Ha4YeHNs yCTaHaBIMBAOTCS Tak Kak bbiBaeT, 4To
npoxoanT 60bLLIOe KOMMYECTBO OANHOYHBIX MAaKETOB, KOTOPbIE HE YYUTLIBAOTCA B Tpaduke, HO
MOTYT Bbl3BaTb CUbHYIO Harpy3ky Ha DPI.

udp block=3

NobaBneHne napameTpa He TpebyeT pecTapTa DPI, focTaToyHo caenaTs reload:

service fastdpi reload

MopknioyeHne AONOJIHUTEJIbHbIX ONnuumn Yepes JINYHbIN
KabuHeT

MoapobHee o JInyHOM KabuHeTe 1 NOyYEeHUN [OCTYNa K HeMY: JINYHbIN KabuHeT ans
knneHToB VAS Experts

Ons nofayn 3as8BKM Ha NOAKYEHNE A0MN.0NUUA Yepe3 JIMYHbIA KabMHET HYXHO:

1. MepenTn B pasgen “Moun nuueHsnn”
2. BblﬁpaTb N3 CrnckKa nnueHs3nto, gn4d KOTOpOI7I TDQGYIOTCH gon.onuunn
3. Bbl6paTb HGO6XO,£I,VIMb|e onunn n3 CNNCKa AO0CTYMHbIX
4. HaxaTb “OTnpaBuTb 3a8BKY”
Mowu nuueH3um
GUI v QoE aHanuTMka *
CKAT-4-COMPLETE CKAT-2-ENTRY
CKAT-2-ENTRY X Contact_ID  my operator2 ] Huueuau_pyeuuﬁ TpadwK )
yoperaton? UUID b4134d56-24ad-_de6 ] Bxopawwia | Gb HeT npeakiluedii Hexopaumid 1Gb HeT npeebilwaH1i
[ crexns
CKAT'10'COMPLHE g DPI  BRAS  CG-NAT  WEB-gwetp  AntiDDoS
CKAT-10-COMPLETE MNopkntoyeHo: [JocTynHo ans NoaKIYeHUs:
— Nopnepska pasoison Bypass, On-stick, LAG o gm':hll{)?ly;l{a no ] 1]
CKAT-10'COMPLE|-E ’ o . opeseTy TS PR Eeek « Murm Firewall onR GNosMpoBKK NO NOpTaM
+ Aetoaawwra ot DDoS avak
CKAT—1Q—COMF'LE|'E » + Kontpons DNS sanpocos
bl C b MK L] ] K . "
CKAT-10-COMPLETE  » Mot RPOKEHCATHPOSATLCR & MOHOIDXOPOM n MpOTOCTAPORTS BeCTATH O

5. 3anosiHNTb faHHbIe N OTMNPaBUTL 3asBKY
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3asBKa Ha KOMMep4YecKoe
npeanoxeHue

Wmn*

MNesnaguy Kpoxkopunos

KoHTaKkTHbIR Tenedgod”

+7 (495)-234-44-99

MNoyta*

gkE@myoperatorm

KommeHTapui®

Mpowy NOAKMOYATE K NAUEHIMHA BIGDaHHEIE ONUMA.

CNUCOK BHIGPaHHbIX ONUMA:

w'  CHOP M BLIMPYIKa CTATHCTHEM MO MNPOTOKONAM W HANPAENSHWAM B
popsare IPFIX

w  Munn Firewall ona GNOKWPORKK N0 MOETaM

YoeauTech, 4TO BCE MHTepecyiowwMe Bac onuumiu
HAXOOATCA B cnMcKe. MNpr HeobXoAMMOCTH 3aKponTe

HOPMY M BEPHUTECH K BLIGOPY
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