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YnpaBJieHue

ycnyramm

YnpasneHne aboHeHTaMu ocylecTBaseTcs ¢ nomowbio ytuautel fdpi ctrl.

A

CUHTaAKCUC KOMaHp,

Obwun hopmaT KOMaHA:

fdpi ctrl komaHga --service nageHTudumkaTop ycayru [cnmcok IP

PacwncpoBKa NapaMeTpoB KOMaHbI:

PekomeHgyeM ncrnonb3oBaTh VIMeHOBaHHbIE Mpoduan, 4TO YNPOCTUT ynpasiieHne
ycayramu 1 NoJIMCUHIOM.

cnucok LOGIN

OnucaHue, BO3MOXXHbIe 3HAYEHUSA U

3. list — nokasaTb UH(opMaLMo NO
3aaHHOMY CMUCKY cnucok IP wnau BClo
NH(OPMaLMIO, eC/in 3afiaH apryMeHT
all.

MapameTp dbopmar NMpuMmeyaHue

3Ha4vyeHuns:

1. load — 3arpy3nTb AaHHbIE

2.del — ypnanutb. Ans - -service B komaHpax list, del BmecTo
KOMaHAa HY>XHO 3afaTb naeHTudukatop_ycnyru |cnuncka IP/LOGIN MoXXHO

3agaBaTb all, 4TO 3HAYUT
NPUMEHNTb KOMaHAY AN15 BCEX.

NAEHTUNKATOP YyCyru

Yucnoson ID, COOTBETCTBYOLLNN
yciyre u3 crnucka

(hansi_onucaHusa_noancuHra

®ainn B popmate cfg, popmar:
tbf.cfg

cnncok IP

3HaYeHuns:

1. --file — dann co cnuckom IP

2. --1p — oAguHOYHbIN IP, (hopmaT:
192.168.0.1

3. --ip_range — nHTepBan IP
(BkNtOYaEeT rpaHuLbl), hopmar:
192.168.0.1-192.168.0.5

4. --cidr — IP c nopTom, (hopmarT:
192.168.0.0/30, 5.200.43.0/24~
(BapuaHT yka3aHua CIDR ¢
NCKOYEHHBIMU KpanHUMK agpecamm)

3 gnanasoHa CIDR MOXHO
NCKNIOYNTb KpanHue agpeca
(no cornatueHuto o
becknaccoson agpecaumm —
3TO ajpeca Lno3a u
LUMPOKOBELLaTebHbIN),
nobaBuB B onpepeneHue
[inanasoHa CUMBOJI ~ B KOHLe
onpegeneHuns CIDR, Hanpumep
--cidr 5.200.43.0/24~
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OnucaHue, BO3MOXXHblE€ 3HAYE€HMUSA U
MapameTp NMpuMmeyaHue
¢dpopmat
3HayveHus:
1. --file — cann co cnuckom
NOrMHOB "USER1" — BapuvaHT 3afaHns
2. --1ogin — OAMHOYHbIV JIOTUH, login B BOMHbIX KaBbl4Kax
crncok_LOGIN opmat: USER1, "FIRST NAME 'USER2' — BapuvaHT 3aaHuns
LAST NAME" (BapnaHT yKa3aHus login B 0AMHAPHBIX KaBbl4yKax
JIOTUHA C 3KpaHUpOBaHEM
CneucMmMBOOB)

CTpoKa, Ha4yMHaLWasnca ¢ cumeosa # — 370 KOMMEHTapMVI.

Cnucok ycnyr

( Mpwn akTuBauumn ycnyr 6nokuposku (4, 16, 49) 6nokmnpyetcs Tonbko TCP Tpaduk.
: Y1066 6510KMpOBaThL M UDP Tpaduk, Heobxoanmo BkNo4nTL NapameTtp udp block.

ID |KpaTkoe onucanme CcbisIKa Ha nopgpobHoe
onucaHue

1 |boHycHasa nporpamma OnwncaHne

2 |peknama OnucaHue

3 |6n0KMpOBKa peksiaMbl Onucanune

4 |punbTpaumnsa Nno YepHOMy CrNCKY OnwncaHne

5 |6enbi cnncok n Captive Portal OnucaHune

6 |yBenomneHue 4yepes HTTP redirect OnucaHune

7 |K3wwnpoBaHwue OnwncaHne

8 |npongeHa DDOS 3awmnTa OnucaHune

9 |RADIUS accounting / cbop netflow ctatuctukmn gns bunnmHra OnwncaHne

10 DDOS 3awmTa OnwncaHne

11 |CGNAT n NAT 1:1 OnucaHune

12 |3anucb Tpadumka B PCAP OnucaHune

13 |MuHu Firewall Onucanue

14 |3anucb Tpaguka B PCAP OnwncaHne
cneuaboHeHT (BeCb Tpagmk nomewtaeTcs B ¢sO, He NPUMeEHAETCS

15 OnwncaHne
dunbTpaumnsa (4 ycnyra) gna vChannel n obuiero kaHan)

16 6enbin cnucok 1 nepeagpecaumsa Ha Captive Portal 6e3 goctyna B Onncanme
NHTepHeT

17 |3epkanupoBaHue Tpaduka B 3agaHHbIN VLAN Onucanune
NOJINCUHT NO CeCCUN AN1A onpefesieHHbIX MPOTOKOJI0B U

18 OnwncaHne
onpefeneHne KNaccos Tpaduka Ha YpoBHAX KaHana n aboHeHTa
noameHa DNS oTBeTOB, B NaHax: nepeHanpasaeHne DNS 3anpocos

19 9 OnucanHune
Ha DNS cepBep nposangepa

49 |6nokunposka IPv6 Tpatuka Onucanve
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ID |KpaTkoe onucaHue Ccbinka Ha noapobHoe
onucaHue
50 |Y4aCTHUK MApKETUHIOBOW KOMNaHM C yBEAOMIEHMEM Yepes3 HTTP Onncanme
redirect
51 [3ape3epBUpPOBAHO (BHYTPEHHSAA ycayra)
254\VRF OnwncaHwne
NMpumepsl
1. Mookn4nTb yCayry:
fdpi ctrl load --service --ip 192.168.0.1
#uam
fdpi ctrl load --service --login USER1
2. OTKIOYUTL YCAyry:
fdpi ctrl del --service --ip 192.168.0.1
3. Mony4nTb CANCOK C MNOAK/OYEHHOWN YCIYrON:
fdpi ctrl list all --service
4. TloNy4nTb MH(OPMaLNIO MO KOHKpeTHOMY IP:
fdpi ctrl list --service --ip 192.168.0.1
5. MNpwu 3agaHum cnucka IP MOXXHO 04HOBPEMEHHO 3aaTb HECKOIbKO onuun --file, --ip, --ip_range,
--cidr:
fdpi ctrl list --service --ip 192.168.0.1 --ip 192.168.0.2 --file
fip 1.txt --ip _range 192.168.0.3-192.168.0.6 --login USER1
Onepauns NPUMEHNTCS 419 BCEX YKA3aHHbIX 3/IEMEHTOB, MO KOTOPbIM HE MPOM30LLUI0 OLNOKMN.
Mpn BO3HUKHOBEHUM OLLNOKM OTKaTa BHECEHHbIX MU3MEHEHMWIN HE MPOUCXOAMNT!
6. MoaknoyeHve ycayr ¢ UMEHOBAHHbLIMW NPOPUIAMU:

fdpi ctrl load --service --profile.name blocked --login Test

HacTtpomnka 6nokuposku npotokonos TCP n UDP

MapameTp udp block oTBeyaeT 3a 6n0knpoBKy NpoTokosa UDP. ECv B KOHUrypaLMOHHOM (hainie
DPI /etc/dpi/fastdpi.conf ecTb 3TOT napameTp — To nponcxoanT 6aokuposka TCP+UDP, ecnn
HeT — BnokumpyeTcsa Tonbko TCP.

YT106bl Ha4YaTb 6BnoKMpoBaThL NpoToKobl UDP (Hanpumep, QUIC), Heobxoanmo nobasnThb B
KOH(MrypaunoHHbIn hann napameTp udp block co 3HavyeHuem 2 nnm 3 (HavyaTb 6N1OKMPOBKY Nocse
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ABYX UM TPEX NpoLleanx nakeTos). Takne 3Ha4eHNs yCTaHABAMBAKOTCA TakK Kak bbiBaeT, 4To
npoxoaunT 60nbLUOe KOMMYECTBO OANHOYHBIX MAaKeTOB, KOTOPbIE HE Y4YUTLIBAOTCA B Tpaduke, HO
MOTYT Bbl3BaTb CUJIbHYIO Harpy3ky Ha DPI.

udp block=

llobaBneHune napameTpa He TpebyeT pectapTa DPI, goctatoyHo caenatsb reload:

service fastdpi reload
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