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YnpaBsieHMe cepBUCaMMn U NOJINCUHIOM

YnpasneHne aboHeHTaMu ocylecTBaseTcs ¢ nomowbio ytuautel fdpi ctrl.

A

CUHTaAKCUC KOMaHp,

Obwun hopmaT KOMaHA:

PekomeHgyeM ncrnonb3oBaTh VIMeHOBaHHbIE Mpoduan, 4TO YNPOCTUT ynpasiieHne
ycayramu 1 NoJIMCUHIOM.

fdpi ctrl komaHga { --service ngeHTtudukatop ycayrm | --policing
ann_onuncaHns_noancuHra cnucok IP| [cnucok LOGIN
PacwundpoBka napamMeTpoB KOMaHbl:

OnucaHue, BO3MOXXHbI€ 3HAYEHUA U
MapamMmeTp NMpuMmeyaHue

¢dpopmat

3HaYeHuns:

1. load — 3arpy3uTb AaHHblE

2.del — ypanute. Ins - -service B komangax list, del BmecTo
KOMaHga HY>KHO 3afiaTb naeHTudukatop_ycnyru |cnncka IP/LOGIN MOXHO

3. list — noka3aTb UHopMaL Mo Mo
3alaHHOMY CMUCKY cnUcok IP nnam BClO
MH(OPMaLLMIO, eCv 3a4aH apryMeHT
all.

3adaBaTb all, 4yTo 3HaYUT
NPVMEHUTb KOMaHAy ANs BCEX.

NOEHTUUKATOP YCyriu

Yucnoson ID, COOTBETCTBYOLLNNI
yciyre n3 Ccrnmcka

(haln_onncaHus_MoancuHra

®ainn B popmate cfg, popmar:
tbf.cfg

cnucok IP

3HayveHus:

1. --file — cann co cnuckom IP

2. --1ip — oAWHOYHbIN IP, hopMmaT:
192.168.0.1

3. --ip range — uHTepBan IP
(BkNtOYaEeT rpaHuLbl), hopmar:
192.168.0.1-192.168.0.5

4, --cidr — IP c nopToMm, chopmarT:
192.168.0.0/30, 5.200.43.0/24~
(BapmaHT yka3aHua CIDR ¢
NCKNOYEHHBIMU KpanHUMK afgpecamm)

W3 onanasoHa CIDR MOXHO
NCKNIOYNTb KpanHue agpeca
(o cornaleHunio o
H6ecknaccoson agpecaumm —
3TO ajpeca LW3a 1
LUMpPOKOBELLATENbHbIN),
nobaBuB B onpeneneHune
AVana3oHa CMMBOJ ~ B KOHLLE
onpegneneHus CIDR, Hanpumep
--cidr 5.200.43.0/24~



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_profiles:start

OnucaHue, BO3MOXXHblE€ 3HAYE€HMUSA U
MapameTp NMpuMmeyaHue
¢dpopmat
3HayveHus:
1. --file — cann co cnuckom
NOrMHOB "USER1" — BapuvaHT 3afaHns
2. --1ogin — OAMHOYHbIV JIOTUH, login B BOMHbIX KaBbl4Kax
crncok_LOGIN opmat: USER1, "FIRST NAME 'USER2' — BapuvaHT 3aaHuns
LAST NAME" (BapnaHT yKa3aHus login B 0AMHAPHBIX KaBbl4yKax
JIOTUHA C 3KpaHUpOBaHEM
CneucMmMBOOB)

CTpoKa, Ha4yMHaLWasnca ¢ cumeosa # — 370 KOMMEHTapMVI.

Cnucok ycnyr

( Mpwn akTuBauumn ycnyr 6nokuposku (4, 16, 49) 6nokmnpyetcs Tonbko TCP Tpaduk.
: Y1066 6510KMpOBaThL M UDP Tpaduk, Heobxoanmo BkNo4nTL NapameTtp udp block.

ID |KpaTkoe onucanme CcbisIKa Ha nopgpobHoe
onucaHue

1 |boHycHasa nporpamma OnwncaHne

2 |peknama OnucaHue

3 |6n0KMpOBKa peksiaMbl Onucanune

4 |punbTpaumnsa Nno YepHOMy CrNCKY OnwncaHne

5 |6enbi cnncok n Captive Portal OnucaHune

6 |yBenomneHue 4yepes HTTP redirect OnucaHune

7 |K3wwnpoBaHwue OnwncaHne

8 |npongeHa DDOS 3awmnTa OnucaHune

9 |RADIUS accounting / cbop netflow ctatuctukmn gns bunnmHra OnwncaHne

10 DDOS 3awmTa OnwncaHne

11 |CGNAT n NAT 1:1 OnucaHune

12 |3anucb Tpadumka B PCAP OnucaHune

13 |MuHu Firewall Onucanue

14 |3anucb Tpaguka B PCAP OnwncaHne
cneuaboHeHT (BeCb Tpagmk nomewtaeTcs B ¢sO, He NPUMeEHAETCS

15 OnwncaHne
dunbTpaumnsa (4 ycnyra) gna vChannel n obuiero kaHan)

16 6enbin cnucok 1 nepeagpecaumsa Ha Captive Portal 6e3 goctyna B Onncanme
NHTepHeT

17 |3epkanupoBaHue Tpaduka B 3agaHHbIN VLAN Onucanune
NOJINCUHT NO CeCCUN AN1A onpefesieHHbIX MPOTOKOJI0B U

18 OnwncaHne
onpefeneHne KNaccos Tpaduka Ha YpoBHAX KaHana n aboHeHTa
noameHa DNS oTBeTOB, B NaHax: nepeHanpasaeHne DNS 3anpocos

19 9 OnucanHune
Ha DNS cepBep nposangepa

49 |6nokunposka IPv6 Tpatuka Onucanve
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ID |KpaTkoe onucaHue Ccuinka Ha nonpobHoe
onucaHue
50 |Y43CTHVK MApKETMHIOBOV KOMMNaHMN C yBeAOMEHNEM Yepe3 HTTP Onncanme
redirect
51 |3ape3epBMpoOBaHO (BHYTPEHHAA ycnyra)
254\VRF OnwncaHwne
NMpumepsl

PaboTta c ycnyramm

1. NoakN4nTL yCnyry:

fdpi ctrl load --service 9 --ip 192.168.0.1
#uam
fdpi ctrl load --service 9 --login USER1

. OTKN4NTL yenyry:

fdpi ctrl del --service 9 --ip 192.168.0.1
Mony4nTb CAUCOK C MOAK/OYEHHOWN YCNYrOn:

fdpi ctrl list all --service 9

Mony4ynTb NHOPMALMIO NO KOHKPETHOMY |P:

fdpi ctrl list --service 9 --ip 192.168.0.1

Mpwn 3agaHnn cnucka IP MOXXHO 0QHOBPEMEHHO 3afaTb HEeCKoJIbKo onuwnn --file, --ip, --ip_range,
--cidr:

fdpi ctrl list --service 9 --ip 192.168.0.1 --ip 192.168.0.2 --file
fip 1.txt --ip range 192.168.0.3-192.168.0.6 --login USER1

Onepauvm NMPUMEHNTCA ONA BCEX YKa3aHHbIX 371EMEHTOB, MO0 KOTOPbLIM HE MPON30LLIO oLnBKM.

o Mpv BO3HWKHOBEHWM OLLUMOKMN OTKATa BHECEHHbIX U3MEHEHWUI HEe MPOUCXOAUT!
MoAKYeHNEe YCNYr C UMEHOBAHHBLIMU NMPOPUNIAMU:

fdpi ctrl load --service 4 --profile.name blocked --login Test

PaboTta ¢ nosAMCUHIOM

1

. BKIIOYUTb NOANTKKY NONNCUHIA Yepe3 (haiisl C pa3MeTKON NONCUHTa:

fdpi ctrl load --policing tbf.cfg --ip 192.168.0.1
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2. Mony4nTb CNMCOK NPUMEHEHNS NOJUCUHIA:
fdpi ctrl list all --policing
3. Mony4ynTb MHGOPMALILIO MO KOHKPEeTHOMY IP:
fdpi ctrl list --policing --ip 192.168.0.1
4. BKOYUTb NOJAUTUKY MOJIMCUHIA Yepe3 MMEHOBaHHLIN NPodub:

fdpi ctrl load --policing --profile.name Tapudg 10 --login kv 111

HacTtponka 6nokuposku npotokonos TCP n UDP

MapameTp udp block oTBeyaeT 3a 610knpoBKy NpoTokosa UDP. ECv B KOHUrypaLMOHHOM hainie
DPI /etc/dpi/fastdpi.conf ecTb 3TOT napameTp — TO nponcxoanTt 6aokuposka TCP+UDP, ecnn
HeT — BnokumpyeTcsa Tonbko TCP.

Y1066l HavYaTb BnokMpoBaTh NpoToKobl UDP (Hanpumep, QUIC), Heobxoanmo nobasuThb B
KOH(MrypaunoHHbIn hann napameTp udp block co 3HavyeHuem 2 nnm 3 (HavaTb 6N1OKMPOBKY Nocse
LBYX UM TPEX MpoLLeaLInX nakeTo). Takme 3Ha4YeHUs yCTaHaBANBAOTCA TaK Kak OblBaeT, 4To
npoxoanT 60/bLLOe KONNYECTBO OANHOYHBIX MAaKETOB, KOTOPbIE HE YYNTLIBAOTCA B Tpaduke, HO
MOTYT Bbl3BaTb CUIbHYIO Harpy3ky Ha DPI.

udp block=
JobasneHune napameTpa He TpebyeT pectapTa DPI, goctaTto4yHo caenaTh reload:

service fastdpi reload
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