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YnpaBsieHMe cepBUCaMMn U NOJINCUHIOM

YnpasneHne aboHeHTaMu ocylecTBaseTcs ¢ nomowbio ytuautel fdpi ctrl.

A

CUHTaAKCUC KOMaHp,

Obwun hopmaT KOMaHA:

PekomeHgyeM ncrnonb3oBaTh VIMeHOBaHHbIE Mpoduan, 4TO YNPOCTUT ynpasiieHne
ycayramu 1 NoJIMCUHIOM.

fdpi ctrl komaHga { --service ngeHTtudukatop ycayrm | --policing
hansi_onucaHusa_NoancuHra cnucok IP| [crnncok LOGIN
PacwundpoBka napamMeTpoB KOMaHbl:

OnucaHue, BO3MOXHble 3HAYEeHUA
MapamMmeTp NMpuMmevyaHue

n opmat

3HaYeHuns:

load — 3arpy3uTb OaHHbIE

del — ypanntb. na --service HyxKHO |B komaHgzax list, del BMmecTo
KOMaHOa 3a4aTb UOGHTUMUKATOP _yCayru cnncka IP/LOGIN MOXXHO 3afaBaTb

list — nokasaTb UHgoOpMaLKio No
3af,@HHOMY CMNCKY CNUCOK_IP nnn
BCIO MH(pOpMaLMIO, ecnn 3a4aH
aprymenT all.

all, 4To 3Ha4YMT NPUMEHNTb
KOMaHAy A9 BCEX.

NOEHTUUKATOP YCyriu

Yucnoson ID, COOTBETCTBYOLLNNI
yciyre n3 Ccrnmcka

(haln_onncaHus_MoancuHra

®ainn B popmare cfg, hopmar:
tbf.cfg

cnucok_IP

3HayveHus:

--file — ¢pann co cnnckom IP

--ip — 04UHOYHbLIN IP, hopmaT:
192.168.0.1

--ip_range — nHTepsan IP (BkaovaeT
rpaHuubl), hopmar:
192.168.0.1-192.168.0.5

--cidr — IP ¢ nopToMm, chopmarT:
192.168.0.0/30, 5.200.43.0/24~
(BapmaHT yka3aHua CIDR ¢
NCKOYEHHBIMU KpanHUMU

agpecamu)

N3 npnanasoHa CIDR MOXHO
NCKNIYNTb KpalHue agpeca (no
cornaweHuio o becknaccoson
agpecaumm — 3To agpeca LWwno3a
N LWUMPOKOBELLATeNbHbIN),
nobaBuB B onpeneneHne
Anana3oHa CUMBON ~ B KOHLE
onpegeneHusa CIDR, Hanpumep --
cidr 5.200.43.0/24~
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OnucaHue, BO3MOXXHble 3HA4YeHuUs

MapameTp u hopmar NMpuMmeyaHue
3Ha4yeHuns:
--1I‘|Ie.— thann co CMIMCKOM JI0TMHOB "USER1" — BapuaHT 3a4aHus
—10gIn — OANHOHHbIN TIOT1H, login B 4BOWMHbIX KaBblYKax
cnvcok_LOGIN dopmaT: USER1, "FIRST NAME 9

LAST NAME" (BapnaHT yKa3aHus
JIOTUHA C 3KpaHUpOBaHNEM
CneucMmMBOOB)

'USER2' — BapuaHT 3afaHus login
B OAMHAPHbIX KaBbl4Kax

Cnucok ycnyr

Mpu akTmBauun ycayr 6nokmposku (4, 16, 49) 6noknpyetca Tonbko TCP Tpaguk.
YT106b1 610KMpOBaThL M UDP Tpaduk, Heobxoanmo Bko4nTb NapameTtp udp block.

Ccbiika Ha nogpobHoe

ID |KpaTkoe onucaHue
onucaHue
1 |boHycHasa nporpamMma OnwncaHne
2 |peknaMa OnwncaHne
3 |6n0KMpOBKa peksiambl Onucanune
4 |QunbTpauns no YepHoOMy Cnmcky OnucaHune
5 |6enbi cnincok n Captive Portal Onucanune
6 |yBenomneHue yepes HTTP redirect OnucaHune
7 |K3WwunpoBaHue OnucaHune
8 |npongeHa DDOS 3awmTa OnwncaHne
9 |RADIUS accounting / cbop netflow cTatuctukmn gns bunnunHra OnwncaHne
10 DDOS 3awmTa OnwncaHne
11 |CGNAT n NAT 1:1 OnwncaHne
12 |3anucb Tpagmka B PCAP OnwncaHne
13 |MuHu Firewall OnucaHune
14 |3anucb Tpadumka B PCAP OnucaHune
cneuaboHeHT (Becb Tpauk nomewaeTcs B ¢SO, He NpUMeHsAeTCA
15 OnwncaHne
dunbTpaumsa (4 ycnyra) ana vChannel n obwero kaHan)
16 Benbil cnncok n nepeagpecauns Ha Captive Portal 6e3 foctyna B Onvcanme
NHTEpHET
17 |3epkanupoBaHue Tpaguka B 3agaHHbIN VLAN OnucaHune
MOJINCUHT MO CeCCUn AJia onpefesieHHbIX MPOTOKO0B U
18 OnucaHune
onpenesieHne KNaccoB Tpahmka Ha YPOBHSAX KaHala 1 aboHeHTa
nogmeHa DNS oTeeTOB, B NnaHax: nepeHanpassieHne DNS 3anpocos
19 o OnucaHue
Ha DNS cepsep nposangepa
49 |6bnokuposka IPv6 Tpaduka OnwncaHne
50 Y4aCTHMK MApKETMHIOBOW KOMMAHNV C yBeAOMIeHNEM Yepe3 HTTP Onvcanme
redirect
51 |3ape3epBMpPOBaHO (BHYTPEHHSAA ycnyra)
254\VRF OnucaHune
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PaboTta c ycnyramm

1. NoAKNYNTL yCnyry:

fdpi ctrl load --service --ip 192.168.0.1
#Hunam
fdpi ctrl load --service --login USER1

2. OTKJIOYUTL yCaIyry:

fdpi ctrl del --service --ip 192.168.0.1
3. Mony4nTb CNNCOK C MOAKIOYEHHON YCYrOW:

fdpi ctrl list all --service

4. Mony4nTb NHGOPMALMIO NO KOHKPEeTHOMY IP:

fdpi ctrl list --service --ip 192.168.0.1

5. Mpw 3agaHnn cnucka IP MOXXHO 0QHOBPEMEHHO 3afaTb HeCKoJIbKo onuwni --file, --ip, --ip_range,
--cidr:
fdpi ctrl list --service --ip 192.168.0.1 --ip 192.168.0.2 --file

fip 1.txt --ip _range 192.168.0.3-192.168.0.6 --login USER1

Onepaumna NPUMEHNTCS N8 BCEX YKa3aHHbIX 3/IEMEHTOB, M0 KOTOPbLIM HE MPOoM30LWI0 owmbKu.

Mpn BO3HUKHOBEHUM OLLINOKM OTKaTa BHECEHHbIX MU3MEHEHMWI HE MPOUCXOAMNT!
6. MNoakn4eHne ycayr ¢ UMeHOBaHHbIMU NPOMUAAMN:

fdpi ctrl load --service --profile.name blocked --login Test

PaboTta ¢ noAMCUHIOM

1. BKAOYMTb NOJIMTUKY MOJMCUHTA Yepes hal C pa3MeTKON NOJINCUHTa:
fdpi ctrl load --policing tbf.cfg --ip 192.168.0.1

2. Monyy4nTb CNMCOK NPUMEHEHNS NOJUCUHIA:
fdpi ctrl list all --policing

3. Mony4nTb MHDOPMALMIO N0 KOHKPETHOMY IP:

fdpi ctrl list --policing --ip 192.168.0.1



4. BKAYUTb NOAUTUKY NOJNCUMHIA Yepes MMEeHOBaHHbIN Npodub:

fdpi ctrl load --policing --profile.name Tapud 10 --login kv 111

HacTtponka 6nokuposku npotokonos TCP n UDP

MapameTp udp block oTeevaeT 3a 610kMpoBKY nNpoTokosia UDP. Ecv B KOHUIYpaLMOHHOM (halne
DPI /etc/dpi/fastdpi.conf ecTb 3TOT napameTp — TO nponcxoauT 6aokuposka TCP+UDP, ecnn
HeT — 6nokunpyeTcsa Tonbko TCP.

YT106bI HaYaTb 6n0KUpPoBaTL NPoTOoKOALI UDP (Hanpumep, QUIC), Heobxoaumo fobasuts B
KOH(UrypaumnoHHbIv hann napameTp udp block co 3HavyeHuem 2 nnm 3 (Ha4aTb 610KNPOBKY NOCe
ABYX UAKN TPEX npoweaLllmnx nakeTos). Takne 3HavyeHns </code>

[lobaBneHune napameTpa He TpebyeT pectapta DPI, poctatoyHo caenaTh reload:

service fastdpi reload
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