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MoHuTopuHr u noru fastDPI

Jlorn cncTembl NpeacTaBNieHbl B BUAE TEKCTOBLIX (PaioB, KOTOPbIE pacnonaraloTcs B AUPEKTOPUH
/var/log/dpi ans moaynen DPI n PCRF. Tunbl coobLieHni B nore:

1. [CRITICAL] - kpuTu4Has owmbka, pabota cucTembl HEBO3MOXKHa 6€3 yCTpaHeHNS
HenCcnpaBHOCTY

2. [WARNING] - npeaynpexneHue, paboTa CMCTEMbl HE OCTaHaB/IMBAETCA, HO CTOUT YCTPaHUTb
JaHHYI0 HeNCNpPaBHOCTb

3. [TRACE] - coobuieHunsi npn BKAOYEHUN ANArHOCTUYECKOr0 peXxnuma TPacCUpPOBKHA

4. [INFO] - ysegomneHne 0 OeNCTBUAX CUCTEMDI

5. [ERROR] - owmnbka npu nogKIOYEHNN CEPBNCOB U NOJIMCUHIOB, HENPaBW/IbHAs KOHGUIypaumsa

Mpouecc FastDPI no yMonyaHUIo oCyLLECTBASET XYPHaINPOBaHME BCEX OENCTBUN CUCTEMbI B
cnepytowime pannbl IOrMPOBaHUA OTNALKN U CTAaTUCTUKN:

1. /var/log/dpi/fastdpi_slave*.log - nor npoueccos obpaboTkn Tpaduka
2. /var/log/dpi/fastdpi_stat.log - nor ctaTucTnku obpaboTkn Tpaduka
3. /var/log/dpi/fastdpi_alert.log - nor obwmx dyHkuni fastDPI

MpumeyaHue: Mog Kaxxabin 0bpaboTynk cosgaetcs cson fastdpi slave nor, ocTanbHble nor gannsi
CO3Jat0TCs B e AMHCTBEHHOM 3K3eMrspe.
CYyeT4nKM No BNOKMPOBKAM, KOTOPbIE COXPAHATCA B IOr CTaTUCTUKK

Potauusa nor ¢pannos

PoTaumsa annos obecneymBaeT exxegHEBHOE pe3epBHOE KOMMPOBaHME CyTOYHOro siora. Mo
YMOMYaHWUIO 3TOT MPOLLECC OCYLLECTBAAETCA B YaCbl C HAUMEHbLLEN Harpy3kn Ha cuctemy. nybuHa
XpaHeHnsa noros onpenenseTca B KoHpurypauun /etc/logrotate.d/fastdpi napameTp maxage,
3HaYeHMe yKa3blBAaEeTCS B CyTKaX.

Ona npocMOTpa CTaTUCTUKM Yepe3 TepMUHaN

flow
1. IPv4/IPv6
2. Tvn npotokona: 0 - IPv4, 1 - IPv6
3. BCero BblAenNeHo 3anncen
4. o4yepedb C KOPOTKUM BPEMEHEM XU3HMU:

1. 3aHATO 3anucen

2. TOTOBO K MOBTOPHOMY MCMO/b30BaHMIO

3. pa3Huua 3.1 - 3.2 (Kom4ecTBo akTUBHbIX flow)
5. ToXe Ons posrourpatowen ovepenm
6. TOXXe CyMMapHO

lpumep:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:slave_log:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:stat_log:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:alert_log:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:admin_stat_log_block:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:admin_stat_log_block:start

fdpi ctrl stat --flow
IPv4

proto

1. BHYTPEHHUN UHAEKC CTAaTUCTUKM MO NPOTOKOY
MMS NPOTOKOJA

HOMep nopTa ANS NPOTOKOo/a

HarnpassieHne subs -- inet

KO/-BO MakKeToB

obbem B banTax ip total

LPOMHYTO NakeToB

ApornHyTo 6anT

HanpassieHune inet -- subs K0-BO NaKeToB U T.4.
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lpumep:

fdpi ctrl stat --proto
Autodetected fastdpi params : dev='eml',6 port=29001
connecting 94.140.198.68:

‘ntp
'sip
'Bittorrent'
"ICMP'

'"TCP Unknown'
"UDP Unknown'
"ARP'
'CHAMELEON'

MoHuTtopuHr 4yepe3 SNMP areHT (Zabbix-agent)

Mbl Npeffiaraem Bam ciefyowmin Habop NnapamMeTpoB, KOTOPbIE MOXXHO CHUMaTb ¢ DPI CKAT:

e Owwnbkum B norax npouecca fastDPI /var/log/dpi/fastdpi alert. log
e Owmnbkn B cuctemHoM nore /var/log/messages

 NoTepwu (Drop) Ha uHTepdencax dna

e Obbem TpahmKa Ha UHTepgencax

[OCTYNHOCTb MHTEpPdENCcoB ynpaBieHns

KonuyectBo obpaboTaHHbIX 3anpocoB no HTTP n HTTPS

KonuyectBo 3abn0KnpoBaHHbIX pecypcoB rno HTTP, HTTPS, IP

e KonnyecTtBo ceccuin PPPoE

019 MOHUTOPUHIa MOXXHO MCMNOJIb30BaTb Zabbix Agent.

TekyLas 1 puHanbHas NogaepxnuBaeMas Bepcusa areHTa n cepsepa — 6.0, cnefyeT UCNob30BaThb
Zabbix agent 1. [1ns 6onee HOBbIX Bepcuin Zabbix MOHUTOPUHT ByaeT oCyLLeCcTBASETCSA NOCPEeACTBOM
SNMP.



HacTtpouka areHTa

1. YcTaHoBUTbL Zabbix agent 1 Ha cepsep DPI cornacHo MHCTpyKUUKM Ha canTe Zabbix.
B nepsom ware BbibpaTb Cnepylomne 3HaYeHNS:
o MNakeTbl Zabbix
o Bepcusa Zabbix: 6.0+
o Onctpubytus OC: CentOS
o Bepcusa OC: 8 STREAM
o KomnoHeHT Zabbix: AGENT
2. OTpenakTupoBaTb KOH(UIypaLMOHHbIN hann /etc/zabbix/zabbix agentd.conf:
N3MeHUTb NapameTpbl Server=un ServerActive= Ha Baw agpec cepsepa, hostname= Ha
hostname cepsepa.
3. N3MeHuTb KOHTeKCT hanna /var/log/dpi/fastdpi stat.log:

chcon unconfined u:object r:zabbix log t:s0O
var/log/dpi/fastdpi stat.log

4. OTKpbITb NopThl tcp/udp 10050 1 10051 B firewall
5. 3arpy3uTb ¢ann
Ssg_userparams.conf
B AmpekTopuio /etc/zabbix/zabbix agent.d/
6. OTpenakTupoBaTb (pann ssg userparams.conf 3amMmeHVB HOMep MHTepdenca B
UserParameter
02-00.0 Hy>XHO 3aMeHUTb Ha Ha3BaHUA MHTep(encoB Bawlero cepsepa!
HasBaHue posxHO coBnapgath ¢ KoHcdurom DPI. Ecam y Bac ucnonbsyercs bonee 2
MHTepcencos, HeobxoaumMo f06aBUTb CTPOUKY NO aHANIOTMMU C CYLLLECTBYIOLLMMHU

napameTpamu.
UserParameter=dpi.02- .drops,tac /var/log/dpi/fastdpi stat.log sed
'IF 02-00.0'/q | tac | sed -e 1,/'Actual Stats'/d sed '6!D' awk

"{print $1}' sed 's/".//"'

7. Coenatb pecTapT areHTa: systemctl restart Zabbix-agent
HacTpounka cepBepa

1. YcTaHOBUTbL 1 HaCcTpouTb Zabbix cepepa COrnacHO MHCTPYKLMY Ha omLManbHOM canTe.
2. NobaButb WabnoH
zbx_export_templates.xml

1) MepenTtu B pasgen Configuration
2) Pazpen Templates

3) HaxaTb "Import"

4) mnopTuposaTh hana wabnoHa
5) CoxpaHUTb U3MeHeHNs


https://www.zabbix.com/ru/download?zabbix=6.0&os_distribution=centos&os_version=8&components=agent&db=&ws=
https://www.zabbix.com/ru/download?zabbix=6.0&os_distribution=centos&os_version=8&components=agent&db=&ws=
https://www.zabbix.com/ru/download?zabbix=6.0&os_distribution=centos&os_version=8&components=agent&db=&ws=
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3. NobasuTb cepBep DPI B KayecTBe X0CTa
1) MepenTtn B pasgen Monitoring
2) Paspen Hosts
3) HaxaTb "Create host"
4) 3apgaTb HeobxoaMMbIE MapaMeTpbl, UMA X0CTa, rpynny n gobaBneHHbIN paHee WwabnoH

5) CoxpaHUTb N3MeHeHs
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4. OTpenakTnpoBaTh LWABSIOH: U3MEHUTb Ha3BaHUA NHTEP(ENCOB N K0Yen Tak, YToObl OHK
cooTtBeTcTBoBasn UserParameter.

MoHUTOPMHI pacnpeaeneHue Tpacduka no Knaccam

CKAT no3BonsieT BbIBECTW Ha MOHUTOPVHI pacrnpeneneHne Tpagmka no Knaccam.

1. BkiounTe npropuTu3aumio Tpaguka. Ana npumepa byaem ncnonb3oBaTh CedyioLline Npasunna
NpUopMTU3aLINK:



dns csO

http cs0

https cs0
Bittorrent cs7
ICMP cs0

TCP Unknown cs7
GOOGLEVIDEO csl1
default cs2

2.B KoHurypauwunm /etc/dpi/fastdpi.conf ycTtaHoBMTE napameTp:
dbg log mask=0x4

3.Bkao4nTe nonncuHr obuiero kaHana (B KayecTtse npunmepa npmeeneH NOJMMCUHN C orpaHN4YeHnem
Ha BCHO LUNPUHY KaHana):

htb inbound root=rate 1300mbit

htb inbound classO=rate 8bit ceil 1300mbit
htb inbound classl=rate 8bit ceil 1300mbit
htb inbound class2=rate 8bit ceil 1300mbit
htb inbound class3=rate 8bit ceil 1300mbit
htb inbound class4=rate 8bit ceil 1300mbit
htb inbound class5=rate 8bit ceil 1300mbit
htb inbound class6=rate 8bit ceil 1300mbit
htb inbound class7=rate 8bit ceil 1300mbit
htb root=rate 1300mbit

htb classO=rate 8bit ceil 1300mbit

htb classl=rate 8bit ceil 1300mbit

htb class2=rate 8bit ceil 1300mbit

htb class3=rate 8bit ceil 1300mbit

htb class4=rate 8bit ceil 1300mbit

htb class5=rate 8bit ceil 1300mbit

htb class6=rate 8bit ceil 1300mbit

htb class7=rate 8bit ceil 1300mbit

4. ObHOBUTE KOH(Urypaumio:

service fastdpi reload

Ecnv nonucunr gnsa obwero KaHana npuMeHseTcs Bnepsble, Heobxoammo caenatb
@ pecTapT cepBuca:
service fastdpi restart

5. MCﬂOﬂbByMTe cnepywouine nosib3oBaTeNIbCKUE NMapaMeTpPbl ONA zabbix areHTa, YCTaHOBJIEHHOIO Ha
CKAT:

skat_userparams.conf


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:dpi_components:platform:mon_stat:skat_userparams_classes.zip

6. Ha cepsep Zabbix nmnoptupynTte wabnoH, Kak onnucaHo B pasgene "MoHUTopuHr yepes SNMP
areHTt":

zbx_template_dpi_5.0.xml

Mpu HeEO6XOAMMOCTN U3MEHUTE Ha3BaHWUA MHTepdencoB B WabnoHe n B danne ¢
Nosb30BaTENbCKMMMN NapaMeTpamMm


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:dpi_components:platform:mon_stat:zbx_template_dpi_5.0.zip
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