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MoHuTopuHr u noru fastDPI

Jlorn cncTembl NpeacTaBNieHbl B BUAE TEKCTOBLIX (PaioB, KOTOPbIE pacnonaraloTcs B AUPEKTOPUH
/var/log/dpi ans moaynen DPI n PCRF. Tunbl coobLieHni B nore:

1. [CRITICAL] - kpuTu4Has owmbka, pabota cucTembl HEBO3MOXKHa 6€3 yCTpaHeHNS
HenCcnpaBHOCTY

2. [WARNING] - npeaynpexneHue, paboTa CMCTEMbl HE OCTaHaB/IMBAETCA, HO CTOUT YCTPaHUTb
JaHHYI0 HeNCNpPaBHOCTb

3. [TRACE] - coobuieHunsi npn BKAOYEHUN ANArHOCTUYECKOr0 peXxnuma TPacCUpPOBKHA

4. [INFO] - ysegomneHne 0 OeNCTBUAX CUCTEMDI

5. [ERROR] - owmnbka npu nogKIOYEHNN CEPBNCOB U NOJIMCUHIOB, HENPaBW/IbHAs KOHGUIypaumsa

Mpouecc FastDPI no yMonyaHUIo oCyLLECTBASET XYPHaINPOBaHME BCEX OENCTBUN CUCTEMbI B
cnepytowime pannbl IOrMPOBaHUA OTNALKN U CTAaTUCTUKN:

1. /var/log/dpi/fastdpi_slave*.log - nor npoueccos obpaboTkn Tpaduka
2. /var/log/dpi/fastdpi_stat.log - nor ctaTucTnku obpaboTkn Tpaduka
3. /var/log/dpi/fastdpi_alert.log - nor obwmx dyHkuni fastDPI

MpumeyaHue: Mog Kaxxabin 0bpaboTynk cosgaetcs cson fastdpi slave nor, ocTanbHble nor gannsi
CO3Jat0TCs B e AMHCTBEHHOM 3K3eMrspe.
CYyeT4nKM No BNOKMPOBKAM, KOTOPbIE COXPAHATCA B IOr CTaTUCTUKK

Potauusa nor ¢pannos

PoTaumsa annos obecneymBaeT exxegHEBHOE pe3epBHOE KOMMPOBaHME CyTOYHOro siora. Mo
YMOMYaHWUIO 3TOT MPOLLECC OCYLLECTBAAETCA B YaCbl C HAUMEHbLLEN Harpy3kn Ha cuctemy. nybuHa
XpaHeHnsa noros onpenenseTca B KoHpurypauun /etc/logrotate.d/fastdpi napameTp maxage,
3HaYeHMe yKa3blBAaEeTCS B CyTKaX.

Ona npocMOTpa CTaTUCTUKM Yepe3 TepMUHaN

flow
1. IPv4/IPv6
2. Tvn npotokona: 0 - IPv4, 1 - IPv6
3. BCero BblAenNeHo 3anncen
4. o4yepedb C KOPOTKUM BPEMEHEM XU3HMU:

1. 3aHATO 3anucen

2. TOTOBO K MOBTOPHOMY MCMO/b30BaHMIO

3. pa3Huua 3.1 - 3.2 (Kom4ecTBo akTUBHbIX flow)
5. ToXe Ons posrourpatowen ovepenm
6. TOXXe CyMMapHO

lpumep:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:slave_log:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:stat_log:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:alert_log:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:admin_stat_log_block:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:admin_stat_log_block:start

fdpi ctrl stat --flow
IPv4

proto

1. BHYTPEHHUN UHAEKC CTAaTUCTUKM MO NPOTOKOY
MMS NPOTOKOJA

HOMep nopTa 415 NPOTOKONa

HarnpassieHne subs -> inet

KOJ1-BO NaKeToB

obbem B banTax ip total

LPOMHYTO NakeToB

ApornHyTo 6anT

HarpassaeHue inet -> subs Koa-BO NakeToB U T.A.
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lpumep:

fdpi ctrl stat --proto
Autodetected fastdpi params : dev='eml',6 port=29001
connecting 94.140.198.68:

‘ntp
'sip
'Bittorrent'
"ICMP'

'"TCP Unknown'
"UDP Unknown'
"ARP'
'CHAMELEON'

MoHuTtopuHr 4yepe3 SNMP areHT (Zabbix-agent)

TekyLas 1 puHanbHas NogaepxnBaeMas Bepcma areHTa n cepsepa — 6.0, cnefyeT UCNosb30BaTh
Zabbix agent 1. [1ns 6onee HOBbIX Bepcuin Zabbix MOHUTOPUHT ByaeT ocyLLeCcTBAAETCS NOCPEeACTBOM
SNMP.

HacTtpouka areHTa

1. YcTaHoBUTbL Zabbix agent 1 Ha cepsep DPI cornacHo MHCTPYKUUKM Ha canTe Zabbix.
B nepsoM wWare BbibpaTh cnepyroLine 3Ha4YeHNs:

o MNakeTbl Zabbix
o Bepcusa Zabbix: 6.0+
o OncTtpubyTtus OC: CentOS
o Bepcusa OC: 8 STREAM
o KomnoHeHT Zabbix: AGENT

2. OTpenakTupoBaTb KOH(pUIypaLMOoHHbIN hann /etc/zabbix/zabbix agentd.conf:


https://www.zabbix.com/ru/download?utm_campaign=mainpage&utm_source=website&utm_medium=header
https://www.zabbix.com/ru/download?utm_campaign=mainpage&utm_source=website&utm_medium=header

N3MeHUTb NapameTpbl Server=un ServerActive= Ha Baw aapec cepeepa, hostname= Ha
hostname cepsepa.
3. M3mMeHnTb KOHTEKCT harna /var/log/dpi/fastdpi stat.log:

chcon unconfined u:object r:zabbix log t:s0
var/log/dpi/fastdpi stat.log

4. OTKpbITb NopThl tcp/udp 10050 1 10051 B firewall
5. 3arpy3uTb hann
ssg_userparams.conf
B AmpekTopuio /etc/zabbix/zabbix agent.d/
6. OTpenakTnpoBaTb (haln ssg _userparams.conf 3amMeHUB HOMep MHTepdernca B
UserParameter
02-00.0 Hy>XHO 3aMeHUTb Ha Ha3BaHUA MHTep(encoB Bawlero cepsepa!
HasBaHue BonXHO coBnapaTtb ¢ KoHpurom DPI. Ecam y Bac ucnonb3yercs bonee 2
nHTepcdencos, Heob6xoaMMo A06aBUTL CTPOUKY MO aHANIOTUM C CYLLLEeCTBYIOLLLMMHU

napameTpamu.
UserParameter=dpi.02- .drops,tac /var/log/dpi/fastdpi stat.log sed
"IF 02-00.0'/q tac sed -e 1,/'Actual Stats'/d sed '6!D' awk

‘{print $1}' sed 's/~.//"

7. Coenatb pecTapT areHTa: systemctl restart Zabbix-agent
HacTtpo#uka cepBepa

1. YcTaHoBUTbL M HacTpouTb Zabbix cepBepa cOrnacHo MHCTPYKUUN Ha opuLnanbLHOM canTe.
2. NobaBuTb WwabsoH
zbx_export_templates.xml

MepenTn B pasnen Configuration
Pa3zgen Templates
HaxaTb "Import"
WmnopTupoBaTh (pann wabnoHa
5) CoxpaHUTb N3MEHEHUS
3. Jobasutb cepep DPI B KayecTBe XoCTa
1) NepewnTn B pasgen Monitoring
2) Paspen Hosts
) HaxxaTb "Create host" (npaBblil BepXHWUiA yro)
)
)

1)
2)
3)
4)

3agaTb HeO6X0AUMbIE NapaMeTpbl, UMS XOCTa, rpynny 1 AobaBfeHHbIN paHee WwabnoH

3
4
5) CoxpaHUTb N3MeHeHMs


https://www.zabbix.com/ru/download?utm_campaign=mainpage&utm_source=website&utm_medium=header
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4. OTpenakTupoBaTh WabNOH: N3MEHNTb Ha3BaHNS MHTEPGENCOB W KOYen Tak, YTobbl OHM
cooTBeTcTBOBaNM UserParameter.

MOHMTOPUMHI pacnpepeneHne Tpaduka no Kaaccam

CKAT no3BoJsiseT BbIBECTU Ha MOHUTOPUHI pacrpefesieHne Tpaduka rno Kiaccam.

1. Bknto4yuTe nproputm3auuio Tpaduka. Ana npumepa bynem ncnonb3osaTh Cielyollne npasuna

npUopUTU3aLNK:

dns cs0

http cs0O

https cs0
Bittorrent cs7
ICMP cs0

TCP Unknown cs7
GOOGLEVIDEO csl1
default cs2

2.B KoHurypauwunm /etc/dpi/fastdpi.conf ycTaHoBMTEe napameTp:

dbg log mask=0x4

3.BkntoumTe nonmcmHr obuiero KkaHana (B kayecTse npunmepa npmeeneH NOJMMCUHN C orpaHN4YeHnem

Ha BCIO LUMPUHY KaHana):

htb inbound root=rate 1300mbit

htb inbound classO=rate 8bit
htb _inbound classl=rate 8bit
htb inbound class2=rate 8bit
htb_inbound class3=rate 8bit
htb inbound class4=rate 8bit
htb inbound class5=rate 8bit

ceil
ceil
ceil
ceil
ceil
ceil

1300mbit
1300mbit
1300mbit
1300mbit
1300mbit
1300mbit



htb inbound class6=rate 8bit ceil 1300mbit
htb inbound class7=rate 8bit ceil 1300mbit
htb root=rate 1300mbit

htb classO=rate 8bit ceil 1300mbit

htb classl=rate 8bit ceil 1300mbit

htb class2=rate 8bit ceil 1300mbit

htb class3=rate 8bit ceil 1300mbit

htb class4=rate 8bit ceil 1300mbit

htb class5=rate 8bit ceil 1300mbit

htb class6=rate 8bit ceil 1300mbit

htb class7=rate 8bit ceil 1300mbit

4. OBbHOBMTE KOH(UIrypaumio:

service fastdpi reload

Ecnm nonncuHr gna obuiero KaHana NnpuMeHseTcs Brnepsble, HeobxoaAnMMo caenaTb
@ pecTapT cepBuca:
service fastdpi restart

5. icnonb3ynTe cnegytoLine nonb3oBaTesIbCKUe napameTpbl Ans zabbix areHTa, yCTaHOBAEHHOr0 Ha
CKAT:

skat_userparams.conf

6. Ha cepsep Zabbix nmnopTtumpyinte wabnoH, kak onucaHo B pasaene "MoHMTOpUHr Yepe3 SNMP
areHT":

zbx_template_dpi_5.0.xml

Mpn HE0bXoANMMOCTN M3MEHNTE Ha3BaHUA UHTepdencos B WabnoHe n B anne ¢
NnoJsib30BaTe/IbCKUMM NapaMeTpamm


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:dpi_components:platform:mon_stat:skat_userparams_classes.zip
https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:dpi_components:platform:mon_stat:zbx_template_dpi_5.0.zip
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