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MouuTtopuHr no SNMP

OnucaHue

SNMP — npoToKOA, NO3BONSAKOLWMIA NONyYaTb NHMOPMaLnto 0 cepeepe CKAT 4n1a LeHTpasiM30BaHHOIO
MOHWTOPUHIa KPUTUYECKM Ba)KHbIX NapamMeTpoB. [as 3Toro ncnonb3syerca cnyxba snmpd u3
COCTaBa OMnepauoHHON CUCTEMBI.

MpuHumnn paboTtbl: no SNMP oTnpaBnseTcs 3anpoc Ha cepeep, cnyxxba snmpd nonyyaet
HeobxoanMyto MHOPMaLMIO U OTNPABSET ee Ha CepBep MOHMTOpPMHra. CepBep MOHMUTOPMHIA 3Ty
NHOPMaLMo NpuHUMaeT 1 obpabaTbiBaeT, NOC/E 3TOr0 MOXXHO MOHATL CTaTyC cepBepa —
OTC/IeANTb, Ha KaKUX YPOBHAX HaXoOATCA Te UK NHbIe NapaMeTpbl U AaHHbIe.

MakeT bngsnmp coaepXuT cKkpunTbl, Heobxoanmble ansa gopmmposaHma VENDOR BeTku OID'oB ans
onpoca rno SNMP.
B ocHoBe nexuT bubnmoteka snmp_passpersist. OID BeHoopckon BeTku: .1.3.6.1.4.1.43823

CocTaB BEHOOPCKOWN BETKMU:

e ctatuctuka CPU, B T.4. yTunm3auma agpa npoueccamu BNG;

® KO/IMYECTBO HENEermMTUMHbIX LPOMOB;

* CTATUCTWKA 4POMNOB Ha AUCNeTYepe;

e cnucok goctynHocTu RADIUS cepBepoB (MpM MCNoib30BaHUM NPOKCHU uau 6anaHcupa B
CTaTUCTUKe DypeT yKasaH 3TOT NPOKCH);

e konu4yectso DHCP aboHeHTOB — Npu aKTUBHOM (byHKLMOHaNeE;

e cnncok VRF 1 akTVBHbIX abOHEHTOB B KaXX40M — NMPU aKTUBHOM (PyHKLMOHane;

e cTaTUCTMKa DPDK nHTepdencos (KoNMYeCTBO NakeToB, OWNOOK, ypOBEHb CUrHaNa 1 T.M.);

e ctatuctnka NAT (cnucok npodunen, CNMCoK NyJsoB, U KOJIMYECTBO TPAHCAALNIN Ha KaXKa bl
nyb6anYHBIN agpec) — NPy aKTUBHOM (byHKLLMOHane;

e CMUCOK annapaTHbIX MOAYyeln, YCTaHOB/IEHHbIX Ha MaTEPUHCKOW MJiaTe — NPU HaJIMY UM
DaHHOW BO3MOXXHOCTM Y BMC KOHTponnepa;

e MOKa3aTesn C annapaTHbIX CEHCOPOB (Hanps)xeHue, noTpebnsemas mowHocTb, FAN RPMs) —
Npv HaAU4YUM OAHHOW BO3MOXHOCTU Y BMC KoHTponnepa;

o yTunusaums nynos B DHCP cepsepe (nognepxunsaetca Tosbko KEA-DHCP cepsep) — npu
aKTUBHOM (PpyHKUMOHanNe.

[laHHbIA CKPUNT TakXe nepeonpenenseT CTaHAapTHbIE BETKW, A06aBnasa cTaTucTuky ¢ DPDK
NHTepdencos:
e .1.3.6.1.2.1.2.2.1 — 32 BUTHbIE CYETUYUKM

1.3.6.1.2.1.31.1.1.1 — 64 BUTHbIE CYETHYNKMN

Mpn HeobX0AMMOCTM MOXHO OTK/IOYUTbL NepeornpenesieHne — 3aKOMMEHTMPOBaTb MW YAAUTb
cnepyolme cTpokn n3 /etc/snmp/snmpd. conf:

pass persist .1.
pass _persist .1.

®ann MIB

2.1 usr/local/bin/bng snmp/vas pp.py

3.6.1.2.1.2.2.
3.6.1.2.1.31.1.1.1 usr/local/bin/bng snmp/vas pp_ hc.py



YcTaHOBKaA

1. YcTaHoBKa:
yum install bngsnmp
2. KoHurypauus:
bin/cp -f /etc/snmp/snmpd.conf.example /etc/snmp/snmpd.conf
3. MNepe3anyck cnyxbbl net-snmp:
systemctl restart snmpd
4. OTkntouunTb selinux (B cny4vae owmnbky npu 3anycke SNMP):

vi /etc/selinux/config

SELINUX=disabled

MpoBepka paboTtocnocobHocT snmpd U BEHA,OPCKON BETKM

YTunuta snmpwalk no3sosiseT NpoBepuTb, MPUXOAAT /M faHHble o SNMP
1. YcTaHoBka snmpwalk:
dnf install net-snmp-utils
2. KomaHga ons nposepku pabotsl SNMP:

snmpwalk -v 2c -c nokiamon localhost -On .1.3.6.1.4.1.43823

Kak npouutaTtb paun MIB

B cnyyae, ecnm Heobxoanmo yBuaeTh hann MIB B rpadpmyeckomM npeacTaBaeHUN, MOXHO OTKPbITb
ero yepes MIB Browser. Tam byneTt onncaHa Bcs BeHAopckas BeTka u ee OID.
Ha npumepe HuXXe nokasaHo:

1. ®ann BeHOOPCKOW BETKM
2. EeOID
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N3BeCTHbIe OrpaHu4YeHus

Mopnep»xka on-stick neBancos 4ocTynHa ¢ Bepcuun 13.2-betad.2.
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