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ObHoBneHue nnatcgopmbl DPI no Bepcun 12.0

N3MeHeHun B Bepcuun 12.0 Machu Picchu

12.0 Machu Picchu V
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. 3meHeHo: nepexop Ha DPDK 22.11 LTS
. DobaBneHo: pa3bop 3aronoskoB ¢ 3awmuton Chaos Protection B QUIC IETF
. JobasneHo: napameTp (xonofHbin) nat transcode cidr koTopbin 3agaeT CIDR 6enbix

afpecos onepaTopa. Bo3amMoxHo Tonbko 2 CIDR. 3HayeHns NCNoJib3yoTCa Npu NepekoanpoBKe
benbii->cepbin Ana NAT 1:1. 1na ceporo agpeca MoxeT bbITb HasHaveH nobon benbin agpec
aona NAT 1:1

N3meHeHo: xaw yHKuus pacnpenenexHms no paboymm notokam: (crc(ip_src) % nthread +
crc(ip_dst) % nthread) % nthread

. 3meHeHo: anropnTm BbigeneHns benbix agpecos ansa CG-NAT : crc(cepbiin) % nthread +

crc(benbin) % nthread

N3meHeHo: CoobuieHune '[NFLW] very long operation ...." BbIBOAUTCSA BCeraa He3aBUCMMO OT
KOM4yeCcTBa NOBTOpPa CO0bLLEHNI

i3mMeHeHO: n3MeHeHo UMs KaTanora 3anucu gannos — nobasneHo stream

. DobaBneHo: CTaTUCTMKa BbiBOAA MHGOpMaumm no oTnpasnaeHmto Netflow/IPFIX

[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{a/b/c%/d/e}

a - KOJI-BO BbIMOJIHEHMSA LUKJIOB OTNPaBKK

b - KON-BO LMKJ/OB OTMNPaBKKU, KOrAa BPeEMS, 3aTPavYeHHOe Ha OTMpPaBKy, NPeBbICKIIO
nepuop BbIMONHEHUSA LUKII0B

C - MNPOLEHT NpeBbILEHNs KONMYeCTBa LMKIO0B OTnpaBkm: 100 * b/a

d - Bpemsa B MUKPOCEKYHAAX MaKCUMasbHON NPOLOSIKUTENIbHOCTY LIMKAA OTNPaBKK

e - BpeMs B MUKPOCEKYHAax nepuoga OTrpaBKM CTaTUCTUKN (3HaYeHne napameTpa
"'netflow timeout'' (mapameTp 3agaeTcs B CeKyHAax))

MNpumep:
[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{7/0/0.00%/45297us/30008163us}

. [PCRF][PPPOE] UcnpaBneHo: ecnn Paguyc otToaeT HaM IPvb-agpec BMeCcTo npedurkca, Mbl He

nenanv npedukc U3 agpeca, 4To NPMBOAUIO K NepecosfaHunio acct-ceccmin. BHOBb
co3faBaeMble acct-ceccum Hbinm 6e3 NormHa 1 NPoYMX BaXKHbIX 415 NpoBaniepos aTpubyTos.
[BRAS][L3-AUTH] N3meHeHo: Framed-Route Tenepb He npuMeHseTca K PD-npedgukcy
[PCRF][ACCT] UcnpaBneHo: npu oTcoeanHeHun (unlink) 3anmucm oT MynbTUCECCUN He
KoppekTuposanuce IP-agpeca ona mynbtuceccun. OTcoeanHerme (unlink) nponcxoguTt npu
arperauuun. B pesynbTaTte B AaJibHENLWEM K 3TOW MyJbTUCECCUMN MO AN BbITb NPUBS3aHbI
Lpyrue 3anncu, He NMeoLLMe YXXe K Hell HUKaKOr0 OTHOLLEHKS.

[PCRF][DHCPv6-Pool] UcnpaBneHo: thopmupoBaHme nons Link-Address ons Relay-Fwd npu
OTrpaBKe 3anpoca Ha KoHKpeTHbIn DHCPv6-cepsep
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[BRAS][PPPOE-IP6] 3anpoc IPv6-agpeca n3 Framed-IPv6-Pool ocywecTBnseTcs no npuxony ot
knveHTa nepsoro IP6CP Cfg-Req

[CLIJ[ACCT] OobasneHo: BbiBog NAS-aTpubyTos fastdpi-cepsepa B komaHaax PCRF acct show
[BRAS][DHCP] UcnpasneHo: otnpaBka NAK Ha DHCP-Request ona gpyroro cepsepa
NlobaBneHa nogaepxka DDP npodwmnen ans kapt Intel 700-series (apansep i40e) ans
H6anaHcupoBkmM TyHHenen PPPOE/GTP/MPLS npu ucnonb3osaHum dpdk _engine=2. DDP
3arpyxaetcs u3 daina /lib/firmware/intel/i40e/ddp/i40e.pkg npu nununanusaumm i40e nopTos.
Bpems xun3Hu 3arpyxxeHHoro DDP-npound: oo nepesarpysku cepeepa.

3meHeHo: anropuTtm BbibOpa cepBepa AN14 3anmcm sds

[CLI] OobaBneHo: ycTaHoBKa L2 subs_id B komaHge subs prop set

[BRAS][DHCP-Relay] LlobaBneHa nogaep»xka L2 subs id

[BRAS][AUTH] fobasneHa nopaepxka |2subs _id ana L3-aBTopm3aLumm, Tak Kak B oTeeTe L3
auth ot pagmyca Ham MOryT ykasaTb, 4TO 3T0 L2-aboHeHT

[BRAS][ARP-AUTH] Oo6asneHa nogaepxxka I2subs id

[BRAS][PPPoE][CLI] fobaBneHo: aTpubyT I2lan_id ons PPPoE-ceccun

[BRAS][PPPOE] YoaneHa noanep»xka asTopmsaunn no MAC, 6e3 nornHa v napons, yaaneHue
onuuun bras ppp _mac _auth

[PPPOE][CLI] JobaBneHa nopnnepxka napameTpa subs_id, naeHtudguumnpyrowiero PPPoE-ceccuio
[BRAS] lobasneH knacc 12lan_id - ngeHTudumnkaTop L2-cetu. 12lan_id npepHa3HayveH ons
pa3geneHns aboHeHToB no VLAN. I12lan_id nonyyaeTcs u3 [2subs_id, To ecTb ero
opMupoBaHme 3aaeTca Tou e onumeir “bras subs_id". Mo cyTtu I2lan_id - 3To VLAN-npedukc
n3 12subs id.

[BRAS][DHCP] Bce BHyTpeHHue B[l DHCP-ceccuin Tenepb y4mTbiBatoT |21an_id - OH BXOAWT B 1X
KoY no MAC u Client-Id. To ecTb aBa aboHeHTa ¢ ogHUM 1 TeM e MAC-agpecoM, HO B pa3Hbix
VLAN, cymTatoTcs pa3HbiMu aboHeHTamn (ecim bras subs id 3afgaHo y4uTbiBaTb VLAN).
BTopuyHble ko4 no Opt82 n Q-in-Q He yuuTeiBatoT 12lan_id. MogpobHee bras subs_id
NobasneH HacTpoeyHbI NapameTp rx_dispatcher = meTon xewwuposaHmsa flow no paboyum
notokam 0 - N0 yMoN4aHMIO Ucnonb3yeTcsa NpexHun meton (ip_src+ipdst)%N ) & ip_mask; 1 -
HOBbIN MeTof C nofaepXkon nepekoauposku ana NAT1:1 (CRC(IP
SRC)%N+CRC(IP_DST)%N)%N

[Radius monitor] [lobaBneHa noaaep>xka akcnopTa agpeca n nopta NAS, a Takxe Apyrux
aTpubyTos

[Radius monitor] JobaBneHo noakatyeHne 12 ycayru

[BRAS] [lobaBneHa HacTporka bras ppp lcp start timeout

N3MeHeHUsa B Bepcum 12.1

oOuUhs wn e

NobasneHo: gnarHoctnyeckas nHpopmauns NAT

HobasneHo: nogaepxxka pexnma On-Stick

MuHopHble ncnpasneHus B pabote CG-NAT

Monnepxka 12 ycnyru” Ha VCHANNEL

MopfepxkKa 3arpy>xaembix U3 obsaka NpoOTOKONOB C MMEHAMW
SDS: nepefaya OaHHbIX B (hopMaTe pcapng

N3MmeHeHUA B Bepcum 12.2

1.
2.

cnpaBneHus B BbiBOAE CTAaTUCTUKK yTuam3aumm CG-NAT
Pa3bop HoBbix Bepcuin GQUIC


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras_l2:bras_l2_subs_id:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_cgnat:cgnat_diagnostics:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_cgnat:cgnat_diagnostics:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_onstick:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:start
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HoBasi ycnyra 16 - 6enbiin CNnMcok ¢ nepeagpecaumen Ha captive portal 6e3 goctyna aboHeHTOB
B MHTEPHET (Mo NpuynHe aBapun Ha ananHKax, aboHeHT B 4OJIrOCPOYHON BIOKMPOBKE 1 T.M.)
Hosasa ytunuta dpdkinfo (-h nogckaska, module_eeprom - nHpopmaLms No oNTUYECKON
AnarHocTnke moayns SFP, ecnm oHa noagep>XnBaeTcs Moaynem)

N3MmeHeHun B Bepcuu 12.3
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. DobasneHo: nopnepxka VRF B poyTepe
. CepBuc ynpasneHus astopmsaumen PPPOE Ha ocHoBe nons Service-name. OnucaHune B pa3aene

HacTponka asTopusaunn PPPoE
[obasneHo: noaaep>xka otnpasku heartbeat ona BHewWwHUX bypass
HobasneHo: n3eneyeHve n nepepaya B IPFIX kyku ns Set-Cookie

. Yny4dweHo: 610kupoBKa KopoTkKux noasucaHmi TCP npoTokona B notokax IPFIX yepes

LOMONHUTESNIbHYIO YCTaHOBKY user timeout (B 4ONOAHEHWUM K CTaHOAPTHOMY MexaHu3My tcp
keep alive)

fobasneHo: npoussoamTensHbii rx dispatcher=2 ¢ paBHomepHon 6anaHCMPOBKOM MO
NPON3BOJILHOMY KOIMYECTBY NOTOKOB (HO 6e3 noaaepxkun natl: 1 ¢ TpeboBaHMEM Ha3HAYEHUS
KOHKPeTHbIX agpecos). OnucaHue B pa3aene HacTponka v ynpasneHune

. [BRAS][PPPoE] UcnipaBneHo: dual-stack: nobaBneHne IP-agpecoB K yxe CyLleCcTBYOLLEN

acct-ceccum
[PCRF] cnpaBneHo: nepeknoyeHne persist queue B pexum "ecTb CBA3b"

. [CLI] DobaBneHa komaHAaa CLI fdpi cli pcrf persist queue reconnect, koTopas

No3BONISIET caenatb peKoHHeKT K fastDPI 6e3 cbpoca ovepenun. MoxeT ObITb MPUMEHEHA K
KOHKPETHOMY COeIMHEHMIO UK KO BCEM.

[PCRF][PPPoE][Framed-Pool] NcnpaBneHo: co3paHme acct-ceccum ¢ Tem session id, KOTopbin
Obl1 aHOHCMPOBaH MpuU aBTOPMU3aLLM

[lobaBneHa nogaepxka opMaTa pcapng ansa 3anucu B CX[

[CoA] OobasneHa obpaboTka CoA Update no 12subs id. OnucaHue B pasgene Radius CoA
HobasneHo: coxpaHeHue B a3kcnopTe NAT TpaHcnsumi ICMP npoTokona

N3meHeHo: napameTp nat exclude private u cooTBeTcTBYIOWAnA Nofaepxka: int

nat exclude private;

buTtoBas Macka ond Toro 4Tobel He aenatb NAT aNna cepbiX aapecos:

0 — Bcerpna genaem npeobpasoBaHue cepbin -> 6enbin

1 — He penaem NAT ans cepbix agpecoB (ip src v ip dst cepble niv HaxonaTcs B
psz_prms_user private)

2 — 1ip src — cepbln C y4eToM psz_prms_user privatemn AS pnadst ip = local

4 —1ip src — cepbl C y4eToM prms_user _privateun AS gpnadst ip = peer. OnucaHve B
pasgene HacTponka un ynpasneHue

[CoA] fobasneHa obpaboTka CoA Reauth no 12subs id. OnucaHue B pa3nene Radius CoA
[CoA] fobasneHa obpaboTka CoA Disconnect no 12subs id. OnucaHue B pa3nene Radius CoA
[fDPI] MakcrMManbHOe Ynco KlacTepos yBennyeHo o 12 (bbiio 10)

[PCRF][ACCT] fobaBneHo: nepepaya atpmnbyta VasExperts-L2-SubsId B Acct
Start/Interim/Stop. OnucaHune B pasgene Radius-aTpnbyThbl

[DPDK] fobaBneHo: disable Ethernet Flow Control Ha cTapTe nopTa
[PCRF][DHCPv6-POOL] UcnpasneHo opmuposaHue Client-DUID npu coctasneHumn DHCP6-
RENEW pnns Framed-IPv6-Pool

Client-DUID posxeH bblTb HeEM3MeHHbIM Ha BCeM npoTsaxxeHun DHCPv6-ceccun, nHayve npu
Renew DHCPv6-cepBep MOXeT BblAaTb mpyrom IPv6-npedunkc, 4To npueeneT K 3aKpbITUIO
PPPoE-ceccuun. Ans poctmxeHns HensmeHsemocTtu Tenepsb Client-DUID dopmupyeTcs ns
12subs id aboHeHTa.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras_l2:bras_pppoe:start#настройка_service-name_для_vlan
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras_l2:bras_pppoe:start#настройка_service-name_для_vlan
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_cgnat:%D1%81gnat_settings:start#дополнительные_настройки
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:bras_steps:radius_auth_server_integration:radius_auth_coa:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_cgnat:%D1%81gnat_settings:start#дополнительные_настройки
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:bras_steps:radius_auth_server_integration:radius_auth_coa:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:bras_steps:radius_auth_server_integration:radius_auth_coa:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:radius_accounting:radius_attr
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:radius_accounting:radius_attr
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[PCRF][DHCP-POOL] cnpaBneHa naeHTudmkauymns '3anpoc-oteeT' npu pabote ¢ DHCP-nynamu.
B KayecTBe naeHTUdMKaTopa NCNONb3yeTCa:
Onsa DHCPv4 — MAC-agpec aboHeHTa (chaddr) + xid 3anpoca
Ana DHCPv6 — onuunsa Client-Id u xid 3anpoca. Cepeep 06sa3aH nepenats onuuio Client -
Id B oTBeTe, B OT/IN4MeE OT APYrnxX ONUKiA 3anpoca.
[BRAS] [lobaBneHa CLI-komaHga dhcp show stat vrf
BbiBog 4Yncna DHCP-aboHeHTOB B pa3pese VRF
[PCRF] JobaeneHa CLI-komaHpoa pcrf radius enable/disable
[PCRF] flobaeneHa CLI-komaHaa pcrf radius ping
[PCRF] JobaeneHa CLI-komaHaa pcrf radius status
3meHeHo: ecnun y ceccum HeT Benoro agpeca — BkaovaeTcs CG-NAT.
NlobaBneHo: ecnn ycnyra 11 yaaneHa, NAT BbiKt04aeTCa U 0CBODOXXAAOTCA pecypchbl.
MponcxXoauT TOJIbKO eC/iM eCTb (NpoYuTaHbl) AaHHble ro flow
[BRAS][DHCP] Ucnonb3oBaHne MAC-agpeca aboHeHTa n3 DHCP-3anpoca ona 12subs_id.
Mpun hopMupoBaHmm L2-ngeHtndukatopa aboHeHTa (CM. bras subs id) ncnonb3yeTcs
srcMAC un3 ethernet-3aronoska naketa. B cny4ae, ecnim DHCP-3anpockl npoxoast Yyepe3 DHCP
Relay, srcMAC B ethernet-3aronoske DHCP-nakeTa yxe He sBnsetcs MAC-anpecoM aboHeHTa.
DHCP-3anpocbl Bcex aboHeHTOB, npoxoasawmx 4yepe3 DHCP Relay, nmetoT oanH n 1oT e MAC B
ethernet-3arosioBke n oanH 1 TOT Xe subs_1id.
PeweHune: ons popmmpoBaHnsa L2-ngeHtngukatopa MAC-agpec aboHeHTa Tenepb bepeTcs n3
DHCP-nakeTa, none chaddr.
[PCRF] watchdog — HoBbIn MOHUTOP Radius-cepsepos. OnuncaHue B pasgene MonaHbIn Cnncok
napameTpos
Hosble napameTpbl fastpcrf.conf:
o TaM-ayT NUHroBaHUA Pagnyc-cepBepos, B CEKyHAaXx.
Ecnun HeT HMKakmx 3anpocos aBTopusaummn, fastPCRF nepnoanyeckn nuHryet Pagnyc-
cepsepa, nocolnas Server-Status nnm Access-Request. Ecnm cepsep oTBevaeT, TO OH
CYMTAETCA AOCTYMHbIM. 3Ha4yeHMe No yMmonyaHuo: 60 cekyHa. radius keepalive=60
o User-Name (radius ping user name) u Password (radius ping user password)
ncesfoaboHeHTa 415 NUHI-3anpOCOB.
FastPCRF nbiTaeTca nogaepxnsaTbh COeANHEHME CO BCeEMM ONMUCaHHbIMK Pagunyc-
cepBepamu, nepnoanyeckmn nocklsias NMHr-3anpoc Ha cepeepa.
MuHr-3anpoc — 310 3anpoc Status-Server (ecnu Pagunyc ero nogaep>xvBaeT) nuam
0bbI4HbIN Access-Request ¢ 3apaHHbIMU User-Name u Password. 3Tn napamMeTpbl 3a4ail0T
User-Name un Password ans nuHr-3anpocoB Access-Request (B Server-Status aTu
napameTpbl He ncnosb3ytoTcs). FastDPl BaxeH caM (hakT oTBeTa cepBepa Ha MUHr-
3anpoc, coaepxumoe oteeTa (Access/Reject n nx atpubyThl) He aHanu3npyeTcs. Ecnm
naHHble User-Name n Password He 3agaHbl — NUHr-3anpoc Access-Request Bce paBHO
byneT nocbinaTtbes, Ho 6e3 aTpubyTos User-Name 1 Password. 3Ha4yeHWin N0 YMOIYaHUIO
HeT. MapameTp radius revive period ypnaneH 3a HeHafoOBHOCTbIO.
N3meHeHo: Ong flow ctasutcs npusHak p_flow - cmn.bts check ip |=
ntconnt::bts nat must whip
Mpr3HaK roBopuT 0 TOM, 4TO MAET obpalleHmne ¢ ceporo agpeca n ans atoro flow Tpebyetcs
benbii agpec. Ecnv 6enbii agpec He Ha3HayYeH — MONbITKK BbigeneHus 6enoro agpeca
npopomxkatoTcs (Ana TCP — Tonbko ecnu SYN). 370 NpomcxoamnT n3-3a TOr0 YTO MOTyT UATH
3anpockl C Ceporo agpeca, a ToJbKo NOTOM nosBAsfeTCa ycnyra 11, Ho flow yxe cywecTsyeT u
OyLeT Be4YHO MepTBbINl.
3meHeHo: Ecnn ans flow 3apaH 6enbit agpec, nposepseTca Hannyme 11 ycnyrun. Ecam ycnyru
HeT — benbin agpec ocBoboxaaeTcs.
[Router] OobasneHo: coobuieHme 06 owmnbke B fastdpi alert.log "VRF He nmeeT TAP"
Ecan VRF He nmeeT HM 04HOro AeBailica — HEBO3MOXHO aHOHCMPOBaTb aapec B Takon VRF.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:bras_steps:radius_auth_fastpcrf_setup:radius_auth_fastpcrf_setup_full
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:bras_steps:radius_auth_fastpcrf_setup:radius_auth_fastpcrf_setup_full
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HaHHasa owmnbka BeiBoanTCA B fastdpi alert.log He Yawe 4em pa3 B 4Yac Ansa kaxporo VRF
[obasneHo: komaHabl fdpi cli: nat dump transcode, nat dump translater [ums
npogunsal, nat dump translater data [umda npodunsa]
Hosoe nmsa npocuns nonmcmHra — BV##NNNN [#MMMM ] [#++++—- ], roe NNNN — ckopocCTb
BXoaswero Tpaguka B kbut/c, MMMM — CKOpPOCTb MCXoasawero Tpaduka B Kbut/c, + —
BKJIOYEHHbIV KNacc, — — OTKJI0YEHHbIN Knacc. OnncaHme B pasgene ATpubyThbl aBTopr3aumm
aboHeHTa
[PCRF] lobaBnieHo: HoBOe 3Ha4veHne chaddr@opt60 ans onunn radius user name dhcp
Mpumep: radius user name_ dhcp=chaddr@opt60, User-Name B Access-Request
opmunpyetcsa ns MAC-agpeca 3aronoska DHCP nakeTta (none chaddr) n onuuun 60, ecam aTa
onuwns ectb B DHCP-3anpoce. Onuncanune B pasgene DHCP Radius proxy - Access-Request
N3meHeHo: yny4weHo pacno3HaBaHne FACEBOOK VIDEO
WNcnpasneHo: npu pasbope quic_ietf ana nepsoro naketa CRYPTO, ecnv 3agaH offset==0
— npoBepseTca PakT BO3MOXHOWN hparMeHTaLum
[lo6aBneHo: N3MEHEHNS NapCUHra — y4YeT n3MeHeHun B sepcusax Google QUIC: oo Bepcun 34
66110 gononHUTEeNbLHOEe none "Private Flags". He pa3bupann Takue nakeTbl, HA4MHasA C BEPCUM
39 — n3meHuncs nopsfok 6ant ona sanucum "Data Length”
[obaBneH NnoancKHr 1 ycayra 16 no 3HavyeHnam nus nMeHun npoduns. OnncaHue B pasgene
ATpubyTbl aBTOpM3aLMn aboOHEHTa
[BRAS] obasneHo: HoBas onuua bras_ip filtering
[hot] ®unbTpauma Tpaduka (buuToBas Macka) MO YMONYAHUIO OTKAOYEHa (=0).
fonyctumble hnarn: 0x0001 — KoHTpoNb nogMeHbl IP aboHeHTa (restricting forged
traffic). lponaem nakeT Ha nyTn subs - inet, ecan IP-agpec aboHeHTa (SrcIP)
Heu3BeCTHbI ana L2 BRAS n bras_term by as = 0 un AS aboHeHTa He local.
bras ip filtering=0
[BRAS] fobaeneHo: onuus bras vrf isolation — usonaumsa Ha yposHe VRF. OnucaHve B
pasgene MapwpyTusaTtop Soft-Router
NlobaBneHa HoBasi onuma fastdpi.conf: [hot] N3onauma VRF. Mo ymonyanuio (Q), L2 BRAS
He n3onmpyet aboHeHTOB 13 pa3HbiX VRF: ECM OaHHLIN peXxnM BkAoYeH (1), To aboHeHTbI 13
pa3Hblx VRF 6yayT n3onnposaHbl Apyr OT Apyra: Ans aboHeHTa 13 VRFL: w03 TakXe L0/KeH
6biTb B VRF1, local interconnect byget paboTaTb To/bKO Ans aboHeHTOB 13 Ton e VRF1.
bras vrf isolation=0
Mpy BKAOYEHUIN 3TOW OMUUN:

o 1. ARP aboHeHTa K w3y — obpabaTuiBaeTcs fastDPI TonbKO ecnn aboHEHT 1 W3 B

ofHoM VRF
o 2.ICMP ping wnto3a — obpabaTeiBaeTcsa fastDPl TonbKo eciv abOHEHT U W03 B O4HOM
VRF

o 3. local interconnect — npumeHsieTcs Tonbko ecnu oba aboHeHTa B ogHOM VRF
icnpaBneHo: coobuieHns 06 owmnbke ans KAMeHTa He AO/KHbI cogepxaTb LF B json
[BRAS][ARP] N3meHeHOo: 0bpaboTka ARP K wto3y. OTBevyaeM Ha ARP-3anpoc K L3y TOJIbKO
ecnn VRF oTnpaBuTens u wniw3a coenagatT (sender n GW HaxogaTca B ogHon VRF)
[VRF] N3meHeHO: 3anaHne nmexn VRF vepes ycnyry 254 (tonbko Radius). OnucaHue B pasgene
MapwpyTtunsaTop Soft-Router
[BRAS][DHCP-Proxy] Session-Timeout n Lease-Time ans Framed-Pool.
Ecnn appec BbiaaH u3 Framed-Pool Ha Mmanoe Bpems (Manoe lease-time) n ykaszaHo 6onbLioe
session-timeout npu aBTOpM3aLmK, TO BCe 3anpockl Renew/Rebind oT aboHeHTa HYXHO
nocelnatb Ha DHCP-cepBep 4yepe3 PCRF ona npoaneHusa nuueHsumn, nHave DHCP-cepsep MmoxeT
nocynTaTh, YTO agpec ceoboneH. PeaBTopmnsauma NPoM3BOANTCS TONbKO MPU LOCTMXKEHNM
session-timeout
[lobaBneHo: nogaep>xka ycnyru 16 — obpaboTka 3anpocoB SYN 1 nocnenytowas
nepeafpecaumns 6e3 nepefayn NnakeTos B MHTEPHET


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:bras_steps:radius_auth_server_integration:radius_auth_response:start#vasexperts-policing-profile
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https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:bras_steps:radius_auth_server_integration:radius_auth_response:start#vasexperts-service-profile
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47. [Router] OobaBneHo: obwme neighbor cache gnsa VRF.
B HacTponky VRF nobasneHa onumsa: router vrf { [cold][optional]
Ctpoka — nmsa ARP kewa ans gaHHon VRF no ymonyanuio, kKaxabin VRF nmeeT cson
CcobCTBEHHBIN, M30AMPOBaHHbLIN OT Apyrux ARP/Neighbor kew. Ecam HY»>XHO, 4TO6bl HECKONBLKO
pa3Hbix VRF nmenun obwmn ARP/Neighbor kew, To cnegyeT 3agaTb B onucaHum 3tnx VRF ogHo
M TO e 3Ha4veHue onuumn neighbor cache. neighbor cache=.. }

48. [PCRF] fastpcrf.conf onuus radius user name dhcp — nobaBneHo HoBOe 3Ha4yeHue
opt6l@opt60: radius user name dhcp=opt61@opt60. OnucaHue B pasgene DHCP
Radius proxy - Access-Request.

User-Name B Access-Request hopmupyeTcs n3 DHCP-onumin 61 n 60, ecnv 3Ty onuum eCTb B
DHCP-3anpoce.

Hosble onuumn fastpcrf.conf — B kKakmux atpubyTtax nepenasatb DHCP-onunn B Access-
Request

[hot] 3apaHme aTpnbyTOB, B KOTOPLIX NepenatoTcs onuun DHCP. dopmaT 3agaHus:

attr _dhcp opt43=vendorId.attrIdrge vendorId — id BeHgopa, ynucso ot 0 go 27 32-1.
Ecam vendorId != 0, To 3HavyeHune nepenaetca B VSA-aTpubyTe.

Ecam vendorId == 0, To 3HaYyeHuMe nepenaeTcs B 0bbl4HOM Paguyc-atpubyTte (He-VSA)
attrId — id atpmubyTa, 4ncno ot 1 go 255

MpennonaraeTcs, 4To aTpubyTbl nMetoT TN octets (nepenatoTcs Kak ecTb B OBMHapHOM Buae)
3HaveHune 0.0 — He nepenaBaTb AaHHbIM aTpMbyT Ha Paaunyc-cepeep

3HaYeHna No yMoa4aHuIo ykasaHbl HUXe: attr dhcp opt43=0.0,

attr dhcp opt60=43823.34 # VasExperts-DHCP-ClassId,

attr dhcp opt61=43823.33 # VasExperts-DHCP-ClientId

49, [lobaBneHo: nogaepka ycnyrn 16 n cooTBeTCTBYOLWEro npouns — 3adaHve, yaaneHue,
npocmoTp Yepes fdpi ctrl npodwmnb coBnafaeT co CTPYKTYpON ons ycayru 5
Mpumep 3apaHusa: fdpi ctrl load profile —service 16 —profile.name
portal info 1 —profile.json '{ "ip list" : "/var/lib/dpi/ip list 1.bin",
"redirect" : "http://info.test.ru" }' napametp max profiles serv16 —
3ajlaeT MakCMMasibHoe KoJ1-Bo npodunen. Mo ymonyaHuio 32.

50. [DHCP-Proxy] BeegeHbl pexumbl 06paboTtkm CoA Disconnect. OnncaHue B pasgene Radius CoA
HobasneHa HoBas onuua bras _dhcp disconnect, koTopas sBnseTcs BUTOBON MacKom
cnepyowmx naros:

o Ox0001 — disable acct stop, He nocbinaTb HemMeaneHHo acct stop ong
disconnected DHCP-aboHeHTa

o Ox0002 — disable L3 auth, He BbiInonHATL L3-aBTopu3aunn ana disconnected DHCP-
aboHeHTa

°o Ox0004 — block traffic — 6noknposaTh Becb Tpauk oT disconnected aboHeHTa (TO
eCTb Ha NyTn subs - inet)

o Ox0008 — Ha DHCP Request - oTBe4aTb NAK

o Ox0010 — urHopuposaTb DHCP Request (»xaem DHCP Discovery)

51. [DHCP-Proxy] JobaBneHo: KOHTPOb CMeHbI IP-anpeca aboHeHTa
Ecnn aboHeHTy BbigaeTca gpyrom IP-agpec, To Ana npexHero IP-agpeca HY>XHO caenaTb
leaHOHC

52. [VRF][CLI] Nopgnep»xka VRF nobasneHa Bo Bce CLI-komaHAbl poyTepa

MHCTPYKUMA NO OOHOBJIEHUIO

MpPOBEPUTb TEKYLLYIO YCTAHOBIEHHYIO BEPCMIO MOXXHO KOMaH10/


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras_l2:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:bras_l2_vlan_dhcp_proxy_pcrf
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras_l2:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:bras_l2_vlan_dhcp_proxy_pcrf
http://info.test.ru
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras:bras_steps:radius_auth_server_integration:radius_auth_coa:start#настройка_логики_обработки_dhcp_абонента_при_получении_pod

yum info fastdpi

WHCTpYKLMS MO 0OHOBNEHWIO

OtkaT Ha 11.4.2:

yum downgrade fastdpi-11.4-2 fastpcrf-11.4-2

Mocne o6HOBAEHMA NN CMeHbl Bepcumn TpebyeTcs pecTapT cepBuca:
service fastdpi restart

O Eciv ncnonb3ytotca PCRF n/unm Radius nx Toxe Hao pectapToBaTb, AN pecTapTa pcrf
npeanoyTUTENEH cnenyowmn nopanok:

service fastdpi stop
service fastpcrf restart
service fastdpi start

O He nposoauTe obHOBNEHUS aapa Linux. B HOBbIX BepcUAX aapa MoXeT ObiTb HapylweHa buHapHas
coBMmecTumocTb ¢ Kernel ABI n ceTeBow gpansep nocie 06HOBIEHMA He 3arpy3nTcsa. Ecam Bbl BCe-
Takun npoussesnn obHOBNEHMNE, TO Ha BpeMs pelleHns npobneMbl HaCTPONTE B 3arpy3ynke grub
3arpysKy npexHen sepcun aapa (B ganne /etc/grub.conf yctaHoBuTe napameTp default=1).

Ecan npun obHoBREHMM noaBaseTCa coobueHne, 4To 0OHOBNEHNE He HAaNAEHO WX BO3HUKAIOT
npobnembl C 3aBUCUMOCTAMU, TO nepen 0OHOBNEHNEM BbIMOAHNTE KOMaHAOY

yum clean all

MocMOTpPEeTb, 4TO OblJI0 HOBOMO B MpeablayLLEeN BEPCUN.

1)


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_patch:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_110:start

"rop,u cpean o6aKOB", p'cnonome'H B I'Iy, nmeet cTaTyc BcemmpHoro Hacnegua KOHECKO
2)

3anucb aboHeHTckoro Tpaguka B PCAP chann
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