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ObHoBneHue nnatcgopmbl DPI no Bepcun 12.0

N3MeHeHun B Bepcuun 12.0 Machu Picchu

12.0 Machu Picchu V
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. 3meHeHo: nepexop Ha DPDK 22.11 LTS
. DobaBneHo: pa3bop 3aronoskoB ¢ 3awmuton Chaos Protection B QUIC IETF
. JobasneHo: napameTp (xonofHbin) nat transcode cidr koTopbin 3agaeT CIDR 6enbix

afpecos onepaTopa. Bo3amMoxHo Tonbko 2 CIDR. 3HayeHns NCNoJib3yoTCa Npu NepekoanpoBKe
benbii->cepbin Ana NAT 1:1. 1na ceporo agpeca MoxeT bbITb HasHaveH nobon benbin agpec
aona NAT 1:1

N3meHeHo: xaw yHKuus pacnpenenexHms no paboymm notokam: (crc(ip_src) % nthread +
crc(ip_dst) % nthread) % nthread

. 3meHeHo: anropnTm BbigeneHns benbix agpecos ansa CG-NAT : crc(cepbiin) % nthread +

crc(benbin) % nthread

N3meHeHo: CoobuieHune '[NFLW] very long operation ...." BbIBOAUTCSA BCeraa He3aBUCMMO OT
KOM4yeCcTBa NOBTOpPa CO0bLLEHNI

i3mMeHeHO: n3MeHeHo UMs KaTanora 3anucu gannos — nobasneHo stream

. DobaBneHo: CTaTUCTMKa BbiBOAA MHGOpMaumm no oTnpasnaeHmto Netflow/IPFIX

[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{a/b/c%/d/e}

a - KOJI-BO BbIMOJIHEHMSA LUKJIOB OTNPaBKK

b - KON-BO LMKJ/OB OTMNPaBKKU, KOrAa BPeEMS, 3aTPavYeHHOe Ha OTMpPaBKy, NPeBbICKIIO
nepuop BbIMONHEHUSA LUKII0B

C - MNPOLEHT NpeBbILEHNs KONMYeCTBa LMKIO0B OTnpaBkm: 100 * b/a

d - Bpemsa B MUKPOCEKYHAAX MaKCUMasbHON NPOLOSIKUTENIbHOCTY LIMKAA OTNPaBKK

e - BpeMs B MUKPOCEKYHAax nepuoga OTrpaBKM CTaTUCTUKN (3HaYeHne napameTpa
"'netflow timeout'' (mapameTp 3agaeTcs B CeKyHAax))

MNpumep:
[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{7/0/0.00%/45297us/30008163us}

. [PCRF][PPPOE] UcnpaBneHo: ecnn Paguyc otToaeT HaM IPvb-agpec BMeCcTo npedurkca, Mbl He

nenanv npedukc U3 agpeca, 4To NPMBOAUIO K NepecosfaHunio acct-ceccmin. BHOBb
co3faBaeMble acct-ceccum Hbinm 6e3 NormHa 1 NPoYMX BaXKHbIX 415 NpoBaniepos aTpubyTos.
[BRAS][L3-AUTH] N3meHeHo: Framed-Route Tenepb He npuMeHseTca K PD-npedgukcy
[PCRF][ACCT] UcnpaBneHo: npu oTcoeanHeHun (unlink) 3anmucm oT MynbTUCECCUN He
KoppekTuposanuce IP-agpeca ona mynbtuceccun. OTcoeanHerme (unlink) nponcxoguTt npu
arperauuun. B pesynbTaTte B AaJibHENLWEM K 3TOW MyJbTUCECCUMN MO AN BbITb NPUBS3aHbI
Lpyrue 3anncu, He NMeoLLMe YXXe K Hell HUKaKOr0 OTHOLLEHKS.

[PCRF][DHCPv6-Pool] UcnpaBneHo: thopmupoBaHme nons Link-Address ons Relay-Fwd npu
OTrpaBKe 3anpoca Ha KoHKpeTHbIn DHCPv6-cepsep
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[BRAS][PPPOE-IP6] 3anpoc IPv6-agpeca n3 Framed-IPv6-Pool ocywecTBnseTcs no npuxony ot
knveHTa nepsoro IP6CP Cfg-Req

[CLIJ[ACCT] OobasneHo: BbiBog NAS-aTpubyTos fastdpi-cepsepa B komaHaax PCRF acct show
[BRAS][DHCP] UcnpasneHo: otnpaBka NAK Ha DHCP-Request ona gpyroro cepsepa
NlobaBneHa nogaepxka DDP npodwmnen ans kapt Intel 700-series (apansep i40e) ans
H6anaHcupoBkmM TyHHenen PPPOE/GTP/MPLS npu ucnonb3osaHum dpdk _engine=2. DDP
3arpyxaetcs u3 daina /lib/firmware/intel/i40e/ddp/i40e.pkg npu nununanusaumm i40e nopTos.
Bpems xun3Hu 3arpyxxeHHoro DDP-npound: oo nepesarpysku cepeepa.

3meHeHo: anropuTtm BbibOpa cepBepa AN14 3anmcm sds

[CLI] OobaBneHo: ycTaHoBKa L2 subs_id B komaHge subs prop set

[BRAS][DHCP-Relay] LlobaBneHa nogaep»xka L2 subs id

[BRAS][AUTH] fobasneHa nopaepxka |2subs _id ana L3-aBTopm3aLumm, Tak Kak B oTeeTe L3
auth ot pagmyca Ham MOryT ykasaTb, 4TO 3T0 L2-aboHeHT

[BRAS][ARP-AUTH] Oo6asneHa nogaepxxka I2subs id

[BRAS][PPPoE][CLI] fobaBneHo: aTpubyT I2lan_id ons PPPoE-ceccun

[BRAS][PPPOE] YoaneHa noanep»xka asTopmsaunn no MAC, 6e3 nornHa v napons, yaaneHue
onuuun bras ppp _mac _auth

[PPPOE][CLI] JobaBneHa nopnnepxka napameTpa subs_id, naeHtudguumnpyrowiero PPPoE-ceccuio
[BRAS] lobasneH knacc 12lan_id - ngeHTudumnkaTop L2-cetu. 12lan_id npepHa3HayveH ons
pa3geneHns aboHeHToB no VLAN. I12lan_id nonyyaeTcs u3 [2subs_id, To ecTb ero
opMupoBaHme 3aaeTca Tou e onumeir “bras subs_id". Mo cyTtu I2lan_id - 3To VLAN-npedukc
n3 12subs id.

[BRAS][DHCP] Bce BHyTpeHHue B[l DHCP-ceccuin Tenepb y4mTbiBatoT |21an_id - OH BXOAWT B 1X
KoY no MAC u Client-Id. To ecTb aBa aboHeHTa ¢ ogHUM 1 TeM e MAC-agpecoM, HO B pa3Hbix
VLAN, cymTatoTcs pa3HbiMu aboHeHTamn (ecim bras subs id 3afgaHo y4uTbiBaTb VLAN).
BTopuyHble ko4 no Opt82 n Q-in-Q He yuuTeiBatoT 12lan_id. MogpobHee bras subs_id
NobasneH HacTpoeyHbI NapameTp rx_dispatcher = meTon xewwuposaHmsa flow no paboyum
notokam 0 - N0 yMoN4aHMIO Ucnonb3yeTcsa NpexHun meton (ip_src+ipdst)%N ) & ip_mask; 1 -
HOBbIN MeTof C nofaepXkon nepekoauposku ana NAT1:1 (CRC(IP
SRC)%N+CRC(IP_DST)%N)%N

[Radius monitor] [lobaBneHa noaaep>xka akcnopTa agpeca n nopta NAS, a Takxe Apyrux
aTpubyTos

[Radius monitor] JobaBneHo noakatyeHne 12 ycayru

[BRAS] [lobaBneHa HacTporka bras ppp lcp start timeout

N3MeHeHUsa B Bepcum 12.1

oOuUhs wn e

NobasneHo: gnarHoctnyeckas nHpopmauns NAT

HobasneHo: nogaepxxka pexnma On-Stick

MuHopHble ncnpasneHus B pabote CG-NAT

Monnepxka 12 ycnyru” Ha VCHANNEL

MopfepxkKa 3arpy>xaembix U3 obsaka NpoOTOKONOB C MMEHAMW
SDS: nepefaya OaHHbIX B (hopMaTe pcapng

N3MmeHeHUA B Bepcum 12.2

1.
2.

cnpaBneHus B BbiBOAE CTAaTUCTUKK yTuam3aumm CG-NAT
Pa3bop HoBbix Bepcuin GQUIC


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras_l2:bras_l2_subs_id:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_cgnat:cgnat_diagnostics:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_cgnat:cgnat_diagnostics:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_onstick:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:start
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HoBasi ycnyra 16 - 6enbiin CNnMcok ¢ nepeagpecaumen Ha captive portal 6e3 goctyna aboHeHTOB
B MHTEPHET (Mo NpuynHe aBapun Ha ananHKax, aboHeHT B 4OJIrOCPOYHON BIOKMPOBKE 1 T.M.)
Hosasa ytunuta dpdkinfo (-h nogckaska, module_eeprom - nHpopmaLms No oNTUYECKON
AnarHocTnke moayns SFP, ecnm oHa noagep>XnBaeTcs Moaynem)

N3MmeHeHun B Bepcuu 12.3
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NobasneHo: nogaepxxka VRF B poyTepe

Cepsuc ynpasneHus asTopusaumnen PPPoE Ha ocHoBe nons Service-name

[lobaBneHo: nogaep>Kka oTnpaBku heartbeat gna BHewHUx bypass (onncaHne roToBUTCA)
[lobaBneHo: n3pneyeHne n nepepaya B IPFIX kykn n3 Set-Cookie

Yny4yweHo: 610KMpoBKa KOpPOTKMX nofsucaHmn TCP npoTokona B noTtokax IPFIX yepes
LLONOJIHUTESIbHYIO0 YCTaHOBKY user timeout (B LOMOSHEHMM K CTaHOAPTHOMY MexaHu3My tcp
keep alive)

JobasneHo: npon3soanTeNbHbIN rX _dispatcher=2 c paBHomepHo 6anaHCUPOBKON MO
MPON3BOSILHOMY KONYECTBY NOTOKOB (HO 6e3 nopgaepxkn natl:1 ¢ TpeboBaHMeM Ha3HaYeHUS
KOHKPEeTHbIX aipecoB)

. [BRAS][PPPoE] UcnpasneHo: dual-stack: nobasneHue IP-agpecoB K y>Ke CyLeCTBYOLLEN

acct-ceccum
[PCRF] cnpaBneHo: nepeknoyeHne persist queue B pexum "ecTb CBA3b"

. [CLI] DobaBneHa komaHAaa CLI fdpi cli pcrf persist queue reconnect, koTopas

No3BONISET caenaTb pekKoHHeKT K fastDPI 6e3 cbpoca ovepenun. MoxeT bbITb MPUMEHEHA K
KOHKPETHOMY COeIHEHMIO UK KO BCEM.

[PCRF][PPPoE][Framed-Pool] NcnpaBneHo: co3paHme acct-ceccum ¢ Tem session id, KoTopebin
Ob171 aHOHCMPOBaAH NPV aBTOPM3aLUK

NobasneHa nogaep)xka opmata pcapng Ans 3anucu B8 CXJ

[CoA] fobasneHa obpaboTka CoA Update no 12subs id

HobasneHo: coxpaHeHue B akcnopTe NAT TpaHcasumin ICMP npoTokona

N3meHeHo: napameTp nat exclude private u cooTBeTcByOWas nogaepxka: int

nat _exclude private;

buToBas Macka ons Toro 4tobel He genaTte NAT Ons cepbiX aapecos:

0 — Bcerpa penaem npeobpasoBaHue cepbin -> 6enbii

1 — He penaem NAT pons cepbix agpecoB (ip srcu ip dst cepble nav HaxogaTcsa B
psz prms_user private)

2 —1ip src — cepbln c y4eToM psz_prms_user privateun AS pnadst ip = local
4 —1ip Src — cepbl C y4eTOM prms_user private mn AS gpnadst ip peer

[CoA] NobasneHa obpaboTka CoA Reauth no 12subs_id

[CoA] fobasneHa obpaboTka CoA Disconnect no 12subs id

[fDPI] MakcMManbHOE YNCNO KNacTepoB yBennmyeHo ao 12 (buino 10)

[PCRF][ACCT] LlobaBneHo: nepenaya atpubyta VasExperts-L2-SubsId B Acct
Start/Interim/Stop

[DPDK] lobaeneHo: disable Ethernet Flow Control Ha cTapTe nopTa
[PCRF][DHCPv6-POOL] UcnpaBneHo opmmposaHue Client-DUID npu coctasneHmun DHCP6-
RENEW pns Framed-IPv6-Pool

Client-DUID posixeH bbITb HeM3MeHHbIM Ha BCeM NpoTsxeHnn DHCPv6-ceccum, Have npu
Renew DHCPv6-cepBep MoXeT BblAaTb ApPYrou IPv6-npedurkc, 4To NpuBeaeT K 3aKpbITUIO
PPPoE-ceccuun. ns poctmxeHns HensmeHsemocTtu Tenepsb Client-DUID dopmupyeTcs s
12subs_id aboHeHTa.

[PCRF][DHCP-POOL] cnpaBneHa naeHTudmnkaumsa '3anpoc-oteeT' npu pabote ¢ DHCP-nynamu.
B KayecTBe naeHTU(MKaTOpa NCNOJb3yeTCs:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router:start
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Ona DHCPv4 — MAC-agpec aboHeHTa (chaddr) + xid 3anpoca
Ons DHCPv6 — onuus Client-Id u xid 3anpoca. Cepep obs3aH nepenath onuuio Client-
Id B oTBeTE, B OT/INYME OT APYrMX ONUMIA 3anpoca.
[BRAS] lobaBneHa CLI-komaHga dhcp show stat vrf
BbiBog yncna DHCP-aboHeHTOB B pa3pese VRF
[PCRF] JobasneHa CLI-komaHaa pcrf radius enable/disable
[PCRF] JobasneHa CLI-komaHpa pcrf radius ping
[PCRF] JobaeneHa CLI-komaHga pcrf radius status
3meHeHo: ecnmn y ceccum HeT Benoro agpeca — BkaovaeTcs CG-NAT.
NlobaBneHo: ecnm ycnyra 11 yaaneHa, NAT BbiKt04aeTCa U 0CBOHOXXAAOTCA pecypchbl.
MponcxoamnT TONLKO eCnn eCThb (NpoYmMTaHbl) AaHHble no flow
[BRAS][DHCP] Ncnonb3oBaHne MAC-agpeca aboHeHTa n3 DHCP-3anpoca ansa 12subs_id.
Mpwn popmupoBaHun L2-npeHTtudukatopa aboHeHTa (CM. bras_subs id) ucnonb3yetcs
srcMAC un3 ethernet-3aronoska naketa. B cny4ae, ecnn DHCP-3anpockl npoxoast Yepe3 DHCP
Relay, srcMAC B ethernet-3aronoske DHCP-nakeTa yxe He siBnsieTcst MAC-anpecoM aboHeHTa.
DHCP-3anpocbl Bcex aboHeHTOB, npoxoasawunx 4yepe3 DHCP Relay, nmetoT oanH n 1ot e MAC B
ethernet-3aronoske v oanH 1 ToT Xe subs_id.
PeweHne: onsa popmupoBaHua L2-nageHtudukatopa MAC-aapec aboHeHTa Tenepb bepeTtcs n3
DHCP-nakeTa, none chaddr.
[PCRF] watchdog — HoBbIN MOHUTOP Radius-cepBepos.
Hosble napameTpbl fastpcrf.conf:
o TaM-ayT NUHroBaHUA Pagnyc-cepeepos, B CEKyHAaXx.
Ecnn HeT HMKakmx 3anpocoB aBTopu3aunn, fastPCRF nepmnogmnyeckn nuHryeT Pagmyc-
cepsepa, nocblnasn Server-Status nam Access-Request. Ecnu cepsep oTBeyaeT, TO OH
CYATAETCA AOCTYMHbIM. 3Ha4YeHne no ymonyaHuo: 60 cekyHa. radius keepalive=60
o User-Name (radius ping user name) u Password (radius ping user password)
ncesgoaboHeHTa 4S9 NUHM-3anNpPoCoB.
FastPCRF nbiTaeTcsa nogaepxmBaTb COeANHEHME CO BCEMM ONMUCAHHbIMK Pagunyc-
cepBepamu, nepnoanyeckun nocklsias NMHr-3anpoc Ha cepeepa.
MuHr-3anpoc — 3To 3anpoc Status-Server (ecnu Pagnyc ero nogaep>XXvnBaeT) nuin
0bbI4HbIN Access-Request ¢ 3agaHHbIMK User-Name n Password. 3Tu napaMeTpsbl 3a4atoT
User-Name u Password ons nuHr-sanpocoB Access-Request (B Server-Status atu
napameTpbl He Ucnosb3yTcs). FastDPl Ba)xeH caM (haKT oTBETa cepBepa Ha MUHT-
3anpoc, cogepxunmoe oteeTta (Access/Reject n nx atpubyTbl) He aHanusnpyeTcs. Ecnm
HaHHble User-Name 1 Password He 3afaHbl — NUHM-3anpoc Access-Request Bce paBHO
byneT nocbinaThCs, HO 6e3 aTpmbyToB User-Name n Password. 3Ha4yeHMIn N0 yMOJIHaHMIO
HeT. NapameTp radius revive period ynaneH 3a HeHafobHOCTLIO.
N3meHeHo: Ona flow ctaButca npusHak p_flow - cmn.bts check ip |=
ntconnt::bts nat must whip
Mpu3HaK roBOpUT 0 TOM, 4TO MAET obpalleHme C ceporo agpeca n gnsa atoro flow Tpebyetcs
benbii agpec. Ecnv b6enbil agpec He Ha3HaYeH — MONbITKW BbigesieHns benoro agpeca
npogosxkatTcsa (Ana TCP — Tonbko ecnu SYN). 370 NpomcxoguT n3-3a TOr0 YTO MOTyT UATH
3anpockl C Ceporo agpeca, a ToJIbKO NOTOM nosasaseTcsa ycayra 11, Ho flow yxe cywecTsyeT u
OyLeT BE4YHO MepTBbIN.
N3meHeHo: Ecnun ans flow 3agaH 6enbin agpec, nposepseTcsa Hannydme 11 ycnyrun. Ecnm ycnyru
HeT — benbln agpec ocBoboxfaeTcs.
[Router] NobaeneHo: coobuyeHne 06 ownbke B fastdpi alert.log "VRF He umeeT TAP"
Ecnn VRF He uMeeT HM 04HOro aeBanca — HEBO3MOXHO aHOHCMPOBaTb aapec B Takon VRF.
NaHHaa owmnbka BoiBoanTCsA B fastdpi alert.log He Yawe 4em pa3 B 4ac Ansa kaxporo VRF
HobasneHo: komaHabl fdpi cli: nat dump transcode, nat dump translater [ums
npocunsl], nat dump translater data [umsa npoduna]
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Hosoe nma npocuns nonmcmHra — BV##NNNN [#MMMM] [ #++++—- ], rae NNNN — ckopocCTb
BXoaswero Tpaguka B Kout/c, MMMM — CKOpPOCTb UCXoadALWero Tpaguka B KouT/c, + —
BKJIIOYEHHbIV KNacc, — — OTKJIKYEHHbIN Knacc
[PCRF] OobaBneHo: HoBoe 3Ha4veHne chaddr@opt60 ans onumm radius user name dhcp
Mpumep: radius user name dhcp=chaddr@opt60, User-Name B Access-Request
opmupyetcs n3 MAC-agpeca 3aronoska DHCP nakeTta (none chaddr) u onumm 60, ecnm 3Ta
onumsa ectb B DHCP-3anpoce.
N3meHeHo: ynyyweHo pacno3HaBaHne FACEBOOK VIDEO
WcnpaeneHo: npu pasbope quic_ietf gns nepsoro naketa CRYPTO, ecnun 3apaH offset==0
— npoBepseTca PakT BO3MOXHOWN (hparMeHTaLum
[obaBneHo: n3MeHeHNs NapcMHra — yyeT n3MmeHeHui B Bepcuax Google QUIC: oo Bepcum 34
6b110 gononHUTENbLHOE none "Private Flags". He pa3bupann Takue nakeTbl, HA4MHaAsA C BEPCUM
39 — n3meHuncs nopsfok 6ant ona sanucum "Data Length”
NlobaBneH NoANCKHr 1 ycayra 16 no 3HaYeHNaM U3 MMeHN NPogus
[BRAS] [obaeneHo: HoBas onumsa bras _ip filtering
[hot] ®unbTpauma Tpaduka (buToBas Macka) MO YMONYAHUIO OTKAOYEHa (=0).
fonyctumble hnarn: 0x0001 — KoHTPoNb NnogMeHbl IP aboHeHTa (restricting forged
traffic). lponaem nakeT Ha nyTn subs - inet, ecan IP-agpec aboHeHTa (srcIP)
Heun3BeCTHbI a3 L2 BRAS n bras _term by as = 0 un AS aboHeHTa He local.
bras ip filtering=0
[BRAS] [lobasneHo: onuusi bras vrf isolation — mn3onaums Ha ypoBHe VRF
NlobaBneHa HoBasi onuma fastdpi.conf: [hot] N3onauma VRF. Mo ymonyanuio (0), L2 BRAS
He n3onmpyeTt aboHeHTOB 13 pa3HbiX VRF: ECM OaHHbIN peXxnm BkAoYeH (1), To aboHEeHTbI 13
pa3Hblx VRF 6yayT n3onnposaHbl Apyr OT Apyra: Ans aboHeHTa 13 VRFL: w03 TakXke L0/KeH
6biTb B VRF1, local interconnect byaet paboTaTb To/bKO Ans aboHeHTOB 13 Ton e VRF1.
bras vrf isolation=0
Mpy BKAOYEHUN 3TOW ONUUN:

o 1. ARP aboHeHTa K w3y — obpabaTbiBaeTcs fastDPI TonbKo ecnn aboHEHT 1 W3 B

ogHoM VRF
o 2. ICMP ping wnto3a — obpabaTeiBaeTca fastDPl TonbKo eciv abOHEHT U W03 B OAHOM
VRF

o 3. local interconnect — npumeHsieTcs Tonbko ecnu oba aboHeHTa B ogHOM VRF
WcnpasneHo: coobeHns ob owmbke ana KnneHTa He fO/MKHbI cogepxaTth LF B json
[BRAS][ARP] N3meHeHOo: 0bpaboTka ARP K wnto3y. OTBevyaeM Ha ARP-3anpoc K W03y TOJIbKO
ecnn VRF oTnpaBuTens u wni3a cosnagatT (sender n GW HaxogaTca B ogHon VRF)
[VRF] N3meHeHo: 3anaHune nmexn VRF vepes ycnyry 254 (tonbko Radius)
[BRAS][DHCP-Proxy] Session-Timeout n Lease-Time ansa Framed-Pool.
Ecnn appec BbiaaH u3 Framed-Pool Ha Mmanoe Bpems (Manoe lease-time) n yka3zaHo 6onbLioe
session-timeout npu aBTOpMU3aLmuK, To BCe 3anpockbl Renew/Rebind oT aboHeHTa HYXHO
nocelnatb Ha DHCP-cepBep 4yepe3 PCRF ona npoaneHus nuueHsumn, nHavye DHCP-cepsep MmoxeT
nocynTaTh, YTO afpec ceobofeH. PeaBTopmnsaums NPOM3BOANTCS TONbKO MPU LOCTVMIKEHUM
session-timeout
[lobaBneHo: nogaepxka ycnyru 16 — obpaboTka 3anpocoB SYN n nocnenyowas
nepeagpecaumns 6e3 nepenayn NakeToB B MHTEPHET
[Router] lobaBneHo: obwme neighbor cache ons VRF.
B HacTpounky VRF nobasneHa onumsa: router vrf { [cold][optional]
Ctpoka — nmsa ARP kewa ans gaHHon VRF no ymonyaHuio, Kaxabli VRF umeet csoi
CcobCTBEHHBIN, M30AMPOBaHHbLIN OT Apyrux ARP/Neighbor kew. Ecam HYy»>XHO, 4TO6bl HECKONBKO
pa3Hbix VRF nmenun obwmin ARP/Neighbor kew, To cnegyeT 3agaTb B onucaHum 3tux VRF ogHo
M TO e 3Ha4veHue onuum neighbor cache. neighbor cache=.. }
[PCRF] fastpcrf.conf onuus radius user name dhcp — nobaBneHo HoBOe 3HaYyeHue



opt6l@opt60: radius user name dhcp=opt61@opt60
User-Name B Access-Request opmupyetcs ns DHCP-onumim 61 1 60, ecam 3Ty onumm eCTb B
DHCP-3anpoce.
HoBble onuumn fastpcrf.conf — B kakmx atpubyTtax nepenasatb DHCP-onunn B Access-
Request
[hot] 3apaHme aTpubyToB, B KOTOPLIX NepenatoTcs onunn DHCP. ®opmaT 3agaHus:
attr dhcp opt43=vendorId.attrIdrge vendorId — id BeHgopa, yncno ot 0 go 27 32-1.
Ecam vendorId != 0, To 3HavyeHune nepepnaetca B VSA-aTpubyTe.
Ecnm vendorId == 0, To 3HavyeHme nepenaeTcs B 0bbl4yHOM Paguyc-atpnbyTte (He-VSA)
attrId — id aTtpubyTa, yncno ot 1 go 255
MpepnonaraeTtcs, 4To aTpmbyThl MeloT TN octets (NepepatTCs Kak ecTb B GBUHaApHOM Buae)
3HavyeHune 0.0 — He nepefasaTb AaHHbIA aTpubyT Ha Pagnyc-cepsep
3Ha4yeHnsa No yMON4aHuio ykasaHol Huxe: attr dhcp opt43=0.0,
attr _dhcp opt60=43823.34 # VasExperts-DHCP-ClassId,
attr _dhcp opt61=43823.33 # VasExperts-DHCP-ClientId
49. [lobaBneHo: NogaepxKa ycayrn 16 n cooTBeTCTBYOLEro Nnpoduns — 3agaHve, yaaneHue,
npocMmoTp Yepes fdpi ctrl npodwmnb coBnafaeT co CTPYKTYpPOR ons ycayru 5
Mpumep 3apaHusa: fdpi ctrl load profile —service 16 —profile.name
portal info 1 —profile.json '{ "ip list" : "/var/lib/dpi/ip list 1.bin",
“redirect" : "http://info.test.ru" }' napametp max profiles serv16 —
3aflaeT MakCUManbHoe Kon-Bo npodunen. Mo ymonyanuio 32.
50. [DHCP-Proxy] BeegeHbl pexxumbl 0bpaboTkn CoA Disconnect
JobasneHa HoBas onuma bras dhcp disconnect, KoTopas asnseTca 6BUToBOM Mackon
cnepywowmx gpnaros:
o Ox0001 — disable acct stop, He nocbinaTb HemeaneHHo acct stop ons
disconnected DHCP-aboHeHTa
o Ox0002 — disable L3 auth, He BbinonHATL L3-aBTopm3aunn gna disconnected DHCP-
aboHeHTa
o Ox0004 — block traffic — 6noknposaTh Becb Tpauk oT disconnected aboHeHTa (TO
€CTb Ha NyTn subs - inet)
o Ox0008 — Ha DHCP Request - oTBevaTb NAK
o @x0010 — urHopuposaTb DHCP Request (»xxaem DHCP Discovery)
51. [DHCP-Proxy] [JobaBneHo: KOHTPONb CMeHbI IP-agpeca aboHeHTa
Ecnn aboHeHTy BbigaeTca gpyrom IP-agpec, To Ana npexHero IP-agpeca HYyXXHO caenaTb
LleaHoHC
52. [VRF][CLI] Noanep»xka VRF nobasneHa Bo Bce CLI-komaHabl poyTepa

WHCTPYKUUA NO OOHOBNEHMIO

MpoBepPUTb TEKYLLYIO YCTAHOBJIEHHYIO BEPCUIO MOXXHO KOMaHOoN
yum info fastdpi

WHCcTpyKLMS No 06HOBNEHMIO

OTkaT Ha 11.4.2:

yum downgrade fastdpi-11.4-2 fastpcrf-11.4-2


http://info.test.ru
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_patch:start

Mocne obHOBNEHUS UK CMEHbI BEpcUN TpebyeTcs pecTapT cepauca:
service fastdpi restart

Occm ncnonb3ytotca PCRF n/unmn Radius nx ToXke Hafo pectapToBaTh, Ans pectapta pcrf
npeanoyTUTENEH CNeayoLWnin NopsaaokK:

service fastdpi stop
service fastpcrf restart
service fastdpi start

O He npoBoauTe obHoBNEHUS aapa Linux. B HOBbIX Bepcuax aapa MOXeT bbiTb HapyLweHa brHapHas
coBMecTuMOCTb € Kernel ABI n ceTeBon gpansep nocne 06HOBAEHMA He 3arpy3nTcs. Ecnum Bbl BCe-
TaKu npoun3senn obHoBMEHME, TO Ha BpeMs pelleHns npobnemsl HAaCTPONTE B 3arpy3ymke grub
3arpy3ky npexHen sepcun aapa (8 ganne /etc/grub.conf yctaHoBnuTe napameTp default=1).

Ecnn npun obHoBNeHUN noaBnseTcs coobuieHne, 4To 0O6HOBNEHNE HE HaWOEHO UK BO3HMKAOT
I'IpOﬁJ'IGMbI C 3aBUCMMOCTAMU, TO Nepen 06HOBNEHNEM BbINONHUTE KOMaHLOYy

yum clean all

MocMoTpeThb, 4TO ObII0 HOBOIO B NpeblayLLen BepCun.

1)


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_110:start

"rop,u cpean o6aKOB", p'cnonome'H B I'Iy, nmeet cTaTyc BcemmpHoro Hacnegua KOHECKO
2)

3anucb aboHeHTckoro Tpaguka B PCAP chann



https://wiki.vasexperts.ru/lib/exe/fetch.php?tok=4cd96f&media=https%3A%2F%2Fupload.wikimedia.org%2Fwikipedia%2Fcommons%2F4%2F43%2FPeru_Machu_Picchu_Sunrise.jpg
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