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N3MeHeHun B Bepcumn 12.0 Machu Picchu

12.0 Machu Picchu V
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N3meHeHo: nepexog Ha DPDK 22.11 LTS

NlobaBneHo: pa3bop 3aronoskos ¢ 3awmTon Chaos Protection B QUIC IETF

HobasneHo: napameTp (xonoaHein) nat transcode cidr koTopbin 3agaeT CIDR 6enbix
agpecos onepaTopa. Bo3amMoxxHOo Tosibko 2 CIDR. 3HayeHMa ncnosib3yoTCs Npyu NepekoanpoBke
benbin-—cepbii ona NAT 1:1. [Ins ceporo agpeca MoxeT ObiTb Ha3zHaveH Nnobon benbin agpec
ona NAT 1:1

N3meHeHo: xaWw dyHKUus pacnpeneneHms no paboymm notokam: (crc(ip_src) % nthread +
crc(ip_dst) % nthread) % nthread

. 3meHeHo: anropnTm BbigeneHns 6envix agpecos ansa CG-NAT : crc(cepbin) % nthread +

crc(bensin) % nthread

N3meHeHo: CoobeHune '[NFLW] very long operation ...." BIBOAWTCS BCerga He3asBmMCcmMMo oT
KONM4yeCcTBa NOBTOPa CO0bLLEHNI

i3meHeHOo: n3mMeHeHO 1MMA KaTasora 3anucy gannos — gobaeneHo stream

. DobaBneHo: CTaTUCTMKa BbiBOAA MHGopMauum no oTnpasneHuto Netflow/IPFIX

[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{a/b/c%/d/e}

a - KOJI-BO BbIMNOJIHEHUSA LIKIOB OTMPaBKK

b - KOn-BO LMKIOB OTMNPaBKKU, KOrAa BPeMS, 3aTpavyeHHOe Ha OTMpPaBKy, NPeBbICKIIO
nepuop BbIMOJNHEHNS LUKIIOB

C - MNPOLEHT NpeBbILEeHNs KONMYecTBa LMKIO0B OTrnpaBkm: 100 * b/a

d - BpemMsa B MUKPOCEKYHAAX MaKCUMasibHON NPOLOJIKUTENIbHOCTU LMKAA OTAPaBKK

€ - BpeMsA B MMKPOCEKYHAAX nepuofa OTrpaBKM CTaTUCTUKKM (3HaYeHMe napaMeTpa
''netflow timeout'' (napameTp 3agaeTcs B CeKyHAax))

MNpumep:
[STAT 1[2022/11/20-17:55:03:213770] Statistics on NFLW export
{7/0/0.00%/45297us/30008163us}

. [PCRF][PPPoE] cnpaBneHo: ecnn Pagnyc oTaaeT HaM IPv6-aapec BMecTo npedukca, Mbl He

Lenanv npedukc U3 agpeca, 4To NPMBOAUIO K Nepeco3aHunio acct-ceccmin. BHOBb
co3paBaeMble acct-ceccum Bbinm 6e3 NormHa 1 NPoYMX BaXKHbIX 415 NpoBaniepos aTpnbyTos.
[BRAS][L3-AUTH] U3meHeHo: Framed-Route Tenepb He npuMeHseTca K PD-npedgukcy
[PCRF][ACCT] UcnpaBneHo: npu oTcoegmHeHun (unlink) 3anncm oT MynbTUCECCUN HE
KoppekTuposanuce IP-agpeca ona mynbtuceccun. OTcoeanHeHme (unlink) nponcxoguTt npu
arperauuu. B pesynbTaTte B faJibHENLWEM K 3TOW MYbTUCECCUUN MOT KN BbITb NPUBSA3aHbI
Lpyrue 3anncu, He NMeroLLMe YXXe K Hell HUKAKOro OTHOLLEHKS.

[PCRF][DHCPv6-Pool] UcnpaeneHo: hopmupoBaHme nons Link-Address ons Relay-Fwd npw
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OTrnpaBKe 3anpoca Ha KoHKpeTHbIn DHCPv6-cepeep

[BRAS][PPPOE-IP6] 3anpoc IPv6-agpeca u3 Framed-IPv6-Pool ocylwecTBnseTcs no npmuxony ot
knneHTa nepsoro IP6CP Cfg-Req

[CLIJ[ACCT] OobasneHo: BbiBog NAS-aTpubyTos fastdpi-cepsepa B komaHaax PCRF acct show
[BRAS][DHCP] UcnpasneHo: otnpaska NAK Ha DHCP-Request ona gpyroro cepsepa
HobasneHa nopaep>xka DDP npodmnen gns kapT Intel 700-series (opansep i40e) ans
6anaHcupoBkmM TyHHenen PPPOE/GTP/MPLS nipu ucnonb3osaHum dpdk _engine=2. DDP
3arpyxaetcs u3 daina /lib/firmware/intel/i40e/ddp/i40e.pkg npu nunumnanusaumm i40e nopTos.
Bpems xun3Hu 3arpyxxeHHoro DDP-npoduns: oo nepesarpysku cepeepa.

N3meHeHo: anropuTtMm BbibOpa cepBepa AN14 3anmcm sds

[CLI] OobaBneHo: ycTaHoBKa L2 subs_id B komaHge subs prop set

[BRAS][DHCP-Relay] LlobaBneHa nogaep»xka L2 subs _id

[BRAS][AUTH] NobaeneHa noanepxka I12subs_id ans L3-aBTopm3aunu, Tak Kak B oTeeTe L3
auth oT pagmyca Ham MOryT yKa3aTb, YTO 3TO L2-aboHeHT

[BRAS][ARP-AUTH] OobaeneHa nogaepxxka I2subs id

[BRAS][PPPoE][CLI] JobaBneHo: aTpmbyT I2lan_id gns PPPoE-ceccum

[BRAS][PPPOE] YoaneHa nognep»xxka asTopusaunn no MAC, 6e3 norvHa v napons, yaaneHue
onuuun bras_ppp_mac_auth

[PPPOE][CLI] JobaBneHa nopnnepxka napameTpa subs_id, naeHtuguumnpyrowtero PPPoE-ceccuio
[BRAS] fobaeneH knacc 12lan_id - ngeHTngukaTop L2-ceTu. I12lan_id npefHa3Ha4veH ans
pa3neneHna aboHeHTos no VLAN. 12lan_id nonyyaetca u3 12subs_id, To ecTb ero
opMupoBaHne 3anaeTca To e onumeir “bras subs_ id". Mo cyTtu I2lan_id - 3To VLAN-npedukc
13 12subs _id.

[BRAS][DHCP] Bce BHyTpeHHue b1 DHCP-ceccuin Tenepb y4mTbiBatoT |21an_id - oH BXOAWT B nX
ko4 no MAC u Client-Id. To ecTb aBa aboHeHTa ¢ ogHUM 1 TeM e MAC-agpecom, HO B pa3HbiX
VLAN, cymTatoTcs pa3HbiMu aboHeHTamm (ecnim bras subs id 3agaHo y4utbiBaTb VLAN).
BTopuyHbie kato4m no Opt82 n Q-in-Q He yynTeiBatoT 12lan_id. NMoapobHee bras subs id
HobasneH HacTpoeyHbI NapameTp rx_dispatcher = meTon xewwmnposaHusa flow no paboyum
notokam 0 - N0 yMO4aHMIO UCNosib3yeTcsa npexHun meton (ip_src+ipdst)%N ) & ip_mask; 1 -
HOBbIN MeTof C nofaepXkon nepekoanposku ansa NAT1:1 (CRC(IP
SRC)%N+CRC(IP_DST)%N)%N

[Radius monitor] [JobaBneHa noaaep»xka akcnopTa agpeca u nopta NAS, a Takxe apyrux
aTpubyTos

[Radius monitor] LobasneHo nogkoyeHue 12 ycnyru

[BRAS] [lobaBneHa HacTporka bras _ppp lcp start timeout

N3MeHeHUsa B Bepcum 12.1
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HobasneHo: guarHoctnyeckas uHpopmauuns NAT

[obaBneHo: nogaepxxka pexnma On-Stick

MuHopHble ncnpasnieHus B pabote CG-NAT

Nopnepxka 12 ycnyrn® Ha VCHANNEL

MopfepxkKa 3arpyxaembix U3 obnaka NPpoOTOKONOB C UMEHaMW
SDS: nepepnaya faHHbIX B popMaTe pcapng

N3MeHeHUsa B Bepcum 12.2

1.

NcnpaBneHunsa B BblBoAe CTaTUCTUKKN yTunmsaumm CG-NAT


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bras_l2:bras_l2_subs_id:start
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https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_cgnat:cgnat_diagnostics:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_onstick:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:start

. Pasbop HoBbIx Bepcun GQUIC
. HoBas ycnyra 16 - 6enblin Cnncok ¢ nepeagpecaumen Ha captive portal 6e3 goctyna aboHeHTOB

B UHTEPHET (Mo NpMYnHe aBapun Ha ananHKax, aboHeHT B A0r0CPOYHOM 610KMPOBKE U T.M.)
Hosasa ytunuta dpdkinfo (-h noackaska, module_eeprom - nHopMaLms No ONTUYECKON
AVarHocTuke moayns SFP, ecnv oHa NoAaepXXMBAeTCAa MOAYNEM)

N3MeHeHUsa B Bepcuu 12.3
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llobaBneHo: nogaepxxka VRF B poyTepe

Cepsuc ynpasneHus asTopusaumnein PPPoE Ha ocHoBe nons Service-name

[lobaBneHo: nogaep>xka oTnpaBku heartbeat gna BHewHnx bypass (onncaHne roToBUTCA)
HobasneHo: n3eneyeHve n nepepaya B IPFIX kyku ns Set-Cookie

Yny4yweHo: 610KnMpoBKa KOpoTKux noasmucaHmn TCP npoTokona B notokax IPFIX yepes
LOMONHUTESNIbHYIO YCTaHOBKY user timeout (B 4ONOAHEHWUM K CTaHOAPTHOMY MexaHu3My tcp
keep alive)

fobasneHo: npoussoamTensHbii rx dispatcher=2 ¢ paBHomepHon 6anaHCMPOBKOM MO
NPON3BOJILHOMY KOIMYECTBY NOTOKOB (HO 6e3 noaaepxkun natl: 1 ¢ TpeboBaHMEM Ha3HAYEHUS
KOHKPEeTHbIX aipecos)

. [BRAS][PPPoE] UcnipaBneHo: dual-stack: nobaBneHne IP-agpecoB K yxe CyLleCcTBYOLLEN

acct-ceccum
[PCRF] cnpaBneHo: nepeknoyeHne persist queue B pexum "ecTb CBA3b"

. [CLI] DobaBneHa komaHAaa CLI fdpi cli pcrf persist queue reconnect, koTopas

No3BONISIET caenatb peKoHHeKT K fastDPI 6e3 cbpoca ovepenun. MoxeT ObITb MPUMEHEHA K
KOHKPETHOMY COEeAMHEHMIO NN KO BCEM.

[PCRF][PPPoE][Framed-Pool] NcnpaBneHo: co3paHme acct-ceccum ¢ Tem session id, KOTopbin
Obl1 aHOHCMPOBaH MpuU aBTOPMU3aLLM

[lobaBneHa nogaepxka opMaTa pcapng ansa 3anucu B CX[

[CoA] OobasneHa obpaboTka CoA Update no 12subs id

HobasneHo: coxpaHeHue B a3kcnopTe NAT TpaHcnsumi ICMP npoTokona

N3meHeHo: napameTp nat exclude private u cooTBeTcByOWas nogaepxka: int

nat exclude private;

buTtoBas Macka ond Toro 4Tobel He aenatb NAT aNna cepbiX aapecos:

0 — Bcerpna genaem npeobpasoBaHune cepbin -— Henbin

1 — He penaem NAT ans cepbix agpecoB (ip src v ip dst cepble niv HaxonaTcs B
psz_prms_user private)

2 — 1ip src — cepbln C y4eToM psz_prms_user privatemn AS pnadst ip = local
4 —1ip src — cepbl C y4eToM prms_user _privaten AS pnadst ip = peer

[CoA] fobasneHa obpaboTka CoA Reauth mo 12subs id

[CoA] NobasneHa obpaboTka CoA Disconnect no 12subs_id

[fDPI] MakcMManbHOE Y1NCNO KacTepoB yBennmyeHo fo 12 (bbino 10)

[PCRF][ACCT] obaBneHo: nepepaya atpmnbyta VasExperts-L2-SubsId B Acct
Start/Interim/Stop

[DPDK] fobaBneHo: disable Ethernet Flow Control Ha cTapTe nopTa
[PCRF][DHCPv6-POOL] UcnpaBneHo popmmposaHue Client-DUID npu coctasneHnn DHCP6-
RENEW pns Framed-IPv6-Pool

Client-DUID posixeH 6bITb HeM3MeHHbIM Ha BCceM NpoTsxeHun DHCPv6-ceccum, nHave npu
Renew DHCPv6-cepBep MoXeT BblAaTb ApYyrou IPv6-npedurkc, 4To NnpuBeaeT K 3aKpbITUIO
PPPoE-ceccuun. Ans poctmxeHns HensmeHsemocTtu Tenepsb Client-DUID dopmupyeTcs ns
12subs id aboHeHTa.

[PCRF][DHCP-POOL] cnpaBneHa naeHTudmkaumsa '3anpoc-oteeT' npu pabote ¢ DHCP-nynamu.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router:start
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B KayecTBe naeHTUdmrKaTopa NCNONb3yeTCS:
Ona DHCPv4 — MAC-agpec aboHeHTa (chaddr) + xid 3anpoca
Ona DHCPv6 — onuma Client-Id n xid 3anpoca. Cepeep obsa3an nepenatb onuuio Client-
Id B oTBETE, B OT/IMYME OT APYrnX onumnm 3anpoca.
[BRAS] [lobaBneHa CLI-komaHga dhcp show stat vrf
BbiBog 4yncna DHCP-aboHeHTOB B pa3pese VRF
[PCRF] JobaeneHa CLI-komaHpa pcrf radius enable/disable
[PCRF] JobaeneHa CLI-komaHpa pcrf radius ping
[PCRF] JobaeneHa CLI-komaHga pcrf radius status
3meHeHo: ecnun y ceccum HeT Benoro agpeca — BkatovaeTcs CG-NAT.
HobasneHo: ecnun ycnyra 11 ynaneHa, NAT Bbik/04aeTCa 1 0CBOOOXAAOTCSA pecypcbl.
MponcxoamnT TONbKO eCNn eCTb (NpoYMTaHbl) AaHHble no flow
[BRAS][DHCP] Ncnonb3oBaHne MAC-agpeca aboHeHTa n3 DHCP-3anpoca ans 12subs_id.
Mpu hopMupoBaHmm L2-ngeHtndukatopa aboHeHTa (CM. bras subs id) ncnonb3yetcs
srcMAC un3 ethernet-3aronoska naketa. B cny4ae, ecnv DHCP-3anpockl npoxoasaTt Yepe3 DHCP
Relay, srcMAC B ethernet-3aronoske DHCP-nakeTa yxe He sBnsetcs MAC-anpecoM aboHeHTa.
DHCP-3anpocbl Bcex aboHeHTOB, npoxoasawmnx 4yepe3 DHCP Relay, nmetoT oanH n 1oT e MAC B
ethernet-3arosioBke n oanH 1 TOT Xe subs_1id.
PewweHune: ons popmmpoBaHnsa L2-nageHtngukatopa MAC-agpec aboHeHTa Tenepb bepeTcs n3
DHCP-nakeTa, none chaddr.
[PCRF] watchdog — HoBbI MOHUTOP Radius-cepBepos.
Hosble napameTpbl fastpcrf.conf:
o TaM-ayT NUHroBaHUA Pagnyc-cepBepos, B CEKyHAaX.
Ecnn HeT HMKakmx 3anpocos aBTopu3aunn, fastPCRF nepnogmnyeckn nuHryeT Pagmyc-
cepBepa, nocbinasa Server-Status nnm Access-Request. ECnmn cepsep oTBevaeT, TO OH
CYATAETCA AOCTYMHbIM. 3Ha4yeHne no yMmonyaHuo: 60 cekyHa. radius keepalive=60
o User-Name (radius ping user name) n Password (radius ping user password)
ncesgoaboHeHTa 4119 NUHM-3anNpPoCoB.
FastPCRF nbiTaeTcq nogaepxnsBaTb COeAUHEHME CO BCEMM ONMUCAaHHbIMK Pagunyc-
cepsepamu, Nepuoamnyecky Nochlias NUHr-3anpoc Ha cepsepa.
MuHr-3anpoc — 3To 3anpoc Status-Server (ecnu Pagunyc ero nogaepXXvnBaeT) nUan
0bbI4HbIN Access-Request ¢ 3agaHHbIMK User-Name n Password. 3Tu napaMeTpsbl 3a4atoT
User-Name n Password ons nuHr-sanpocoB Access-Request (B Server-Status amu
napameTpbl He ncnosb3ytoTcs). FastDPl BaxeH caM (hakT 0TBeTa cepBepa Ha MUHr-
3anpoc, cogepxumoe oteeTta (Access/Reject n nx atpubyThl) He aHanusnpyeTcs. Ecnm
naHHble User-Name 1 Password He 3afaHbl — NUHr-3anpoc Access-Request Bce paBHO
6yneT nocbinatbes, Ho 6e3 aTpubyTos User-Name 1 Password. 3Ha4yeHWiA N0 YMOYAHUIO
HeT. MapameTp radius revive period ypaneH 3a HeHafoOOHOCTLIO.
N3meHeHo: Onga flow ctasutcs npusHak p_flow - cmn.bts check ip |=
ntconnt::bts nat must whip
Mpu3HaK roBopuT 0 TOM, 4TO naeT obpalyeHne ¢ ceporo agpeca n ana atoro flow Tpebyetcs
6enbii agpec. Ecnv 6enbii agpec He Ha3HayYyeH — MONbITKK BbigeneHus 6enoro agpeca
npogosxatoTca (Ana TCP — Tonbko ecnm SYN). 9To NnponcxoauT 13-3a TOro 4TO MOryT UATK
3anpockl C Ceporo agpeca, a ToJIbKO NOTOM nosasaseTcsa ycayra 11, Ho flow yxe cywecTsyeT u
OyLeT BE4YHO MepTBbIN.
N3meHeHo: Ecnun angs flow 3agaH 6enbin agpec, nposepseTcs Hannydume 11 ycnyrun. Ecnm ycnyru
HeT — benbin agpec ocBoboXxaaeTcs.
[Router] NobaeneHo: coobuyeHne 06 ownbke B fastdpi alert.log "VRF He umeet TAP"
Ecnn VRF He uMeeT HKM 04HOro fgeBanca — HEBO3MOXHO aHOHCMPOBaTb afpec B Takon VRF.
NaHHaa owmnbka BeiBoanTCsA B fastdpi alert.log He Yawe 4em pa3 B 4Yac Ansa kaxgoro VRF
fobasneHo: komaHabl fdpi cli: nat dump transcode, nat dump translater [ums
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npocunsl], nat dump translater data [umsa npoduna]
Hosoe nmsa npouns nonmcmHra — BV##NNNN [#MMMM] [#++++- - - - ], rae NNNN — ckopocCTb
BXoAsLero Tpaduka B kbut/c, MMMM — cKOpOCTb UcxoasLwero Tpaduka B Kbut/c, + —
BKJIIOYEHHbIV KNacc, — — OTKJIYEHHbIN Knacc
[PCRF] lobaBneHo: HoBoe 3Ha4veHne chaddr@opt60 ons onuum radius user name dhcp
Mpumep: radius user name dhcp=chaddr@opt60, User-Name B Access-Request
opmupyetcs 3 MAC-agpeca 3aronoska DHCP nakeTta (none chaddr) u onumm 60, ecnm 3Ta
onumsa ectb B DHCP-3anpoce.
M3MeHeHOo: ynydweHo pacno3HaBaHme FACEBOOK VIDEO
WcnpasneHo: npu pasbope quic ietf ana nepsoro naketa CRYPTO, ecnv 3agaH offset==0
— npoBepsaeTca PakT BO3MOXHON hparMeHTaLum
[obaBneHo: n3MeHeHNs NapcuHra — yyeT n3MeHeHui B Bepcuax Google QUIC: oo Bepcum 34
Obl10 gononHUTeNbLHoe none "Private Flags". He pa3bupanu Takue nakeTbl, HA4MHasA C BEPCUN
39 — n3meHuncs nopsgok 6ant gnsa sanucm "Data Length"
[lobaBneH NOANCUHT K ycayra 16 No 3Ha4YeHUsSIM M3 UMeHN npoduns
[BRAS] [lobaBneHo: HoBas onums bras ip filtering
[hot] ®unbTpauma Tpaduka (buuToBas Macka) MO YMONYAHUIO OTKAOYeHa (=0).
fonyctumble hnarn: 0x0001 — KoHTpoNb nogMeHbl IP aboHeHTa (restricting forged
traffic). lJponaem nakeT Ha nyTn subs - inet, ecau IP-agpec aboHeHTa (SrcIP)
Hen3BecTHbI AN L2 BRAS n bras term by as = 0 un AS aboHeHTa He local.
bras ip filtering=0
[BRAS] lobaeneHo: onuusi bras vrf isolation — mn3onaums Ha ypoBHe VRF
NlobaBneHa HoBas onuma fastdpi.conf: [hot] N3onauma VRF. Mo ymonyanuio (0), L2 BRAS
He n3onmpyet aboHeHTOB 13 pa3HbiX VRF: ECM OaHHbIN peXxnM BkoYeH (1), To aboHeHTbI 13
pa3Hbix VRF 6yayT n30ampoBaHbl Apyr OT Apyra: Ans aboHeHTa n3 VRFL: w03 TakKe A0/KEH
6biTb B VRF1, local interconnect 6yneT paboTaTb ToNbKO aAns aboHeHTOB 13 Ton e VRFL.
bras vrf isolation=0
Mpy BKAOYEHWMN 3TOW OMLUNN:

o 1. ARP aboHeHTa K w3y — obpabaTbiBaeTcs fastDPI TonbKo ecnn aboHEHT 1 W3 B

ofHoM VRF
o 2. ICMP ping wnto3a — obpabaTeiBaeTcs fastDPl ToNbKo ecaiv abOHEHT 1 W03 B 04HOM
VRF

o 3. local interconnect — npumeHsieTcs Tonbko ecnn oba aboHeHTa B ogHOM VRF
icnpaBneHo: coobuieHns 06 owmbke ons KAMeHTa He AO/KHbI coaepxaTb LF B json
[BRAS][ARP] N3meHeHo: 0bpaboTka ARP K wto3y. OTBevyaeM Ha ARP-3anpoc K L3y TOJIbKO
ecnn VRF oTnpasuTens u wni3a coenagatT (sender n GW HaxogaTca B ogHon VRF)
[VRF] 3meHeHo: 3apaHue umeHn VRF yepes ycnyry 254 (Tonbko Radius)
[BRAS][DHCP-Proxy] Session-Timeout n Lease-Time ansa Framed-Pool.
Ecnn appec BbigaH u3 Framed-Pool Ha Mmanoe Bpems (Manoe lease-time) n ykaszaHo 6onbLioe
session-timeout npu aBTOpMU3aLmK, TO BCe 3anpockbl Renew/Rebind oT aboHeHTa HYXHO
nocelnatb Ha DHCP-cepBep 4yepe3 PCRF ona npoaneHusa nuueHsumn, nHave DHCP-cepsep moxeT
nocynTaTh, YTO agpec ceoboneH. PeaBTopmn3auma NpoM3BOANTCS TONbKO MPU LOCTMXKEHMWM
session-timeout
[lobaBneHo: nogaepxxka ycnyru 16 — obpaboTka 3anpoco SYN n nocnenyowas
nepeafpecaumns 6e3 nepenayn NnakeTos B MHTEPHET
[Router] OobasneHo: obwue neighbor cache gna VRF.
B HacTpoiiky VRF pnobasneHa onunsa: router vrf { [cold][optionall
Ctpoka — nms ARP kewa gnsa gaHHon VRF no ymonyaHuio, Kaxabih VRF nmeeT ceon
cobCTBEHHBIN, M30AMPOBaHHLIN OT Apyrux ARP/Neighbor kew. Ecan HYy»>XHO, 4TO6bl HECKONBKO
pa3HbiXx VRF nmenun obwmin ARP/Neighbor kew, To cnegyeT 3agaTb B onucaHum atux VRF ogHo
N TO e 3HayveHue onuum neighbor cache. neighbor cache=.. }



48. [PCRF] fastpcrf.conf onuus radius user name dhcp — nobasneHo HoBOe 3HaYyeHue
opt6l@opt60: radius user name dhcp=opt61@opt60
User-Name B Access-Request hopmupyeTcs n3 DHCP-onumi 61 n 60, ecnm 3Ty onuum eCcTb B
DHCP-3anpoce.
Hosble onummn fastpcrf.conf — B kakux atpubyTtax nepenasatb DHCP-onunn B Access-
Request
[hot] 3apaHme aTpubyToB, B KOTOPbLIX NepenatoTcs onunn DHCP. ®opmaT 3agaHus:
attr _dhcp opt43=vendorId.attrIdrge vendorId — id BeHgopa, ynucso ot 0 go 27 32-1.
Echm vendorId != 0, To 3HavyeHune nepenaetca B VSA-aTpubyTe.
Ecam vendorId == 0, To 3HavyeHune nepenaetcs B 0bbl4HOM Paguyc-atpmbyTte (He-VSA)
attrId — id atpmubyTa, 4ucno ot 1 go 255
Mpepnonaraetcs, 4To aTpmbyThl MMelOT TN octets (NepepatTcs Kak ecTb B BUHApHOM Buae)
3Ha4veHune 0.0 — He nepelaBaTb AaHHbIM aTpnbyT Ha Paanyc-cepeep
3Ha4yeHnsa No yMON4aHuio ykasaHol Huxe: attr dhcp opt43=0.0,
attr _dhcp opt60=43823.34 # VasExperts-DHCP-ClassId,
attr dhcp opt61=43823.33 # VasExperts-DHCP-ClientId
49. [obasneHo: nogaep»xKa ycayrn 16 n cooTBeTCTBYOLLEro Npoduns — 3agaHue, yaoaneHue,
npocmoTp Yepes fdpi ctrl npodumnb coBnafaeT co CTPYKTYpOn ons ycnyru 5
Mpumep 3apnaHusa: fdpi ctrl load profile --service 16 --profile.name
portal info 1 --profile.json '{ "ip list"
"/var/lib/dpi/ip list 1.bin", "redirect" : "http://info.test.ru" }'
napametp max _profiles serv16 — 3afaeT MakCMMasnbHOe K0A-BO npogunen. Mo
ymon4aHuo 32.
50. [DHCP-Proxy] BeegeHbl pexxumMbl 0bpaboTkn CoA Disconnect
JobasneHa HoBas onumsa bras_dhcp _disconnect, koTopas sBnseTca 6BMTOBOM MaCKOM
cnepyowmx naros:
o Ox0001 — disable acct stop, He nocbinaTb HemeaneHHo acct stop ong
disconnected DHCP-aboHeHTa
o Ox0002 — disable L3 auth, He BbinonHATL L3-aBTopm3aunn ana disconnected DHCP-
aboHeHTa
o Ox0004 — block traffic — 6nokmpoBaTh Becb Tpaduk oT disconnected aboHeHTa (To
eCTb Ha NyTn subs - inet)
o @x0008 — Ha DHCP Request = oTBe4aTb NAK
o Ox0010 — urHopuposaTb DHCP Request (»xxaem DHCP Discovery)
51. [DHCP-Proxy] JobaBneHo: KOHTPONb CMeHbI IP-agpeca aboHeHTa
Ecnun aboHeHTy BbifaeTcs apyrow IP-agpec, To ans npexxHero IP-agpeca Hy>XXHO caenaTb
LeaHOoHC
52. [VRF][CLI] Nognep»xka VRF nobasneHa Bo Bce CLI-komaHAbl poyTepa

WHCTpYyKuMA No oOHOBNEHUIO

MpoBepUTb TEKYLLYIO YCTAHOBJIEHHYIO BEPCUI0 MOXKHO KOMaHOoM
yum info fastdpi

WHCTpYKLMS MO 0OHOBNEHMIO

OTkaT Ha 11.4.2:


http://info.test.ru
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_patch:start

yum downgrade fastdpi-11.4-2 fastpcrf-11.4-2
Mocne o6HOBAEHMSA NN CMeHbl Bepcumn TpebyeTcs pecTapT cepBuca:

service fastdpi restart

o Ecan ncnone3ytotca PCRF n/unmn Radius nx ToXe Hafo pectapToBaTth, 415 pectapTta pcrf
npeanoyTUTeNeH cnenyowmmn nopagok:

service fastdpi stop
service fastpcrf restart
service fastdpi start

o He npoBoaute obHoBNEHMA aapa Linux. B HOBLIX Bepcuax sapa MOXET ObiTb HapyLleHa
H6uHapHas coBMmecTMMOCTb € Kernel ABI n ceTeBol apanBep nocse o6HOBNEHNS He 3arpy3uTcs. Ecnm
Bbl BCE-TaKW Npon3Benn obHOBNEHNE, TO Ha BPEMSA peLleHns npobnembl HACTPOWTE B 3arpy3ynke
grub 3arpysky npexHen sepcuu aapa (B panne /etc/grub.conf yctaHoBute napametp default=1).

Ecan npun obHoBREHMM noaBnseTca coobueHne, 4To 06HOBNEHNE He HAaWAEHO WX BO3HUKAKOT
npobaemMbl C 3aBMCMMOCTAMU, TO Nepes 06HOBNEHMEM BbINOJHNTE KOMaHAY

yum clean all

MocMOTPEeTb, 4TO OblSI0 HOBOFO B MpeablayLLEe BEPCUN.

1)


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_110:start

"rop,u cpean o6aKOB", p'cnonome'H B I'Iy, nmeet cTaTyc BcemmpHoro Hacnegua KOHECKO
2)

3anucb aboHeHTckoro Tpaguka B PCAP chann



https://wiki.vasexperts.ru/lib/exe/fetch.php?tok=4cd96f&media=https%3A%2F%2Fupload.wikimedia.org%2Fwikipedia%2Fcommons%2F4%2F43%2FPeru_Machu_Picchu_Sunrise.jpg
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