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ObHoBneHue nnatcgpopmsbl DPI no Bepcun 11.0

N3MeHeHus B Bepcum 11.0 Foundation

11.0 Foundation "
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NobaBneHa nogaep)xka CUrHaTyp, onpeaensemMbix nosb3osatensaMu Ha ocHose SNI, IP[:PORT]
nnn SUBNET

. DobasneHa 3anuck Tpaguka B CX[I ("3akoH Aposon")

[obaBneHbl NPOTOKObI

FACETIME,NORD_VPN,EXPRESS_VPN,PRIVATETUNNEL VPN,VPNUNLIMITED,PSIPHON3,CLUBHOUS
E,TLS_UNKNOWN,QUIC_IETF,SPEEDTEST

3meHeHO : no 12 ycnyre NUWYTCA AaHHbIe B pcap U Nocsie AeTEKTUPOBAHNS 3aKPbITUA Ceccum
[dpi engine] Add configurable IP recheck timeout

[sorm engine] New config prmt for amount of meta_parser

N3meHeHo : Ecnm 3afiaH napameTp ssl_reply B Bepcuio NpoTOKOa CTaBUM 3HaYeHue 13
npoTokona content_type=0x16

3meHeHo : onpepeneHne NpoTokosos ssl_unknown u tls_unknown onpepenseTcs Kak : sni
nycTo 1 cCname nycTo - CMOpMM Bepcuto 3arosioBka ServerHello ( u3 nepBbix 5-Tn 6anToB ).
Ecnm Bepcusa <=0x0300 - 370 ssl_unknown nHaye 370 tls_unknown. Ecnv 3apaH napameTp
tls13_unknown - Bcerpa cmoTpum ServerHello n ecnu Tam Bepcus 0x0304 370 BCerfa NpoToKO
tls_unknown ( He3aBucKMMO OT sni/cname)

. WcnpaeneHo : B hannax layout B none flags ctaBuTcs 3HavyeHue : 2 - eCam 3To ciyxxebHas

3anucb UK He onpeaeneHo ewe flow nHavye yctasHasnmsaem 1- dir_data

3meHeHo : ecnn 3afaH napameTp ssl_parse_reply MpoucxoguT NOMCK cChame

N3meHeHo : B opmaT ajb_save_sslreply format nobasneHbl 3 HoBble nons tphost ( Tun xocTa -
Bcerpa 2 ), host ( cname ), evers - Bepcua u3 Extensions ( onpegenseTcsa To/IbKO eC/iv 3a4aH
napameTp tls13_unknown=1 nHa4ve 0 ).

N3meHeHo : ®opmarT clickstream nepepayn ssl-reply. JobasneHbl nons : 1011 - type _host -
ynucno nexut B host - Bcerpa 2 n 1005 cname

i3meHeHo : coobuieHma npu TpacCMpOBKM BUAa
DPI(DEF_PROTO,CHANGE_PROTO,STORED_PROTO) - gobasneHo none cntr_fin, direction
icnpaBneHo : nocse 3aKpbITUA COeQMHEHNS He NoMellanach 3anunce B short ovepenb ons tcp
[lobaBneHo : npu Tpaccmposke ana TCP coeanHeHnin coobuieHns nobasneHo coobuweHune o0b
n3meHeHun ovepeam (short/long)

3meHeHo : popmaT BbiBOAa KoMaHAbl fdpi_cli dump flow cache

HobasneHo : napameTp ajb_save fragment - 3agaeT 3anucb pparMeHTUPOBAHHLIX MAKETOB B
pcap

3meHeHo : pa3bop npoTokona TLS

[pcrf][DHCP] Fixed: nepenaya opt82 circuit/remote id B akKayHTUHT

NobasneHo : ons storage_agent napameTp engine_bind_cores KOTOpbI 3a4aeT NPUBA3KY
NMOTOKOB 3aMucuy K agpam

[BRAS][DHCPv6] Fixed: nageHue Ha nakeTe DHCP-Confirm 6e3 ykasaHus IPv6-agpecos B IA_NA-
onumm

Fixed: pexxum tap_mode=1 - He fo/KHO BbITb OTAPaBKM NaKeTOB

Fixed: kpax npu pa3bope L2-3aronoskos ans eher_type=0xFFFF

[PCRF][framed-pool] Fixed: npn nobaBneHnn B y>xe CyLecTByloLyto onuunto optl25 He
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y4uTbIBasnock, 410 dhcp_poolname_opt=0 - 370 To Xe camoe, 410 1 dhcp_poolname_opt=2. 370
npueoaunno K gobasnenuto optl25 ans VasExperts npu dhcp_poolname_opt=0

[BRAS][ARP] lobaBneHo: nogaepxka pexuma cerMmeHTnpoBaHusa aboHeHToB B obuiem VLAN Ha
ceTun goctyna(usonaumns aboHeHTOB Ha KOMMyTaTope, T.e. aboHaM He JOCTaBNsSETCA TpaduK
Mexay Apyr Apyrom gake B ogHom BnaHe) [obasneH fastdpi.conf-napameTp
bras_arp_vlan_segmentation: Y4nTbiBaeTCs TO/NbKO NpK YCTAHOBIEHHOM (hniare 1 B
bras_arp_proxy ana ARP-3anpocoB oT ofHoro aboHeHTa gpyromy. off (TunuyHbin cnyyan) -
aboHeHTbl A n B B ogHOM VLAN MoryT B3avMoAencTBoBaTb Mexay cobon Hanpamyio, CKAT He
obpabaTbiBaeT ARP-3anpoc oT aboHeHTa A "who has target abonent B IP" on - Ha KOMMyTaTOpe
BKJ/ItOYEHa n3onauma aboHeHToB, Haxoaawmxca B oaHoM VLAN, nosTomy CKAT fonKeH caM
oTBETUTb Ha ARP-3anpoc ot aboHeHTa A "who has target abonent B IP"

[cfg] Fixed: He y4uTbIBaNoCh 3HaYeHne napameTpa set packet priority B fastdpi.conf

N3meHeHo : cTaTucTuka SDS_AGENTS - nobaBneHo cyMMapHoe KOJ1-BO OLNBOK 1 MPoLeHT
3meHeHO : nogaepxka Heckonbkux ovepenen SDS_AJB

Job6asneHo : napameTpsbl sds_ajb_num - kon-Bo o4epenen sds_ajb ( default 1)
sds_ajb_bind_cores - 3agaeT fagpa K KOTOPbIM Haf0 NPUBA3bIBAaTb NOTOKW. ECnn He 3a4aH -
ffpa Ha3HavaloTcs aBToMaToM. MNprmep sds_ajb_bind_cores=1:1:2:2

N3meHeHus B Bepcuu 11.1 Foundation

N

. [fastpcrf] Fixed: nepepna4ya opt82 B akkayHTUHI npu L3 auth
. [pcrf] Fixed: nepepaya 3Ha4yeHna aTpubyTa opt82 remoteld B akkayHTUHI
. [pcrf] Added: Bo3MOXHOCTb 3afiaHunsa aTpubyToB ans opt82.Hosble napameTpsl B fastpcrf.conf:

attr_opt82_remoteid=vendorld.attrld roe vendorld - id BeHgopa. Ecnv vendorld !'= 0, To
3HaYeHune nepenaetcs B VSA-aTpubyTte. Ecam vendorld == 0, To 3Ha4YeHne nepefaeTcsa B
obblyHOM Pagunyc-aTpubyTe (He-VSA) attrld - id aTpnbyTa, yncno ot 1 oo 255. Ecnm 3tn
napaMeTpbl He 3afaHbl, To opt82 nepenaeTcs B cnegyowmx atpmbyTax: acct: circuitld: ADSL
VSA 3561.1, remoteld: ADSL VSA 3561.2 auth: circuitld: VasExperts VSA 43823.39, remoteld:
VasExperts VSA 43823.33 lMpumep 3afnaHus: attr opt82 remoteid=15.34
attr_opt82_circuitid=15.35

[dpi] LobaBneHbl NPOTOKObI

ZOOM,NETFLIX, TIKTOK, TWITCH,INSTAGRAM, TWITTER,LINKEDIN,AMAZON VIDEO,APPLE
STORE,APPLE ICLOUD,APPLE UPDATES,APPLE PUSH,APPLE SIRI,APPLE MAIL

[dpi] Ha3BaHune npoTkona GOOGLEVIDEO n3meHeHo Ha YOUTUBE

[dpi] Yny4weHa HageXXHOCTb gmccekTopa http npoTokona npu 6onbLIOM KoM4yecTse
noTepb/peTpaHCMUCCUi

. [dpi] NcnpaBneHa owwnbka reload npu HacTponke lag

N3MeHeHus B Bepcum 11.2 Foundation

N

. [dpi] Nopoepxka aekoanposaHus SNI B npotokone QUIC IETF (HTTP/3)
. [dpi] Yny4yweHa curHaTtypa Telegram TLS
. [pcrf] fobaBneH HoBbI VSA-aTpmnbyT B Acct-Stop: [26] VasExperts-Acct-Terminate-Cause

[integer] - BHyTpeHHMM Kog acct stop. MoxeT 6bITb NoneseH Npu aHanmse noros Pagnyca
[pppoe] NobaBneHo yaaneHne u3 bl PPPoE-ceccuin npyn OKOHYaHMK paboTsl

. [pppoe] UcnpaBneHo: npu 3arpyske He y4nTbIBaNUCHL onuumn bras_pppoe_ac_name n

bras_pppoe_service_name
[pcrf] UcnpaBneHo: npu nepeksloyeHnn Ha apyron Paanyc-cepsep noceinaem Acct-On ot
nmeHwn Bcex fastdpi-cepsepos. Ecnu PCRF obcnyxunBaeT Heckosbko fastdpi, ByaeT noceinatbcs
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Heckonbko Acct-On, - ana kaxgoro fastdpi otaensHbin Acct-On.

. [DHCPv6] cnpaBneHo: oTnpaska 3anpocoB Renew/Rebind Ha Pagunyc go uctedyeHuns expired

timeout, 4To NPMBOANNO K 3aKPbLITUIO TEKYLLEN acct-cecCnn 1 CTapTy HOBOW.

. [CoA] UcnpasneHo: CoA Disconnect Mor 3akpbITb "3aBUCLUYIO" CECCUIO, CO3AaHHYIO0 rnocne

otnpasku CoA Disconnect.

. [pcrf] DobaeneHo: atpnbyT NAS-Port-Id nobasnsetca u gns single-VLAN ceTen n conepxuT

cTpoky "O/vlan"

[CoA] N3meHeHo: CoA Disconnect Tenepb NPUBOANT K 3aKpPbITUIO BCEX acct-ceccuin no
YKa3aHHbIM pEKBU3MTaM.

[fastpcrf] cnpaeneHo: ownbka npu obpaboTke L3 auth no IPv6

N3MeHeHus B Bepcum 11.3 Foundation

12.
13.
14,

15.

16.

. CywiecTtBeHHO nepepaboTaHa nogaepxxka CGNAT: KnmMeHThbl Ha oaHoM 6enom agpece byayT

adKTUBHEE MNePENCrnosb3oBaTb CECCUN Apyr Apyra

. [lobaBneHa noanepxka pesepsmpoBaHusi BRAS B pexume L2 (nepektoyeHmne ocyLLecTBaseTcs

yepes cnyxby vrrp/keepalived)

. [fastpcrf] fixed: npu nepeknoyeHnmn Ha gpyrov Paguyc-cepsep nocbiiaem Acct-On oT nMeHm

Bcex fastdpi-cepepoB. Ecnn PCRF obcnyxuneaeT Heckonbko fastdpi, byaeT nocbinatbcs
Heckosibko Acct-On, - ans kaxxgoro fastdpi otaensHbin Acct-On.
[DHCPv6] Fixed: oTnpaBka 3anpocos Renew/Rebind Ha Paanyc 0o ncredyeHuns expired timeout

. [CoA] fixed: CoA Disconnect Mor 3akpbiTb "3aBUCLLYIO" CECCUIO, CO34aHHYI0 NOC/e OTNPaBKU

CoA Disconnect

[pcrf] DobasneHo: atpubyT NAS-Port-Id nobasnsetcs u gnd single-VLAN ceTen n cooepxuT
cTpoky "O/vlan". Onsa single-VALN ceTen Takxxe gobaBnsieTcs, Kak u paHbLue, atpubyt NAS-
Port, conepxawwmn VLAN

. [CoA] changed: CoA Disconnect Tenepb NPMBOAUT K 3aKPbITUIO BCEX acCt-CECCU MO yKa3aHHbIM

PEKBU3MTAM

. [fastpcrf] fixed: owmnbka npn obpaboTke L3 auth no IPv6

. [router] UcnpaBneHo: yoaneHne mapLipyTa npu 3asepLueHnn PPPoE ceccun
10.
11.

NcnpaeneHus B pabote CGNAT no pesynbTaTam 3kCnayaTaumm BETAL

NlobaBneHbl HoBble NpoTokonsbl HUAWEI CLOUD, WOT WARGAMING, PUBG KRAFTON, LOL
RIOTGAMES, FORTNITE EPIC

NcnpaeneHa paboTa 5 ycnyrn Ha VCHANNEL

[router][lag] Fixed: Bbibop cnenytouwero geanca u3 LAG B cnyyae link down Tekyuiero

[pcrf] Ecnun B oTBeTe aBTOpU3aumn 3agaH Framed-Pool n IP-agpec - nrHopupyem Framed-Pool.
3T0 KacaeTcs asTopm3auun PPP, DHCP, DHCPvV6.

[ppp] Fixed: ecnun B oTBETE aBTOpPM3aLmm Pagnyc cogepxaTcs BolAaHHble IP-agpeca BMecTe C
Framed-Pool, - urHopmnpyem atpubyTbl Framed-Pool n He nepepaem ux B PPPOE BRAS. Hanun4yne
framed-pool B PPPOE BRAS meHsieT noruky PPPOE - BRAS Ha4yMHaeT KOHTPOMPOBaThL BpeMs
nm3bl 1 noceinate DHCP Renew Ha DHCP-cepsepa. B cnyyae ABHO BbigaHHOro IP-agpeca 370
MOXXEeT NpueecTun K 3akpbiTuio PPPoE-ceccun, ecnn DHCP-cepeep oTBeTuT NAK.

[dhcp6] Fixed: oTnpaBka acct nake ecnv He BJIlOYeHa ycayra 9

N3meHeHus B Bepcuu 11.4 Foundation

1.

2.

NlobaBneHa ycnyra 15 (Special Subscriber) : npu nogknto4eHnn ycnyru ons tpadurka aboHeHTa
yCTaHaB/IMBAETCA NPUOPUTET M3 HACTPOEYHOro NapameTpa special_dscp (no ymonyaxuio 0)
HobasneH napameTp nat_gcache slice k100 koTopbl 3ajaeT CKONbKO MOPTOB BbIAENATb Ha



Kaxkabin slice (no ymon4yaHuio 125)
NlobasneH seqno B clickstream
YnyyweHa obpaboTka "nyctoro" oreeTa radius
HobasneHbl vchannels Ha ocHose IP/CIDR
[router] JobaBneHo: ecnu BKAOYEH pexum TepMmnHaumm no AS (bras_term by as=1), To
poyTep (MapLpyTu3auns) NpUMeHAeTCs TONbKO ANa Tex aboHeHTCKnx AS, KoTopble
TepMUHUPYIOTCA. Ecnn AS He TepMUHMPYETCA - poyTep K MakeTy He npuMmeHsaeTcs. To xe
CamMoe OTHOCUTCS M K aHOHCaM aboHEHTCKMX aipecoB: ec/in aipec OTHOCUTCS K
HeTepMUHUpyemon AS, Takon aapec He aHOHCUPYeTCS.
7. [router] JobaBneHo: neaHoHcnpoBaHue Framed-Route noaceten npu geaHOHCMPOBaHMM
aboHeHTa
8. MNepexong Ha DPDK 21.11 LTS
9. MNposepeHa ycTaHoBka Ha ROSA Linux Chrome n VEOS 8.6
10. YBenmyeHo 4ncno nopnepXmnBaeMbix NopToB A0 24
11. NcnpaeneHo: cli komaHga router fib dump nokasbiBaeT NOACETM MeHbLUe /24
12. [router] NcnpaBneHo nageHne Npu BHeNIaHOBOM 04MCTKe ARP-kewa poyTepa
13. [BRAS][L3-auth] Fixed: ynaneHa oTnpaBka Acct-Start ¢ pesepsHoro fastdpi npu L3-
aBTOpM3aLMmM Ha ocHOoBHOM fastdpi
14. WcnpasneHue pa3mepa naketHoro bydgepa ansa dpdk 21.11 ¢ gpansepom mellanox

o v W

MHCTPYKUMA NO OOHOBNEHMIO

MpoBepUTbL TEKYLLYIO YCTAHOBJIEHHYIO BEPCUIO MOXKHO KOMaH0M
yum info fastdpi

NHCTpyKums no obHoBEHMIO

OTkaT Ha 11.2:

yum downgrade fastdpi-11.2 fastpcrf-11.2 fastradius-11.1

Mocne obHOBNEHUS UK CMEHbI BEpcUn TpebyeTcs pecTapT cepauca:

service fastdpi restart

o Ecnn ncnonb3ytotca PCRF n/wnu Radius nx Toxe Hafo pecTapToBaTh, AN14 pecTapTa pcrf
NpenoyTUTEeNEH CNeayoLWwmnin NopsLoK:

service fastdpi stop

setvice fastpcrf restart
service fastdpi start

o He npoBoaunte 06HOBNEHMA sapa Linux. B HOBbIX Bepcuax sapa MoxeT bbiTb HapyLleHa
buHapHas coBMecTuMocTb ¢ Kernel ABI n ceTeBon apanBep nocie 06HOBAEHMA He 3arpy3nTca. Ecan
Bbl BCe-TaKW npon3eenn obHOBNEHME, TO Ha BPeMA pelleHns npobnembl HAaCTPOWTE B 3arpy3ynke
grub 3arpy3ky npexHen sepcumn aapa (B anne /etc/grub.conf yctaHoBuTe napameTp default=1).


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_patch:start

Ecan npun obHoBNEHMM noaBseTCa coobueHne, 4To 06HOBNEHNE HE HAaWAEHO WX BOSHUKAKOT
npobaemMbl C 3aBMCMMOCTAMU, TO Nepes 06HOBNIEHMEM BbIMOJHNTE KOMaHAY

yum clean all

MocMoTpeTb, 4TO ObII0O HOBOrO B NMPeablAyLLEN BEPCUMN,

1)
Ctabunmnsauns oCHOBaHMA 4N19 AaNbHENLWEro pa3BuTus: MobuabHble ceTu, aHannTuka, DDOS
3awuTa, LI, Al



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_100:start
https://wiki.vasexperts.ru/lib/exe/fetch.php?tok=f7542b&media=https%3A%2F%2Fwww.film.ru%2Fsites%2Fdefault%2Ffiles%2Fstyles%2Fepsa_600x680%2Fpublic%2Farticles%2F49796146-1643380.jpg
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