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NobaBneHa nogaep)xka CUrHaTyp, onpegensemMbix nosb3osatensaMu Ha ocHose SNI, IP[:PORT]
nnn SUBNET

. DobaBneHa 3anucb Tpagumka B CX[I ("3akoH Aposon")

[obaBnieHbl NPOTOKObI
FACETIME,NORD_VPN,EXPRESS_VPN,PRIVATETUNNEL_VPN,VPNUNLIMITED,PSIPHON3,CLUBHOUS
E,TLS_ UNKNOWN,QUIC_IETF,SPEEDTEST

3meHeHo : no 12 ycayre nuyTCA AaHHbIE B pcap U Nocsie 4eTeKTUPOBAHUSA 3aKPbITUS ceccum
[dpi engine] Add configurable IP recheck timeout

[sorm engine] New config prmt for amount of meta_parser

3meHeHo : Ecnn 3apaH napameTp ssl_reply B Bepcuio NpoToKo1a CTaBUM 3HaYeHne n3
npoTokona content_type=0x16

3meHeHO : onpegeneHne npoTokoos ssl_unknown u tls_unknown onpepenseTcs Kak : sni
nyCcToO 1 Chame NycTo - CMOpPMM Bepcuto 3arosioBka ServerHello ( u3 nepBbix 5-Tn 6anToB ).
Ecnm Bepcusa <=0x0300 - 370 ssl_unknown nHaye 370 tls_unknown. Ecnv 3apaH napameTp
tls13_unknown - Bcerpa cmoTpum ServerHello n ecnu Tam Bepcus 0x0304 370 BCerfa NpoTOKOJ
tls_unknown ( He3aBucKMO OT sni/cname)

. WcnpaeneHo : B hannax layout B none flags ctaBuTCS 3HavYeHme : 2 - eCn 3T0 cnyxebHas

3anncb UK He onpegeneHo ewe flow nHave yctasHasanBaem 1- dir_data

3meHeHo : ecnn 3afaH napameTp ssl_parse_reply npoucxogmT NOMCK chame

N3meHeHo : B popmaT ajb_save_sslreply format nobasneHbl 3 HoBble nons tphost ( Tun xocTa -
Bcerpa 2 ), host ( cname ), evers - Bepcua us Extensions ( onpenenseTcs ToJIbKO eC/iv 3a4aH
napameTp tls13_unknown=1 nHa4ve 0 ).

N3meHeHo : ®opmar clickstream nepepayn ssl-reply. LobasneHsl nons : 1011 - type _host -
yucno nexunT B host - Bcerga 2 n 1005 cname

3mMeHeHo : coobLueHnsa Npu TpacCMpoBKK BUAa
DPI(DEF_PROTO,CHANGE_PROTO,STORED_PROTO) - gobasneHo none cntr_fin, direction
cnpasneHo : nocne 3akpbITUS COEANHEHMA He NoMeLlanach 3anuck B short ovepenb ang tcp
[lobaBneHo : npu TpaccmpoBke ana TCP coeanHeHnin coobuieHns nobasneHo coobuweHune 0b
n3meHeHun ovepenm (short/long)

N3meHeHo : hopmaT BbiBoAa KomaHabl fdpi_cli dump flow cache

[obasneHo : napameTp ajb_save fragment - 3afaeT 3anucb parMeHTUPOBAHHbLIX MAKETOB B
pcap

3meHeHo : pa3bop npoTokona TLS

[pcrf][DHCP] Fixed: nepepnaya opt82 circuit/remote id B akkayHTUHT

NobasneHo : ons storage_agent napameTp engine_bind_cores KOTOpbIA 3ajaeT NPUBA3KY
NMOTOKOB 3aMuncK K agpam

[BRAS][DHCPv6] Fixed: naneHue Ha nakeTe DHCP-Confirm 6e3 ykasaHus IPv6-agpecos B IA_NA-
onumm

Fixed: pexxum tap_mode=1 - He fo/KHO BbITb OTAPaBKM NaKeTOB

Fixed: kpax npwu pa3bope L2-3aronoskos ans eher type=0xFFFF
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[PCRF][framed-pool] Fixed: npn nobasneHnn B y>xe CyLecTByoLY0 onuunto optl25 He
yuuTbIBasiock, 410 dhcp_poolname_opt=0 - 370 To Xe camoe, 4T0 1 dhcp_poolname_opt=2. 370
npuBoauno Kk nobasnenHuto optl25 gns VasExperts npu dhcp_poolname_opt=0

[BRAS][ARP] lJobaBneHo: noaaepxKa pexxnuma cerMmeHTnpoBaHns aboHeHTos B 06wem VLAN Ha
ceTun goctyna(usonauuns aboHeHTOB Ha KOMMyTaTope, T.€. aboHaM He JOCTaBNAETCA TpaguK
MeXxay Apyr ApyroM faxke B ogHOM BnaHe) fobasneH fastdpi.conf-napameTtp
bras_arp_vlan_segmentation: Y4nTbiBaeTCs TO/NbKO NpK YCTAHOBIEHHOM (hniare 1 B
bras_arp_proxy gns ARP-3anpocoB 0T 0gHoro aboHeHTa apyromy. off (TunnyHbIn cnyyan) -
aboHeHTbl A 1 B B ogHoM VLAN mMoryT B3aumogenctsoBaTb Mexay cobon Hanpamyto, CKAT He
obpabaTbiBaeT ARP-3anpoc oT aboHeHTa A "who has target abonent B IP" on - Ha KOMMyTaTOpe
BKJ/ItOYEHa n3onauma aboHeHToB, Haxoaawmxca B ogHoM VLAN, nostomy CKAT fosXKeH CaM
oTBeTUTb Ha ARP-3anpoc ot aboHeHTa A "who has target abonent B IP"

[cfg] Fixed: He y4uTbIBaNoCh 3HaveHne napameTpa set _packet priority B fastdpi.conf

N3meHeHo : cTaTuctuka SDS_AGENTS - gobaBneHo cymMMapHOe Kon-BO OWNOOK 1 MPOLEeHT
3mMeHeHO : nogaepxka Heckobkux ovepenen SDS_AJB

NobasneHo : napameTpbl sds_ajb_num - Ko-Bo odepepen sds ajb ( default 1)
sds_ajb_bind_cores - 3agaeT apa K KOTOpbIM Hago0 NpMBA3bIBaTh NOTOKKW. EC He 3ajaH -
ffpa Ha3Ha4valoTCcs aBToMaToM. Nprmep sds_ajb_bind_cores=1:1:2:2

N3MeHeHus B Bepcum 11.1 Foundation

N

. [fastpcrf] Fixed: nepenaya opt82 B akkayHTUHr npm L3 auth
. [pcrf] Fixed: nepepaya 3Ha4yeHns aTpubyTa opt82 remoteld B akkayHTUHI
. [pcrf] Added: BO3MO>XXHOCTb 3afaHuns aTpmbyToB ons opt82.Hoeblie mapameTpbl B fastpcrf.conf:

attr_opt82_remoteid=vendorld.attrld rae vendorld - id BeHgopa. Ecnv vendorld !'= 0, To
3HavyeHue nepepaeTcs B VSA-aTpubyTe. Ecam vendorld == 0, To 3Ha4yeHne nepepaeTcs B
o0bblyHOM Pagunyc-atpubyTe (He-VSA) attrld - id aTpnbyTa, yncno ot 1 no 255. Ecam atn
napaMeTpbl He 3afaHbl, To opt82 nepenaeTcs B cnegyowmx atpmbyTax: acct: circuitld: ADSL
VSA 3561.1, remoteld: ADSL VSA 3561.2 auth: circuitld: VasExperts VSA 43823.39, remoteld:
VasExperts VSA 43823.33 lNMpumep 3anaHus: attr_opt82_remoteid=15.34

attr_opt82 circuitid=15.35

. [dpi] LobaBneHbl NPOTOKObI

ZOOM,NETFLIX, TIKTOK, TWITCH,INSTAGRAM, TWITTER,LINKEDIN,AMAZON VIDEO,APPLE
STORE,APPLE ICLOUD,APPLE UPDATES,APPLE PUSH,APPLE SIRI,APPLE MAIL

[dpi] Ha3BaHne npoTkona GOOGLEVIDEO n3meHeHo Ha YOUTUBE

[dpi] YnyyweHa HapeXXHOCTb auccekTopa http npoTtokona npn 60nbLWOM KONMYyecTse
noTepb/peTpaHCMUCCUin

. [dpi] NcnpaBneHa owwnbka reload npu HacTponke lag

N3meHeHus B Bepcuu 11.2 Foundation

N

. [dpi] Noppepxka nekoanposaHus SNI B npotokone QUIC IETF (HTTP/3)
. [dpi] YnyyweHa curHaTypa Telegram TLS
. [pcrf] fobaBneH HoBbI VSA-aTpnbyT B Acct-Stop: [26] VasExperts-Acct-Terminate-Cause

[integer] - BHyTpeHHMI Kog acct stop. MoxeT 6bITh NONe3eH Npu aHanm3e noros Pagnyca
[pppoe] obaBneHo yaaneHme u3 bl PPPoE-ceccuin npyn OKOHYaHMK paboTsl

. [pppoe] UcnpaBneHo: Npu 3arpy3Ke He y4UTbIBASIUCh OMNLUMK bras_pppoe_ac_name u

bras_pppoe_service_name
[pcrf] UcnpaBneHo: npu nepeksyeHnn Ha apyron Paanyc-cepsep noceinaem Acct-On ot



10.

11.

nmeHwn Bcex fastdpi-cepsepos. Ecnn PCRF obcnyxunBaeT Heckonbko fastdpi, ByaeT noceinatbcs
HeckoJibko Acct-On, - ona kaxgoro fastdpi otoenbHbin Acct-On.

. [DHCPv6] NcnpaeneHo: oTnpaska 3anpocoB Renew/Rebind Ha Pagunyc go uctedyeHuns expired

timeout, 4To NpnBOANNO K 3aKPbLITUIO TEKYLLEN acct-ceccum n CcTapTy HOBOW.

. [CoA] UcnpasneHo: CoA Disconnect Mor 3akpbITb "3aBUCLUYO" CECCUID, CO3AaHHYI0 rnocse

otnpasBku CoA Disconnect.

. [pcrf] DobaeneHo: atpnbyT NAS-Port-Id nobasnsietca u gns single-VLAN ceTen n conepxuT

cTpoky "0O/vlan"

[CoA] N3meHeHo: CoA Disconnect Tenepb NpUBOAMT K 3aKPbITUIO BCEX acct-ceccun no
YKa3aHHbIM peKBU3MTaM.

[fastpcrf] cnpaeneHo: owmnbka npu obpaboTke L3 auth no IPv6

N3meHeHus B Bepcuu 11.3 Foundation
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. CyliecTBeHHO nepepaboTaHa noaaepxka CGNAT: KnneHTbl Ha ogHOM b6esnom agpece byayT

aKTUBHEE Nepencrnosib3oBaTb CECCUn Apyr apyra

. DobaBneHa nognep»xxka pesepsmpoBaHmsa BRAS B pexxnme L2 (nepekstoyeHne ocyLecTBaseTcs

yepes cnyxby vrrp/keepalived)

. [fastpcrf] fixed: npun nepeknoyeHnn Ha gpyron Paguyc-cepsep nocobiiaem Acct-On oT MMeHn

Bcex fastdpi-cepepoB. Ecnn PCRF obcnyxnBaeT Heckonbko fastdpi, byaeT nocbinatbcs
Heckosibko Acct-On, - ons kaxgoro fastdpi otgenbHbin Acct-On.
[DHCPv6] Fixed: oTnpaBka 3anpocoB Renew/Rebind Ha Pagnyc no ncrteveHus expired timeout

. [CoA] fixed: CoA Disconnect Mor 3akpbiTb "3aBUCLLYIO" CECCUIO, CO34aHHYI0 NOC/e OTNPaBKu

CoA Disconnect

[pcrf] LobaBneHo: aTpubyT NAS-Port-Ild nobasnsetca n gns single-VLAN ceTen n cooepxuT
cTpoky "O/vlan". Onsa single-VALN ceTen Takxxe gobaBnseTcs, Kak u paHbLue, atpnubyT NAS-
Port, conepxawmmn VLAN

. [CoA] changed: CoA Disconnect Tenepb NPUBOANT K 3aKPbITUIO BCEX acCt-CECCUIA MO YKa3aHHbIM

PEeKBU3MTaM

. [fastpcrf] fixed: owmnbka npu obpaboTke L3 auth no IPv6

. [router] UcnpaBneHo: yoaneHne mapLipyTa npu 3asepLieHnn PPPoE ceccun
10.
11.

NcnpaeneHus B pabote CGNAT no pesynbTaTam 3kCriayaTaumm BETAL

NlobaBneHbl HoBble NpoTokonbl HUAWEI CLOUD, WOT WARGAMING, PUBG KRAFTON, LOL
RIOTGAMES, FORTNITE EPIC

WcnpaeneHa paboTa 5 ycnyrn Ha VCHANNEL

[router][lag] Fixed: Bbibop cnenytowero geanca u3 LAG B cnyyae link down Tekyuiero

[pcrf] Ecnmn B oTBeTE aBTOpU3aumn 3agaH Framed-Pool n IP-agpec - nrHopupyem Framed-Pool.
9T0 KacaeTcs asTopm3auun PPP, DHCP, DHCPvVG6.

[ppp] Fixed: ecnun B oTBeTE aBTOpM3aumm Pagnyc cogepxaTcs BolAdaHHble IP-agpeca BMecTe C
Framed-Pool, - urHopupyem atpubyTbl Framed-Pool n He nepefnaem nx B PPPOE BRAS. Hannyne
framed-pool B PPPOE BRAS MeHseT nornky PPPOE - BRAS Ha4MHaeT KOHTPOMpOBaThL BPeMS
nnsbl 1 nocblatb DHCP Renew Ha DHCP-cepBepa. B cnydae fBHO BblAaHHOro IP-agpeca 3To
MOXET NPUBECTU K 3aKkpblTuo PPPoE-ceccnn, ecnn DHCP-cepeep oTBeTnT NAK.

[dhcp6] Fixed: oTnpaBka acct jaxke ecnm He BOYeHa ycnyra 9

MHCTPYKUMA NO OOHOBNEHMIO

MpPOBEPUTbL TEKYLLYIO YCTAHOBJIEHHYIO BEPCUIO MOXXHO KOMaH10M



yum info fastdpi

WHCTpYKLMS MO 0OHOBNEHWIO

OTkaT Ha 11.2:
yum downgrade fastdpi-11.2 fastpcrf-11.2 fastradius-11.1
Mocne o6HOBAEHMA NN CMeHbl Bepcumn TpebyeTcs pecTapT cepBuca:

service fastdpi restart

o Ecnn ncnone3ytotca PCRF n/unmn Radius nx ToXe Hafo pectapToBaTth, 415 pectapTta pcrf
npenoyTUTeNIeH ClIefyOWNA NOPALOK:

service fastdpi stop
setvice fastpcrf restart
service fastdpi start

o He npoBoaute obHoBNEHMA aapa Linux. B HOBLIX Bepcuax sapa MoXeT ObiTb HapyLleHa
H6uHapHas coBMecTMMOCTb € Kernel ABI n ceTeBoi apanBep nocse 06HOBNEHNS He 3arpy3uTcs. Ecnm
Bbl BCE-TaKW Npon3Benn obHOBNEHNE, TO Ha BPEMSA peLleHns npobnembl HACTPOWTE B 3arpy3ynke
grub 3arpysky npexHen sepcuu aapa (B panne /etc/grub.conf yctaHoBute napametp default=1).

Ecan npun obHoBNEHMM noaBnseTca coobueHne, 4To 06HOBNEHNE He HAaNAEHO WX BO3HUKAIOT
npobnembl C 3aBUCUMOCTAMU, TO nepen 0OHOBNIEHNEM BbIMONHUTE KOMaHAOY

yum clean all

MocMOTPEeTb, 4TO OblJI0 HOBOrO B MPeablayLLEeN BEPCUN.

1)
Ctabunnmnsaums oCHOBaHMA 4N19 AaNbHENLWero pa3suTus: MobuabHble ceTu, aHannTuka, DDOS
3awmTa, LI, Al


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_patch:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_100:start
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