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YcTtaHOBKa U HacTpouka VEOS

Ecnv Bbl NOAIy4MANM OT Hac y>Ke roTOBYO CMCTEMY, TO Ccpa3y obpaTutech K pasgeny NHCTpykuma no
NHCTaNNAUunM.

B npoTmBHOM c/ly4ae BaM HEOHXOAMMO CaMOCTOATENbHO YCTAaHOBMTL Ha Ball CEPBEP OMEPaLMOHHYI0
cuctemy VEOS n npenocTaBnTb HaM yaaneHHbIn 8ocTyn no SSH v npasa root ans nposeneHns pabot
Mo YCTaHOBKE M Ha4ya/lbHOWM HacTponKe naaTdopMbl. [ocne 3aBeplieHns paboT yaaneHHbIn focTyn
MO>XHO 3aKpbIThb.

NMoarotoBka cepeepa u yctaHoBka VEOS

1. Mepel MOHTMPOBaHMEM CepBepa B CTOMKY ybeamTechb, 4TO OH COOTBETCTBYET HE0OX0ANMbIM
TpeboBaHuAM. B ciyyae BbisBNEHUS HECOOTBETCTBMIM Ha AAHHOM 3Tane obpaTuTech B
TexHn4eckyo nonnepxky VAS Experts ons onepaTUBHOIO peLleHuns Bornpoca.

2. YctaHosuTe VEOS no MHCTPYKLUKN

e Pa3MeTKa gucka:

~ 206 pna KopHeBoro pasaena

0CTaJIbHOE NMPOCTPAHCTBO MOXXHO OTAAaTb A4J1S AUpeKTopumn /var

SWAP pa3gen CKAT He ncnosb3yeT, HO AN CUCTEMHBIX 3a4a4 MOXXeT noTpeboBaTbCs, MO3TOMY
MO>XHO BblgennTb 4I'b

e OTknto4uTe Hyper-threading B BIOS

NMpepBaputenbHaa HacTpouka VEOS

1. Co3panTe nosb3oBaTena vasexpertsmnt:
adduser -m -G wheel -u 3333 vasexpertsmnt
2. 3afjanTe cNOXHbIM Naposb A14 Nojsb30BaTena vasexpertsmnt:

passwd vasexpertsmnt
Ons ynobcTBa MoXXeTe CreHeprpoBaTh Naposb C NOMOLbIO openssl:

openssl rand -base64 15

3. CoxpaHuTe naponb ansa vasexpertsmnt.
4. YcTaHOBMTE paspeLleHmne nonb3osaTensaM rpynnel wheel Ha ncnosib3oBaHme Bcex KOMaHA OoT
MMeHMN BCEX NoNb3oBaTenen, 4sa 3Toro Heobxoammo nobasuThb B /etc/sudoers CTPOKY:

swheel ALL=(ALL) NOPASSWD: ALL

5. [lns npegocTaBfieHns yaaseHHoro goctyna no SSH n yctaHoBAEHUSA OrpaHUYeHNin Ha
gonyctuMmele IP agpeca 13 cnucka:
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45.151.108.0/22, 94.140.198.64/27, 78.140.234.98, 193.218.143.187,
93.100.47.212, 93.100.73.160, 77.247.170.134, 91.197.172.2,
46.243.181.242, 93.159.236.11

iptables -A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
iptables -A INPUT -p tcp -s 45.151.108.0/22 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 94.140.198.64/27 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 78.140.234.98 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 193.218.143.187 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 93.100.47.212 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 93.100.73.160 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 77.247.170.134 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 91.197.172.2 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 46.243.181.242 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 93.159.236.11 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp --dport 22 -j DROP

service iptables save

Ecnm Bbl ncnonb3yete firewalld:

firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="45.151.108.0/22" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="94.140.198.64/27" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="1ipv4" source address="78.140.234.98" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="193.218.143.187" service name="ssh" accept'’
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="93.100.47.212" service name="ssh" accept’
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="1ipv4" source address="93.100.73.160" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="77.247.170.134" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="91.197.172.2" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="1ipv4" source address="46.243.181.242" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="93.159.236.11" service name="ssh" accept’
firewall-cmd --reload
firewall-cmd --zone=public --remove-service=ssh --permanent

!CoxpaHUTe CBOM HAaCTPOMKM, NOCKOJIbKY CEpPBEp B NpoLecce UHCTaNNALMKM OypeT
nepesarpyxeH!

Y6eanBLINCL B TOM 4TO yAasieHHbIN focTyn no SSH obecneyeH, npuwnnte B TEXNOALEPXKKY
komnaHum VAS Experts (Service Desk) ohopmnTe 3asBKY Ha yCTaHOBKY nnueH3nn CKAT € yKkazaHuem
naposs U UMeHun rnoJsib3oBaTtens onaa SSH noctyna.
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YctaHoBka O CKAT ocyllecTBNsSeTCAa UHXEeHepaMun KM CaMOCTOATESIbHO Mo
NHCTPYKUUKN: UHcTannauma CKAT ¢ noMowbio cKpunTa.

He obHoBnANTE A4P0 ONEPALMOHHON CUCTEMbI MOKA HE aKTUBMPOBAHA CUCTEMaA
0BHOBJIEHNI, 3TO MOXET MPUBECTY K OTKa3y ApaliBepa ceTeBoi KapThbl

JanbHenhwmne HaCTPONKK NPON3BOASTCS B 3aBMCMMOCTM OT TOr0, Kakue cLeHapuu
NIaHMPYETCS NCMOJb30BaTh.

NMepexop ¢ CentOS Ha VEOS

o

1)

B cBs3m ¢ TeM, 4To Red Hat nocpoyHo npekpaTtuna nogaepxky CentOS 8 B KOHLe
2021 r. komnaHusa VAS Experts npepnaraeT cTpaTerut no pajbHenwemy
ncnonb3osaHuio Red Hat B kavectBe Control Plane.

NMepexon Ha HoBYylO pepakuuio OC nnaHupyeTcs B BUAE LWITATHOrO
obHoBneHusa (6e3 nepeycTaHOBKM), B paMKax aKTUBHOW TEeXHUYECKOW
noaaepXxKu.

YcTpaHeHune oTKasa
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