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HacTtpouka DPDK uHTepgencos

DPDK (Data Plane Development Kit) no3sonseTt paboTaTb C CETEBLIMU KapTaMu Hanpsamyto,
thakTnyeckun b6e3 nocpenHmMYecTBa sapa Linux, TeM camblM NoOBbILLIAETCA NPOU3BOANTENBHOCTb
peweHuns. DPDK nogaepxusaeT HaMHOro 6onbLue Mofenen ceTeBblx KapT, Y4eM pf ring, n HamHoro
bonee 6oraThin UHTepdenc paboTbl C HAMK, HTO NO3BONAET Peann3oBaTb PasfiNiHble CXeMbl PaboThl
C KapTamu, nogxogawme Kak gna 10G Tpaduka, Tak u onga Tpaduka 25G, 40G, 100G n 1.4.

MoarortoBKka cUCTEMbI

HavanbHasa ycTaHoBka DPI penaetcs Texnoanep»xkon VAS Experts, npockba He nNbiTaTbCs AenaTb
HavasibHYl0 YCTaHOBKY CaMOCTOSATESIbHO, TaK Kak NOTOM MOXeT noTpeboBaTbCs NPOBEPUTH BCE
COeNaHHble BaMy LWarun, 4To yBeIMYNBAET TPYLAOEMKOCTb paboT TI.

Janee Bbl CMOXeTe CaMOCTOATEIbHO A06aBUTb AN YAANUTb CETEBbIE NOPThbl U U3MEHUTH
KOH(Urypauuio.

KoHdurypuposaHue nopTos

ObpaTnTe BHMMaHWe, 4TO ceTeBble KapTbl Mellanox Henb3s nepesoanTb Nog DPDK ¢
NoOMOLLbIO YTUAUTLI driverctl — Ha HUX AparBep yCcTaHaBAMBaETCA MHbIM Cnocobom.

@ Tak)xe OHM OCTaloTCH MOA YNpaBAeHNEM CUCTEMBI, B CBA3U C 4eM UHTepdencsl byayT
oTobpaxkaTbCsa B BbiBOAE YTwMaMT ip/ipconfig. Mpn HeobxoOuMMOCTM YCTaHOBUTb
apansep ona nopnnepxku DPDK Ha ceTeBble kKapTbhl Mellanox, Heobxoanmo
06paTUTLCS B TEXHUYECKY NOOAEPXKKY.

CeTeBble KapThbl, ¢ koTopbiMu ByaeT paboTaTe CKAT, BbiBeeHbl U3-N0J YNpaBieHUs onepaLioHHON
cucTeMbl M NO3TOMY Kak Ethernet ycTponcTea ons Hee He BuAaHbl. DPDK appecyeT Ethernet
ycTponcTsa no ux PCl nugeHTUUKaTopam, KOTOpble MOXKHO NOJY4YUTb KOMAHOOW:

lspci -D|grep Eth

0000:04:00.0 Ethernet controller: Intel Corporation 82599ES 10-Gigabit
SFI/SFP+ Network Connection (rev 01)
0000:04:00.1 Ethernet controller: Intel Corporation 82599ES 10-Gigabit
SFI/SFP+ Network Connection (rev 01)

dTa KoMaH[a BbiBefeT cnucok Bcex PCl-ycTponcTs Tuna ethernet. Kaxxaas cTpoka HaunMHaeTcs C
cucTemMHoro naeHTtudukatopa PCl-ycTponcTBa, - UMeHHO 3Tu PCl-ugeHTUdUKaTopbl ABASIOTCA
YHUKaNbHbIMU NAEHTUPMKATOPaMn ceTeBon KapTbl B DPDK.

Cnncok KapT B pexume DPDK MoxxHO npoBepuTb koMmaHgon driverctl list-overrides.
BbiBOA:


https://www.dpdk.org/
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0000:04:00.0 vfio-pci
0000:04:00.1 vfio-pci

Mpy HeEOBXOANMOCTUN KapTbl MOXHO BbIBECTU 13 pexxuma DPDK KoMaHAo0M, Npu 3TOM OAS HUX
aKTUBUPYETCA WTaTHbIN gpaneep Linux.

MNpenBapuTenbHO OCTaHOBMTL Npouecc Fastdpi
service fastdpi stop

driverctl unset-override 0000:04:00.0
driverctl unset-override 0000:04:00.1

Mocne paboT CO WTaTHbIX ApaBeEPOM He 3abyabTe BepHYThb UX 0bpaTHO noAa ynpasneHne DPDK
KoMaHAaom

driverctl -v set-override 0000:04:00.0 vfio-pci
driverctl -v set-override 0000:04:00.1 vfio-pci

Mpn nepesofe kapT B pexum DPDK byabTe BHUMaTeslbHbl U He nepesenuTe
@ CNy4arHoO ynpasnsowWmnn nHtepgenc cepesepa B pexum DPDK - cBA3b C cepBepoM
cpasy npepseTcs!

B cTapbix nHcTannaumax sMecto vfio-pci ucnosnb3osanca gpavsep igh_uio, 4T0 MOXHO
YBMIETb B BbIBOAE KOMaHbl

driverctl list-overrides
0000:04:00.0 igb uio

B 3TOM cnyvyae pekomMeHOyeTCS MepenTn Ha UCnosb3oBaHue apamnsepa Vfio-pci ana

@ 4ero BbIMOJHUTb KOMaH bl

echo "options vfio enable unsafe noiommu mode=1" >
/etc/modprobe.d/vfio-noiommu.conf
driverctl -v set-override 0000:04:00.0 vfio-pci

ANs BCeX YCTPOMCTB M3 CNWCKa Bo3pallaemoro list-overrides. YcTaHoBKa
enable unsafe noiommu mode=1 moxeT notpeboBaTb pebyTa cepsepa.

KoHdpurypuposanue CKAT

Mocne Toro, Kak cucTeMa HacTpoeHa gns paboTbl ¢ DPDK, MOXXHO NpUCTynaTb K KOHGOUIYPUPOBAHUIO
CKAT. NHTepdencol KOHDUrypupyroTca NapamMu «BXoA»-«BbIXo4» (415 nocnenywouiero ynobctea
KOH(UIryprpoBaHMsa ONUMn NHTepgenc «Bxoa» AosHKeH bbiTb 0bpalleH BO BHYTPEHHIOKW CeTb
onepaTopa, a «BbIXxo4» B CTOPOHY ansnHKa). Kaxxaas napa obpa3yeT ceTeBon MOCT, NPO3paYyHbIN Ha
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ypoBHe L2. B kayecTBe nMeH nHTepgencos sbicTynaoT PCl-ngeHTUdUKaTOPLI C 3aMeHor "' Ha '’
(Tak Kak cumBON ":' B UMeHN nHTep@einca 3ape3epsupoBaH B CKAT ana pasfeneHns UHTepgemncos B
04HOM KnacTepe) n 6e3 HavanbHoro npegukca "0000:" - oH y BCEX OAUHAKOBBIN:

# Bxopg - nopTt 41:00.0
in dev=41-00.0

# Bbixop - nopt 41:00.1
out dev=41-00.1

Takaa KoHGuUrypauuns 3afaeTt eanHCTBeHHbIN MOCT 41-00.0 «- 41-00.1
MO>XHO yKa3blBaTb rpynny MHTepgencos Yepes "'

in dev=41-00.0:01-00.0:05-00.0
out dev=41-00.1:01-00.1:05-00.1

dTa rpynna obpa3syeT cnegyowme napbl (MoCTbl):

41-00.0 «- 41-00.1

01-00.0 «- 01-00.1

05-00.0 «- 05-00.1

B napax fo/mKHbI 6bITb YCTPONCTBA OAMHAKOBOW CKOPOCTU; HeZOMyCTMMO 06beamnHATbL B napy 10G u
40G kapTbl. OgHako, B rpynne mMoryT 6biTb MHTEPGENCH Pa3HOM CKOPOCTK, Hanpumep, o4Ha Napa
10G, ppyras - 40G.

MakcumanbHbIA pasmep ethernet-nakeTa Ha AeBancax 3agaetcs onumen snaplen B fastdpi.conf, no
ymonyaHuto snaplen=1540.

3apaHuve NCeBaOHUMOB OeBaucoB

B CKAT 9.5.3 nosiBnnacb BO3MOXXHOCTb 3a/aBaTb NceBaoHUMSI (alias) AeBalicoB. Bbi3BaHO 3TO TeM,
4yT10 DPDK nopaepxneaeTt 60/bLLoe KONMYECTBO AeBancoB, He Tonbko PCl, HO 1, Hanpumep, vmbus-
neawicol (Hyper-V) nnm supTyanbHble fesaicel vdev. Kpome Toro, kaxasih DPDK-gpansep
noanep>xunBaeT CBoM Habop KOHPUIrypaLMOHHbLIX NapaMeTPOB A5 TOHKON HAaCTPOMKKU. CUHTaKCKC
OnMcaHnsa Taknx 4eBanCoB HECOBMECTUM C CMHTAKCMCOM 3afaHus B in dev/out dev, noatomy
BBEEHO NOHATME NCEBAOHUMA AeBalca.

CyTb NceBAOHMMa O4eHb MPOCTA: Bbl ONKCLIBAaETE HEOOXOANMbIN AeBaiiC B OTAE/LHOM NapamMeTpe un
3aflaeTe 3TOMy onucaHuio nms. lanee B napameTpax in_dev, out dev, tap dev (1 Bo Bcex
0CTaJlbHbIX, KOTOPbIE CCbINATCA Ha AeBanchl 3 in_dev 1 out dev) Bbl yKa3biBaeTe 3TO UMS -
NceBLOHUM [ieBanca.

Kax bl NCeBAOHMM 3a4aeTcs oTAeNbHbIM NapameTpom dpdk device:
dpdk device=alias:bus:device-description

30eChb:

e alias - 3apaeT NceBAOHMM AeBalca (HanpuMmep, ethl). B nceBgoHMMe fonNyCTMMbI TONIbBKO
OyKBbI U LMUPPBLI.
e bus - TMN WuHbl: pci, vmbus, vdev



e device-description - onucaTenb AeBanca B CMHTaKcuce, npuHaTom B DPDK

Hanpumep:

# ethl - ncespmoHum PCI-peBaiica 41:00.0
dpdk device=ethl:pci:41:00.0

# eth2 - ncespoHmm PCI-peBanca 41:00.1
dpdk device=eth2:pci:41:00.1

in dev=ethl
out dev=eth2

TO0 oONMCaHNe 3KBUBANEHTHO CefyloLEMY:

in dev=41-00.0
out dev=41-00.1

OtmeTtumM, 4T0 B dpdk device PCl-gneBanc 3afaeTca B KaHOHUYeCkoM Buae 41:00.0.

( Onsa PCl-peBancos 3agaHue B in_dev/out dev Yepe3 nceBaoHMMbI He 06d3aTeNbHO,
3 MO>XHO MCMOJIb30BaTh NMPEXHIOK HOTALMIO.

Ecnm TpebyeTca nogknouuTb Hyper-V gesaicel (a 310 He PCl, a VMbus-feBanchl), ToO UCNOSb30BaHNeE
nceBgoHNMOB 0653aTenbHO. Mpumep:

dpdk device=subsl:vmbus:392b7b0f-dbd7-4225-a43f-4c926fc87e39

dpdk device=subs2:vmbus:58f75a6d-d949-4320-99el-a2a2576d581c, latency=30
dpdk device=inetl:vmbus:34flccl6-4b3f-4d8a-b567-a0eb61dc2b78

dpdk device=inet2:vmbus:aed6f53e-17ec-43f9-b729-f4a238c49ca9, latency=30
in_dev=subsl:subs2

out dev=inetl:inet2

34ecCb Mbl HE TOJIbKO 3aJaeM MCeBAOHUM, HO M yKa3blBaeM aprymeHT latency=30 gna DPDK-
Apansepa. B npuHumnne, kaxxabii apansep DPDK nogaep>xusaeT cBo Habop aprymMeHTOoB, CM.
nokymeHTauwmto DPDK cooTBeTcTBYtoLWen Bepcun (Bepcus DPDK, ¢ koTopon cobpaH CKAT, BbIBOAMTCS
B fastdpi alert.log npu cTapTe, a Takxe npu Bbi3oBe fastdpi -ve). CnegyeT 0OTMETUTb, 4TO
Oe3nyMHOe 3aaHne aprymMeHToB A5 ApaiBepa MOXeT NpuBecTU K TPYAHOOOHapYXMUMbIM oLwnbkam
n notepe pabotocnocobHocTn CKATa, N0O3TOMYy He COBETYEM M0J1b30BaTbCA 3TON BO3IMOXHOCTbIO 6e3
KOHCYJIbTaLMUI C HalLen TexXnoaaep>XKom.

KoHndurypuposaHue B Hyper-V

HauyunHas ¢ Bepcum 9.5.3, CKAT nogaepxxunaeT paboTy B BUPTyasbHON MawwmnHe Hyper-V. Ha
rocteBoit VEOS [0 KHbI ObITb YCTAaHOBNEHDI:

# MNoppepxka multi-queue - Heobxoamma ons CKAT
dnf install kernel-modules-extra
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Host-cuctema (Windows) posixxHa noppaepxuBaTb multiple channel pgns
BUMPTYa/NN30BaHHbIX CETEBbIX KapT

esancel B Hyper-V asnsaioTca VMBuUs-, a He PCl-geancamu, noatomy nm Tpebyetca ocobbin nepesos
B pexxum DPDK. Kaxxabln fesanc (MHTepghenc) naeHTuduumpyeTcs CBOMM YHUKaJIbHbIM
noeHTugunkatTopom UUID, no3TOMy CHayvana Hy»Ho y3HaTb UUID Bcex nHTepgencos, C KOTOPbIMU
byneT pabotath CKAT. 3aTeM HyXXHO nepeBecTn aeanc B DPDK-pexum:

# nepesoaum uHTepdencsl eth® neth2 s DPDK-pexum
for DEV in ethQ eth2
do
# nony4yaem UUID pesanca
DEV_UUID=$(basename $(readlink /sys/class/net/$DEV/device))
# nepesogum B DPDK compatible mode
driverctl -b vmbus set-override $DEV UUID uio hv generic

# Device appears in
# /sys/bus/vmbus/drivers/uio hv_generic/$DEV_UUID

echo "$DEV uuid=$DEV UUID"
done

Mpy HeobXoANMMOCTKN MHTepdenc MoxXeT bbiTb NepeseneH 06paTHO B kernel-pexxum Tak:

ETHO UUID=<ethO UUID>
driverctl -b vmbus unset-override $ETHO UUID

Nanee kKoHpurypupyem CKAT — 3apaem gesancel B fastdpi. conf. Mpu 3Tom ncnonbsyem
nceBAoHMMbl 0a1a yKasaHusa UUID, KoTopble Mbl TOJIBKO YTO Y3Hau:

# eth0 UUID=392b7b0f-dbd7-4225-a43f-4c926fc87e39

dpdk device=eth0O:vmbus:392b7b0f-dbd7-4225-a43f-4c926fc87e39
# eth2 UUID=34flccl6-4b3f-4d8a-b567-a0eb61dc2b78

dpdk device=eth2:vmbus:34flccl6-4b3f-4d8a-b567-a0eb61dc2b78

# Nnanee Besfe UCnosb3yem rnceBaoHUMbl eth® n eth2 npu ykasaHuu aesaiicos

in dev=ethoO
out dev=eth2

KnacTtepbl

DPDK-Bepcusi CKAT noagep)XXnBaeT KacTepm3aumnio: MOXKHO YKa3blBaTb, Kakne NHTepdencol BXOOAT
B Ka)XKIbIl KnacTep. Pasgenutenem Knactepos asaseTcs cumson '|'

in dev=41-00.0|01-00.0:05-00.0
out dev=41-00.1]01-00.1:05-00.1



DTOT NnpuMep co3aeT ABa KnacTepa:

e knactep ¢ moctom 41-00.0 «- 41-00.1
e knactep ¢ moctamm 01-00.0 «- 01-00.1 n 05-00.0 «- 05-00.1

KnacTepsbl sBnaioTcs B 6onblien mepe Hacneguem pf ring-sepcun CKAT: B pf_ring knactep sBnseTcs
6a30BbIM MOHATUEM, O3HAYAIOLWMM "04MH NOTOK AncneTyepa + RSS noTokoB-06paboTyYNKOB", 1 3TO
4yTb JIN HE eANHCTBEHHbIN cnocob MacwTabrnpoBaHus. HegocTaToM KNacTepHOro Noaxona siBAseTcs
TO, YTO KNacTepbl PU3NYECKU N30MPOBaHbI APYr OT ApYyra: HEBO3MOXXHO NnepecnaTh MNakeT ¢
NHTepgenca X knactepa #1 Ha nHTepgenc Y knactepa #2. 3T0 MOXKET ABNATLCSA 3HAYUTENbHbLIM
npenaTcTenem B pexume L2 BRAS CKAT.

B DPDK knacTepbl Takxe U3011MpoBaHbl ApYr OT Apyra, Ho B oTau4ume ot pf ring 34eck knactep -
MOHATME BO MHOIOM Jlornyeckoe, Hacnenyemoe ot pf ring. DPDK HaMHoro rubye, 4yem pf ring, un
NO3BONSET CTPOUTb CJI0XKHbIE MHOFOMOCTOBbIE KOH(DUIYypaLLM CO MHOXXECTBOM Aucnetyepos be3
NCMoJsb30BaHMA KnacTtepoB. PaKTUYeCKN, e AMHCTBEHHBIM apryMmeHToM “3a" Knactepusaumio B DPDK-
Bepcun CKAT sBnseTca cny4van, korga y Bac K CKAT nogknto4eHbl ABe He3aBUCcMMble ceTn A n B,
KOTOpble HUKOMM 06pa3oM He LO/KHbI B3aUMOLENCTBOBaTb APYr C APYrOM.

( CoBeT: BMeCTO MCMNOJIb30BAaHUS KJIAaCTEPOB PAaCCMOTPUTE Mepexon Ha Apyrou
b dpdk _engine, 6osee noaxoAsawui NoA Bally HarpysKy

Janee npu onucaHMM KOHGUrypauuin npeanonaraeTcs, YTo eCTb TOJIbKO OAMH KNnacTep (To eCcTb
KnacTepusauus He NCNoJsib3yeTcs).

Yucno spep (NoTokos)

fAnpa CPU aBnsoTCS, NOXanyn, CaMblM KpUTUYHBIM pecypcoM CKAT. Yem bonblue hmnsnyecknx aaep
NMeeTCs B cucTeMe, TeM bonbwinin Tpaduk cmoxxeT obpabaTbiBaTb CKAT.

CKAT He ucnonb3yet Hyper-Threading: y4nTbIBalOTCSA TOJIbKO peasibHble r3nyeckune
f4pa, a He nornyeckue

Ons paboTbl CKATY Hy)XHbI CneaytoLine noToKu:

e NoTOKM 06paboTKM - 0bpabaThiBalOT BXOAALLME NAKETbl, NULWYT B TX-04epeamn KapTol;

* MOTOKMW AucneTyepa - YuTaloT RX-04epedn KapTbl M PaCKUAbIBAOT BXOAALLME NaKeTbl MO
notokam obpaboTku;

e Cny>KebHble MOTOKN - BbIMONHAKT OT/IOXKEHHbIE (MPOAOSKUTESNbHbIE) AENCTBUS, MPUHUMAIOT U
obpabaTbiBatoT KomaHabl fdpi_ctrl n CLI, cBa3b ¢ PCRF, oTnpaeka netflow

* CUCTEMHOeE A4pO0 - BblAeneHo 418 paboTbl onepaunoHHON CUCTEMBI.

MoTokm 06paboTKM 1 gucneTyepa He MOryT pacnosaraTbCa Ha o4AHOM aape. Mpu ctapTe CKAT
npuBA3bIBaeT NOTOKM K aapam. CKAT no ymon4aHuio BeibrpaeT 4Mcio noTokos-06paboT4YnKos B
3aBMCMMOCTW OT CKOPOCTU NHTepdeinca:

10G - 4 noToka

25G - 8 noToOKOB



40G, 50G, 56G - 16 noTokoB

100G - 32 noToKa

ONns rpynnbl YACIO NOTOKOB paBHO CyMMe YUCSia MOTOKOB AN KaXKO0W napbl; HanpuMep, Ana Takux
KapT

# 41-00.x - 25G NIC
# 01-00.x - 106G NIC
in dev=41-00.0:01-00.0
out dev=41-00.1:01-00.1

byneT co3paHo 12 noTokos obpaboTkuy (8 ona 25G kapTel 1 4 ansa 10G)

B fastdpi.conf MOXXHO SBHO yKa3aTb YMC0 NOTOKOB Ha KnacTep C NOMOLLbI0 NapaMeTpa
num_threads:

# 41-00.x - 25G NIC
# 01-00.x - 10G NIC
in dev=41-00.0:01-00.0
out dev=41-00.1:01-00.1

num_threads=8

Takas KoHgurypauus co3nact 8 noTokoB 06paboTku.

CKAT npwu nnaHmpoBaHun agep y4mtoeiBaeT NUMA node, K KOTOPOW OTHOCATCA A4pa W

@ KapTa: ecnn kKapTa Ha NUMA node 0, CKAT Ha3HayuT noTokn obpaboTynkos u
ancnetyepoB Takxe Ha NUMA node 0. Ecnn agep B NUMA node He xBaTaeT, CKAT He
3anycTuTca

KpoMme noTokoB-06paboT4Hnkos, a5 paboThbl HY)XXEH TakXe Kak MUHUMYM OAWH NOTOK-AucneTyep (v
3HAYMT, ele Kak MUHUMYM OHO S4PO0), YNTaoLWNiA rx-o4epean UHTepdencos. 3ajadva gnucnertyepa -
4TOobObI NakeTbl, OTHOCALWMeCs K ogHoMy flow, nonaganu B 0AUH 1 TOT e NOTOK obpaboTymka.
BHyTpeHHAs apxuTtekTypa paboThbl C 04HUM UM MHOXECTBOM AUCNETYEPOB pa3nUTesibHO OT/IMYaeTC,
nostomy CKAT npenocTaBnsieT HECKONbKO ABUXKOB, KOH(UrypupyeMbix napameTpom dpdk engine
thanna KoHpurypaumu fastdpi.conf:

e dpdk _engine=0 - read/write BVM)XXOK N0 YMON4YaHWO, OAMH AUCMEeTHYep Ha BCE;

e dpdk _engine=1 - read/write ABVM)XOK C ABYMS NOTOKaMU-ANCMETHEPAMU: Ha KaXKO0e
HanpasaeHne No aucneTyepy;

e dpdk engine=2 - read/write OBMXOK C noagep»xkon RSS: ons Ka)xaoro Harnpas/ieHns
co3paetcs dpdk rss gucnetyepos (no ymondaHuio dpdk rss=2), Takum obpasom, obuiee
Konmn4ecTBo gucneTtyepos = 2 * dpdk_rss;

e dpdk _engine=3 - read/write ABVMXOK C OTAE/IbHbIM ANCNETYEPOM Ha KaXKAbl MOCT.

Janee nogpobHO ONUCLIBAIOTCA BCE 3TN ABMXKK, 0COOEHHOCTN X HAaCTPONKN 1 obnactu
NPUMEHEHNS, HO CHavana - obLiee 3aMmeyaHme Npo NOTOKMN ANCNETYEPOB.



fiBHaA npuBA3Ka K agpam

MoxHo 3apaTb B fastdpi.conf sBHyt0 NpKBs3KY NOTOKOB K siipaM. 3a 3TO OTBEYAOT NapaMeTpsbl:

e engine bind cores - CNMCOK HOMEPOB A4ep A5 NOTOKOB-06paboTymKoB
e rx_bind core - cnncok HoMepoB sifep ANA NOTOKOB AUCNETYEpOB

CDOpMaT 3ajaHnAa 3TUX CNNCKOB OONHAKOB:

# 10G kapTbl - 4 noToka obpaboTymka, 1 gucneTyep Ha KnacTep
in dev=01-00.0|02-00.0
out dev=01-00.1|02-00.1

# lMNpuBsA3biBaeM NOoToKK 0bpaboTkm Ans knactepa #1 k agpam 2-5, gucneTtyep - K agpy 1
# [Ond Knactepa #2 kK agpam 7-10, gucnetyep - K A4py 6

engine bind cores=2:3:4:5|7:8:9:10

rx_bind core=1|6

Ina 6ecknacTepHoro 3afjaHus:

# 10G kapTbl - 4 noToka 0bpaboTymka Ha KapTy
in dev=01-00.0:02-00.0

out dev=01-00.1:02-00.1

# 2 pucnetyepa (No HanpaBAEHUAM)

dpdk engine=1

# MpuBsa3Ka NOTOKOB 06paboTYNKOB 1 ANCNETHEPOB
engine bind cores=3:4:5:6:7:8:9:10
rx_bind core=1:2

Kak y>xe 0TMe4anocb, NOTOKN 06paboTYMKOB 1 AUCNETYEPOB AOJIKHbI UMETH BblAe/IEHHbIE A4Pa; HE
LOMYCKaeTCs NPUBA3bIBaTb HECKOJIbKO MOTOKOB K 04HOMY iapy, - CKAT npu 3TOM BblpyraeTcs B
fastdpi_alert.log n He BygeT 3anyckaTbca.

fIBHas NpuBA3Ka K aapamM MoXeT OblTb NPUMEHEeHa TOJIbKO B 3KCTPEHHbIX CayYasX;
0bbIY4HO [OCTATOYHO aBTOMATUYECKON MPUBA3KNA. NS BbISCHEHUS HOMEPOB sfep

'\‘P copeTyeM 3anyctutb CKAT c aBTOMaTmyeckon npuesizkon (6e3 nmapameTpos
engine bind cores u rx bind core) n nocmoTpeTb B fastdpi_alert.log namn
TOMOJIOr MM CUCTEMBI: HOMEp Aapa - 370 Icore

He yuynTbiBaeT NUMA node, 4TO MOXeT HeraTUBHO CKa3aTbCA Ha

@ Mpun asHon npusaske CKAT cTporo crnefnyet 3afaHHbIM B fastdpi.conf napameTpam n
npon3soanTenbHoCcTn (MUHyc 10% - 20%)



3arpyska notoka gucneryepa

3HayeHue 3arpy3kun notoka aucnetyepa, 6amskoe k 100%, He rOBOPUT O TOM, YTO AUCNETYEP He
cnpasnseTca: DPDK npegnonaraeT, 4TO AaHHbIE C KapThbl CYUTBIBAOTCA NoTpebutenem (3To Kak pas
N ecTb gucneTyep) 6e3 Kakmx-nnbo npepbiBaHWUN THMa "MPULLIN faHHbIE", NO3TOMY AucneTyep
NOCTOSHHO OMpalUMBaeT COCTOSHUE rx-ovepenen NHTepdencoB Ha Haan4me NakeTos (Tak
Ha3blBaeMbln poll mode). Ecnin B TedyeHne N LMKI0B ONpoCa He NPUHATO HU O4HOr0 NakeTa,
AncneTyep 3acbiNaeT Ha HECKOJIbKO MUKPOCEKYH/, YTO BMOJIHE AOCTAaTOYHO AJI CHUXKEHUS Harpy3Ku
Ha A4p0 [0 eAnHUL, npoueHToB. Ho ecnv nakeThbl NOCTynatT pa3 B N-i LMKI0B oNpoca, aucneTyep He
byneT nepexoanTb B PEXUM CHa, 1 3arpy3ka aapa bynet 100%. 3To HOpManbHO.

3arpy3ky notokoB CKATa MOXXHO NMOCMOTPETb C/ieAyoLLen KOMaHOON:

'\) top -H -p "pidof fastdpi®

cTUHHOE cocTosiHMe KaXx4oro ancnetyepa MoXXHoO yBuaeTb B fastdpi_stat.log, - B Hero, nomumo
npo4Yero, NEPUOANYECKMN BbIBOAMTCA CTAaTUCTMKA N0 AUCMNeTYepam BMaa:

[STAT 1[2020/06/15-18:17:17:479843] [HAL][DPDK] Dispatcher statistics
abs/delta:

drop (worker queue full) | empty NIC RX |
RX packets
Cluster #0: 0/0 0.0%/ 0.0% | 98.0%/95.0% |
100500000/100500

3pecb empty NIC RX-3TO M €CTb NPOLUEHT XOJ1I0CThIX ONPOCOB rX-o4epeaen KapT - abCoNOTHbIN
npoueHT (c Havana paboTbl CKAT) 1 OTHOCMTENbHLIV (AeNbTa C NocnegHero BbiBoga B stat-nor).
100% - 3Ha4uUT, BXOAHbLIX MAKETOB HET, AncneTyep paboTaeT BXONOCTY. ECIM OTHOCUTENbHbIN
npoueHT MeHbLle 10 (To ecTb B 6onee 4em 90% onNpocoB MHTEPGENCOB €CTb BXOAHbIE MAKETbI) -
AncneTyep He CrpaBfifeTCa U HafAo PacCMOTPETb BapuaHT C APYruM ABUXKKOM, rae bosbliee 4yncno
AncneT4yepos.

Tak>xe XopownM NHANKATOPOM, YTO TEKYLLMIA ABMKOK B LIE/IOM He CNpaBfseTCs, ABNAeTCs
HEeHyJieBoe 3HavyeHne aenbThbl ANs nokasaTtensa drop (worker queue full). 370 yncno
0TOPOLLEHHbIX NAKETOB, KOTOPbIE ANCNETHEP He CMOr OTNPaBUTb B MOTOK 06paboTky 13-3a
nepenosiHeHNs BXOAHOW ovepenmn 0bpaboTymnka. ITo 3Ha4YUT, 4TO 06paboTHMKM HE CNPaBAAOTCS C
obpaboTkon BxoadLLero Tpaduka; NPUYnHLI MOryT ObITb ABE:

e 1MbO CAULLIKOM Mano NOTOKOB-06paboTYMKOB, HafOo yBeNMYUThL NapameTp num_threads wnu
BblOpaTh Apyron Aok (napametp dpdk engine);

e b0 TpauK CUNBLHO NepekoLLeH 1 BoNbLINHCTBO NakeToB nornazaeT B OAMH-ABa
0bpaboTyuka, TOorga Kak ocTasbHble CBOOOAHLI. B 3TON CUTyaLnM HY)KHO aHa/IM3npoBaTb
CTPYKTYpPY Tpadmka. MoxHo nonpobosaTb YBEANYNTb AN YMEHbLUNTb Ha €AUHULLY YNCI0
NoTOKOB-06paboT4MKOB, 4TODObI XeLW-hyHKLMA AucrneTyepa packuabiBaia nakeTol bonee
paBHOMEPHO (HaNnOMHWM, 4TO HOMep NoToka 0bpaboTKuM eCcTb Xew naketa mod
4yncno_obpaboTymkos)



dpdk _engine=0: OpuH gucnetyep

B aToM pexunme paboTbl CKAT co3faeT oAnH NOTOK AUCNETYepa Ha KnacTep. AucneTtyep Yntaer
BXOAALLME NakeTbl Co BCex in_dev n out dev yCTPOMCTB 1 pacKMAblBaeT NakeTbl N0 MOTOKaM
obpaboTunkos. MoaxoanTt ana 10G KapT, BbiaepXuBaeT Harpy3sky oo 20G n 6onee (3aBucuT oT
mozenun CPU n pexuma pasbopa TyHHenen check tunnels)

( Obwee yucno Tpebyembix aaep paBHO 4Yucay o6paboTHMKOB NAKOC OAHO AAPO Ha
3 ancneTyep

CKAT KoHhuUrypumpyeT KapThl cnegyowmm obpasom:

e RX queue count =1

e TX queue count = 4yncno noTokoB 06paboTkm. MoTokM 06pabOTKN NULWYT HAMPAMYO KaXAbl B
cBoto TX-o4epenb KapThbl.

Ons read-only pexuma (6e3 out dev) 4yucno TX queue paBHO Hy0. HekoTopble
( DPDK-gpansepbl (Hanpumep, vmxnet3) He No3BONAIT KOHPUrypupoBaTb KapTy C
b 4yucnom TX queue, paBHbIM HYt0. [Ina Taknx gpansepos B Bepcun CKAT 10.2 BBeaeH

napametp fastdpi.conf dpdk txq count: cnegyet 3agaTtb dpdk txq count=1

dpdk _engine=1: iucnetyepsbl N0 HanpaBJIEHUIO

B 3TOM pexunmMe co3faeTcs ABa NOTOKa AMUCNeTYepa: 0aMH AN HanpasseHnsa oT aboHeHTOB B inet
(ana in_dev), opyron - ona HanpasneHus us inet K aboHeHTam (ons out dev). MoaxoanTt gns
Harpy3ok ceblwe 20G (kapTbl 25G, 40G).

( Obuwee 4ncno Tpebyembix agep paBHO Ynucny obpaboTymkoB naOC ABa A4pa Ha
3 ancneTyepsl
CKAT KoHhUrypumpyeT KapThl cnegyowmm obpasom:

e RX queue count =1

e TX queue count = 4Mcno NOTOKOB 06paboTKK. MOoTOKM 06PabOTKM NULLYT HANPSAMYIO KaXXAbli B
CBOIO TX-04epenb KapThl.

dpdk engine=2: NMNogpepxka RSS

B naHHOM pexume 3apenctyeTtcs RSS (receive side scaling) kapTbl. 3Ha4yeHne RSS 3agaeTcs B
fastdpi.conf napameTpom

dpdk rss=2


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_tunnels

3HavyeHue dpdk rss He [OHKHO BbITb MeHee 2. 1N KaXXAoro HanpasseHus cosgaetcs dpdk rss
LNCMeTYepos.

( Obuee yncno TpebyeMbix saep paBHo Ynciy obpabotymkos naoc dpdk rss * 2 Ha
7 AucrneTyepsbl

MoaxoAnT ANS MOLLHbLIX KapT 50G+ (To ecTb ana CKAT-100+). Ecnm y Bac 50G HabpaHo 13
HECKOJIbKMX KapT rpynnupoBKOW, AaHHbIA PEXUM BPAL N NOLONAET, TaK Kak A5 KaXKA0N KapTbl U3
rpynnbl TpebyeT LONONHUTENBHO Kak MUHUMYM 2 sapa (npy dpdk rss=2). Jlyywe paccMoTpeTb
BapuaHTbl dpdk engine=1 wnn dpdk engine=3.

CKAT KoHhUrypumpyeT KapThl cnegyoowmm obpasom:

e RX queue count = dpdk rss
e TX queue count = 4yncno notokoB 06paboTku. MoTokn 06pabOTKN NULWYT HAMPAMYO KaXAbl B
cBoto TX-o4epenb KapThbl.

dpdk _engine=3: iucnetyep Ha MOCT

[lns Ka)kaoro MoCTa CO3[1aeTCs OTAEeNbHbIN MNOTOK AucneTyepa. MpeAHa3HayveH AN KOHQUrypaLuii
CO MHOXXeCTBOM [€BANCOB Ha BXOE W BbIXOE:

in dev=01-00.0:02-00.0:03-00.0
out dev=01-00.1:02-00.1:03-00.1
dpdk engine=3

Ons paHHOro npnmepa Co3JaeTCA TPWU NOTOKa ANCNETHEPOB:

e nnsg mocta 01-00.0 «- 01-00.1
e nng mocta 02-00.0 «- 02-00.1
e nnsa mocTta 03-00.0 «- 03-00.1

\y ‘) O6uee 4yncno Tpebyembix saep paBHO YMcny 06paboTHMKOB NAOC YNCI0 MOCTOB

[laHHbIA OBUXKOK NMpedHa3HavyeH asa HeCKonbknx KapT 25G/40G/50G B rpynne (To ecTb ans
CKAT-100+)

CKAT KoHUrypumpyeT KapTbl cnegyowmm obpasom:
e RX queue count =1

e TX queue count = 4yncno notokos 0b6paboTku. MoTokn 06pabOTKN NULWYT HaMPAMYIO KaXKAbl B
cBot0 TX-04epenb KapThl.

dpdk_engine=4: fiucnetyep Ha nopT

Ins Kaxxgoro nopTa (oeBanca) co3gaeTcsa oTAeNbHbIN NOTOK aucneTyepa. MpenHa3HavyeH Ang



KOH(pI/IrypaLI,I/IVI CO MHO>XECTBOM [1€BANCOB Ha BXOAE U BbIXOJE:

in dev=01-00.0:02-00.0:03-00.0
out dev=01-00.1:02-00.1:03-00.1
dpdk engine=4

Ons faHHOro npuMepa co3faeTcs WeCTb NOTOKOB ANCMETYEpOoB - A1 KaXXA0ro Aesanca no
ancnetyepy. O4eBUAHO, YTO €CAN Yy HacC TOJIbKO OAMH MOCT, JAaHHbIA OBUXOK 3KBMBaNEHTEH
dpdk engine=1 - oAuH gucneTyep Ha Hanpas/ieHue.

g ‘) ObLee Yncno TpebyeMbix saep paBHO YnUCay 06paboTHNKOB NOC YUCIO NMOPTOB

[aHHbIA OBUXKOK NMpedHa3HavyeH asa HeCKonbknx KapT 25G/40G/50G B rpynne (To ecTb AN
CKAT-100+)

CKAT KoHUrypupyeT KapTbl cnegyowmm obpasom:

e RX queue count =1
e TX queue count = 4yncno noTokoB 06paboTku. MoTokn 06pabOTKM NULLYT HANPSAMYIO Ka)Kabl B
CBOl0 TX-o4epenb KapThbl.

dpdk_engine=6: RSS aucnetyepoB Ha MOCT

C!) DaHHbin dpdk _engine poctyneH ¢ Bepcun 14.0!

[laHHbIA ABVXOK NpedHa3HayYeH ona KoHpurypaumm co MHorumm moctamu (devl:dev2:dev3:...) ans
kapT 100G+.

in dev=41-00.0:02-00.0:c3-00.0:c1-00.0:04-00.0:04-00.1
out dev=41-00.1:41-00.1:02-00.1:02-00.1:¢c3-00.1:¢c3-00.1

dpdk engine=6
dpdk rss=4
num_threads=64

dpdk mempool size=256000

mem tracking flow=40000000
mem tracking ip=40000000

dpdk emit mempool size=256000
mem_ssl parsers=18000000

mem http parsers=512000

Ina naHHOro npumMepa cosgaeTcs 24 noToka gucrneTyepos — no 4 gucneryepa Ha MocCT.

_ Obuiee konnyecTBo gncrneTtyepoB = dpdk rss * 4yncno MocTos.
N _
Ona kapt 100G+ npun cooTHoweHun 1 aucnetyep Ha 10G, MMHMMaNbHOE YMUCNO



( ancrnetyepos — 10.
N Ha4yuHas ¢ Bepcum 14.0 MmakCcMManbHOE KOJIMYeCTBO AucneTyepos — 32.

MoppepxuneatoTca on-stick neeancel. CKAT KOHDUTYprpyeT KapThl cneayowmm obpasom:

e RX queue count = dpdk rss
e TX queue count = 4Mcno NOTOKOB 06paboTKKW. MoTOKM 06PabOTKM NULLYT HANPSAMYIO KaXXAbl B
CBOI0 TX-04epenb KapThl.

dpdk _engine=7: fiBHOoe yKka3aHue aucnetTyepos

C!) JanHbin dpdk engine pgocTyneH c Bepcum 14.2!

JlaHHbIN OBVXOK NMO3BOJSIAET SBHO 3a4aBaTb, Kakne nopTbl 06CNyXmMBaeT Kaxabin gucnetyep. OH
npefHasHayeH AJ18 CNOXHbIX U reTeporeHHbIX KOH(Urypaumnmn, Korga CTaHgapTHble CXeMbI
pacrnpefesieHns oucneT4yepoB He noaxonsdT. Hanpumep, korga B 04HOM KaacTepe UCMNoJb3yTCs
NopTbl pa3nn4yHom npoussoanTensHocTn (100G, 40G, 10G) nnam TpebyeTca nHamMBMAyanbHas
HaCTponkKa napameTpoB 06paboTKy AN5 OTAENbHbIX FPYNMn NOPTOB.

KonnyecTBo gmcneTyepos onpenenserca yucnom napametpos dpdk dispatch. Ecnv ana
aucneTyepa 3afaH napameTtp rss=N, cozgaetca N aucnet4yepos — no 0AHOMY Ha Kax Ayt RX-
oyepenb.

Ins kaxxporo gucnetyepa 0643aTenbHO yYKa3blBaeTCs UCMOb3yeMbli mempool. Pasmep u
KONM4ecTBO mempool 3a4at0TCA HE3ABNCMMO U MOTYT Pa3nnyaTbCa A4 pa3HblX AUCMEeTYEPOB.

[BUXOK SBNAETCH YHUBEPCANbHbLIM U NO3BONSET peasim30BaTb BCE CXEMbl pacnpeneneHns
ANCreT4yepos, NOAAEpXKMBaeMble ApyrumMn 3HavyeHnamyn dpdk engine.

AucneTyepsbl 3agatoTcsa napameTpamu dpdk dispatch.
®aTanbHbIMK OLWIMBKaMM KOHGMIypaLny CYATAIOTCS Cnelyowmne cnyvyau:

* MOPT KNnacTepa He BXOAUT HU B KaKOW <CMUCOK-NopToB> napameTpa dpdk dispatch

e MOPT KNacTepa BXOAUT B <CMUCOK-MOPTOB> HECKOJIbKMX Pa3IMYHbIX NapamMeTpoB
dpdk dispatch

e B <Cnucke-nopTos> napametpa dpdk dispatch nepeyncneHsl nopTbl N3 pa3HbIX KNacTepos
— KaXXabl gucneTtyep Lo/MKeH 06CnyXnBaTb NOPThl TONBKO OQHOMO KacTepa

JaHHbIA OBUXOK SBNISETCS YHUBEPCAJIbHBIM — Yepe3 HEero MoryT 6biTb BblpaXKeHbl BCE OCTaslbHble
ABVXKW, Hanpumep:

dpdk engine=0: oAWH gucneT4yep Ha BCE NOPThbI
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl,port2,port3,port4

dpdk engine=1: pgucneTtyep Ha HarnpasJieHVe



in dev=portl:port2
out dev=port3:porté
dpdk dispatch=portl,port2
dpdk dispatch=port3,port4d

dpdk engine=2: pgucneTyep Ha HanpasieHue C nopnepxkon RSS
dpdk rss=4
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl,port2;rss=4
dpdk dispatch=port3,port4;rss=4

dpdk _engine=3: pgucneTtyep Ha MOCT
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl,port3
dpdk dispatch=port2,port4

dpdk _engine=4: pucnetyep Ha nopT
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl
dpdk dispatch=port2
dpdk dispatch=port3
dpdk dispatch=port4

dpdk engine=6: pgucrneTtyep Ha MOCT C nogaep>xkon RSS
dpdk rss=4
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl,port3;rss=4
dpdk dispatch=port2,port4;rss=4

Ona oucneTyepa HeO6X0AMMO YKa3biBaTb UCMOJb3yeMblii mempool

e Onucartenb mempool — Tonbko ans dpdk _engine=7
dopmar:

dpdk mempool=name=<name>;size=N

o name 3agaeT nmsa mempool (Makcumym 15 cMmMB0OSIOB)
o size 3apaeT pa3mep (4ncno anemeHToB) mempool
o oba napameTpa SBAAOTCSA 0653aTENbHbIMM

Onuwnn dpdk _mempool MOXeT bbITb HECKO/IbKO, KaXkaas ONUCbIBaeT OTAESIbHbIN
mempool:

dpdk mempool=...

e OnucaTtenb gucnertyepa — T10JbKO 414 dpdk engine=7
®opmar:



dpdk dispatch=<cnucok-nopTos>;mempool=<uma>[;params]*

o <CMUCOK-NMOPTOB> 3aJa€T, Kakne NopThl 06CNY)KMBAET AaHHbIN AUCNEeTYep
o mempool=<ums> 3aaaeT ums mempool Ans JaHHoro aucrneTyepa (0b6s3aTenbHbIN

napameTp)
o rss=N Bk/to4aeT RSS Ha BCcex nopTax AaHHOro gucnetyepa; bynet co3gaHo N
OncneTyepoB — o 0AHOMY Ha Kaxkayt RX-ovepenb

Onuwnn dpdk _dispatch moxeT bbITb HECKONBKO, KaXkAas ONUCbIBAaeT OTAESbHbIN
ancneTyep (wnm rpynny AUCNeT4yepoB, €C/n 3afaH rss):

dpdk dispatch=...
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