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Cnucok nsmeHeuuun BETA-sepcuun CKAT

N3MeHeHusa B Bepcuu 14.1 BETAL

DPI

w

S

BRAS

1.

. [DPI][ajb_save vlan] cnpaBneHa owwnbKa rnpu paboTe OBMXKKA B PeXMMe TONbKO 415 YTeHus
. [DPDK][tap_device] UcnpaBneHo: 3afaHne anunHbl tx-odepenn onunen dpdk tx queue size.

PaHee onunHa tx-oyepean TAP-geBaica 6e3ycnoBHO 3agaBanack paBHO 256, Ha 4To VMware
VMXNET3 Ethernet Controller pyranca: ETHDEV: Invalid value for nb_tx_desc(=256), should be:
<= 4096, >= 512, and a product of 1

[LAG] UcnpaeneHo: pobaeneHa banaHCMpoBKa A1 NaKeTOB pass

[DPI][ip_node stg] obasneHa ctaTucTuka no 3aceneHuio buckets. Hosas CLI-komaHaa stat
storage ip4 detail BbIBOAUT CTaTUCTKKY Mo 3anonHeHuto buckets B IPv4 node storage
[DPI] JobasneHa Banmaauma npotokony MULTIPROXY STRONG

[DPI] YnyyweHa MmacwTabupyemocTb Ha 128-4epHbIX CUCTEMAX

. [DPI][log] Yny4leHa noacucTemMa norMpoBaHns B Cylydasx nepenonHeHuns log hannos.

[BRAS][framed-route] cnpasneHo: nepenayva Framed-Route npn nameHeHmnn nornHa
aboHeHTa. MpKn n3meHeHUn nornHa noaceTn Framed-Route ocTaBannCb NOAKAYEHHbBIMM K
CTapoMy JIOrMHY, 1 BCE YCAYrX U NOANCUMHI ans noaceten Framed-Route bpannce oT cTaporo
NOruHa.

. [BRAS] lobasneHa onumsa bras_disable 13 auth — sBHbIM 3anpeT L3 auth B pexume L2

BRAS ansa Bcex aboHeHTOB. K npumepy bygeT pabotaTh Tonbko DHCP aBTOpU3aumsa gns
aboHeHTOB c MeToM AS local. 3HaveHue no ymonyaHuto: off (L3 auth paspeweHa)

bras disable 13 auth=off. JaHHasa onuma nmeeT CMbICA TONbKO ecnn enable auth=1.
Onuwna HecoBMecTMa € pexuMom bras dhcp auth mix=0: ecnu 3apaHo

bras dhcp auth mix=0, To bras disable 13 auth nonaraetcs pasHbiM off (L3 auth
pa3peLleHa) 1 BbIBOAMTCA NpeaynpexaeHue B alert-nor.

. [BRAS] lobaBneH HoBbIA thnar ans aboHeHTa — 3anpeT L3 auth gna KoHkpeTHOro aboHeHTa.

STOT har MOXXHO YCTAHOBUTL/CHATL TONbKO Yepes CLI: B KomaHAay subs prop set gobasneH
HoBbIN NapameTp disable 13 auth=[1:0] (1 - 3anpeTuTb L3 auth, 0 - pa3pewnTs). Mo
ymondaHuto L3 auth paspeweHa.
[BRAS][srcIP spoofing] LobaBneHa hunbTpaums no daaram source AS Ha nyTu subs—inet oo
npuema nakeTta B 06paboTKy ans 610kMpoBaHMA ncxoaswero ot onepatopa DDOS ¢ noameHom
IP-appeca.
HobasneHa HoBas onuma fastdpi.conf ip filter source as flags (hot)[hot] ®unbTpauus
subs-Tpatumka no AS. butosas macka naros AS (aBTOHOMHbIX cMcTeM) ans source IP co
CTOPOHbI subs.
B 06paboTKy monyckalTCs TONbKO MNakeTbl, Y KOTOpbIX source IP AS cogepxuT xoTsa 6bl 0gunH
N3 nepeyvynciieHHbIX hnaros. B NpoTMBHOM Cily4ae nakeT gponaeTtcsa. 3HavyeHua gnaros AS
(buToBaa Macka):

o 0 - unbTpauuns oTkoYeHa (No ymondaHuiwo) — ip filter source as flags=0x0

o 0x0100 - pass

o 0x0200 - local



o 0x0400 - peer
o 0x0800 - term
o 0x1000 - markl
o 0x2000 - mark2
o 0x4000 - mark3

5. [BRAS][PPP] B komaHLy ppp show stat pnobasneHa cTaTuCTuKa no ytunmnsaumm bI-ceccui

6. [BRAS][PCEF][Policing] LobaBneHo KOHpUrypupoBaHue obLLero NOANCKMHIA U3 NapaMeTpoB
nepepaHHbix B aTpnbyTe VasExperts-Policing-Profile c npedukcom BR##

7. [BRAS][PCEF][Services] lobaBneHO KOHGOUIypMpOBaHME NepPCoHaibHOr0 (noname) Npounns
nosb30BaTeNs ANS CEPBUCOB 13 MapaMeTpoB nepefaHHbIX B aTpubyTe VasExperts-
Service-Profile c npecdukcom BP##

8. [BRAS][PCEF][rating-group] HoBble onuuu (cold, TpebyeTtca pectapT fastDPI):

o rating group count — 4ucno rating group, © — RG OTK/tO4EHbI. 3Ha4YeHne no
ymon4aHuio: 0

o rating group max_ subs — max 4ncsiio aboHeHTOB € RG. 3Ha4yeHune no yMon4yaHuio:
(RG oTKtO4eHbI)
XpaHunuwe RG HUUMann3npyeTcs TONbKO eCn BKAKYeHa BMnnmHrosas cTaTucTurKa.
PacyeT obbema namaTtu nod RG CTaTUCTUKY: pa3Mep CHeTYNKOB Nol oaHy RG = 32
6anTa. Obwwmin pasmep Tpebyemon namaTu:

32 * rating group count * rating group max subs * num thread

Hanpumep, ans 10 Tbic. aboHeHTOB, 256 RG 1 8 noTokoB 0bpaboTkn Tpebyetca 625M
namaTu:

rating group count = 256
rating group max subs = 10000

num thread = 8

memory required= 32 * 256 * 10000 * 8 = 625M

9. [BRAS][PCEF][rating-group][RADIUS Accounting] BeiBog cTtatucTtukm no RG 8 RADIUS
Accounting. CtaTucTrka no RG nepefaetcs B 0TAeNbHbIX NakeTax Interim-Update.
MepenatoTcs faHHble TOIbKO NO HeHyeBbIM RG. V13-3a orpaHuyeHmnin Ha pa3mep RADIUS-
nakeTa B 4096 6anT, RG-gaHHble MOryT 6bITb pa3buTsl Ha Heckonbko RADIUS-nakeToB Interim-
Update.

YT106bl OTANYUTL Interim-Update cogepXunT Npu3Hak AaHHbIX, COAEP)KALMXCA B HEM: HOBbIV
VSA "VasExperts-Acct-Type" (id=28, vendor 43823, Tun integer) co 3Ha4YeHUAMN:
o 0: ctaHpapTHbIM Interim Update Accounting
o 1: paHHble o RG
Kaxxgas rating-group n ee c4eTYMKM NepenaoTcs B *ogHoM* VSA, KOTOPbIN COAEPXUT
cnegylouine atpubyThbl:
o VasExperts-Acct-Rating-Group (HoBbI aTpnbyT Tnna short, 16-butoBoe Lenoe) -
Homep RG;
o VasExperts-Acct-Input-Octets-64
o VasExperts-Acct-Qutput-Octets-64
o VasExperts-Acct-Input-Packets-64
o VasExperts-Acct-Output-Packets-64
CYeTHYUKM NakeToB/banT No HanpasIeHNAM BbIBOASATCS B COOTBETCTBUU C ONLMeN
“acct_swap_dir (kak B Accounting).
OcobeHHocTn nepenayn RG:
o RG aBAAOTCSA ONUNOHANbHLIMWA AaHHLIMU U MOTYT OTCYTCTBOBaTh ¥ aboHEeHTa;



COOTBETCTBEHHO U HUKaKOW nepefaym RG-akkayHTUHra ans Takoro aboHeHTa He bypeT;
o B C/lydae HenoATBepxAeHus npuema RG-naketa co ctopoHbl RADIUS-cepeepa ero
NMOBTOPHAas OTMpaBKa He NPOU3BOAMUTCS, - CBEXNME laHHble OTNPaBATCA B CnedyloLem
Interim-Update aboHeHTa;
o ecnn aboHeHT nmeeT RG-CTaTUCTUKY, TO MO OKOHYaHUN ceccun nepen oTnpaskomn Acct-
Stop nocbinatoTcs Tekywme RG-gaHHble B nakeTax Interim-Update.

10. [BRAS][PCEF][rating-group][CLI] JobasneHo: CLI-komaHga subs traffic stat. Komanga pns
yKa3aHHOro aboHeHTa BbIBOAUT BUAANHIOBYIO CTaTUCTUKY M CTaTUCTUKY MO rating group, ecau
OHV NoAaktoYeHbl y aboHeHTa.

11. [BRAS][PCEF][rating-group][RADIUS Accept] fobasneHo: 3agaHune ycayru RG npu
aBTOpM3aLMmK. HakonieHne cTaTUCTMKN Mo RG MOXeT ObITb BKJIKOYEHO TOJIbKO €C/IM BKJIIOYEHa
ycnyra 9 (bill stat) gna koHkpeTHoro aboHeHTa. RG 3agaeTcsa Ha ypoBHe aboHeHTa npu
aBTOpM3aLmMmM yKa3aHueM cneumanbHoro npocuns ycayrm 9 ¢ umeHem '‘RG':

VasExperts-Service-Profile :="9:RG"

Ecnn ycnyra 9 oTkno4aeTCs, OTK/OY4aeTCa U HakonieHue RG.
Mpumepsbl 3agaHunin ycnyrun 9 n RG:

# service 9 enabled, RG disabled. Otnpasnsetcs ctaHfapTHbIn RADIUS Accounting.
VasExperts-Enable-Service :="9:0on"

# service 9 enabled, RG enabled. OtnpansioTcs gaHHble RG B RADIUS Accounting.
VasExperts-Service-Profile :="9:RG"

# service 9 disabled, RG disabled. He otnpasnsitoTcsa ctaHgapTHbin RADIUS
Accounting nRG.
VasExperts-Enable-Service :="9:0ff"

NAT

1. [CG-NAT] JobasneH rx dispatcher=3 — meTon c paBHoMepHON 6anaHCUPOBKOM MO
NPOU3BOJILHOMY KONNYECTBY NOTOKOB € noaaepxkon NAT 1:1 ¢ TpeboBaHMeM Ha3HaYeHNs
KOHKpEeTHbIX aflpecosB.

2. [CG-NAT] YueT BpemMeHU Xn3HW TpaHcnaumm B komaHge fdpi ctrl list status --
service 11 --login UserName (--ip IP). B BbiBOA4E KOMaHZAbl NOSBUANCH
LOMoNHUTesNbHbIE Nons: active sess tcp — KoAM4ecTBO akTUBHBLIX NAT-TpaHChauun ons
TCP un active sess udp — Konm4ecTBO akTUBHbIX NAT-TpaHcnaunin gns UDP.
AKTVBHOCTb TPaHCASALWM ONpefenseTcs BpeMEHEM ee NocieHero Ncnoib30BaHUs 1
napamMeTpoM BpeMeHM XN3HW, 3aJaBaeMoro B onumusax Kiacrepa.

3. [CG-NAT][CLI] Y4eT BpeMeHU XU3HN TpaHCauumn B KomaHae nat show <internal ip>
[<lifetime>]. BoiBoAUT cnucok Bcex NAT TpaHCcasuumM ons 3agaHHoro ceporo IP. 3anunce
TPaHCNALNN BbIFNSANT cnelyowmm obpasom:

o nat_type - Tun NAT (0 - CGNAT, 1 - NAT 1:1),

protocol - npoTokon yposHsa L4 (0 - TCP, 1 - UDP),

internal_ip - cepbin IP,

internal_port - cepbin nopt,

dest ip - IP Ha3Ha4veHus,

o dest_port - nopT Ha3Ha4yeHus,

o external_ip - 6enbin IP,

[¢]

[¢]

o

[¢]



o external_port - 6enbin nopT,
o active - hnar akTUBHOCTU TpaHCAUMK (true ecnm akTUBHA)
AKTVBHOCTb TPaHCASALWM ONpefenseTcs BpeMeHeM ee NnocjeiHero Ncrnoib30BaHns 1
napamMeTpoOM BPEMEHM XMN3HUN, 3aJaBaeMOro B onuusax knactepa. Ecam 3agaH
<lifetime> (B cekyHAax), TO MCNOSb3YETCH €ro 3Ha4YEHNE B KaYeCTBE BPEMEHM XUN3HMU
TpaHCAALUN.
4. [NAT][CLI] BeiBOA4 TpaHCAAUMUIA ANS KAMeHTa no cepoMy ip nat show

CLI

1. [CLI] OobaBneHa koMaHaa subs bind show npocmoTpa cnncka IP-agpecos, NPUBSA3aHHbIX K
nornnHy <login>:

subs bind show <login> [memory |udr]

[Ba pexunma:

o memory (default) BeiBOAUT NpuBA3KY IP K NOrMHY Tak, KaK B aHHbIN MOMEHT 3a4aHo B
fastDPI.

o udr — BbIBOAMT NpmuBA3KY IP K nornHy n3 UDR
BbiBOA 3TUX ABYX PEXMMOB MOXXET OT/IMYATHCA: HE BCE CBA3KMN IP<—n0rnH coxpaHsaoTcs
B UDR; HanpumMep, ons Framed-Route noaceTen npmBsA3Ka K IOrMHY CO34aeTCs TOJbKO B
namaTu, camu framed-route noacetn xpaHatca B UDR B oTaenbHon Tabnuue, cM. rpynny
CLI-komanp cli framed route ?

2. [CLI] OobaBneHo: CLI-komaHaa stat http. 3Ta KoMaHOa BLIBOAMT BHYTPEHHIO CTAaTUCTUKY,
aHasornyHyto ooy B fastdpi_stat.log:

o Detailed statistics on HTTP

o Detailed statistics on SSL_SAVEBL

o Detailed statistics on QUIC_IETF_SAVEBL

o Detailed statistics on BitTorrent

IPFIX

1. [IPFIX] XpaHeHune nHgpopmaumm o TTL n3 3aronoska IP-naketos obonx HanpasneHun Bo flow.
B cTtatmcTunky Full NetFlow B hopmaTe IPFIX gobasneHsi:

e TTL nakeToB €O CTOPOHbI subs, id 2021
e TTL nakeToB CO CTOPOHHI inet, id 2022
e Rating group, id 2020

YTUnuTbl

1. [utils] OobaBneHa yTunmTa name2custom Ans npocMoTpa CNUCKa NPOTOKOJI0B, 3arPyXKEeHHbIX
13 obnaka (B OT/IN4ME OT BCTPOEHHbIX)



N3meHeHus B Bepcuu 14.1 BETA2
IPFIX

1. [IPFIX] NcnpaBneHa owmnbkKa KOHBEPTMPOBAHMSA BPEMEHN B UNiX hopmaTt

BRAS

1. [BRAS][SHCV][hot] JobaBneH KOHTPONb aKTMBHOCTM static IP L2-aboHeHTa (aboHeHTa,
KoTopoMy npu L3-aBTopu3auun RADIUS Bo3BpaTun dnar “VasExperts-L2-User=1")

HoBble onuum (BCe - ropsayme)
# VIHTepBan HeaKTMBHOCTK, CekyHA; O - SHCV oTtkwoyeH.
bras subs shcv _interval=0
# Bpems oxunaaHma otBeTa Ha ARP-3anpoc, CEKyHA, N0 yMONYaHUIO = 3 CEKYHAbI.
bras subs shcv retry timeout=3
# Yncno ARP-3anpocos, Mo ymonyaHuo = 3.
bras subs shcv retry count=3
# Tpaccuposka SHCV
bras_shcv_trace=off

AN

Ecnn oT aboHeHTa B TeyeHne "bras subs shcv interval® cekyHA HET HUKaKOro
Tpagumka, fastdpi HauvmHaeT nuHroBaTb aboHeHTa oTnpaBkon unicast ARP-3anpoca oT
MMeHn aboHeHTCKOro Wwt3a.

OxupaHve otBeTa Ha ARP-3anpoc - "bras subs shcv retry timeout’, cekyHga.

EchmHa “bras subs shcv _retry count’ nocneposaTenbHbix ARP-3anpocoB He
NOJIy4EHO HM OAHOrO OTBETa, Mbo ARP-oTBeT coaepxut apyron MAC, aboHeHT cyuTaeTcs
HeaKTMBHbIM, ero CTaTyC aBTopu3aumnmn cbpacbiBaeTCs, akkayHTUHM-CECCUA OCTaHaBIMBAETCS.

2. [BRAS][DHCP][hot] Ons onumm "bras_dhcp check secondary keys™ fOCTYynHbl HOBblE 3HAYEHMS
214

MonHoe onucaHme onuumn Tenepb BbIMNALAUT Tak:
[hot] KOHTpOsib BTOPMYHbIX YHMKaNbHbLIX Kaovern (opt82/QinQ)

B DHCP ocHoBHbIMK Kntovamu BbicTynatoT ClientId (opt6l) wnwm, ecnu He ykasaH,
MAC-appec KneHTa.

B pexxvMe KOHTPO1si BTOPUYHBIX KJl04Yern ecam XoTs Obl N0 0AHOMY BTOPUYHOMY KJTHO4Y
HangeHa gpyrasa DHCP-ceccus,

OHa byaeT 3akpbiTa (NocbinaeTca acct Stop)

0 (3Ha4YeHue No yMOJIHaHWIO) - HE KOHTPOJIMPOBaTb BTOPUYHbIE KIOHN.

1 - KOHTpPOSIMPOBaTL BCE BTOPUYHbIE KoY - QinQ mn opt82

2 - KOHTPOJINPOBaTL TOJIbKO 0pt82

4 - KOHTPONMPOBaTb TOJIbKO QinQ

bras dhcp check secondary keys=0



RADIUS

1. [FastRADIUS] OobasneHa nogaep»xka 3anucu B syslog. Hosbii mapameTp syslog level B
fdpi_radius.conf — ypoBeHb 3anucu coobuieHun ns alert-nora B syslog. 0 — 3anuce B syslog
OTKJ/II0Y€EHA (3Ha4YeHme No YMOHaHMIo).

NHCTpYKUMA no oOHOBNEHUIO

MpoBEPUTH TEKYLLYIO YCTAaHOBEHHYIO BEPCMIO MOXXHO KOMaHLO0M
yum info fastdpi

Ecnn y Bac yctaHoBsieHa Bepcus CentOS 6.x nnm CentOS 8.x, To 04HOKPATHO NepekoymnTe
peno3nTopuin KOMaHOoMN:

sed -1 -e '/™mirrorlist=http:\/\//d' -e 's/™#
*baseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"

etc/yum. repos.d/Cent0S-*.repo

n nanee ripomnssoaonTe obHoBNEHNS KaK 0BbIYHO.

KomaHZa yCTaHOBKMW TECTOBOW BEPCUN:
yum --enablerepo vasexperts-beta update fastdpi
OTkaT Ha 14.0:

yum downgrade fastdpi- fastpcrf- dpiutils- fastradius-

C!) Mocne obHOBNEHMSA NN CMeHbI Bepcun TpebyeTcs pecTapT cepauca
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