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Cnucok nsmeHeuuun BETA-sepcuun CKAT

N3MeHeHusa B Bepcuu 14.1 BETAL

DPI

w

BRAS

1.

WcnpaeneHa owmnbka npu paboTe OBUXKA B PEXMME TONbKO AN YTEHUS

. WcnpaBneHo: 3afaHne pnuHel tx-odepenn onumnen dpdk tx queue size. PaHee gnunHa tx-

ovepeaun TAP-peBaica 6e3ycnoBHO 3agaBanack paBHO 256, Ha 4To VMware VMXNET3 Ethernet
Controller pyranca: ETHDEV: Invalid value for nb_tx_desc(=256), should be: <= 4096, >= 512,
and a product of 1

WNcnpasneHo: nobasneHa 6anaHCMpoOBKa A5 NAKETOB Pass

JobasneHa ctaTucTrka no 3aceneHumto buckets. Hosas CLI-komaHza stat storage ip4
detail BbIBOAMT CTAaTUCTUKKY MO 3anosiHeHuto buckets B IPv4 node storage

. [lobaBneHo KOHUrypupoBaHve obLLero NoanCUHra U3 NnapamMmeTpoB NepefaHHbIX B aTpubyTe

VasExperts-Policing-Profile c npecdukcom BR##

[obaBneHo KOH(pUryprpoBaHMe nepcoHanbHoOro (noname) Npoguasa Nonb3osaTens 4na
CEpPBMCOB N3 NapaMeTpoB NepefaHHbIX B aTpubyTe VasExperts-Service-Profilec
npepukcom BP##

JobasneHa Banupauns npotokony MULTIPROXY STRONG

YnyyweHa MacwtabupyeMocTb Ha 128-a4epHbIX cucTemMax

cnpaeneHo: nepenaya Framed-Route npn nameHeHun norunHa. Mpu N3MeHeHM nornHa
nogcetn Framed-Route ocTaBanncb NOAKIOYEHHBIMU K CTapoOMY JIOTUHY, 1 BCE YCYTn 1
NOSIMCUHT ans noaceten Framed-Route 6panuch oT CTaporo noruHa.

. JobaeneHa onuus bras disable 13 auth — sBHbIN 3anpeT L3 auth B pexxume L2 BRAS.

3HaveHune no ymondanuio: of f (L3 auth paspewena) bras_disable 13 auth=off. JaHHas
onuua nMeeT CMbICN ToJIbKO ecm enable auth=1. Onuna HecoBMeCTMMa C PeXVMOM

bras dhcp auth mix=0: ecnn 3apaHo bras _dhcp auth mix=0, To

bras disable 13 auth nonaraetcs paBHbiM off (L3 auth pa3pelieHa) v BbiBOAMTCA
npeaynpexaeHue B alert-nor.

. DobaBneHa punbTpaumsa no gpnaram srcAS Ha nyTu subs—inet 4o npuema naketa B 06paboTky

ans 6nokmpoBaHma ncxoasawero ot onepatopa DDOS ¢ noameHon IP-agpeca.
HobasneHa HoBas onuusa fastdpi.conf ip filter source as flags (hot)[hot] ®unbTpauns
subs-Tpadumka no AS. butoBasa macka ¢naros AS (aBTOHOMHbIX cucTem) ansa source IP co
CTOPOHBI Subs.
B 06paboTKy LONYCKaTCS TONBKO MakeThl, y KOTOPbIX source IP AS cogoepXuT xoTs 6bl 04MH
N3 NepevyncneHHbIX haaros. B NpoTMBHOM Cllydae NakeT gpornaeTcs. 3HavyeHns pnaros AS
(buToBas Macka):

o 0 - hunbTpauus oTko4eHa (no ymonyaHuwo) — ip filter source as flags=0x0

o 0x0100 - pass

o 0x0200 - local

o 0x0400 - peer

o 0x0800 - term

o 0x1000 - markl



4.
5.

7.

8.

o 0x2000 - mark2

o 0x4000 - mark3
B komaHay ppp show stat mobaBneHa cTaTucTuKa no ytuamsauumm bJ-ceccun
NlobaBneH HoBbIN (hnar ans aboHeHTa — 3anpeT L3 auth. 3ToT dhnar MOXKHO YCTaHOBUTL/CHATb
ToNbKo Yepe3 CLI: B KoMaHAy subs prop set pnobaeneH HOBbIV MapaMeTp
disable 13 auth=[1:0] (1 - 3anpetuTb L3 auth, 0 - pa3pewwmnTs). Mo ymonyaHuio L3 auth
pa3pelleHa.
BeiBoa ctatuctuky no RG B RADIUS Accounting. CTaTucTrka no RG nepefaeTtcs B 0TAeSbHbIX
nakeTtax Interim-Update. MNepenatoTcs OaHHble TONLKO N0 HeHy1eBbIM RG. /13-3a orpaHnyeHunn
Ha pa3mep RADIUS-nakeTa B 4096 6anT, RG-aaHHble MOryT 6bITb pa3buTbl Ha HECKOIbKO
RADIUS-nakeToB Interim-Update. YTo6bl oTAn4mTh Interim-Update conepXuT npu3sHak AaHHBbIX,
copepxawmxcs B HeM: HoBbI VSA “VasExperts-Acct-Type™ (id=28, vendor 43823, Tun integer)
CO 3Ha4YeHnAMU:

o 0: cTaHpapTHbIN Interim Update Accounting

o 1: paHHble o RG
Kaxngas rating-group v ee c4eTYMKKM nepepatoTca B *ogHOM* VSA, KOTOPbI COLEPXKUT
cnen. atpubyThl:

o VasExperts-Acct-Rating-Group (HoBbi aTpnbyT Tna short, 16-butoBoe Lenoe) -
Homep RG;

o VasExperts-Acct-Input-Octets-64

o VasExperts-Acct-Qutput-Octets-64

o VasExperts-Acct-Input-Packets-64

o VasExperts-Acct-Output-Packets-64
CYETYMKM NakeToB/OaNT No HanpaBAEHUAM BbIBOAATCA B COOTBETCTBUM C ONUMEN
“acct swap_dir (kak B Accounting).OcobeHHocTn nepefayn RG:

o RG ABAAOTCSA ONUMOHANbHBIMW AaHHLIMW U MOTYT OTCYTCTBOBaTb Y abOHEHTa; COOTB-HO 1
HUKakon nepepayn RG-akkayHTaHra gns Takoro aboHeHTa He BypeT;

o B C/ly4ae HenoaTBepxaeHus npvema RG -naketa co ctopoHbl RADIUS-cepBepa ero
NMOBTOPHAas OTMpaBKa He NPOU3BOAMUTCS, - CBEXME laHHble OTNPaBATCA B CneyloLleM
Interim-Update aboHeHTa;

o ecnn aboHeHT umeeT RG-CTaTUCTUKY, TO MO OKOHYaHUN ceccmm nepen otnpaskom Acct-
Stop noceinatoTca Tekywme RG-gaHHble B nakeTax Interim-Update.

flobaBneHo: CLI-komaHpa subs traffic stat. KomaHoa ons ykasaHHoro aboHeHTa BbIBOAMT
OUNNNHIOBYIO CTAaTUCTUKY M CTAaTUCTKKY MO rating group, €civm OHW NOAKNOYEHbI Y aboHeHTa.
flobasneHo: 3agaHune ycnyru RG npu asTopmsaunn. HakonneHune ctatucTukm no RG moxet
ObITb BKJIOYEHO TOJIbKO ec/n BKJtoYeHa ycayra 9 (bill stat). RG 3agaeTcd Ha ypoBHe aboHeHTa
npv aBTOpM3aL MM yKasaHneM cneumnanbHoro npogunsa ycnyrm 9 ¢ nmeHem '‘RG":

VasExperts-Service-Profile :="9:RG"

Ecnn ycnyra 9 oTkno4aeTcs, oTKAo4aeTca n HakonneHue RG.
Mpumepsbl 3afaHnin ycnyru 9 u RG:

# service 9 enabled, RG disabled
VasExperts-Enable-Service :="9:on"

# service 9 enabled, RG enabled
VasExperts-Service-Profile :="9:RG"

# service 9 disabled, RG disabled



VasExperts-Enable-Service :="9:0ff"

9. Hosble onuum (cold, TpebyeTcsa pectapT fastDPI):

NAT

1.

4.

o rating group_ count — 4ucno rating group, © — RG oTK/tO4EHBI. 3Ha4YeHne Mno
yMoJi4aHuio: 0

o rating group max subs — max 4ucno aboHeHTOB ¢ RG. 3Ha4YeHne no yMoa4aHuIo:
(RG oTK/tO4EHbI)
XpaHunnwe RG HMUMann3npyeTcs TONbKO €Cn BKAYEHa BMANnMHroBas cCTaTMCTMKa.
PacyeT obbema namaTtu nod RG CTaTUCTUKY: pa3Mep CHETYNKOB Noa oaHy RG = 32
6anTa. O6bwwmin pasmep Tpebyemon namsaTu:

32 * rating group count * rating group max subs * num thread

Hanpumep, ans 10 Tbic. aboHeHTOB, 256 RG 1 8 noTokoB 0bpaboTkn TpebyeTca 625M
namaTu:

rating group count = 256

rating _group max _subs = 10000

num thread = 8

memory required= 32 * 256 * 10000 * 8 = 625M

HobasneH rx_dispatcher=3 — meTopn c paBHoMepHON 6anaHCMPOBKOWM MO NPOM3BOSALHOMY
KONM4eCcTBY NOTOKOB C nogaep>xkon NAT 1:1 ¢ TpeboBaHMEM Ha3HAYEHNSA KOHKPETHbIX
agpecos.
YyeT BpeMeHu XunsHu TpaHcnauum B komange fdpi ctrl list status --service 11 --
login UserName (--ip IP). B BbiBOAE KOMaHAbl MOABMINCE AONOJHUTESbHbIE NONS:
active sess tcp — konmyecTBO akTUBHbIX NAT-TpaHcnaumn ona TCP n active sess udp
— KONM4ecTBO akTMBHbIX NAT-TpaHchsaunn gna UDP.
AKTVBHOCTb TPaHCASALWUM ONpefenseTcs BpeMEHEM ee NocieiHero Ncnoib30BaHns 1
napamMeTpoM BpeMeHM XN3HW, 3aJaBaeMoro B onumusax Kiacrepa.
YyeT BpeMeHu XU3HW TpaHCcnauun B komange nat show <internal ip> [<lifetime>].
BbiBoanT cnucok Bcex NAT TpaHCasuumn ans 3agaHHoro ceporo IP. 3annce TpaHcasumm
BbIFNAAUT Ccnegyowmnm obpasom:
o nat_type - Tn NAT (0 - CGNAT, 1 - NAT 1:1),
o protocol - npoTokon yposHs L4 (0 - TCP, 1 - UDP),
o internal_ip - cepbin IP,
o internal_port - cepbit nopT,
o dest ip - IP Ha3Ha4yeHus,
o dest_port - nopT Ha3HavyeHus,
o external_ip - 6enbin IP,
o external_port - 6enbin nopT,
o active - hnar akTMBHOCTM TpaHCAAaUMK (true ecnm akTUBHa)
AKTUBHOCTb TPaHCIALWW OnpefenseTcs BpeMeHeM ee nociaefHero NCnosib30BaHus u
napaMeTpoM BpeMEHM XWN3HW, 3aJaBaeMoro B onuusax kaactepa. Ecnv 3agaH
<lifetime> (B cekyHAax), TO NCMONb3YETCH €ro 3HaYeHNE B KAYeCTBE BPEMEHM XKU3HM
TPaHCAAUNN.
BblBOA TpaHCNAUNA ONs KKeHTa no cepomy ip nat show



CLI

1. OobasneHa komaHAa subs bind show npocmoTpa cnucka IP-agpecos, NPMBA3aHHbIX K
nornnHy <login>:

subs bind show <login> [memory |udr]

lBa pexunma:

o memory (default) BeiBOAUT NpuBA3KY IP K NOrMHY Tak, KaK B aHHbIN MOMEHT 3a4aHo B
fastDPI.

o udr — BbIBOAMT NpuBA3KY IP kK nornHy n3s UDR
BbIBOL 3TUX ABYX PEXMMOB MOXET OT/INYATHCA: He BCe CBA3KW IP<—=N0rnH COXpaHsaoTCA
B UDR; HanpumMep, ons Framed-Route noagceTten npmBsA3Ka K JIOrMHY CO34aeTCs TOJbKO B
namaTu, camu framed-route nogcetn xpaHatca B UDR B oTaenbHon Tabnuue, cM. rpynny
CLI-komaHg cli framed route ?

2. JobasneHo: CLI-komaHga stat http. 3Ta KomaHaa BbIBOAUT BHYTPEHHIO CTAaTUCTUKY,
aHasiornyHyto Boisoay B fastdpi_stat.log:

o Detailed statistics on HTTP

o Detailed statistics on SSL_SAVEBL

o Detailed statistics on QUIC_IETF_SAVEBL

o Detailed statistics on BitTorrent

IPFIX

1. XpaHeHue TTL nakeToB obonx HanpasneHui Bo flow. B ctaTtuctuky Full NetFlow B (hopmaTe
IPFIX nobasneHbl: TTL nakeToB cO CTOPOHbI subs, id 2021; TTL nakeToB €O CTOPOHbI inet, id
2022; Rating group, id 2020

YTunutbl

1. JobaBneHa yTuanta name2custom Ans npocMoTpa Cnucka NpoTosioB, 3arpyXeHHbIX U3 obnaka
(B OT/IMYME OT BCTPOEHHbIX)
2. HoBasi moacmcTemMa normpoBaHns

NHCTpYKUMA no oOHOBNEHUIO

MpoBEpPUTb TEKYLLYIO YCTAaHOBJIEHHYIO BEPCUIO MOXXHO KOMaHL O
yum info fastdpi

Ecnn y Bac yctaHoBsieHa Bepcua CentOS 6.x nam CentOS 8.x, To 04HOKPATHO MepekoymnTe
pPeno3nTopuin KOMaHOoWn:

sed -i -e '/"™mirrorlist=http:\/\//d' -e 's/™#
*pbaseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"'
etc/yum. repos.d/Cent0S-*.repo



1 panee nponssoanTe obHOBNEHNS Kak 0BbIYHO.

KoMaH[a yCTaHOBKW TeCTOBOMW BEPCUM:
yum --enablerepo vasexperts-beta update fastdpi
OTKaT Ha 14.0:

yum downgrade fastdpi- fastpcrf- dpiutils- fastradius-

(!) Mocne 06HOBNIEHUS MW CMEHbI BEpCUK TpebyeTcst pecTapT CepBiuca
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