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Cnucok nsmeHeuuun BETA-sepcuun CKAT

N3MeHeHusa B Bepcuu 14.1 BETAL

DPI

w

BRAS

1.

. [ip_node stg] JlobaBneHa cTaTucTMKa no 3acenenHuto buckets. Hosas CLI-komaHpa stat

storage ip4 detail BbIBOAWT CTaTUCTKKY Mo 3anosHeHuto buckets B IPv4 node storage

. [DPI] YnyyweHa macwTabupyemocTb Ha 128-s4epHbIX cucTemax

[ajb_save vlan] cnpasneHa owmnbka npu paboTe ABUXKKA B peXMUME TONbKO A1 YTeHUS
[DPDK][tap_device] UcnpaBneHo: 3agaHne oaunHbl tx-odepeaun onumen dpdk tx queue size.
PaHee onunHa tx-o4epean TAP-geBanca 6e3ycnoBHO 3agaBanack paBHO 256, Ha 4To VMware
VMXNET3 Ethernet Controller pyrancs: ETHDEV: Invalid value for nb_tx_desc(=256), should be:
<= 4096, >= 512, and a product of 1

[lag] NcnpasneHo: pobasneHa HanaHCMPOBKa A5 MAKETOB Pass

NobaBneHo KOHGpUryprposaHue obLLero noancnHra u3 NnapamMeTpoB nepefaHHbIX B aTpubyTe
VasExperts-Policing-Profile c npecdukcom BR##

. obaBneHo KOH(UIrypupoBaHne nepcoHaabHOro (noname) Nnpoguaa noab3oBaTens Ans

CEepBMCOB U3 NapaMeTPoB NepefaHHbIX B aTpubyTe VasExperts-Service-Profilec
npedukcom BP##
HobasneHa Bannpauns npotokony MULTIPROXY STRONG

[BRAS] fobasneHa onuus bras disable 13 auth — aBHbIi 3anpeT L3 auth B pexxume L2
BRAS. 3HaueHwne no ymonyaruio: of f (L3 auth pa3spewera) bras disable 13 auth=off.
JaHHas onuma nMeeT CMbICK TObKO ecnn enable auth=1. Onuna HecoBMeCTVMa C peXNMOM
bras dhcp auth mix=0: ecnu 3apaHo bras dhcp auth mix=0, To

bras disable 13 auth nonaraetcs paBHbiM off (L3 auth pa3pelieHa) v BeiBOAUTCA
npepynpexaeHve B alert-nor.

. [BRAS][framed-route] cnpasneHo: nepegava Framed-Route npun nameHeHnn norunHa. Mpun

N3MeHeHUn NornHa noaceTn Framed-Route ocTaBannch NOAKMOYEHHBIMU K CTAPOMY JIOTUHY, U
BCE YCNIYrW 1 NOAUCUHI Ans noaceten Framed-Route 6pannck oT cTaporo soruHa.

. [srclP spoofing] lobaBneHa unbTpauma no dnaram srcAS Ha nyTu subs—inet oo npnema

nakeTa B 06paboTky ansa 6aoknposaHus ncxogsdilero ot onepatopa DDOS ¢ noameHon IP-
agpeca.
JobasneHa HoBas onumsa fastdpi.conf ip_filter source as flags (hot)[hot] ®unbTpaums
subs-Tpaduka no AS. butosasa macka ¢naros AS (aBTOHOMHbIX cucTeM) ansa source IP co
CTOPOHbI subs.
B 06paboTKy fonyckalTcsa TONbKO MNakeTbl, Y KOTOPbIX source IP AS cogepXuT xoTsa 6bl 0gunH
N3 nepevncieHHblx gaaros. B npoTMBHOM C/iyvyae nakeT AponaeTcs. 3HavyeHus naros AS
(buToBas macka):

o 0 - unbTpaumns oTkYeHa (Mo ymondaHuiwo) — ip filter source as flags=0x0

o 0x0100 - pass

o 0x0200 - local

o 0x0400 - peer

o 0x0800 - term



o 0x1000 - markl

o 0x2000 - mark2

o 0x4000 - mark3

4. [BRAS][PPP] B komaHay ppp show stat gpobaBneHa cTaTucTmka no ytunmsauum bI-ceccui

5. [BRAS] lobaBneH HoBbIN hnar ans aboHeHTa — 3anpeT L3 auth. 3ToT dhnar MoXXHO
YCTaHOBUTL/CHATbL TOJIbKO Yepe3 CLI: B komaHLy subs prop set pobasneH HOBbI MapaMeTp
disable 13 auth=[1:0] (1 - 3anpetuTb L3 auth, 0 - pa3pewwmnTs). Mo ymonyaxuio L3 auth
pa3peLueHa.

6. [rating-group] BeiBog ctatuctmkm no RG B RADIUS Accounting. CtatncTtumka no RG nepenaetcs
B OTAE/NbHbIX NakeTax Interim-Update. MNepepatoTca gaHHbIE TONLKO N0 HeHyneBbiM RG. U3-3a
orpaHnyYeHun Ha pasmep RADIUS-nakeTa B 4096 6anT, RG-gaHHble MOryT ObITb pa3buTsl Ha
HeckoJibko RADIUS-nakeToB Interim-Update. YTo6bl 0TAn4nTh Interim-Update conepxut
NPU3HAK AaHHbIX, COAEPXKALLNXCS B HEM: HOBbIN VSA “VasExperts-Acct-Type™ (id=28, vendor
43823, Tun integer) co 3HaYE€HNAMU:

o 0: cTaHgapTHbIN Interim Update Accounting

o 1: paHHble no RG
Kaxpas rating-group v ee cHeT4YnMKu nepepatoTcs B ¥*ogHoM* VSA, KOTOPbI COAEPXKUT
cnen. atpubyThl:

o VasExperts-Acct-Rating-Group (HoBbI aTpubyT Tna short, 16-butoBoe Lenoe)
HoMep RG;

o VasExperts-Acct-Input-Octets-64

o VasExperts-Acct-Output-Octets-64

o VasExperts-Acct-Input-Packets-64

o VasExperts-Acct-Output-Packets-64
CYETYUKM NakeToB/6anT No HanpaBAEHNAM BbIBOASTCS B COOTBETCTBMM C ONLNEN
“acct swap_dir’ (kak B Accounting).OcobeHHocTn nepefayn RG:

o RG ABAAOTCSA ONUNOHANbHBIMW AaHHLIMU U MOTYT OTCYTCTBOBaTb Y abOHEHTa; COOTB-HO ”
HUKakon nepepaym RG-akkayHTaHra ans Takoro aboHeHTa He bypeT;

o B C/ly4ae HenoaTBepxAeHus npvema RG -nakeTta co ctopoHbl RADIUS-cepBepa ero
NMOBTOPHAas OTMpaBKa He NPOU3BOAMUTCS, - CBEXNME [laHHble OTNPaBATCA B CeyloLleM
Interim-Update aboHeHTa;

o ecnn aboHeHT nmeeT RG-CTaTUCTMKY, TO MO OKOHYaHUN Cceccumn nepen oTrnpaskon Acct-
Stop noceinatoTca Tekywme RG-gaHHble B nakeTax Interim-Update.</code>

7. [rating-group] OobasneHo: CLI-komaHaa subs traffic stat. KomaHga gnsa ykasaHHOro
aboHeHTa BbIBOAUT OBUANNHIOBYIO CTAaTUCTUKY M CTaTUCTUKY Mo rating group, ecnm oHu
NOAKI0YEHbl y aboHeHTa.

8. [rating-group] OobaBneHo: 3agaHune ycnyru RG npu aBTopusaumnmn. HakonneHme cTaTUCTMKKU NO
RG MoXeT bbITb BKOYEHO TONLKO ecnn BKoYeHa ycnyra 9 (bill stat). RG 3apaeTcs Ha ypoBHe
aboHeHTa npu aBTOPM3aLMM YKa3aHMEM CneLnanbHOro npogunsa ycnyrm 9 ¢ umeHem 'RG":

VasExperts-Service-Profile :="9:RG"

Ecnm ycnyra 9 oTkno4aeTcs, oTKA04aeTca n HakonaeHue RG.
Mpumepsbl 3agaHui ycnyrm 9 n RG:

# service 9 enabled, RG disabled
VasExperts-Enable-Service :="9:0n"

# service 9 enabled, RG enabled
VasExperts-Service-Profile :="9:RG"



# service 9 disabled, RG disabled
VasExperts-Enable-Service :="9:off"

9. [rating_group] Hosble onuuu (cold, TpebyeTcs pectapT fastDPI):

NAT

1.

o rating group count — 4mcno rating group, © — RG OTK/O4€EHbI. 3HaYeHKe No
ymoJi4aHuio: 0

o rating group max_subs — max 4ncno aboHeHTOoB € RG. 3Ha4YeHMe no yMon4yaHuo:
(RG oTKtO4EHbI)
XpaHnunuue RG nHMUMann3nmpyeTcs TObKO eCan BKAoYeHa buninHrosas ctaTuCTUKa.
PacyeT obbema namsaTn nofd RG CTaTUCTUKY: pa3Mep CHETYMKOB nog ogHy RG = 32
banTa. O6wwmin pasmep Tpebyemon NnamMaTu:

32 * rating group count * rating group max subs * num_thread

Hanpumep, ans 10 Teic. aboHeHTOB, 256 RG 1 8 noTokoB obpaboTkn Tpebyetca 625M
namsaTu:

rating group count = 256
rating group max subs = 10000

num_thread = 8

memory required= 32 * 256 * 10000 * 8 = 625M

[CG-NAT] fobasneH rx_dispatcher=3 — meTopn c paBHOMepHON HanaHCUPOBKOW MO
MPON3BOJILHOMY KOMYECTBY NOTOKOB € noaaepxkon NAT 1:1 ¢ TpeboBaHMeEM Ha3HaYeHNS
KOHKPETHbIX agpecos.
[CG-NAT] YueT BpeMeHU Xn3Hu TpaHcnaumm B komaHge fdpi ctrl list status --
service 11 --login UserName (--ip IP). B BbiBOAE KOMaHZAbl NOSBUAUCH
LONOJIHUTESNbHblE NoNsA: active sess tcp — KOMYeCTBO akTMBHbIX NAT-TpaHChaunA ans
TCP un active sess udp — konm4ecTBO akTUBHbIX NAT-TpaHcnaunin gns UDP.
AKTUBHOCTb TpaHCIAaLMW OnpefenseTcs BpeMeHeM ee nocaefHero NCnosib30BaHns u
napaMeTpoM BpeMEHMN XWN3HW, 3aaBaeMoro B ONuusax Kiacrepa.
[CG-NAT][CLI] Y4eT BpeMeHU XU3HN TpaHCaauum B KomaHae nat show <internal ip>
[<lifetime>]. BoiBoauT cnncok Bcex NAT TpaHCNAUUI ANS 3agaHHoro ceporo IP. 3anuce
TPaHCASAUMN BbIFAANT cnegyowmm obpasom:
o nat_type - Tn NAT (0 - CGNAT, 1 - NAT 1:1),
o protocol - npoTokon yposHa L4 (0 - TCP, 1 - UDP),
o internal_ip - cepbin IP,
o internal_port - cepbin nOpT,
o dest_ip - IP HazHa4eHus,
o dest_port - nopT HasHa4yeHus,
o external_ip - 6enbin IP,
o external_port - 6enbin nopT,
o active - hnar akTMBHOCTM TpaHCAAUMK (true ecnm akTUBHa)
AKTUBHOCTb TPaHCNALMM ONpeaenseTcs BpeMeHeM ee nocaeHero NCnosib30BaHUA u
napaMeTpoM BPEMEHM XW3HW, 3a4aBaeMoro B onunsax Kaactepa. Ecam 3agaH
<lifetime> (B cekyHAax), TO NCNOSb3yeTCS €ro 3Ha4YeHne B Ka4eCTBE BPEMEHU XU3HN
TpaHcnaumn.</code>



4. [NAT][CLI] BeiBOA TpaHCAALUIA ANS KAMeHTa no cepoMy ip nat show
CLI

1. [CLI] OobaBneHa koMaHaa subs bind show npocmoTpa cnucka IP-agpecos, NPMBSA3aHHbIX K
norunnHy <login>:

subs bind show <login> [memory |udr]

[lBa pexunma:

o memory (default) BeiBOAUT NpuBA3KY IP K NOrMHY Tak, KaK B aHHbIN MOMEHT 3a4aHo B
fastDPI.

o udr — BbIBOAMT NpuBA3KY IP K nornHy n3 UDR
BbIBOA 3TUX ABYX PEXMMOB MOXXET OT/IMYATLCA: HE BCE CBA3KMN IP<—=n0rnH coxpaHsaoTcs
B UDR; Hanpumep, ans Framed-Route noaceTten npuesAska K NOrMHY CO34aeTCs TOJIbKO B
namaTu, camu framed-route noacetn xpaHatca B UDR B oTaensHon Tabnuue, cM. rpynny
CLI-komanp cli framed route ?

2. [CLI] Oo6aBneHo: CLI-komaHaa stat http. 3Ta KoMaHAa BbIBOAWT BHYTPEHHIO CTAaTUCTUKY,
aHanornyHyto BbiBoay B fastdpi_stat.log:

o Detailed statistics on HTTP

o Detailed statistics on SSL_SAVEBL

o Detailed statistics on QUIC_IETF_SAVEBL

o Detailed statistics on BitTorrent</code>

IPFIX

1. [IPFIX] XpaHeHue TTL nakeToB obomx HanpasneHuin Bo flow. B ctaTuctuky Full NetFlow B
topmaTe IPFIX pobaBneHbl: TTL nakeToB CO CTOPOHbI subs, id 2021; TTL nakeToB CO CTOPOHbI
inet, id 2022; Rating group, id 2020

YTUnAuTbl

1. [utils] JobaBneHa yTunnTa name2custom A9 MPOCMOTPa CNUCKA NPOTOJIOB, 3arPy>XeHHbIX 13
obnaka (B 0T/M4ME OT BCTPOEHHbIX)
2. [log] HoBasa noacucTeMa normpoBaHms

NHCTpYKUMA no oOHOBNEHUIO

MpoBEPUTb TEKYLLYIO YCTAaHOBJIEHHYIO BEPCUIO MOXXHO KOMaHL O
yum info fastdpi

Ecnn y Bac yctaHoBsieHa Bepcua CentOS 6.x nam CentOS 8.x, To 04HOKPATHO NepekoymnTe
peno3nTopuin KOMaHOoN:

sed -1 -e '/"mirrorlist=http:\/\//d' -e 's/"#



*baseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"
etc/yum.repos.d/Cent0S- . repo

1 fanee NpounsBoanTe 06HOBNEHNS KakK 00bIYHO.

KomaHZa yCTaHOBKMW TECTOBOW BEPCUN:
yum --enablerepo vasexperts-beta update fastdpi
OTkaT Ha 14.0:

yum downgrade fastdpi-14.0 fastpcrf-14.0 dpiutils-14.0 fastradius-14.0

(!) Mocne 06HOBNEHMS U CMEHBI Bepcun TpebyeTcs pecTapT cepBuca
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