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Cnucok nsmeHeuuun BETA-sepcuun CKAT

N3meHeHus B Bepcumn 14.0 BETAL

N

. [BRAS] MNopaepxka TepMuHaumm L2TP
. [BRAS] Nopaep>xka DHCP-Dual
. [DPI] Mepexon Ha DPDK 24.11, nognep»xka HoBbIx ceTeBblX KapT (Intel E830 200G, Intel E610,

Napatech SmartNIC). Onucaxue
[CLI] DobaBneHa nopoepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,
dhcp6 reauth n dhcp disconnect. OnucaHue

N3meHeHus B Bepcun 14.0 BETA2

ok wnN

10.
11.

12.

13.
14.

[DPI] Oob6aBneHbl HoBble NpoToKoJbl: AGORA STREAMS(49314), AZAR _CALL(49315),
WECHAT _CALL(49316), TEAMS CALL(49317). CniucoK NnpoTOKOI0B

[DPI] Yny4yweHa nogaepxxka npotokosos LINE_CALL, VYKE_CALL. Crincok npoToKo0J10B
[DPI] NcnpaBneHa paboTa smartdrop

[DPI] JobaBneHa Banmaaumsa gnasa CI0XHOCOCTaBHbIX MPOTOKO10B. CNUCOK MPOTOKOJI0B
[DPDK] MakcumManbHoe 41cio gucneTepos yBeanyeHo o 32. OnucaHue

[IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHns napameTpos IPFIX/Netflow 6e3
nepesarpy3ku fastDPI. JobaBsieH HOBbIN KOHDUIYpaLMOHHbIA NapameTp ipfix reserved,
KOTOpPbIA MO3BONSET 3ape3epBupoBaTh HEOOXOAMMYIO NaMATb A1F BO3SMOXHOCTU
BKJIOYeHMA/M3MeHeHeHna napameTpos IPFIX/Netflow. B cnyyae 3agaHma napameTpos
IPFIX/Netflow B KOH(pMrpyauUnoHHOM hainne, aBTOMaTUYECKN BKIIIOHAETCA pe3epsBrpoBaHmne
namaTn ons IPFIX/Netflow n napameTpbl 1 HOBble TuMbl 3kcnopTepoBs IPFIX/Netflow MoxxHO
n3MeHsaTbL 6e3 nepesarpy3ku fastDPI.

. [FastRadius] MoxHo 3apatb bind ipv6 address m bind ipv6 subnet ogHoBpemeHHo. Mpu

Hann4mm mackn 128 B Framed-IPv6-Prefix oHa He npoBepseTcsa Ha OrpaHNUYeHMeE No 3HAYEHUIO
bind ipv6 subnet. Onucanue
B CLI-komaHay dev info pobaBneHo nms LAG, B KOTOPbIA BXOAUT NOPT

. [PCRF][PPP][Framed-pool] Lo6asneHo: B DHCP-onumio Client-Id BkAoYaeTcs Takxe

tunnel-IP Kak 4acTb naeHTudurkaTopa aboHeHTa. MoapobHee B pa3aenax Moanepxka IPv4-
nynos v Mooaep»xka IPv6-nysios

[IPFIX] OobaBneHa arperauns coobweHmn ons IPFIX notokos FullFlow/DNS/META/NAT

[IPFIX] LDo6asneH napametp ipfix mtu limit, orpaHunyuBatowmin ana udp-naketos IPFIX
MaKCUMasbHbIA pa3Mep nepefaBaemMoro coobeHns

[IPFIX DNS] B IPFIX DNS nob6aBneHbl HOBble anemMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id)

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka nsmMeHeHus onuum vrrp _enable

[BRAS][PPP] Knto4 PPP-ceccumn caenaH coctaBHbiM: L2subs id + tunnel-IP. Ona PPPoE-
ceccun TyHHenbHoro IP HeT (tunnel - IP=0). CLI-komaHAbl, NpMHUMaOLLNE B Ka4eCTBe KJoYa
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPaTUTb HECKONbKO 3anucen ¢ 0agnMHakosbiM 12subs id.

N3meHeHus B Bepcun 14.0 BETA3

1.

[DPI] ODobaBneHbl 06navyHble NPOTOKObI C MAeHTUdUKaTopamm 55296..58367


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:dhcp
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radius_requirements#поддержка_ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv6

2. [IPFIX] NcnpaBneHbl ownbkm penHuumanmsaumm IPFIX skcnopTepos
[BRAS][subs_grooming] UcnpaBneHo: BO3MOXXHOE NafeHune 1U3-3a roHku npu octaHoske fastDPI
4. [CLI] JobaBneHbl KOMaHabl BbIBOAA CBOWCTB 1 CTAaTUCTUKN Mempool

w

hal mempool props
hal mempool stat

Anda BbiBOLa cTaTUCTUKM mempool TpebyeTcs cbopka DPDK ¢ BKtOYEHHBIM COOpOM
CTaTUCTUKK

5. [BRAS][DHCP] UcnpasneHo: nageHme npu pasbope oteeta Framed-Pool Renew, ecnv B oTBeTE
HeT DHCP onuwni

6. [PCRF][Acct] UcnpasneHo: oTkAto4eHne oTnpasky Interim-Update. ABHoe 3agaHue Acct -
Interim-Interval = 0 B oTBeTe Paauyca foO/XHO OTKAOYaTb 0TNpaBky Interim-Update

7. [VASE_CLI] Co3naH yHuBepcanbHbin CLI gnsa ynpasneHusa DPI, BRAS, DHCP(KEA), ROUTER(BIRD)
C NoAOep»XKon aBTopm3auum n norrnposaHns komaHa B TACACS (TpebyeTtcsa VEOS 8.x)

8. [SNMP] Co3paH Mofylb MOHUTOPUHIAa KOMMOHEHTOB cucTtemMbl No SNMP

N3meHeHus B Bepcuu 14.0 BETA4

1. [DPI] OobasneH npotokon DOQ 49318 (DNS-over-QUIC)
2. [Router] AHoHcKpoBaHue benbix agpecos aboHeHToB A1 NAT 1:1 no ogHOMY K nocne

aBTopM3aLMM

3. [PCRF] lobaBneHa nogaep»xka 3aganus ycnyru 19 "MoameHa DNS", npodnnb obs3zaTeneH.
OnuncaHue

4. [DPDK] OobasneH dpdk engine=6 (mqrx-bridge) — konnyecTso RSS gucneT4yepoB Ha MOCT.
OnucaHune

5. [DPDK] YnaneHsbl BblaeneHHole mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsaABNeHa ycTapesLLen n bonee He NCNONb3YyeTCA.

6. [VLAN-Rule] MepeHoc gaHHbIX vlan group u3 UDR B SDR. MnobanbHble npasuna ansa vian
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlian group, CKOHBEPTUPOBAHbLI U
nepeHeceHbl n3 UDR B SDR ¢ ynaneHuem n3 UDR. OnucaHwne

7. Lo 14 Bepcum ncnonb3yeTcs TONbKO 0fHa BCTpoeHHas 6a3a gaHHbIX UDR (User Data
Repository) npefHa3HavyeHa 415 NOCTOSHHOrO XpaHeHWs AaHHbIX 06 ycayrax, noancuHrax u
Apyrunx Hactponkax FastDPI.

C 14 Bepcun BeoanTcs pasgeneHne UDR Ha UDR n SDR. PaszgeneHue nponcxoaunT
aBTOMaTU4eCKn Npu 06HOBNEHNN BEPCUU.

SDR (System Data Repository) npegHa3Ha4yeHa ona XxpaHeHUs HacTpoek FastDPI, He cBA3aHHbIX
¢ aboHeHTaMun. MoXHO cynTaTh, 4T0 SDR aBnseTcs nponomkeHmem fastdpi.conf. Hukakon
cneunanbHon akTmBauum SDR He TpebyeTca — Heobxogumble .mdb-thannbl co3patoTcs
aBTOMaTUYeCKM Npu BKIKOYEHUIN COOTBETCTBYIOWero pexunma B fastdpi.conf.

8. [VLAN] VLAN rules — nobaBneHnbl CLI-komaHAb!:

1. vlan rule add - nobasneHue HoBoro npasuna B SDR

vlan rule modify - n3meHeHue cyulecTsytowero npasuia B SDR

vlan rule delete - ynpaneHune npasuna n3 SDR

vlan rule show - noka3biBaeT BCe npasuia ans ykasaHHoro VLAN/QinQ

vlan rule dump - BbiBOAUT famn Bcex npasun B SDR

vlan rule purge vlan/qing/all - ouncTtka SDR VLAN/QinQ nnn obounx

vlan rule apply - npumMmeHeHue nNpaswus; NO yMOSYaHWIO NpaBuia NPpUMEHSI0TCA

CnycTa 5 MUHYT nocne nocnenHen moaudukaumm SDR

NoukswN


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config#dpdk_engine_6rss_диспетчеров_на_мост
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling

9. [IPv6] NlobaBneHa BO3MOXXHOCTb OnpeAesieHns HanpasneHns B KOMOUHNUPOBAHHOM Tpadmke
(IN+OUT B ogHOM nopTy) Ha ocHOBe npu3Haka local ons ip-agpecos. BkaovaeTcs onumen
combined io direction mode

N3meHeHus B Bepcuu 14.0 BETA4.1

1. [BRAS] UcnpaBneHa cOBMECTUMOCTb C NPEXHUM hopmaToM 18 ycnyru, rae 6bisio MeHbLue
NpPOTOKO/10B 1 06a Mons B Npoduie HyXHO 6bI10 3aMONHATH
2. [DPI] NoHwxeH npuopuTeT onpegeneHunsa telegram tls

N3meHeHus B Bepcuu 14.0 BETA4.2

1. [DPI] Yny4weHo petektmupoBaHne WECHAT n WECHAT CALL
[BRAS][Framed-Route] NcnpaBneHo: BO3MOXHasa KOpKa Npy 0CBOBOXKAEHUN NaMATH
3. [BRAS] PethakTopuHr cBs3u ¢ PCRF: B HOBOM peann3aunm BCe NOAKIOYEHNS PaBHO3HAYHbI,
owmnbKa Ha 1tobOM 13 HUX MPUBOAUT K NEPENOaKIOYEHNI0 BCEX COEANHEHUI 1 Nepexoay Ha
apyrov PCRF. JobaBneHbl CLI-koMaHAbI:
1. pcrf connect show — BbIBOA TEKYLLErO COCTOAHUSA U HAKOMIEHHOW CTAaTUCTUKK MO
coefanHeHmnam c PCRF.
2. MNpuHyauTenbHoe nofkn4yeHne K ykasaHHomy PCRF pcrf connect switch
[<pcrf index>], roe <pcrf indxed> — vHOEKC CTPOKM CoelMHEHMSA B NapameTpe
auth server. Ecnm <pcrf _indxed> He yka3aH — nonaraetcs paBHbiM 0.
4. [IPFIX DNS] Jo6aBneHa Bo3MOXHOCTb oTrnpaBku DNS MX oTeeToB Mo IPFIX. BknoyaeTcs nyTem
yCcTaHoBKM 3 6uTa (4) napameTtpa ajb_save dns

N

N3meHeHus B Bepcuu 14.0 BETA4.3

1. [DPI] OobasneH npoTokon FakeTLS (49319) c Banngaumnen

2. [BRAS][DHCP] 3meHeHO: anropnuTm CKONb3SLWEro okHa g4 rate limit

3. [BRAS] NcnpasneHo: owmnbka npu CpaBHEHUN BpeMeHun npu 3arpyske ip_prop n3 UDR
4. [VLAN-Rule] OobaBneHa nogaep>xka 'any' BMecTo "*' npu onncaHun guanasoHa VLAN

\*\*' MHTepnpeTupyeTCcs B KOMaHAHON CTPOKe bash Kak Macka Assa noucka annos,
No3TOMy Tenepb BMECTO '\*' MOXHO yKa3biBaTb 'any' ('\*' no-npexHemy

nogaepXunBaeTcs):

‘any.any' - aHanor '\*.\*
‘any' - aHasior '\*¥

'68.any' - aHanor '68.any'

‘any.78-90"' - aHanor '\*.78-90'

5. [BRAS] NckntoyeHa noaaepxka DHCP-Dual (nepeHeceHa Ha cneg. penuns 14.1)
6. [DPIJ[LOG] CoobuieHmne o HexBaTKe ssl mapcepoB nuLieTcs B slave nor He Ha Kaxxaoe cobbiTue,
a c nepuoanyHocTbio 1/50000

N3meHeHus B Bepcun 14.0 BETA4.4

1. [DPI] QobasneHbl npoTokosbl ZALO_CALL(49320) and VK_CALL(49321)
2. [DPI] UcnpaBneHa paboTa 610kupoBkm B pexume hard ons SSL



. [Acct] DobaeneH aTpubyTt VASExperts-Service-Type. Radius acct start/interim/stop B
aTpubyTe VASExperts-Service-Type nepegaeTcsa TMn aBTopmu3aLnmn.

[CLI] AobaBneHo: komaHpa stat flow ip6 BbiBOAa cTaTUCTUMKKM No IPv6 flow

. [CLI] Do6baBneHo: komaHaa stat flow ip4 BwiBoga cTaTuCcTMKK no IPv4 flow. AHanor BbiBOAa
B fastdpi stat.log.

[IPFIX] UcnpaBneHa owwnbka opmuposaHus ExportTime B IPFIX Fullflow

[CLI] OobasneHa komaHpa stat netflow. BeiBog obuwein ctatuctuky no Netflow/IPFIX (To xe,
yTo BbiBOAMTCA B fastdpi stat.log B pa3gene "Statistics on NFLW_export")

. [DNS] [JobaBneHa BO3MOXXHOCTb NoACTaHOBKIK/6noknpoBkm/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS

[CLI] DobaBneHa komaHaa stat firewall

N3meHeHus B Bepcumn 14.0 BETA4.5

U WN -

. [DPI] DobasneH npoTokon BIGO CDN(49324)

. [DPI] OobasneHa nogaep>xka UDP gnsa BIGOTV

. [PCRF][L2TP] UcnpaBneHo: aTpubyTbl NAS ana L2TP npu asTopum3auun

. [BRAS][L2TP] UcnpasneHo: data race npu 3akpbITUK CECCUN

. [DPDK] YganeHue ycTapeBlnx HacTpoek rx channels n CBA3aHHbIX C HUMKW MPOBEPOK

N3meHeHus B Bepcun 14.0 BETA4.6

o v W

. [IPFIX] OobaBneHa HacTpanBaeMas oTnpaBka cHeT4Ynkos drop octets/packets npun
opmumposaHum IPFIX fullflow

[PCAP] lobaBneHa BO3MOXXHOCTb COXPaHATb TPadMK 3a4aHHOro vlan ¢ NnomMoLLb0 NapaMeTpa
ajb save vlan

[DPIUTILS] O6bHoBneHa yTunuta checknat

[DPIUTILS] O6HoBNeHa yTnamTa dns2dic ¢ noaaep>xkon 6J10KMpOBKN LOMEHOB

[BRAS][L2TP] UcnpasneHo: data race npu co3aaHnm TYHHeENs

[Router] UcnpaBneHo: nepexsaT u oTBOA IPv6-nakeToB Ha tap-uHTepdencsl. Link-local agpeca
He 0TBOAMJIUCH Ha tap, fla)ke ecnn 3TO ABHO 3aflaHO B HacTporkax router.subnet6.
[BRAS][L2TP] UcnpasneHo: nose oanHbl B 3aronoske L2TP ans data-naketos. CornacHo RFC, B
data-nakeTax nose len L2TP-3aronoBKa fABASETCA ONLMOHAbHLIM. HEKOTOpbIE peasiv3auunn
client L2TP He noHumatoT data-nakeTbl € nosem len B L2TP-3arosioBke. 3To UCnpassieHme
KoppekTupyeT noseneHune FastDPI: ecnn data-nakeTbl oT aboHeHTa npuxoaaT 6e3 nons len, To
n CKAT bynet nocbinaTb data-naketsl 6e3 3T0oro nons. Ecam xe data-nakeTbl 0T aboHeHTa
copepxat none len, CKAT Takxxe byaeT ero Bkao4aThb.

UHCTpYKuMA no oOHOBNEHUIO

MpoBEePUTb TEKYLLYI YCTAHOBJIEHHYIO BEPCUIO MOXXHO KOMaHL O

yum info fastdpi

Ecnmn y Bac yctaHoBneHa Bepcma CentOS 6.x nnam CentOS 8.x, To 04HOKPATHO NepeksyunTe
pPeno3nTopuii KOMaHAoMN:

sed -i -e '/"mirrorlist=http:\/\//d' -e 's/"#



*baseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"
etc/yum.repos.d/Cent0S- . repo

1 fanee NpounsBoanTe 06HOBNEHNS KakK 00bIYHO.

KomaHZa yCTaHOBKMW TECTOBOW BEPCUN:
yum --enablerepo vasexperts-beta update fastdpi
OTkaT Ha 13.3:

yum downgrade fastdpi-13.3 fastpcrf-13.3 dpiutils-13.3 fastradius-13.3

(!) Mocne 06HOBNEHMS U CMEHBI Bepcun TpebyeTcs pecTapT cepBuca
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