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Cnucok nsmeHeuuun BETA-sepcuun CKAT

N3meHeHus B Bepcumn 14.0 BETAL

N

. [BRAS] MNopaepxka TepMuHaumm L2TP
. [BRAS] Nopaep>xka DHCP-Dual
. [DPI] Mepexon Ha DPDK 24.11, nognep»xka HoBbIx ceTeBblX KapT (Intel E830 200G, Intel E610,

Napatech SmartNIC). Onucaxue
[CLI] DobaBneHa nopoepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,
dhcp6 reauth n dhcp disconnect. OnucaHue
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10.
11.

12.

13.
14.

[DPI] Oob6aBneHbl HoBble NpoToKoJbl: AGORA STREAMS(49314), AZAR _CALL(49315),
WECHAT _CALL(49316), TEAMS CALL(49317). CniucoK NnpoTOKOI0B

[DPI] Yny4yweHa nogaepxxka npotokosos LINE_CALL, VYKE_CALL. Crincok npoToKo0J10B
[DPI] NcnpaBneHa paboTa smartdrop

[DPI] JobaBneHa Banmaaumsa gnasa CI0XHOCOCTaBHbIX MPOTOKO10B. CNUCOK MPOTOKOJI0B
[DPDK] MakcumManbHoe 41cio gucneTepos yBeanyeHo o 32. OnucaHue

[IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHns napameTpos IPFIX/Netflow 6e3
nepesarpy3ku fastDPI. JobaBsieH HOBbIN KOHDUIYpaLMOHHbIA NapameTp ipfix reserved,
KOTOpPbIA MO3BONSET 3ape3epBupoBaTh HEOOXOAMMYIO NaMATb A1F BO3SMOXHOCTU
BKJIOYeHMA/M3MeHeHeHna napameTpos IPFIX/Netflow. B cnyyae 3agaHma napameTpos
IPFIX/Netflow B KOH(pMrpyauUnoHHOM hainne, aBTOMaTUYECKN BKIIIOHAETCA pe3epsBrpoBaHmne
namaTn ons IPFIX/Netflow n napameTpbl 1 HOBble TuMbl 3kcnopTepoBs IPFIX/Netflow MoxxHO
n3MeHsaTbL 6e3 nepesarpy3ku fastDPI.

. [FastRadius] MoxHo 3apatb bind ipv6 address m bind ipv6 subnet ogHoBpemeHHo. Mpu

Hann4mm mackn 128 B Framed-IPv6-Prefix oHa He npoBepseTcsa Ha OrpaHNUYeHMeE No 3HAYEHUIO
bind ipv6 subnet
B CLI-komaHay dev info pobaBneHo nms LAG, B KOTOPbIA BXOAUT NOPT

. [PCRF][PPP][Framed-pool] Lo6asneHo: B DHCP-onumio Client-Id BkAoYaeTcs Takxe

tunnel-IP Kak 4acTb naeHTudurkaTopa aboHeHTa. MoapobHee B pa3aenax Moanepxka IPv4-
nynos v Mooaep»xka IPv6-nysios

[IPFIX] OobaBneHa arperauns coobweHmn ons IPFIX notokos FullFlow/DNS/META/NAT

[IPFIX] LDo6asneH napametp ipfix mtu limit, orpaHunyuBatowmin ana udp-naketos IPFIX
MaKCUMasbHbIA pa3Mep nepefaBaemMoro coobeHns

[IPFIX DNS] B IPFIX DNS nob6aBneHbl HOBble anemMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id)

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka nsmMeHeHus onuum vrrp _enable

[BRAS][PPP] Knto4 PPP-ceccumn caenaH coctaBHbiM: L2subs id + tunnel-IP. Ona PPPoE-
ceccun TyHHenbHoro IP HeT (tunnel - IP=0). CLI-komaHAbl, NpMHUMaOLLNE B Ka4eCTBe KJoYa
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPaTUTb HECKONbKO 3anucen ¢ 0agnMHakosbiM 12subs id.
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1.

[DPI] ODobaBneHbl 06navyHble NPOTOKObI C MAeHTUdUKaTopamm 55296..58367


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:dhcp
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv6

2. [IPFIX] NcnpaBneHbl ownbkm penHuumanmsaumm IPFIX skcnopTepos
[BRAS][subs_grooming] UcnpaBneHo: BO3MOXXHOE NafeHune 1U3-3a roHku npu octaHoske fastDPI
4. [CLI] JobaBneHbl KOMaHabl BbIBOAA CBOWCTB 1 CTAaTUCTUKN Mempool

w

hal mempool props
hal mempool stat

Anda BbiBOLa cTaTUCTUKM mempool TpebyeTcs cbopka DPDK ¢ BKtOYEHHBIM COOpOM
CTaTUCTUKK

5. [BRAS][DHCP] UcnpasneHo: nageHme npu pasbope oteeta Framed-Pool Renew, ecnv B oTBeTE
HeT DHCP onuwni

6. [PCRF][Acct] UcnpasneHo: oTkAto4eHne oTnpasky Interim-Update. ABHoe 3agaHue Acct -
Interim-Interval = 0 B oTBeTe Paauyca foO/XHO OTKAOYaTb 0TNpaBky Interim-Update

7. [VASE_CLI] Co3naH yHuBepcanbHbln CLI gns ynpasneHusa DPI,BRAS, DHCP(KEA), ROUTER(BIRD)
C NoAOep»XKon aBTopm3auum n norrnposaHns komaHa B TACACS (TpebyeTtcsa VEOS 8.x)

8. [SNMP] Co3paH Mofylb MOHUTOPUHIAa KOMMOHEHTOB cucTtemMbl No SNMP

N3meHeHus B Bepcuu 14.0 BETA4

1. [DPI] OobasneH npotokon DOQ 49318 (DNS-over-QUIC)

2. [Router] AHoHcKpoBaHue benbix agpecos aboHeHToB A1 NAT 1:1 no ogHOMY K nocne
aBTopu3auun

3. [PCRF] lobaBneHa nogaep»xka 3aganus ycnyru 19 "MoameHa DNS", npodnnb obs3zaTeneH.

4. [DPDK] OobasneH dpdk engine=6 (mqrx-bridge) — konnyecTso RSS gucneT4yepoB Ha MOCT.
Obuwee konunyectso aucnetyepos = dpdk rss * 4ucno moctoB. KoHurypaums kapTbl: RX
queue count = dpdk_rss, TX queue count = 4yucno worker-notokos (num_threads).
MpenHa3HaveH Ans KoHMUrypaumin co MHorumm moctamu (devl:dev2:dev3:...) ona kapt
100G+, 3ameHa knacTepHoMy noaxoay. On-stick gesancel noaaep»XxMBatoTCS.

5. [DPDK] YpaneHsbl BbineneHHsle mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsBNeHa ycTapesLlen n bonee He NCNOSb3yeTCS.

6. [VLAN-Rule] MNepeHoc paHHbIX vlan group u3 UDR B SDR. I'nobanbHble npasuna gns vlian
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlian group, CKOHBEPTUPOBAHbLI U
nepeHeceHbl 13 UDR B SDR ¢ yoaneHuem n3 UDR.

7. [VLAN] VLAN rules — pobasneHbl CLI-komaHAb!:

1. vlan rule add - nobaBneHue HoBoro npasuna B SDR

vlan rule modify - n3ameHeHune cyuiecTBytowero npasuna B SDR

vlan rule delete - ynaneHue npasuna n3 SDR

vlan rule show - noka3biBaeT Bce npasuia ans ykasaHHoro VLAN/QIinQ

vlan rule dump - BbIBOAUT Aamn Bcex npasua B SDR

vlan rule purge vlan/ging/all - ouncTtka SDR VLAN/QinQ nnn obonx

vlan rule apply - npumMeHeHWe Npaswu; NO yMOAYaHUIO NpaBuia NPUMEHSI0TCS

CnycTa 5 MUHYT nocne nocnenHen moaudukaumnm SDR

8. [IPv6] [lobaBneHa BO3MOXXHOCTb OnpefesieHns HanpaBaeHns B KOMOMHMPOBAHHOM Tpadurke
(IN+OUT B 04HOM NOPTY) Ha OCHOBEe Npu3Haka local ong ip-aapecos. BkaoYaeTcs onumen
combined io direction_mode

NoukswWwnN
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1.

2.

[BRAS] UcnpaBneHa COBMECTUMOCTb C NPeXxHUM hopmaTom 18 ycnyru, rae bbiio MeHbLue
NPOTOKO0M0B K 06a nons B npodusie Hy>KHO ObISI0 3aN0STHATD
[DPI] MNMoHwxXeH npuopuTeT onpegeneHus telegram tls

N3meHeHus B Bepcuu 14.0 BETA4.2
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4.

[DPI] Yny4yweHo petekTuposaHue WECHAT n WECHAT CALL

. [BRAS][Framed-Route] cnpaBneHo: BO3MOXHasA KOPKa npu 0CBOBOXAEHUN NaMATH
. [BRAS] PethakTopuHr ces3n ¢ PCRF: B HOBOW peanu3aunm BCe NOAKAOYEHNA paBHO3HAYHbI,

owmnbka Ha ntoboM 13 HUX NPUBOAUT K NepenofKIYEeHNI0 BCEX COeANHEHUI N Nepexoay Ha
apyron PCRF. o6aBneHbl CLI-kOMaHAb!:
1. pcrf connect show — BbIBOA TeKyLLero COCTOAHUA Y HAaKOMIEHHON CTaTUCTUKM MO
coenmnHeHmnam c PCRF.
2. MpunHyaouTensHoe noakaYveHne K ykasaHHoMmy PCRF pcrf connect switch
[<pcrf index>], roe <pcrf indxed> — vHOeKC CTPOKM COefMHEHNS B NapameTpe
auth server. Ecam <pcrf indxed> He yka3aH — nosaraetcs pasHbim O.
[IPFIX DNS] OobaBneHa BO3MOXHOCTb oTnpaBku DNS MX oTseToB no IPFIX. BkatoyaeTca nyTtem
ycTaHoBKU 3 buTa (4) napameTpa ajb_save dns

N3meHeHus B Bepcuu 14.0 BETA4.3
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5.
6.

[DPI] OobasneH npoTokon FakeTLS (49319) ¢ Bannpaumen

[BRAS][DHCP] 3mMeHeHO: anropnTM CKOMb3SLWLEro okHa a4 rate limit

[BRAS] VicnpaBneHo: owmnbka npu cpaBHeEHUM BpeMeHW npu 3arpy3ske ip_prop n3 UDR
[VLAN-Rule] lobaBneHa nogaep»xka 'any' BMecTo *' npu onucaHmm anana3oHa VLAN

\*\*' MHTepnpeTUpyeTCs B KOMaHAHON CTPOKe bash Kak Macka Assa noucka annos,
MO3TOMY Ternepb BMeCTo '\¥' MOXHO yKa3biBaTb 'any' ('\*' no-npexHemy
nognepXxnBaeTcs):

‘any.any' - aHanor '\x.\*¥
‘any' - aHanor '\*
'68.any' - aHanor '68.any’

‘any.78-90' - ananor '\*.78-90'

[BRAS] UckntoyeHa nogaepxka DHCP-Dual (nepeHeceHa Ha cned. penns 14.1)
[DPI][LOG] CoobuweHune o HexBaTKe ssl napcepoB nuweTcs B slave nor He Ha Kaxkaoe cobbiTue,
a c nepuoanyHocTbio 1/50000

N3meHeHus B Bepcuu 14.0 BETA4.4
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[DPI] JobaBneHbl npoTokonbl ZALO CALL(49320) and VK_CALL(49321)

. [DPI] UcnpaBneHa paboTta 610knpoBku B pexume hard ona SSL
. [Acct] ODobaeneH aTpubyTt VASExperts-Service-Type. Radius acct start/interim/stop B

aTpnbyTe VASExperts-Service-Type nepefaercs TM aBToOpU3aLnw.
[CLI] DobaBneHo: koMaHaa stat flow ip6 BbiBOAa cTaTUCTMKKM No IPv6 flow

. [CLI] Lo6baBneHo: komaHaa stat flow ip4 BbiBoga cTaTuCTMKK no IPv4 flow. AHanor BbiBOAa

B fastdpi stat.log.
[IPFIX] UcnpaBneHa owwnbka copmuposaHus ExportTime B IPFIX Fullflow

. [CLI] DobaBneHa koMaHaa stat netflow. BoiBog obwen ctatuctukm no Netflow/IPFIX (To xe,



8.

9.

yTo BbiBOAMTCA B fastdpi stat.log B pa3gene "Statistics on NFLW_export")

[DNS] LobaBneHa BO3MOXXHOCTb noAcTaHOBKW/6nokuposku/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS

[CLI] DobaBneHa komaHaa stat firewall

N3meHeHus B Bepcuu 14.0 BETA4.5
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[DPI] Lob6asneH npoTokon BIGO_CDN(49324)

[DPI] OobaBneHa noaaep>xka UDP gnsa BIGOTV

[PCRF][L2TP] NcnpaBneHo: aTpubyTtel NAS ans L2TP npun aBTOpU3aumm

[BRAS][L2TP] UcnpaBneHo: data race npu 3aKpbITUK CECCUN

[DPDK] YpnaneHue ycTapeBLUMX HacTpoek rx channels 1 CBA3aHHbIX C HUMK NPOBEPOK

N3MeHeHus B Bepcum 14.0 BETA4.6
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. [IPFIX] OobaBneHa HacTpanBaeMas oTnpaBka cHeT4YnkoB drop octets/packets npu

thopmuposaHum IPFIX fullflow

[PCAP] lobaBneHa BO3MOXXHOCTb COXPaHATb TPadMK 3a4aHHOro vlan ¢ NoMoLLb0 NapaMeTpa
ajb save vlan

[DPIUTILS] O6bHoBneHa yTunuta checknat

[DPIUTILS] O6bHoBneHa yTunuta dns2dic ¢ noaaepxkon 6J10KMPOBKM OOMEHOB

[BRAS][L2TP] NcnpasneHo: data race npu co3faHum TyHHens

[Router] NUcnpaBneHo: nepexsaT u 0TBOL IPv6-nakeToB Ha tap-uHTepdgencel. Link-local agpeca
He 0TBOAMSINCL Ha tap, fAa)ke ecnv 3TO ABHO 3aaHo B HaCTporkax router.subnet6.
[BRAS][L2TP] WcnpaBneHo: none onnHbl B 3arosioBke L2TP ansa data-naketos. CornacHo RFC, B
data-nakeTax none len L2TP-3arosoBka SBASETCS ONUMOHaNbHLIM, HEKOTOpPbLIE peannsaunm
client L2TP He noHmMatoT data-nakeTsl ¢ nosiem len B L2TP-3aronoske. 370 UCrpasneHne
KoppekTupyeT noseneHune FastDPI: ecnn data-nakeTol oT aboHeHTa npuxoaaT 6e3 nons len, To
n CKAT byneT nocbinaTb data-nakeTtsbl 6e3 3T0oro nons. Ecnm xe data-nakeTtbl oT aboHeHTa
copepxaTt none len, CKAT Takxxe byaeT ero Bkao4aThb.

UHCTpYKUMA No 0OHOBNIEHUIO

MpOBEPUTbL TEKYLLYIO YCTAHOBJIEHHYIO BEPCMIO MOXXHO KOMaHI0M

yum info fastdpi

Ecnn y Bac ycTaHoBsieHa Bepcua CentOS 6.x uam CentOS 8.x, To 0AHOKPATHO Nepek4ynTe
pPeno3nTopuin KOMaHOoWn:

sed -i -e '/™mirrorlist=http:\/\//d' -e 's/™#
*baseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"
etc/yum.repos.d/Cent0S- . repo

1 fanee npousBoamTe 0bHOBNEHNS KaK 0ObIYHO.

KoMaHfa yCTaHOBKM TECTOBOW BEPCUN:



yum --enablerepo vasexperts-beta update fastdpi
OTkaT Ha 13.3:

yum downgrade fastdpi- fastpcrf- dpiutils- fastradius-

(!) Mocne obHOBNEHUSA NN CMeHbI Bepcun TpebyeTca pecTapT cepBuca
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