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Cnucok nsmeHeuuun BETA-sepcuun CKAT

N3meHeHus B Bepcumn 14.0 BETAL

N

. [BRAS] MNopaepxka TepMuHaumm L2TP
. [BRAS] Nopaep>xka DHCP-Dual
. [DPI] Mepexon Ha DPDK 24.11, nognep»xka HoBbIx ceTeBblX KapT (Intel E830 200G, Intel E610,

Napatech SmartNIC)
[CLI] DobaBneHa nonnepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,
dhcp6 reauth ndhcp disconnect

N3meHeHus B Bepcun 14.0 BETA2
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10.
11.

12.

13.

[DPI] Oob6aBneHbl HoBble NpoToKoJbl: AGORA STREAMS(49314), AZAR _CALL(49315),
WECHAT _CALL(49316), TEAMS CALL(49317). CniucoK NnpoTOKOI0B

[DPI] Yny4yweHa nogaepxxka npotokosos LINE_CALL, VYKE_CALL. Crincok npoToKo0J10B
[DPI] NcnpaBneHa paboTa smartdrop

[DPI] JobaBneHa Banmaaumsa gnasa CI0XHOCOCTaBHbIX MPOTOKO10B. CNUCOK MPOTOKOJI0B
[DPDK] MakcumanbHoe 41Mcio gucneTepos yBeanyeHo o 32

[IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHns napameTpos IPFIX/Netflow 6e3
nepesarpy3ku fastDPI. JobaBsieH HOBbIN KOHDUIYpaLMOHHbIA NapameTp ipfix reserved,
KOTOpPbIA MO3BONSET 3ape3epBupoBaTh HEOOXOAMMYIO NaMATb A1F BO3SMOXHOCTU
BKJIOYeHMA/M3MeHeHeHna napameTpos IPFIX/Netflow. B cnyyae 3agaHma napameTpos
IPFIX/Netflow B KOH(pMrpyauUnoHHOM hainne, aBTOMaTUYECKN BKIIIOHAETCA pe3epsBrpoBaHmne
namaTn ons IPFIX/Netflow n napameTpbl 1 HOBble TuMbl 3kcnopTepoBs IPFIX/Netflow MoxxHO
n3MeHsaTbL 6e3 nepesarpy3ku fastDPI.

. [FastRadius] MoxHo 3apatb bind ipv6 address m bind ipv6 subnet ogHoBpemeHHo. Mpu

Hann4mm mackn 128 B Framed-IPv6-Prefix oHa He npoBepseTcsa Ha OrpaHNUYeHMeE No 3HAYEHUIO
bind ipv6 subnet
B CLI-komaHay dev info pobaBneHo nms LAG, B KOTOPbIA BXOAUT NOPT

. [PCRF][PPP][Framed-pool] Lo6asneHo: B DHCP-onumio Client-Id BkAoYaeTcs Takxe

tunnel-IP kak YacTb ngeHtTugmkatopa aboHeHta. ®opmaTt DHCP-onumm Client-Id npwu
fastpcrf.conf-onuuun dhcp client id=1 Tenepb Takos:

[conntype] [subs id][tunnel ip]

conntype=1 (1 6anT)
subs id - 16 6awnTt
tunnel ip - 4 banta

TyHHenbHbIN IP ecTb B L2TP, B PPPOE TyHHebHbIN IP = 0.

[IPFIX] OobaBneHa arperauns coobweHun ans IPFIX notokos FullFlow/DNS/META/NAT

[IPFIX] LobasneH napameTp ipfix mtu limit, orpaHmymsatowmn ana udp-naketos IPFIX
MaKCMMaJibHbIV pa3mep nepegaBaemMoro coobuieHns

[IPFIX DNS] B IPFIX DNS no6aBneHbl HoBble 3nemMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id)

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka nsmMeHeHus onuum vrrp _enable


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
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14. [BRAS][PPP] Kntoy PPP-ceccuin coenaH coctaBHbIiM: 12subs id + tunnel-IP. Ins PPPOE-
ceccun TyHHenbHoro IP HeT (tunnel-IP=0). CLI-koMaHAbl, NPUHUMalOLLNE B KaYeCcTBe KJI4a
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPaATUTb HECKO/IbKO 3anuncern ¢ oagnHakosbiM L12subs id.

N3meHeHus B Bepcuu 14.0 BETA3

[DPI] OobaBneHbl 06nayvyHble NPOTOKObI C MAeHTUuKaTopamm 55296..58367

[IPFIX] UcnpaBneHbl owmnbkn penHuumanmlaumm IPFIX skcnopTepos

[BRAS][subs _grooming] cnpaBieHo: BO3MOXXHOE NaZieHne 1n3-3a roHkn npu octaHoBke fastDPI
[CLI] Do6aBneHbl KOMaHAbl BbIBOAA CBONCTB M CTAaTUCTUKKM mempool

HwhE

hal mempool props
hal mempool stat

Insa BbiBOAa CTaTUCTUKKM mempool TpebyeTcs cbopka DPDK ¢ BKAOYEHHBLIM CHOpPOM
CTAaTUCTUKM

5. [BRAS][DHCP] UcnpasneHo: nageHme npu pasbope oteeTa Framed-Pool Renew, ecnv B oTBETE
HeT DHCP onuun

6. [PCRF][Acct] UcnpaBneHo: oTkAto4eHne oTnpaskuy Interim-Update. fBHoe 3agaHue Acct -
Interim-Interval = 0B oTBeTe Pagnyca OO/KHO OTKOYaTb 0TnpaBky Interim-Update

7. [VASE_CLI] Co3paH yHuBepcanbHbin CLI gns ynpasneHus DPI,BRAS, DHCP(KEA), ROUTER(BIRD)
C NoAOep>XKon aBTopM3auum n norrnposaHns komaHa B TACACS (TpebyeTtca VEOS 8.x)

8. [SNMP] Co3naH MoLy/lb MOHUTOPUHIA KOMMOHEHTOB cucTeMbl No SNMP

N3meHeHus B Bepcun 14.0 BETA4

1. [DPI] OobasneH npotokon DOQ 49318 (DNS-over-QUIC)

2. [Router] AHOoHCcUupoBaHue benbix agpecoB aboHeHToB ANna NAT 1:1 no ogHOMY 1 nocne
aBTopuM3auun

3. [PCRF] [lobaBneHa nooaep>xka 3afdaHus ycnyru 19 "MogmeHa DNS", npogunb obsa3aTeneH.

4. [DPDK] Oob6asneH dpdk engine=6 (mqrx-bridge) — konnyecTBo RSS ancneT4yepos Ha MOCT.
O6wee konnyectso gucnetyepos = dpdk rss * 4ucno moctoB. KoHurypaums kapTbl: RX
queue count = dpdk rss, TX queue count = yucnio worker-notokos (num_threads).
MpenHa3HayeH Ans KoOHpUrypaunin co MHornmm Mmoctamu (devl:dev2:dev3:...) ona kapT
100G+, 3ameHa KnactepHomy noaxoay. On-stick neeancbl NoALEPXKXUBAOTCS.

5. [DPDK] YnaneHsbl BblaeneHHole mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsABNeHa ycTapesLLen n bonee He NCNONb3YeTCH.

6. [VLAN-Rule] MepeHoc gaHHbIX vlan group u3 UDR B SDR. no6anbHble npasuna ansa vian
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlan group, CKOHBEPTUPOBAHbLI U
nepeHeceHsbl 13 UDR B SDR ¢ yaaneHvnem u3 UDR.

7. [VLAN] VLAN rules — po6aeneHbl CLI-komaHAbl:

1. vlan rule add - nobaBneHue HoBoro npasuna B SDR

vlan rule modify - nsMeHeHue cyuiecTBytoulero npasuna B SDR

vlan rule delete - yganeHune npasuna n3 SDR

vlan rule show - noka3biBaeT Bce npaBuia 4na ykasaHHoro VLAN/QinQ

vlan rule dump - BbIBOAUT famn Bcex npasun B SDR

vlan rule purge vlan/ging/all - ounctka SDR VLAN/QinQ nan obounx

oUvhswWwN



7. vlan rule apply - npuMeHeHne NpaBua; NO yMOAYaHUIO NpaBuia NPUMEHAIOTCA
CnycTa 5 MUHYT nocne nocnenHen moandukaumm SDR
8. [IPv6] [lobaBneHa BO3MOXXHOCTb ONpeeNIeHNs HanpaBaeHUs B KOMOMHMPOBAHHOM Tpadurke
(IN+OUT B 04HOM NOPTY) Ha OCHOBEe Npu3Haka local ons ip-aapecos. BkaoYvaeTcs onuymen
combined io direction mode

N3meHeHus B Bepcuu 14.0 BETA4.1

1. [BRAS] UcnpaBneHa COBMECTUMOCTb C NPeXxHUM popmaTtom 18 ycnyru, rae bbiio MeHbLue
NPOTOKO0B 1 06a Nons B Npoduie HyXHO BbI1I0 3aM0NHATH
2. [DPI] NoHWXeH npuopuTeT onpeneneHus telegram tls

N3meHeHus B Bepcuu 14.0 BETA4.2

1. [DPI] Yny4weHo pgetekTupoBaHne WECHAT n WECHAT CALL
[BRAS][Framed-Route] icnpaBiieHo: BO3MOXHasA KOPKa Npu 0CcBOBOXAEHUN NaMAaTh
3. [BRAS] PechakTopuHr cBa3u ¢ PCRF: B HOBOW peanu3auny BCe NOAKIOYEHNS PABHO3HAYHDbI,
owmnbka Ha 1tobOM 13 HUX NPUBOAUT K NEPENOAKIIIOYEHNIO BCEX COEANHEHNI N Nepexoay Ha
apyrow PCRF. OobasneHbl CLI-koMaHAb!:
1. pcrf connect show — BbIBOA TeKyLLEro COCTOSHUA Y HAaKOMIEHHON CTaTUCTUKK MO
coenmHeHuam c PCRF.
2. MpuHypuTenbHoe nofkoyeHne K ykasaHHomy PCRF pcrf connect switch
[<pcrf _index>], roe <pcrf indxed> — MHOEKC CTPOKMN COeANHEHMNA B NapameTpe
auth_server. Ecnm <pcrf _indxed> He yKa3aH — noJsiaraeTcs pasHbiM 0.
4. [IPFIX DNS] Lo6aBneHa BO3MOXHOCTb oTrnpaBkin DNS MX otBeToB no IPFIX. BKiovyaeTcs nyTem
ycTaHoBKM 3 buTa (4) napameTpa ajb _save dns

N

N3meHeHus B Bepcuu 14.0 BETA4.3

1. [DPI] OobasneH npoTokon FakeTLS (49319) c Bannpaumen

2. [BRAS][DHCP] N3MeHeHO: anroputM CKob3ALLEro okHa ans rate limit

3. [BRAS] NcnpaBneHo: owmbka npu cpaBHEHUN BpeMeHu npu 3arpyske ip_prop u3 UDR
4. [VLAN-Rule] lobaBneHa nogaep»xka 'any' BMecTo *' npu onucaHuny ananasoHa VLAN

\*\*' HTepnpeTnpyeTCsa B KOMaHAHON CTpoKe bash Kak Macka gns noucka ¢annos,
MNO3TOMY Ternepb BMeCTO '\¥' MOXHO yKa3biBaTb 'any' ('\*' no-npexHemy

noaaepXmnBaeTcs):

‘any.any' - aHanor 'k\¥'
‘any' - aHanor '\*'

'68.any' - ananor '68.any'

‘any.78-90' - ananor '\*.78-90'

5. [BRAS] UckntoveHa nopgaepxxka DHCP-Dual (nepeHeceHa Ha cneg. penuns 14.1)
6. [DPIJ[LOG] CoobuieHune o HexBaTKe ssl mapcepoB NuweTcs B slave Nor He Ha Kaxgoe cobbiTue,
a C nepuoanyHocTbio 1/50000



N3meHeHus B Bepcuu 14.0 BETA4.4

N

. [DPI] Bo6aBneHbl npoTokonbl ZALO CALL(49320) and VK _CALL(49321)

[DPI] UcnpaBneHa paboTa 6nokunposku B pexxume hard ons SSL

. [Acct] NobaBneH aTpubyT VASExperts-Service-Type. Radius acct start/interim/stop B
aTpubyTe VASExperts-Service-Type nepegaercsa TMn aBTopmn3aLnmn.

[CLI] Do6baBneHo: koMaHaa stat flow ip6 BbiBoga cTaTUCTMKKM No IPv6 flow

[CLI] Do6baBneHo: komaHaa stat flow ip4 BbiBoga cTaTUCTMKK No IPv4 flow. AHanor BbiBOAa
B fastdpi stat.log.

[IPFIX] UcnpaBneHa owmnbka popmuposanHus ExportTime B IPFIX Fullflow

[CLI] DobaBneHa komaHaa stat netflow. BuiBon obwen ctatuctmkm no Netflow/IPFIX (To Xxe,
yTo BbiBOAMTCA B fastdpi stat.log B pa3gene "Statistics on NFLW_export")

. [DNS] [obaBneHa BO3MOXXHOCTb NoACTaHOBKM/6noknpoBkm/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS

[CLI] DobaBneHa komaHaa stat firewall

N3meHeHus B Bepcun 14.0 BETA4.5
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. [DPI] BobasneH npoTokon BIGO_CDN(49324)

. [DPI] Oo6aBneHa nogaep>xka UDP gnsa BIGOTV

. [PCRF][L2TP] NcnpaBneHo: aTpubyTbl NAS ans L2TP npu aBTOpU3aLmm

. [BRAS][L2TP] NcnpaBneHo: data race npu 3aKpbITUK CECCUN

. [DPDK] YoaneHue ycTapeBLUMX HAacTpoek rx channels n cBs3aHHbIX C HUMW NPOBEPOK

N3meHeHus B Bepcuu 14.0 BETA4.6

ov ke Ww

[IPFIX] JobaBneHa HacTpanBaeMas oTnpaBka cHeT4YnKoB drop octets/packets npu
thopmuposaHum IPFIX fullflow

[PCAP] lobaBneHa BO3MOXXHOCTb COXPaHATb TPadMK 3a4aHHOro vlan ¢ NoMoLLb0 NapaMeTpa
ajb _save vlan

[DPIUTILS] O6bHoBneHa yTunuta checknat

[DPIUTILS] O6bHoBneHa yTunuta dns2dic ¢ noaaepxkov 6J10KNPOBKM OOMEHOB

[BRAS][L2TP] UcnpasneHo: data race npu co3faHum TyHHenNs

[Router] NcnpaBneHo: nepexsaT 1 oTBOA IPv6-nakeToB Ha tap-uHTepdencel. Link-local appeca
He 0TBOAMSINCL Ha tap, AaXke ecnv 3TO ABHO 3aaHo B HacTpoMkax router.subnet6.
[BRAS][L2TP] WcnpasneHo: none onaunHbl B 3arosioBke L2TP anda data-naketos. CornacHo RFC, B
data-nakeTax none len L2TP-3aron0Bka SBASETCS ONUMOHaNbHLIM, HEKOTOpPbIE peann3aunm
client L2TP He noHuMatoT data-nakeTsl ¢ nosiem len B L2TP-3aronoske. 370 UCrnpasneHune
KoppekTupyeT nosefeHune FastDPI: ecnn data-nakeTol oT aboHeHTa npuxoaaT 6e3 nons len, To
n CKAT byneT nocbinaTb data-nakeTsl 6e3 3Toro nons. Ecam xe data-naketbl oT aboHeHTa
copepxaTt none len, CKAT Takxxe byaeT ero Bkao4aThb.

NHCTpyKuMa no oOHOBNEHMIO

MpPOBEPUTb TEKYLLYIO YCTAHOBIEHHYIO BEPCUIO MOXXHO KOMaH10M

yum info fastdpi



Ecnn y Bac yctaHoBsieHa Bepcua CentOS 6.x nnm CentOS 8.x, To 04HOKPATHO NepekoymnTe
peno3nTopuin KOMaHOoN:

sed -1 -e '/™mirrorlist=http:\/\//d' -e 's/™#
*baseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"

etc/yum. repos.d/Cent0S-*.repo

n nanee ripomnssoaonTe obHOBNEHNS KaK 0BbIYHO.

KomaHZa yCTaHOBKMW TECTOBOW BEPCUN:
yum --enablerepo vasexperts-beta update fastdpi
OTkaT Ha 13.3:

yum downgrade fastdpi-13.3 fastpcrf-13.3 dpiutils-13.3 fastradius-13.3

C!) Mocne obHOBNEHMSA NN CMeHbI Bepcun TpebyeTcs pecTapT cepauca
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