Table of Contents

MHCTaNNALNA TECTOBOM BEPCMM  ......ooviiiiiiiiiiiiieaaaiitieee e e s ettt e e e e s e ntee e e e e e aansbe e e e e e s assbbreaeesannrneaeeeaannrnneas
N3MeHEHUNA B BEPCUIM L13.2 BETAL oo e e r e e e e e e earaaas
N3MeHEHUNA B BEPCUM 13.2 BETAZ oottt e e e arae
N3MeHeHMA B BEPCUM 13.2 BETAS oot e
3MeHeHMA B BEPCUN 13.2 BETAL oo
N3MeHeHMA B BEPCUM 13.2 BETAD oo
N3MeHeHNA B BEPCUM 13.2 BETAD oottt e e
NHCTPYKLMSA MO OBHOBIIEHUMIO ..vvvieiiiiiieiiiieeesitee e sttt e e sttt e e st e et e e s e e st e e e st e e s st e e s nnnn e e e nnneeas






WUHCcTanngaumua TeCTOBOM Bepcum

N3meHeHus B Bepcumn 13.2 BETAL

N

. [BRAS][PPPoE] icnpaBneHo: NUHI HEaKTUBHOI0O KAMeHTa 3anpocamu Echo
. DobaBneHo: nognepxka npocdunen ycnyrun 19 (MoameHa DNS-oTBeTOB). OnncaHune

flobasneHo: gna ycnyru 19 Bo3MoXXHOCTb 3agaBaTb AAAA-3aNNCK U NOALEPKKA YKa3aHUS *
ans gomeHos. OnncaHue
cnpaeneHo: gna npocdmnsa ycnyru 18 He TpebyeTcs ogHoBpeMeHHO 3agaBaTb DSCP n TBF

N3meHeHus B Bepcuu 13.2 BETA2

W e

NcnpasneHo: npuoputeT IP:PORT nepes IP n CIDR 418 KaCTOMHbIX OnpefesieHnin NpoToKOJ10B
AI3MeHeHO: NpuopnTeT KAaCTOMHbIX MPOTOKOJI0B Bbille 06/1a4HbIX

NcnpasneHo: onnHa AAAA 3anucen B ycnyre 19

HobasneHo: B napameTp block options macka 8 — He popmmpoBaTb RST-NakeThl
ON10KMPOBKM 1 Nepeapecaunn gna HanpasaeHns nakeTos inet->subs. OnncaHne

N3meHeHusa B Bepcuu 13.2 BETA3

N

. [DPI] Yny4weHo: aHanus out-of-order nakeTos
. [DPI] UcnpaBneHo: pacnosHasaHue DOT
. [CTRL] JobaBneHo: HOBbIA (hopMaT A5 BbIBOAA MOJNCUHTa:

fdpi ctrl list profile --policing --profile.name htb 6 --
outformat=json2

[CTRL] [lobaBneHo: 3arpy3ska npodnaen NnoamcuHra ¢ HoBbiM popmMaToM (rae ectb value n unit)
[BRAS][IPv6] lobaBneHo: npu nonyyeHun ot knneHta DHCPv6 confirm n oTcyTCTBMM ceccun B
bl BRAS otnpasnsetcs oTeeT co ctaTtycom NotOnLink

[FastPCRF][DHCPv6] icnpaBneHo: owmnbka, npmeoasLLas K 3aKpbITUIO U Nocneayouemy
OTKPbITUIO TekyLen IPv6 accounting ceccum npu obpaboTke DHCPV6 3anpocoB OT KAMEHTa Ha
npoaieHve apeHabl agpeca

N3meHeHus B Bepcuu 13.2 BETA4

w

[DPI] JobasneHo: obHoBNeHMe asnum.bin n3 obnaka, napameTtp asnum_download
aHanoruyeH no Habopy 3HaveHun federal black list

. [DPI] MpnoputeT CUSTOM npoTOKOJI0B NEpen ApYyruMu, 3arpy>xaeMbiMn n3 obnaka

[DPI] obaBneHo: 3agaHme KonmyecTea bydepos ons 0bpaboTkm out-of-order nakeTos.
HobasneHo: napameTp mem ssl savebl (xonofHbI). 3afaeT KOIMYECTBO COXPaHAEMbIX
bydepos ans pasbopa ssl npm nepemelLmBaHN NaKeTOB.

Mo ymonyaHuto = 10% ot mem_ssl parsers. Ecav 3HavyeHne == 0 — cOxpaHeHue u
o0bpaboTka He nponcxoauT.

MepBoe 3Ha4yeHne — n3 conf, B CKobKax — TO YTO MCMOJIb3yeTCH.

Mpumep BbIBOAA U3 alert:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_settings:start#настройки_блокировки
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_settings:start

1. MNapameTp He 3apaH

mem ssl parsers
mem ssl savebl ;-1

2. 3apaH mem_ssl savebl=1234

mem ssl parsers
mem ssl savebl

5. [lobaBneHo: CTaTUCTUKA YTUAM3ALUN coXpaHeHns BythepoB napcuHra ssl 3anpocos

STAT 08/07-13:33:16: Detailed statistics on
SSL_SAVEBL
thread slave=

Total

O6o3HaymM: al/a2/a3 bl/b2/b3/b4/b5 cl/c2/c3 d1/d2/d3

al — pa3mMep BbiAeIAEeMON NaMATN 419 COXPaHEHNS 3anucy nocaenytoulero pasbopa
(coBnapaet c snaplen)

a2 — BblAesIeHo 3anucen

a3 — MCNoJsib30BaHO 3anuncen

bl — cymmapHoe konuyecTBo owmnbok npu obopaboTke COXpaHEHUS NAKETOB

b2 — npoynTaHHbIN pa3mep bydepa o4eHb HosbLION

b3 — B pyHKUMIO NepenaH HeKoppekTHbIM isbl t ind

b4 — owwnbka nobasneHns 3anncy B arw — HET MecTa A5 COXPaHEHNA CNUCKa UCNOJIb3yeMbIX
bydepos

b5 — owwmbka nobasneHns naHHbIX B p_data (He MoxeM coxpaHuTb Bydep)

C1 — KOJIM4EeCTBO 3aMpPOCOB Ha COXPAHEHNE AaHHbIX
Cc2 — 0cB06OXX1EHO COXPaHEHHbIX NAaKeTOB
C3 — CYMMapHbIN pa3Mep NakeToB, KOTOPbIE OblIN COXPAHEHSI

d1l — cpenHuin pasmep coxpaHeHHoro TCP nakeTa
d2 — min pa3mep coxpaHeHHoro TCP nakeTa
d3 — max pa3mep coxpaHeHHoro TCP nakeTa

6. [BRAS][DHCPv6] dobaBneHa BO3MOXHOCTb M3BeKaTb option 37 n option 38 N3 KAMEHTCKOro
nakeTa

7. [Router][tap] NcnpaBneHo: nHMUKManm3aunsa ctatyca Mmocta npu ctapte fastDPI. TAP-neBanc
ANns ckBO3HOro LAG HaxoamTca B cocTosiHum Up, ecnm XoTs 6bl 04MH NOPT B CKBO3HOM LAG
Haxo4mMTCsA B COCTOAHUN Up 1 ero BTOPOM KoHeL, B MOCTY Takxe B Up. CTaTyc mocTa (Up/Down)
BbIYNCASANCS TOJIbKO Npy HacTynaeHum cobbiTus link Up/Down, npu ctapTe fastDPI cTaTyc
MOCTa noJsiarancs pasHbiM Down. [laHHbIN NaTy MHUUMANU3NPYET cTaTyc mocToB (Up/Down)
npv CTapTe poyTepa Ha OCHOBAHUMN TeKyLLero ctaTyca nopTos.

8. [BRAS] NcnpasneHo: local interconnect pa3pelwaemM TonbKO ecnm srclP — M3BECTHLIN Ham
aboHeHT. PaHee He NpoBepsanoCh, 4TO SrclP — M3BECTHLIN HaM abOHEHT, 4TO MOr10 NPUBECTYU K
nopgenke IP-agpeca aboHeHTa 1 DDOS OT MMeHUW 3TOro nNoaAensHoro IP opyrux nokanabHbIX
aboHeHTOB c momeTKoM local interconnect.

9. JobasneHo: CLI-komaHga permit



N3meHeHus B Bepcun 13.2 BETAS

H W NP

. [DPI] YcTpaHeHo ucyepnaHue bygepos ans obpaboTku out-of-order naketos
. [CLI][Ping] N3meHeHO: coobuieHmne 0b ownbke, ecnm subs IP He HanaeH
. [CLI] LobaBneHo: B json-BbiBO4 KOMaHAbl dev xstat pobasneH 6ynesbin Npu3Hak on stick
. [CLI] U3meHeHo: json-BbiBO4 KOMaHAbl dev info ang on-stick.
Ilnsa on-stick-geBanca 6bio:

"pci address": "on-stick based on 82:00.3"
Tenepb:
agpec 6a3oBoro gesanca

"pci address": "82:00.3"
npu3sHak on-stick

"on-stick": "true|false"
. I3MeHeHo: hopMaT CTAaTUCTUKK
STAT 08 -17:26:05: Detailed statistics on
SSL_SAVEBL :

thread slave=

Total

O6o3HauymMm: al/a2/a3 bl/b2/b3/b4/b5 cl/c2/c3 d1/d2/d3 el/e2/e3

al — pa3mep BbiAeIAeMON NaMATN 4S9 COXPaHEHNS 3anucy nocnenytoulero pasbopa
(coBnapaeTt c snaplen)

a2 — BblENEeHOo 3anucen

a3 — 1CNoJIb30BaHO 3anuncen

bl — cymmapHoe KonuyecTBo owmnbok npu obopaboTke COXpaHEHUS NAKETOB

b2 — npounTaHHbIN pa3mep bydepa oveHb HosbLLOn

b3 — B pyHKUMIO NepenaH HeKoppeKTHbIM 1sbl t ind

b4 — owmnbka nobaBneHNA 3anNnC B arw — HET MecTa /1 COXPaHEHUS CMINCKA UCMOJIb3YEeMbIX
bydepos

b5 — owwnbka nobasneHns paHHbIX B p_data (He Moxem coxpaHuTb Bydep)

Cc1 — KoNMYeCTBO 3aMNpPOCOB Ha COXPAHEHNE AAHHbIX
C2 — 0CBOBOXEHO COXPAHEHHbIX MAKETOB
C3 — CyMMapHbIii pa3Mep NaKeToB, KOTOpble OblIN COXPAHEHDI

d1l — cpenHuin pa3mep coxpaHeHHoro TCP nakeTa
d2 — min pa3mep coxpaHeHHoro TCP nakeTa
d3 — max pa3mep coxpaHeHHoro TCP nakeTa

el — 1Ccnosb3BOaHO 3anucei B o4epeamn arw
e2 — ceoboaHo 3anncen (MoryT BbITb NOBTOPHO MUCMONL30BaAHO)
e3 — BblAesIeHO 3anucen B ovepean



6.

YpnaneHbl nopaenbHole yandex sni u3 TELEGRAM TLS

N3meHeHus B Bepcuun 13.2 BETAG

No v e

®

10.

. [DPI] ODobaBneHa obpaboTka pparmeHTupoBaHHoro QUIC IETF
. JobaeneHo : napameTp mem_quic_ietf savebl ( xonogHbin ). 3afaeT Kon-8o bydepos ans

pa3bopa quic_ietf 3anpocoB, KOTOpble COCTOAT U3 HECKOJIbKMX MaKeTOoB. 3Ha4YeHme Mo
ymon4daHuto 15% ot mem_ssl_parsers

. [DPI] Do6aBneHbl NPOTOKObI

"HLS VIDEO" ,49298
“ICMP TUNNEL" ,49299
“DNS TUNNEL" ,49300
"FORTICLIENT VPN" ,49301

[DPI] Yny4yweHo geTekTuposaHue DpiTunnel

[obaBneHa BO3MOXHOCTb oTrpasku DNS query no IPFIX

[DPDK] lo6aBneHbl read-only aBvxku: RSS 1 gucneTtyep Ha nopT

[bras][shcv] Fix: Bbi3oB SHCV o nonHoro 3anycka nannnanHa obpaboTku nakeTos. ITO ObISIO
BO3MOXXHO B MHOIOMOPTOBbLIX KOH(UIypaLnax, Korga BpemMsa 3anycka nannnanHa
OTHOCUTEJNIbHO BEJIMKO.

[dpdk] OobaBneH BbIBOA THMa co3aaBaeMbix mempool Ha cTapTe fastdpi

. [router] Add: ctaTucTuka no TAP-peBalicam. B BuiBof CLI-koMaHAabl “router vrf show®

nobaeneHa cTaTucTmka no TAP-geBacaM - CKOJIbKO NakeToB/6anT BblYMTaHO C TAP, CKOMIbKO
3anmncaHo B nopT ¢ TAP, cKonibko nepenaHo B TAP, 4ncno cobbitnii n ownbok.

[router] Changed: OTnpaBKa NakeToB, Bbl4MTaHHbIX C TAP-geBaica: BbibpaHHbIN Slave-noTok
ANs 3anucK 3akpennseTcs 3a TAP-nHTepdencom Ha banmxanwme 5 CeKyHA, 4TO OOJIKHO
3Ha4YNTENIbHO YMEHbLUNTb peopaepuHr npu bonswom Tpaduke ¢ TAP-nHTepdeinca

NHCTpYKUMA no oOHOBNEHUIO

MpoBEPUTL TEKYLLYIO YCTAaHOBIEHHYO BEPCMIO MOXXHO KOMaH0i

yum info fastdpi

Ecnn y Bac yctaHoBsieHa Bepcua CentOS 6.x nnm CentOS 8.x, To 04HOKPATHO NepekoyunTe
pPeno3nTopuii KOMaHOoN:

sed -1 -e '/"mirrorlist=http:\/\//d' -e 's/"#
*paseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"'
etc/yum. repos.d/Cent0S-*.repo

n nanee rpomnssoaonTe obHoBNEHNS KaK 0BbIYHO.

KoMaHZa yCTaHOBKWU TECTOBOW BEPCUN:

yum --enablerepo vasexperts-beta update fastdpi

OTKaT Ha 13.1:



yum downgrade fastdpi- fastpcrf-

(!) Mocne obHOBNEHUS UK CMeHbI Bepcun TpebyeTca pecTapT cepauca
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