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FastPCRF (uHTterpauus BRAS no RADIUS)

ObecneynBaeT npokcmnpoBaHue 3anpocos oT fastDPI B ctopoHy Radius cepsepa. BxoanT B
CTaHOapTHbIV NakeT ycTaHoBKkK CKAT DPI, HO npn He0b6X0AMMOCTN MOXKET ObiTb BbIHECEH Ha
OTOENbHbIN CepBep.

PekoMeHaauum K 000pyaoBaHUIO

N5 noacncTemMbl MOXXHO MCMOb30BaTb 060PYyA0BaHNE UW BUPTYaslbHble MaLLWHbI CO CleAYOLLMU
XapaKTePUCTUKAMU:

Mpoueccop (CPU) 2.5 Ty, 1 wT
OnepaTuBHas namatb (RAM) 512 M6 - 1 T'6
XecTtkun guck (HDD) 5016 -250T16
OnepaumnoHHasa cuctema CentOS 8.5, VEOS
CeTteas nnata (NIC) ot 10 M6/cek
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YcTaHOBKaA

1. YcTaHoBUTE Cy)KOY TOYHOr0 BpEMEHM

yum install chrony -y
systemctl restart chronyd
timedatectl

o Mpw BBOOE KOMaHAbl timedatectl, y napameTpa System clock synchronized
[IOJKHO BbITb 3Ha4YeHNE yes

2. MopknoymTe peno3nTopun vasexperts
rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru
rpm -Uvh
http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-2-1.noarch.rpm
3. YctaHosuTe fastPCRF
yum install fastpcrf
4. lNpoBepbTe 4TO CepBUC 3anycKaeTca
service fastpcrf start

5. BKatounTe aBTO3anyCk CepBuca Npu CTapTe KOMMNbOTEPa

systemctl enable fastpcrf


https://wiki.vasexperts.ru/doku.php?id=veos:installation

6. OTkponTe nopThl Ha firewall onsa poctyna kK fastPCRF n Radius cepsepy

firewall-cmd --permanent --zone=public --add-port=22/tcp
firewall-cmd --permanent --zone=public --add-port=3799/udp
firewall-cmd --permanent --zone=public --add-port=29002/tcp

N 3arpy3nTe HOBbLIE MpPaBuia

firewall-cmd --reload
1. OTktounTe selinux

setenforce 0
vi /etc/selinux/config
SELINUX=disabled

YctaHoBka yTunut fdpi_cli u fdpi_ctrl Ha cepBep PCRF

[laHHbIe YTUANTBI MOXKHO B3ATb C CcepBepa, rae yctaHosneH fastDPI.
®annbl yTUANMT HaxoaaTcs B /usr/sbin/.

1. Konupyem yTuUnnTbl B JOMALLUHIOKW AVPEKTOPUIO

cp /usr/sbin/fdpi cli /home/vasexpertsmnt
cp /usr/sbin/fdpi ctrl /home/vasexpertsmnt

2. lepeHocnM faHHble hannbl Ha cepsep, rae yctaHoneH fastPCRF B /home/vasexpertsmnt

Kak ncnonb3oBaTb YTUANTY

fdpi cli -r 1.1.1.1 dpi config get trace ip
fdpi cli -r 2.2.2.2 pcrf config get verbose
fdpi ctrl -r 1.1.1.1:29000 list all --bind

Appec cepepa-1.1.1.1 Tam, rge yctaHosneH moaynb fastDPI
Appec cepBepa - 2.2.2.2 Tam, rge yctaHosneH moaysb fastPCRF.

PenamMkauusa pBaHHbIX aBTopu3aumnm u CUHXpoHu3auusa O0a3bl
AaHHbIX HeckonbKux CKAT BRAS

BebuHap no Teme:



B CKAT BRAS coCcTOUT 13 ABYX KOMIMOHEHTOB:

e fastDPI - obpaboTka Tpadhuka aboHeHTOB.
e fastPCRF - nHTerpaums no npotokony Radius mexay fastDPI n Radius cepsepom. OauH
fastPCRF moxeT obcnyxunaTb Heckonbko fastDPI cepsepos.

B0O3MOXXHbI ABe CXeMbl HTerpauuu:

1. [Ba fastDPI n ognH BbiHeceHHbIN fastPCRF - eCTb BO3MOXHOCTb CUHXPOHM3MPOBATb AaHHbIE
UDR gByx fastDPI. OnucaHme npeacTaBieHo HUXeE.

2. Ha kaxpgom cepsepe fastDPI ceson fastPCRF - HET BO3MOXXHOCTWN CUHXPOHW3MPOBATb AaHHbIe
UDR aByx fastDPI, nocne nepeknioveHmsa naet HanonHeHne UDR n3 oteeToB oT RADIUS
cepsepa. OnucaHune B cTaTbe: Pe3epsupoBaHme BRAS Active-Standby (Master-Backup)

MprMep BKKYEHUA 1 MPOXOXAEeHUS Tpaduka Ana BoiHeceHHoro fastPCRF npeacTaBneHo Ha cxeme.
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N4 NepBOro BapMaHTa NPMMEHSETCA CelyoLasa CXeMa penimkaunym 4as corfiacoBaHns AaHHbIX 06
aboHeHTax Ha Bcex fastDPI-cepsepax: fastPCRF wneT oTBeTbl aBTOpU3aLum n CoA-3anpockl Ha BCe
fastDPI cepBepbl, NepevncyieHHble B napameTpax fdpi_server.


https://www.youtube-nocookie.com/embed/wCkuTfqoKQc?
https://www.youtube-nocookie.com/embed/wCkuTfqoKQc?
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:replication
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:replication
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup

OTnpaBka NapaMeTpoB aBTOPU3ALIUN MPON3BOSMTCA Yepe3 NepCUCTEHTHYIO o4Yepenb,
TaK 4TO faXe eCanm Kakon-To u3 cepsepos fastDPl 6bin OTKAOYEH HAa MOMEHT
OTNPaBKW LAHHbIX, MPU BKAKYEHUN OH MONYYUT BCe JaHHble 3@ BpeMs CBOEro
npocToS.

MpuMeHeHue paHHbIX Ha fastDPIl npu cuHxpoHusauum UDR

Mpw npueme faHHbIX aBTopu3auumn cepeep fastDPI BAMT, ero 37o Hbln 3anpoc nam e 3To OTBET Ha
4y>KOWN 3anpoc (415 3TOro B NakeTe eCTb CneumnanbHaa MeTka). ECam 3To oTBeT Ha CBOW 3anpoc,
JlaHHble NPUMeHSAIOTCS "No nonHon": copaetcs DHCP nnn PPPoE-ceccus, ecnm 370 6bin 3anpoc DHCP
nnn PPPoE-aBTOpM3aumnm, AaHHble 3anoMmnHatoTcs B UDR. EC/in )Xe 3TO OTBET Ha Yy»X0W 3anpoc,
fastDPI npocTo 3anomMuHaeT "4yxue" gaHHble y cebs B UDR. TeM CaMbIM Npu OTKJIKOYEHUN OCHOBHOIO
fastDPI-cepBepa 1 nepeBofe Harpysku Ha pe3epBHbIn, y pe3epBHoro fastDPI-cepeepa B UDR yxe
OynyT BCe cBOMCTBa aboHeHTa - ero ycayru, noamcuHr, L2-ceonctea - MAC-agpec, VLAN n np. To
ecTb UDR y OCHOBHOIO 1 pe3epBHOro cepeepos byayT no 60/1bLLIOMY CHETY COrlacoBaHbI.
AbGoHeHTCKanA ceccusa Ha pe3epBHOM fastDPI OypeT B ctaTtyce HemsBecTeH (unknown) u
nocne nepeksniyeHua Tpaduka no nepsoMy nakety Oyaer 3anyuieH npouecc aBTopmMsauum
aboHeHTa. TeM CaMbIM [aHHbIN BapUaHT CUHXPOHM3ALMNN AaHHbIX MOMOraeT YyCKOPUTb NpoLecc
BbiXx04a abOHEHTOB B MHTEPHET, HO TOJIbKO B TeX KOHUrypaumsax, rae IP agpec y)xe HasHayeH

CTaTU4YECKUN Ha KJIMEHTE WU Xe BblAaeTca caMum bunnmHrom yepes atpubyt Framed-IP. [laHHbIN
MeTod He noaxoauT ans aboHeHToB DHCP ¢ Bblaayen IP n3 nokanbHoro DHCP cepeepa Ha BRAS,
KOTOpbIV onpeaenseTca Yepes atpubyT Framed-Pool.
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BpeEMeHHOE pelleHne
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