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Wi-Fi HotSpot (Captive Portal pna Wi-Fi
ABTOpPU3aALUMN)

BBepeHue

MoZynb NpefocTaBAseT BO3MOXHOCTb peann3oBaTth cLueHapuin: NoeHTugukaumna aboHeHTa B ceTu
WiFi ¢ nomoubto MobunbHOro TenedoHa.

ApxuTekTypa
DHCP
6 e BRAS/BNG @
Wi-Fi Clients Wi-Fi Switch e @ Router Internet
CG-MNAT DR
Web server SMS Gateway

CueHapun npuMMeHeHus

B MomeHT, Koraa aboHeHT nogknodaeTca Kk Wi-Fi, poyTep obpawaetcs k DCHP-cepsepy ans
nony4eHmsa Hooro IP-agpeca. CepBep BO3BpalLaeT AaHHble agpeca Ha poyTep 1 Bbi3biBaeT shell-
Script, akTUBMPYOLWNIA Tapyud C OrpaHUYEHHbIM AOCTYMNOM K «benbin cnncok». B 6enble CNMCKn 34echb
MMEEeT CMbIC/T BKOYUTb, Hanpumep, CanT npoBangepa nav opraHm3aunn, NpesocTasasowmnn
ny6nnyHbIn Wi-Fi.

Hanee aboHeHT nepeHanpaenseTcs B bpay3ep Ha CTapToOBYIO CTPaHuLYy, rae eMy Heob6xoanMmo
NPONTK aBTOPU3aLLMIO N0 HOMepy TenedoHa. Web-cepsep nonyyaeT oTBeT 06 ycneLuHown
aBTopm3aLmm oT SMS winto3a 1 ¢ nomolbio shell-script ynanseT orpaHuyeHuns Ha DPI u
nepeHanpasnsieT Ha HY)KHYI0 CTpaHuLy.
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Takxe cM. cueHapun "Hactponka GUI, CKAT n WiFi HotSpot npu BKAOYEHHOM
MeHe[)KMeHTe ceccuin”

NHcTannauua m obHoBneHue

PekoMeHaauumn K obopyaoBaHuio

[ns noacncTemMbsl MOXXHO MCNOJb30BaTb 060PYyA0BaHNE UM BUPTYasibHble MaLLWHbI CO C/iedyoLMu
XapaKTepucTukamu:

Mpoueccop (CPU) - 2.5 T, 1 wT

OnepaTtnBHas namaTtb (RAM) - 512 M6-1T6

XecTtkun guck (HDD) -20T6-50T6

OnepaumnoHHasa cuctema - CentOS 8.x, VEOS, CentOS Stream 8.x, Oracle Linux Server 8.x,
AlmalLinux 8.x

5. CeteBasi nnata (NIC) - oT 10 M6/cek

wnNE

BHuMmaHue! He ycTaHaBaMBanWTe NOACUMCTEMY Ha To xe obopypoBaHue, rae
ycTtaHossieHbl DPI n/unu GUI! Ucnonb3ynte And 3T0ro OTAENIbHYO BUPTYanbHYIO

MaLUVHY.

Mepepn ycTaHOBKOM
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HoBas BM

YbenuTech, 4TO ycTaHOBNEeH openssh-clients, oH Heobxoaum ans nogknoveHmsa K DPI. Bce ocTanbHoe
Heobxoaumoe okpy>xeHne byaeT yCTaHOBJIEHO aBTOMaTUYECKN.

Crapas BM

1. Y6egunTech, 4TO yCTaHoBNEH openssh-clients, oH HeobxoamM ons noakatyeHns K DPI
2. Ecnmn yctaHoBneH PHP Bepcuun 7.1 v MeHbLUe, yOaanTe CTapyto BEPCUIO:

yum -y remove php
HoBas Bepcua byneT ycTaHOBNEHa aBTOMaTMYeCKM npu ycTtaHoske GUI.
3. Ecnn ycTaHoBneH MySql, yoanute ero:

yum remove mysql mysql-server mysql-community-common
Takxe ypanute gupektopuio MySql:
mv /var/lib/mysql /var/lib/mysql old backup

Mpwn ycTaHoBke wifi_hotspot 6yneT yctaHosneH MariaDB 10.4

UucTannauusa

Mepen ycTaHOBKOW UnnM 06HOBMEHWEM MPOBEPbTE HaM4YMe UHTEPHeTa. 3anycku
CKPUNTOB BbINOJIHSANTE MO NoJib30BaTesieM root uam sudo.

1. OTkNto4mMTh selinux. 15 3TOro Hy>XHO yCTaHoBUTb 3HaveHne SELINUX=disabled B hanne
/etc/selinux/config v neperpysnTb cepsep.

2. 3anyctutb ckpunt wifi hotspot-rpm install.sh gns yctaHoBku nnm obHoBREHUS:
source curl https://vasexperts.ru/install/wifi hotspot-rpm install.sh

ByneT ycTaHOB/IEH 1 aBTOMATUYeCKM HAaCTPOEH COrlacHO KOH(Urypauuy rpm-nakeT
wifi hotspot.

B npouecce ycTaHoBKM byaeT npon3BeieHa yCTaHOBKA / 0OHOBIEHNE OKPYXXEHUS:

PHP >= 7.1
MariaDB >= 10.4
Apache
Composer

PHP SSH2 lib

ke whe



6. Laravel/Lumen

Takxxe 6yayT OTKPbITbl HEO6XOAUMbIE MOPThI U 3aMyLEH Cron AJ1s BbINOJHEHNA (DOHOBbLIX 3a4ay No
PaACMMCaHuIO.

Moacuctema bypet ycTaHosneHa B nanky /var/www/html/wifi hotspot/

3. Mocne MHCTannsuun BBECTM B bpaysepe:

http: IP apgpec VM

OOHOBIeHUue

Ona obHoBNEHNS paHee yCTaHOBJIEHHOW BEPCUN BbIMOJIHATbL KOMaHAay

yum install -y wifi hotspot

KoHcurypauus

CucTeMHble HaCTPONKK MOAYNSA HAaXoAATCA B panne .env:
/var/www/html/wifi hotspot/backend/.env

Cogepxxumoe hanna cnegytouee:

#CUCTEMHbIE HaCTPOVIKY, J1y4LUE HE TPoraThb
APP_ENV=local

APP DEBUG=true

APP_KEY=

APP_TIMEZONE=UTC

#CUCTeMHble HaCTPOUKM rnoakatodeHns Kk b MySql, ny4le He TporaTb
DB CONNECTION=mysql

DB HOST=localhost

DB PORT=3306

DB DATABASE=wifi hotspot

DB _USERNAME=root

DB_PASSWORD=vasexperts

#HacTtpovikn noakaw4deHns Kk SMTP-cepBepy. HyxHbl 4151 OTAPaBKu AaHHbIX 10 aBTOpM3aLmnm B
pexxume oT1aaKN.

CFG SMTP UNAME=smtptestvasexpertscgmail.com

CFG SMTP PW=pH3xkXTpl

CFG SMTP HOST=smtp.gmail.com

CFG_SMTP_PORT=587

CFG_SMTP_SECURE=tls

CFG SMTP SENDER=smtptestvasexpertscgmail.com

#CNCTEMHbIE HaCTPOVIKW, TPOraTb HE/b3S
CACHE DRIVER=file



QUEUE_DRIVER=database
SESSION DRIVER=cookie

#

#HacTpovika 3kcriopTa AAA-ceccnm (hanisibl C CECCUAMU XPAHATLCA B Narke
/var/www/html/wifi hotspot/backend/storage/aaa events)

#

#BKto4eHNE/OTKIOYEHNE 3KCropTa AAA-ceccui

AAA EXPORT_ENABLED=0

#IP-anpec NAS cepsepa, IPv4/IPv6, ecin HensecTHO - 0.0.0.0

AAA HOTSPOT IP=0.0.0.0

#nopt NAS cepsepa, 4ynco, ecivm Hen3BeCTHO - 0

AAA HOTSPOT_ PORT=0

#W/L TOYKM NOAKIIIOYEHUS K CETU repeaayun AaHHbIX, Lesoe Y1co B anana3oHe ot 0 4o 1000,
HeobxoanMOo 3anosIHATb 415 abOHEHTOB nybnyHbIx Wifi-Toyek,

# COOTBETCTBYET MAEHTUPUKATOPY TOYKMN MOAK/HOYEHNS B 110/1€ 1 13 BbIFPY3KN TOYEK
MOAK/IOYEHUNS

AAA HOTSPOT ID=0

# YnaneHne pavinos AAA-ceccun, 0 - He yaansaTb

OLD AAA FILE LIFETIME DAYS=0

#/11MHa KoJla aBTopu3aumy aboHEHTOB
AUTH CODE_LENGTH=6

#3ameHa Beaylero 3Haka "+" B Homepe TenegpoHa (0/1)
CFG_PHONE REPLACE LEADING PLUS=0

#3ameHa Bepgylen "8" Ha "7" B Homepe TenegoHa (0/1)
CFG_PHONE REPLACE LEADING 8 BY 7=0

#Pexxum oTnanku B3anmongenctamns Xorcrnot co CKAT. [lpy BKIKOYEHUN HE OTIPaBASETCA 3arnpoc K
CcepBuCy aBTOpU3aLMmn cMc/3BOHKAa. Ko asTopm3aumy 0000.

#[1o ymonyaHuio 0
DEBUG MODE=0

Ecnun 66111 BHECEHBI N3MEHEHUA B .enV, HE0OX0AUMO BbIMOJIHUTb KOMaHOy

@ php /var/www/html/wifi hotspot/backend/artisan queue:restart

Copepxumoe panna /var/www/html/wifi hotspot/frontend/env.js:
var AppEnv = {};

// Mnencxonnep B none Asg BBOA4a Kofa aBTopu3aLmm aboHeHTa
AppEnv.AuthCodePlaceHolder = "000000";



B3auMopeucTteue c abDOHeHTOM

B3aumopgencteune HotSpot c aboHeHTOM Ha CKAT 1 KOMaHAbI, BbIMONHAOLWMNECS NPU 3TOM:

1. CkpunT, KoTOpbIN Bbi3biBaeTCcA DHCP-Tpurrepom (oTrpy>xaetca Ha CKAT
/var/dpiui2/add captive portal auth.sh). KIP aboHeHTa npumeHseTcs npouib
ycnyru 5 v npousib NOJNCUHTA N4 aBTOpU3aLmn

fdpi ctrl load --service --profile.name="'hotspot white list profile'
--ip $1
fdpi ctrl load --policing --profile.name='wifi hotspot auth policing' -
-ip $1

2. KoMaHnbl, BbinonHswowmnecs Ha CKAT npu ycnewHon aBTopmsaunm nosb3oBaTens:
1. Ecnm abOHEHT C TaKMM JIOTUHOM Y)Ke CyLLEeCTBYET:

fdpi ctrl list --bind --login='[phone]"
2. Y6paTb c aboHeHTa Npodnb NOJIMCMHIa A5 aBTOPU3aLNN:
fdpi ctrl del --policing --ip=[ip
3. YbpaTb c aboHeHTa 5 ycayry:
fdpi ctrl del --service 5 --ip=[ip
4. YbpaTb Cc aboHeHTa 11 ycnyry (NAT):
fdpi ctrl del --service --ip=[ip
5. Co3paTb bind-aboHeHTa:
fdpi ctrl load --bind --user='[phone]:[ip]’
6. NMpUMeHNTb K abOHEHTY NPOdMIb NONNCUHIa AN OOCTYNa B UHTEPHET:

fdpi ctrl load --policing --profile.name='wifi hotspot policing' -
-login="'[phone]"

7. B cnyyae, ecnm B popme B GUI yCTaHOBNEHHbI YCYrK, KOTOPbIE HEOHXO0AMMO MPUMEHNTL
K abOHeHTY:

fdpi ctrl load --service [service| --login='[phone]’

8. B cnyyae, ecnm B popme B GUI yCTaHOBAEHHbLI NPOdUAN yCayr, KOTopble HeobxoanMmo
NPUMEHNTb K aDOHEHTY:

fdpi ctrl load --service [service| --profile.name='[profile name]'
--login="'[phone]"

3. KomaHzbl, BbinosiHAOWMecs Ha CKAT, Kora ceccus aBTOpM30BaHHOI O MoJib30BaTeNsd UCTeKNa.
1. YbpaTb c aboHeHTa Npognab NOAUCUHTA 419 [OCTYNa B MHTEPHET:



fdpi ctrl del --policing --login='[phone]"’
2. Mony4nTb CUCOK YCayr, MPUMEHEHHbIX K abOHeHTY 1 ybpaTb nx:

fdpi ctrl list --service --login='[phone]"’
fdpi ctrl del --service [service]| --login='[phone]"

3. YpanuTb bind-aboHeHTa:
fdpi ctrl del --bind --login='[phone]’

4. BbinonHuTb Ha CKAT ckpunT gobasneHnsa npoduns ycayru 5 n nponnas noamcuHra ans
aBTopusaumu (cm. n.1)

sh /var/dpiui2/add captive portal auth.sh [ip

NHcdopmaumnsa o Bepcusax

Bepcusa v.1.4.4 (26.09.2024)

e [lobaBneHa BO3MOXXHOCTb aBTOPM3aLMK MO NCXOASALWLEMY 3BOHKY (4OCTYNHO ANa Bepcum dpiui2
>=2.35.4)

e [lobaBneHa BO3MOXXHOCTb NPUMeHeHNs ycnyr/Tapudos ana aboHeHTa Yepes Web-xyk K
CTOPOHHEMY cepBUCY (AOCTYNHO ans Bepcumn dpiui2 >= 2.35.4)

e bardwukc

Bepcus v.1.3.5 (18.06.2024)

e JlobaBsieHa BO3MOXHOCTb YCTaHOBKMW NPUOPUTETHOIO METOAa aBTopm3auun (LOCTYNHO AN4
Bepcuun dpiui2 >= 2.34.5)

 [lobaBneHa BO3MOXXHOCTb BK/IIOYEHNSA peXrMa OTNIaAKKW CLeHapus B3auMoaencTemsa XoTcnoTa
co CKAT (onuwns DEBUG_MODE B /var/www/html/wifi_hotspot/backend/.env)

e bardmkc

Bepcus v.1.3.3 (16.10.2023)

» JlobaBneHa BO3MOXXHOCTb aBTOMOACTaHOBKM Koda u3 CMC B none BBoAa Koga (Ha MOBUbHbIX
YyCTPOWCTBaXx);

e [lobaBneHa onumsa B hanne koHpurypaumm (backend/.env) OLD_AAA FILE LIFETIME_DAYS gnsa
yoaneHuns gannos AAA-cecCU CNyCcTa YyKa3aHHOE KOJINYeCTBO AHen (no-ymonyanuio 0 - He
yOansThb)

Bepcusa v.1.2.19 (11.04.2022)

NcnpasneHune ownboK, BO3HMKABLUMX MPY UCMOJIb30BAHUN CEPBMUCOB, KOTOPbLIE HE NOALEPKNBAIN
HoMepa TenedoHOB C BeayLWMM 3HakoM "+" n/unn "8":



e [lobaBneHa BO3MOXHOCTb yAalIeHNIO BeAyLLEero 3Haka "+" B HoMepe TenedoHa
e [lobaBneHa BO3MOXXHOCTb 3aMeHbl Beaylen "8" Ha "7" B HoOMepe TenedoHa

Bepcusa v.1.2.17 (01.03.2022)

e icnpasnieHbl OWNOKM B CKpUNTE aBTopM3aLmMm/neasTopusauny aboHEHTOB;

e PaclumpeHbl I0rn aBTopu3aunmn/geastopmsanmm aboHeHTOB

e [lobaBneHa BO3MOXHOCTb 3KcnopTa AAA-ceccum

e [lobaBneHa BO3MOXHOCTb KOH(MIYpMpoBaTb AJNHY KOAa aBTopmn3aLmm aboHEeHTOB

Bepcus v.1.2.4 (02.10.2020)

e ycnpasneHne baros

Bepcusa v.1.1.0 (06.11.2019)

* NepepaboTaH NpoLecc 3aMeHbl NOroOTUMNa N NKOHKK Yepe3 nHTepdenc dpiui2
¢ /I3MeHeH orpaHMyeHne pasmepa ansa nNorotTuna nam NKoHKM ¢ 64k6 no 7506

Bepcusa v.1.0.10 (25.10.2019)

* /icnpaBneHune oTobpa)keHUs nopTana Ha MOBUbHbLIX YCTPONCTBAX
e licnpaBneHune anropuTMa NoBTOPHON aBTOPM3aLINN

Bepcusa v.1.0.7 (15.09.2019)

e Co3paH HosbI Mmoaynb Wi-Fi HotSpot
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