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Wi-Fi HotSpot (Captive Portal pna Wi-Fi
ABTOpPU3aALUMN)

BBepeHue

MoZynb NpefocTaBAseT BO3MOXHOCTb peann3oBaTth cLueHapuin: NoeHTugukaumna aboHeHTa B ceTu
WiFi ¢ nomoubto MobunbHOro TenedoHa.

ApxuTekTypa
DHCP
Wi-Fi Clients Wi-Fi Switch @ @ Router Internet
CG-NAT DPI
Web server SMS Gateway
CueHapun npuMMeHeHus
MoapobHasa nHCTpykuus passepTtoiBaHusa Wi-Fi Hot Spot.

B MomeHT, Koraa aboHeHT nogkntoydaeTca K Wi-Fi, poyTep obpawaeTtcs k DCHP-cepsepy ans
nonyyeHuns Hoeoro IP-agpeca. Cepeep BO3BpallaeT AaHHble afpeca Ha poyTep v Bbi3biBaeT shell-
script, akTUBMpYOLWNIA Tapud C OrpaHUYEeHHbIM LOCTYNOM 1 «benbln cnncok». B 6enble Cnnckn 3gechb
MMeeT CMbIC/T BKIIOYUTb, Hanpumep, CanT npoeaniepa wiv opraHu3auunm, NnpefocTasasowmnmn
ny6anyHbin Wi-Fi.

Hanee aboHeHT nepeHanpaBnseTcs B bpay3ep Ha CTapTOBYIO CTPaHuLY, rae eMmy HeobxoaMmo
NPoOMTK aBTOpM3aLMo No HoMepy TenedoHa. Web-cepeep nony4vaeT oTBeT 06 ycnewHon
aBTopm3aumm ot SMS wnto3a 1 ¢ nomoubto shell-script ynanset orpaHndeHns Ha DPI n
nepeHanpaBfsSieT Ha HYXXHYIO CTPaHWULLY.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:use_cases:dpi_bestpractice_wifi_login:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:use_cases:dpi_bestpractice_wifi_login:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:use_cases:dpi_bestpractice_wifi_login:start
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WHcTannauusa u obHoBeHue

PekoMeHpauum K obopyaosaHuio

na noacmcrtembl MOXHO UCMONb30BaTb oﬁopy,uoaaHVle Nnn BUPTYasibHbl€ MallHbI CO CneayownmMmmn
XapaKTePUCTUKaMK:

Mpoueccop (CPU) -2.5TTy, 1 wT

OnepaTnBHas namaTtb (RAM) - 512 M6 -1T6

XecTtkunm guck (HDD) -20T6-50T6

OnepaumoHHasa cuctema - CentOS 8.x, VEOS, CentOS Stream 8.x, Oracle Linux Server 8.x,
AlmalLinux 8.x

5. Ceteasi nnata (NIC) - oT 10 M6/cek

Ll o

BHuMaHue! He ycTaHaB/AMBanWTe NOACMCTEMY Ha To xe obopynosaHue, rge
ycTaHoBsieHbl DPl u/unn GUI! Ncnonb3ynte Ana 3TOro oTAESIbHYIO BUPTYasibHYIO
MaLlunHY.

Mepepn ycTaHOBKOM

HoBas BM

YbenuTech, 4TO ycTaHOBNEH openssh-clients, oH Heobxoaum ans nogknoveHmsa Kk DPI. Bce ocTanbHoe
Heobxoaumoe okpy>xeHune byaeT yCTaHOBJIEHO aBTOMaTUYeCKN.


https://wiki.vasexperts.ru/doku.php?id=veos:installation

Crapas BM

1. YbeaunTech, 4TO yCcTaHoBNEH openssh-clients, oH HeobxoamM ons noaknatyeHns K DPI
2. Ecnun yctaHoBneH PHP Bepcun 7.1 v MeHbLUe, yOannTe CTapyto BEpCuio:

yum -y remove php
HoBasi Bepcus byneT yCTaHOB/IEHA aBTOMATMYeCKM Npu ycTaHoBKe GUI.
3. Ecnm yctaHosneH MySql, yoanute ero:

yum remove mysql mysql-server mysql-community-common
Takxe yoanute gupektoputo MySql:
mv /var/lib/mysql /var/lib/mysql old backup

Mpwn ycTaHoBke wifi_hotspot byaeT yctaHosneH MariaDB 10.4

UHcTannauusa

‘4™ Tepen ycTaHOBKOM WM 0BHOBNEHNEM NPOBEPbTE HaANYMe WHTEpHEeTa. 3amycKu
U CKPWMTOB BbIMOJHANTE NOA NnoJib30BaTesieM root nnm sudo.

1. OTKMo4mMTb selinux. [4na 3TOro Hy>KHO yCTaHOBUTL 3HaveHne SELINUX=disabled B danne
/etc/selinux/config n neperpy3uTb cepBep.

2. 3anyctutb ckpunT wifi hotspot-rpm install.sh gons yctaHoBku unv obHoBNEHMSA:
source <(curl https://vasexperts.ru/install/wifi hotspot-rpm install.sh

ByneT ycTaHOBJIEH 1 aBTOMATUYECKW HAaCTPOEH COrJlacHO KOH(Urypauuy rpm-nakeT
wifi hotspot.

B npouecce ycTaHoBKM byaeT npon3BeieHa yCTaHOBKa / 0OHOBIEHNE OKPYXXEHUS:

PHP >= 7.1
MariaDB >= 10.4
Apache
Composer

PHP SSH2 lib
Laravel/Lumen

oV wWwNH

Takxxe byayT OTKPbITbl HEOOXOAUMbIE MOPThI U 3aMyLLEH Cron AJs BbINOJHEHNS (DOHOBbIX 3a4a4 No
PaCMMCaHuIo.

Moacuctema bynet yctaHosneHa B nanky /var/www/html/wifi hotspot/



3. Mocne nHcTannsumm BeecTy B bpaysepe:

http: IP apgpec VM

OOHOBIeHUue

ans obHoBNEHNS paHee yCTaHOB)'IEHHOI7I BEPCUWN BbINOJIHATb KOMaHAY

yum install -y wifi hotspot

KoHdurypauus

CUCTEMHbIe HAaCTPOMKK MOAYNS HaxoAsTCA B haine .env:
/var/www/html/wifi hotspot/backend/.env

Conepxnmoe (haitnia cnemytoulee:

#CUCTEMHbIE HACTPOVIKK, JIyYLLE HE TPOraTh
APP_ENV=local

APP_DEBUG=true

APP_KEY=

APP TIMEZONE=UTC

#CUCTEeMHbIe HaCTPOVKM rnoakatodeHns Kk b MySql, ny4lie He TporaTb
DB _CONNECTION=mysql

DB HOST=localhost

DB PORT=3306

DB DATABASE=wifi hotspot

DB USERNAME=root

DB PASSWORD=vasexperts

#HacTtpovikn noaka4deHns Kk SMTP-cepBepy. HyxHbl 415 OTRPaBKu AaHHbIX 10 aBTopu3aLumnm B
pexume oTaagKu.

CFG SMTP UNAME=smtptestvasexpertscgmail.com

CFG SMTP_ PW=pH3xkXTpl

CFG_SMTP HOST=smtp.gmail.com

CFG_SMTP_PORT=587

CFG SMTP_ SECURE=tls

CFG SMTP SENDER=smtptestvasexpertscgmail.com

#CUCTEMHbIe HaCTPOVIKW, TPOraTb HeJb3s5
CACHE DRIVER=file

QUEUE DRIVER=database

SESSION DRIVER=cookie

#
#HacTtpovika skcriopTa AAA-ceccuii (thasibl C CECCUAMU XPaHATLCS B rarke
/var/www/html/wifi hotspot/backend/storage/aaa events)



#

#BKJ1I04eHNEe/OTKIIOYEeHNE 3KcriopTa AAA-ceccui

AAA EXPORT_ENABLED=0

#IP-anpec NAS cepsepa, IPv4/IPv6, ecin Hem3BecTHO - 0.0.0.0

AAA HOTSPOT IP=0.0.0.0

#nopt NAS cepsepa, 4ynco, ecivm Hen3BeCcTHO - 0

AAA HOTSPOT_ PORT=0

#W/[ TOYKM NOAKIIOYEHNS K CETU Nnepeayun AaHHbIX, Liesoe 41co B gnana3oHe ot 0 o 1000,
HeobxoanMo 3anosIHATb 4151 abOHEHTOB nybm4HbIx Wifi-Toyek,

# COOTBETCTBYET UAEHTUDUKATOPY TOYKU MOAKIHOYEHNSA B 11071€ 1 U3 BbIFPY3KU TOYEK
noAK/I0YeHNS

AAA HOTSPOT ID=0

# Ypanerne pavinios AAA-ceccun, 0 - He yaansaThb

OLD AAA FILE LIFETIME DAYS=0

#/[lnvHa Koga aBTopu3aumm aboHEHTOB
AUTH CODE LENGTH=6

#3ameHa Beaylero 3Haka "+" B Homepe TenegpoHa (0/1)
CFG_PHONE REPLACE LEADING PLUS=0

#3ameHa Begylen "8" Ha "7" B Homepe TenegoHa (0/1)
CFG_PHONE REPLACE LEADING 8 BY 7=0

#Pexxum oTnaaku B3anmongenctamns Xorcrnot co CKAT. [lpy BKIKOYEHNN HE OTPaBASETCA 3arnpoc K
cepBucy aBTOpu3aLmmn cMc/3BoOHKa. Ko asTopm3aumy 0000.

#[1o ymonyaHuio 0
DEBUG MODE=0

Ecnn 6binn BHECEHBI N3MEHEHMSA B .enV, He0H6X0AMMO BbINOAHUTD KOMaHAOYy

php /var/www/html/wifi hotspot/backend/artisan queue:restart

Copepxumoe anna /var/www/html/wifi hotspot/frontend/env.js:
var AppEnv = ;
Mnencxongep B none 415 BBoAa KoAa aBTopmsauum aboHeHTa

AppEnv.AuthCodePlaceHolder = "000000";

B3auMopeucTteue c aboOHeHTOM

B3aumopgencteune HotSpot c aboHeHTOM Ha CKAT 1 KOMaHAbl, BbIMONHAOLWMNECS NPU 3TOM:

1. CkpunT, KoTOpbIN Bbi3biBaeTcd DHCP-Tpurrepom (oTrpyxaetcs Ha CKAT
/var/dpiui2/add captive portal auth.sh). KIP aboHeHTa npumeHseTcs npodub
ycnyru 5 n npodunb NOAMCHMHIA ANS aBTOpU3aUnn



fdpi ctrl load --service --profile.name="hotspot white list profile’
--ip $1
fdpi ctrl load --policing --profile.name='wifi hotspot auth policing' -
-ip $1

2. KomaHnbl, BbinonHswowmecs Ha CKAT npu ycneLwHon aBTopm3auunm nosib3oBaTens:
1. Ecnm abOHEHT C TaKMM JIOFMHOM YXKe CyLLeCcTBYyeT:

fdpi ctrl list --bind --login='[phone]"
2. YbpaTb c aboHeHTa npounb NOMCUHIA NS aBTOPU3aLNN:
fdpi ctrl del --policing --ip=[ip
3. YbpaTtb c aboHeHTa 5 ycnyry:
fdpi ctrl del --service --ip=[ip
4. YbpaTb Cc aboHeHTa 11 ycnyry (NAT):
fdpi ctrl del --service --ip=[ip
5. Co3paTb bind-aboHeHTa:
fdpi ctrl load --bind --user='[phone]:[ip]’
6. MpumeHUTb K abOHEHTY NPOGUIb NOANCUHIA AN AOCTYNa B UHTEPHET:

fdpi ctrl load --policing --profile.name='wifi hotspot policing' -
-login="'[phone]"

7. B cnyyae, ecnm B popme B GUI yCTaHOBNEHHbI YCYrK, KOTOPble HE0BX0AMMO MPUMEHNTb
K abOHeHTY:

fdpi ctrl load --service [service| --login='[phone]’

8. B cnyyae, ecnm B popme B GUI yCTaHOBNEHHbI NPO(UAN yCyr, KOTopble Heobxoammo
NPVMEHUTb K abOHEHTY:

fdpi ctrl load --service [service| --profile.name='[profile name]'
--login="'[phone]"

3. KoMaHgbl, BeinosiHaoWwmnecs Ha CKAT, korga ceccus aBTOPU30BaHHOMO Mo/b30BaTeNs UCTEKNA.
1. Y6bpaTb c aboHeHTa Npodunab NOANCKMHIA ANS AO0CTYNa B UHTEPHET:

fdpi ctrl del --policing --login='[phone]"’
2. Mony4nTb CNMCOK yCAyr, MPUMEHEHHbIX K abOHEHTY 1 ybpaTb nx:

fdpi ctrl list --service --login='[phone]"’
fdpi ctrl del --service [service]| --login='[phone]'’

3. YoanuTtb bind-aboHeHTa:



fdpi ctrl del --bind --login='[phone]’

4. BbinonHUTb Ha CKAT ckpunT gobasneHunsa npoduna ycayru 5 n npodunns noamcuHra ans
aBTopusaumm (cm. n.1)

sh /var/dpiui2/add captive portal auth.sh [ip

NHdopmaumsa o Bepcuax

Bepcus v.1.3.5 (18.06.2024)

e JlobaBsieHa BO3MOXHOCTb YCTaHOBKMW NPUOPUTETHOIO METOAa aBTopm3auun (4OCTYNHO ANA
Bepcuun dpiui2 >= 2.34.5)

e JlobaBsieHa BO3MOXHOCTb BKJIOYEHWNS peXXnMa 0TNalKu CLeHapusa B3auMoLencTemsa XoTcrnoTa
co CKAT (onuwna DEBUG_MODE B /var/www/html/wifi_hotspot/backend/.env)

e bardmkc

Bepcusa v.1.3.3 (16.10.2023)

e J[lobaBneHa BO3MOXHOCTb aBTOMOACTAHOBKN Koda n3 CMC B nosie BBOAa KoAa (Ha MOBUIbHbIX
YyCTPOWCTBaXx);

e [lobaBneHa onuwus B hanne KoHdurypauum (backend/.env) OLD_AAA FILE_LIFETIME_DAYS nons
ynaneHns gannos AAA-ceccuin CnycTs yKasaHHOe KOJIMYeCTBO AHen (no-ymondaHuto 0 - He
yOansThb)

Bepcusa v.1.2.19 (11.04.2022)

cnpaeneHune ownboK, BO3HMKABLUMX MPW UCMOJIb30BAHUN CEPBMUCOB, KOTOPbLIE HE NOALEPKNBANN
HOMepa TeneMoHOB C BeAyLNM 3HakoM "+" n/unm "8":

e [lobaBnieHa BO3MOXHOCTb yAaJIeHMIO BeAyLLero 3Haka "+" B Homepe TenedoHa
e [lobaBneHa BO3MOXXHOCTb 3aMeHbl Beaylen "8" Ha "7" B HoOMepe TenedoHa

Bepcusa v.1.2.17 (01.03.2022)

* llcnpaBneHbl oWNOKM B CKpNTE aBTOpM3aLumm/geasTopu3anmm aboHeHTOB;

e PaclumpeHbl Iorn aBTopusaumm/geastopmsanmm aboHeHTOB

e [lobaBneHa BO3MOXHOCTb 3kcnopTa AAA-ceccun

e lobaBneHa BO3MOXXHOCTb KOH(MIyprnpoBaTb AJNHY KOAa aBTopm3aLmm aboHeHTOB

Bepcus v.1.2.4 (02.10.2020)

e ycnpasneHue baros



Bepcusa v.1.1.0 (06.11.2019)

e lepepaboTaH NpouUecc 3aMeHbl 10roTUMNA N NKOHKK Yepe3 nHTepdenc dpiui2
e I3MeHeH orpaHuyeHve pasmepa aina norotmna uim NKOHKKM ¢ 64k6 go 750k6

Bepcusa v.1.0.10 (25.10.2019)

e icnpaBneHune oTobpakeHns nopTasa Ha MOBUbHBLIX YCTPONCTBAX
* licnpaBneHune anropnTMa NOBTOPHON aBTOPM3aLIMM

Bepcus v.1.0.7 (15.09.2019)

e Co3paH HoBbI Moaynb Wi-Fi HotSpot
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