CopepxaHue

Wi-Fi HotSpot (Captive Portal pna Wi-Fi aBTopusauuu)
BBEIAECHME ...t a e e e e e e e e e et e e e rrrnn
ADPXUTEKTYP@ ...ttt e e e e e e e e e et ettt e et e e e s e e e e a s e s 1o e e e e e e e et e e e e ettt et e eee e e e R R b e e e as
CLICHAPMM TMPUMEHEHMSA .........cooooeeeeeee i i ettt ee e e e e e e e e e e e e e e e e s sttt e e e e e e e e e e e e e e s s s s bbb eaaaeaaeaeeeeaens
UHCTaANNALMA M OBDHOBIICHME ..................c.ovvviiieeiiiiie et e e e

PekomeHzaumn K 060pyn0BaHNIO
Mepen yCcTaHOBKOW
WHcTannauumsa
OBHOBIIEHME .iiiiiiiiiie ettt ettt e ettt e e e s ettt e e e e s bbbt e e e e e s bbbt e e e e e e b bbbt e e e e s e bbb e e e e e e anbbb e e e e e e nnnees
KOHMUITYPALIMA ettt e e e e e s s b E s e e e e e e e e e e e e e e e e e e e e e s s e s b b bbb s
BzaumopencTeme c aboHeHTOM
NHdopmaLuma o Bepcusax






Wi-Fi HotSpot (Captive Portal pna Wi-Fi
ABTOpPU3aALUMN)

BBepeHue

MoZynb NpefoCcTaBAseT BO3MOXXHOCTb peann3oBaTh cueHapui: NoeHTugurkauns aboHeHTa B ceTu
WiFi ¢ nomoubto MobunbHOro TenedoHa.
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CueHapuu NnpuMMeHeHus

MoapobHasa nHCTpykumns passepTtoiBaHusa Wi-Fi Hot Spot.

B MomeHT, Koraa aboHeHT nogkntoydaeTca K Wi-Fi, poyTep obpawaetcs k DCHP-cepsepy ans
nosiy4yeHusa Hosoro IP-agpeca. Cepeep BO3BpalLaeT AaHHble agpeca Ha poyTep 1 Bbi3biBaeT shell-
script, akTUBMpYOLWLNA Tapud C OrpaHMYeHHbIM 4OCTYNOM K «benbii CNNCoK». B benble cnuckn 3gech
NMeeT CMbICJT BKJIYUTb, HanpuMep, CalnT NpoBangepa Wav opraHnusaunumn, npesocTaBasowmnn
ny6anyHbIn Wi-Fi.

Nanee aboHeHT nepeHanpaBnseTcs B bpay3ep Ha CTapTOBYIO CTpaHULY, rae eMy Heobxoamnmo
NPONTM aBTOPU3aLMIO MO HOMepy TenedoHa. Web-cepsep nonyyaeT oTBeT 06 ycneLHown
aBTopm3aumm ot SMS wnto3a 1 ¢ nomoubto shell-script ynanset orpaHndeHns Ha DPI n
nepeHanpaBnseT Ha HY)KHYI0 CTpaHuLy.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:use_cases:dpi_bestpractice_wifi_login:start
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NHcTannauua m obHoBneHue

PekoMeHaauumn K obopyaoBaHuio

Ins noAcncTeMbl MOXXHO 1CMO/Ib30BaTb 060pyA0BaHME NN BUPTYaslbHblE MalUUHbI CO CIEAYOLINMM
XapaKTEPUCTUKAMMU:

Mpoueccop (CPU) -2.5TTu, 1 wT

OnepaTnBHas namaTtb (RAM) - 512 M6-1T6

XecTkun anck (HDD) -20T6-50T6

OnepaumnoHHasa cuctema - Cent0S 8.x, VEOS, CentOS Stream 8.x, Oracle Linux Server 8.x,
AlmalLinux 8.x

5. Ceteas nnata (NIC) - oT 10 M6/cek

LN E

BHuMmaHue! He ycTaHaBavMBanWTe NOACUMCTEMY Ha To xe obopypoBaHue, rae
ycTtaHossieHbl DPI n/unu GUI! Ucnonb3ynte And 3T0ro OTAENIbHYIO BUPTYanbHYIO
MaLlunHY.

Mepepn ycTaHOBKOM
HoBas BM

YbenuTtech, 4TO yCcTaHoBJsIeH openssh-clients, oH Heobxoaum ons nogknyeHms K DPI. Bce ocTanbHoe
Heobxoanmoe oKpy>xeHne byaeT yCTaHOBNEHO aBTOMATUYECKMN.

Crapas BM

1. YbeaunTech, 4TO yCcTaHoBNEH openssh-clients, oH Heobxoamm ons noaknatyeHns K DPI


https://wiki.vasexperts.ru/doku.php?id=veos:installation

2. Ecnn yctaHoBneH PHP Bepcun 7.1 n MeHbLUe, yaoanuTe CTapyto BEPCUIO:
yum -y remove php
HoBasi Bepcus 6yneT yCTaHOB/IEHa aBTOMATMYeCKN Npn ycTaHoBKe GUI.
3. Ecnm ycTaHosneH MySql, yoanuTe ero:

yum remove mysql mysql-server mysql-community-common
Takxe yoanute gupektoputo MySql:
mv /var/lib/mysql /var/lib/mysql old backup

Mpwn ycTaHoBke wifi_hotspot byaeT yctaHosneH MariaDB 10.4

UHcTannauus

‘4™ MNepen ycTaHOBKOM UM 06HOBAEHMEM MPOBEPbLTE HaJMYME WHTEPHETA. 3amnycku
U CKPWMTOB BLIMOJHAWTE NOA NnoJib30BaTesieM root nnm sudo.

1. OTKMo4mMTb selinux. [N 3TOro Hy>KHO yCTaHOBUTL 3HaveHne SELINUX=disabled B danne
/etc/selinux/config n neperpy3uTb cepBep.

2. 3anyctutb ckpunT wifi hotspot-rpm install.sh gns yctaHoBku unv obHoBNEHMSA:
source <(curl https://vasexperts.ru/install/wifi hotspot-rpm install.sh

ByneT ycTaHOBJIEH 1 aBTOMATUYECKW HAaCTPOEH COrJlacHO KOH(Urypauuy rpm-nakeT
wifi hotspot.

B npouecce ycTaHoBKM byaeT npon3BeieHa yCTaHOBKa / 0OHOBIEHNE OKPYXKEHUS:

PHP >= 7.1
MariaDB >= 10.4
Apache
Composer

PHP SSH2 lib
Laravel/Lumen

oV hswWwNE

Takxxe byayT OTKPbITbl HEOOXOAUMbIE MOPThI U 3aMyLLEH Cron AJs BbINOJHEHWA ()OHOBbIX 3a4a4 No
PaCMMCaHuIo.

Moacuctema bynet yctaHosneHa B nanky /var/www/html/wifi hotspot/

3. Mocne nHcTannsumm seectu B bpaysepe:

http: IP apgpec VM



OOHOBIeHUue

Ins obHoBNEHUSA paHee yCTaHOB)'IEHHOI7I BEPCUWN BbINOJIHNTb KOMaHAOY

yum install -y wifi hotspot

KoHdurypauus

CUCTEMHbIE HAaCTPOMKK MOAYS HAaXoAATCA B haine .env:
/var/www/html/wifi hotspot/backend/.env

Colepxnumoe (haitnia cnenytoulee:

#CUCTEMHbIE HACTPOVIKK, JIyYLLE HE TPOraTh
APP_ENV=local

APP_DEBUG=true

APP_KEY=

APP_TIMEZONE=UTC

#CUCTEeMHble HaCTPOUKM rnoakatodeHns Kk bl MySql, ny4lue He TporaTb
DB _CONNECTION=mysql

DB HOST=localhost

DB PORT=3306

DB DATABASE=wifi hotspot

DB USERNAME=root

DB PASSWORD=vasexperts

#HacTtponikn noaka4deHns k SMTP-cepBepy. HyxHbl 415 OTRpPaBKu AaHHbIX 10 aBTopu3aLumnm B
pexume oTaagKu.

CFG SMTP UNAME=smtptestvasexpertscgmail.com

CFG SMTP PW=pH3xkXTpl

CFG_SMTP HOST=smtp.gmail.com

CFG_SMTP_PORT=587

CFG SMTP_ SECURE=tls

CFG SMTP SENDER=smtptestvasexpertscgmail.com

#CUCTEMHbIE HaCTPOVIKW, TPOraTb HEJb3s
CACHE DRIVER=file

QUEUE DRIVER=database

SESSION DRIVER=cookie

#

#HacTtpovika akcriopTa AAA-ceccuii (thansibl C CECCUAMU XPaHATLCS B rarke
/var/www/html/wifi hotspot/backend/storage/aaa events)

#

#BktoyeHne/oTko4eHne skcriopta AAA-ceccui

AAA EXPORT_ENABLED=0

#IP-anpec NAS cepBepa, IPv4/IPv6, ecin Hem3BecTHO - 0.0.0.0

AAA HOTSPOT IP=0.0.0.0



#nopt NAS cepsepa, 4ynco, ecivm Hen3BeCcTHO - 0

AAA HOTSPOT_ PORT=0

#WL TOYKM NMOLAKIIIOHYEHUS K CETU rNepeaayn AaHHbIX, Lesioe Y1co B aAnarna3oHe ot 0 go 1000,
HeobxoanMOo 3anosIHATb 415 abOHEHTOB nybnyHbIx Wifi-ToYek,

# COOTBETCTBYET MAEHTUPUKATOPY TOYKU MOAK/IHOYEHNS B 110/1€ 1 13 BbIFrPY3KMU TOYEK
MOAK/IIOYEHWNS

AAA HOTSPOT_ ID=0

# YnaneHne ¢pavinos AAA-ceccun, 0 - He yaansaTb

OLD AAA FILE LIFETIME DAYS=0

#/11MHa Koa aBTopu3aLmy aboHEHTOB
AUTH CODE LENGTH=6

#3ameHa Beaylero 3Haka "+" B Homepe TenegpoHa (0/1)
CFG _PHONE REPLACE LEADING PLUS=0

#3ameHa Bepgylen "8" Ha "7" B Homepe TenegoHa (0/1)
CFG_PHONE REPLACE LEADING 8 BY 7=0

#Pexxum oTnanku B3anmogenctemsa Xorcrnot co CKAT. [lpy BKIKOYEHNUN HE OTIPaBSETCA 3arnpoc K
cepBuCy aBTOpU3aLmMmn cMc/3BOHKa. Koa asTopm3aumy 0000.

#[1o ymonyaHuio 0

DEBUG MODE=0

Ecnun 66111 BHECEHBI U3MEHEHUA B .enV, HE0OX0AUMO BbIMOJIHUTb KOMaHAOYy

@ php /var/www/html/wifi hotspot/backend/artisan queue:restart

Copepxumoe pavna /var/www/html/wifi hotspot/frontend/env.js:
var AppEnv = ;

Mnencxonnep B nose Ang BBOAA KOAa aBTopu3auum aboHeHTa
AppEnv.AuthCodePlaceHolder = "000000";

B3auMopeucTteme c abDOHEeHTOM

B3aumopgencteune HotSpot ¢ aboHeHTOM Ha CKAT 1 KOMaHAbl, BbIMONHAIOLWMNECS NPU 3TOM:

1. CkpunT, KoTOpbIN Bbi3biBaeTcs DHCP-Tpurrepom (oTrpy>xaetca Ha CKAT
/var/dpiui2/add captive portal auth.sh). KIP aboHeHTa npumeHseTcs npodub
ycnyru 5 n npodunb NOAMCKMHIA ANS aBTOpU3aLnn

fdpi ctrl load --service 5 --profile.name='hotspot white list profile’
--ip $1
fdpi ctrl load --policing --profile.name='wifi hotspot auth policing' -
-ip $1



2. KomaHzbl, BbinonHswowmecs Ha CKAT npu ycneLwHon aBTopm3aumnm nosib3oBaTens:
1. Ecnn abOHEHT C TaKMM JIOFMHOM YXe CyLLeCTBYyeT:

fdpi ctrl list --bind --login='[phone]"
2. Y6paTb ¢ aboHeHTa Npoduab NONMCKHIa ANF aBTOpM3aLun:
fdpi ctrl del --policing --ip=[ip
3. YbpaTb c aboHeHTa 5 ycayry:
fdpi ctrl del --service --ip=[ip
4. YbpaTb ¢ aboHeHTa 11 ycnyry (NAT):
fdpi ctrl del --service --ip=[ip
5. Co3paTb bind-aboHeHTa:
fdpi ctrl load --bind --user='[phone]:[ip]’
6. MpumeHUTb K abOHEHTY NPOGUIb NOANCUHIA AN AOCTYNa B UHTEPHET:

fdpi ctrl load --policing --profile.name='wifi hotspot policing' -
-login="'[phone]’

7. B cnyyae, ecnm B popme B GUI yCTaHOBNEHHbI YCYrK, KOTOPble HE0BX0AMMO MPUMEHNTb
K aboHeHTy:

fdpi ctrl load --service [service| --login='[phone]’

8. B cnyyae, ecnm B hopme B GUI ycTaHOBAEHHbI Mpoduan ycayr, KoTopble Heobxoanmo
NPUMEHUTb K abOHEHTY:

fdpi ctrl load --service [service| --profile.name='[profile name]'’
--login="'[phone]"

3. KoMaHgbl, BeinosHswoWwumnecs Ha CKAT, korga ceccusi aBTOPU30BaHHOMO Mob30BaTeNs UCTEKNA.
1. YbpaTtb c aboHeHTa Npoduab NOANCHUHIa A8 AOCTyNa B UHTEPHET:

fdpi ctrl del --policing --login='[phone]"
2. Mony4nTb CANCOK YyCAYr, NPUMEHEHHbIX K abOHEHTY 1 ybpaTb ux:

fdpi ctrl list --service --login='[phone]"’
fdpi ctrl del --service [service]| --login='[phone]'

3. Ypanutb bind-aboHeHTa:
fdpi ctrl del --bind --login='[phone]’

4. BbinonHUTb Ha CKAT ckpunT fobasneHnsa npoduns ycayru 5 n npounasa noamcuHra ans
aBTopm3aumm (cm. n.1)



sh /var/dpiui2/add captive portal auth.sh [ip

NHdopmauusa o Bepcusax

Bepcus v.1.3.5 (18.06.2024)

e [lobaBsieHa BO3MOXHOCTb YCTaHOBKMW NPUOPUTETHOIO METOAa aBTopm3auun (4OCTYNHO AN4
Bepcuun dpiui2 >= 2.34.5)

* [lobaBneHa BO3MOXXHOCTb BK/IIOYEHNSA peXrMa 0TNaAKuW CLeHapus B3auMoaencTemsa XoTcnoTa
co CKAT (onuwna DEBUG_MODE B /var/www/html/wifi_hotspot/backend/.env)

e bardumkc

Bepcusa v.1.3.3 (16.10.2023)

e [lobaBneHa BO3MOXHOCTb aBTOMOACTaHOBKN Koda n3 CMC B noJsie BBOAa KoAa (Ha MOBUIbHbIX
YyCTPOWCTBaXx);

e [lobaBneHa onuwus B hanne KoHdurypauum (backend/.env) OLD_AAA FILE_LIFETIME_DAYS nns
ynaneHns gannos AAA-ceccuin CnycTs yKasaHHOe KOIMYeCcTBO AHen (no-ymondaHuio 0 - He
yOansThb)

Bepcusa v.1.2.19 (11.04.2022)

cnpaeneHune ownboK, BO3HMKABLUMX MPY UCMOJIb30BAaHUN CEPBMUCOB, KOTOPbLIE HE NOALEPKNBANN
HoMepa TenedOoHOB C BeAyLWMM 3HakoM "+" n/unn "8":

e [lobaBneHa BO3MOXHOCTb yAaJIeHMIO BeAyLLero 3Haka "+" B Homepe TenedoHa
e [lobaBneHa BO3MOXXHOCTb 3aMeHbl Beaylen "8" Ha "7" B HoOMepe TenedoHa

Bepcusa v.1.2.17 (01.03.2022)

 llcnpaBneHbl oWNBKM B CKpMNTE aBTOpM3aumm/geasTopusaumm aboHeHTOB;

e PaclumpeHbl Iorn aBTopusaumm/geastopmsanmm aboHeHTOB

e [lobaBneHa BO3MOXHOCTb 3KcnopTa AAA-ceccui

e [lobaBnieHa BO3MOXXHOCTb KOH(MIypMpoBaTb AJNHY KOAa aBTopm3aLmm aboHeHTOB

Bepcusa v.1.2.4 (02.10.2020)
e ycnpasneHne baros
Bepcusa v.1.1.0 (06.11.2019)

e [lepepaboTaH NpoLUecc 3aMeHbl 10rOTUMNA N NKOHKK Yepe3 nHTepdenc dpiui2
e I3MeHeH orpaHuyeHve pasMmepa anna norotuna uiv NKOHKKU ¢ 64k6 no 750k6



Bepcusa v.1.0.10 (25.10.2019)

* icnpaBneHune oTobparkeHns nopTasa Ha MOBUIbHBIX YCTPOMCTBAX
* llcnpaBneHune aaropuTMa NnoBTOPHON aBTOPU3ALLK

Bepcusa v.1.0.7 (15.09.2019)

e Co3pnaH HoBbIn moaynb Wi-Fi HotSpot
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