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Wi-Fi HotSpot (Captive Portal pna Wi-Fi
ABTOpPU3aALUMN)

BBepeHue

MoZynb NpefoCcTaBAseT BO3MOXXHOCTb peann3oBaTh cueHapui: NoeHTugurkauns aboHeHTa B ceTu
WiFi ¢ nomoubto MobunbHOro TenedoHa.
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CueHapuu NnpuMMeHeHus

MoapobHasa nHCTpykumns passepTtoiBaHusa Wi-Fi Hot Spot.

B MomeHT, Koraa aboHeHT nogkntoydaeTca K Wi-Fi, poyTep obpawaetcs k DCHP-cepsepy ans
nosiy4yeHusa Hosoro IP-agpeca. Cepeep BO3BpalLaeT AaHHble agpeca Ha poyTep 1 Bbi3biBaeT shell-
script, akTUBMpYOLWLNA Tapud C OrpaHMYeHHbIM 4OCTYNOM K «benbii CNNCoK». B benble cnuckn 3gech
NMeeT CMbICJT BKJIYUTb, HanpuMep, CalnT NpoBangepa Wav opraHnusaunumn, npesocTaBasowmnn
ny6anyHbIn Wi-Fi.

Nanee aboHeHT nepeHanpaBnseTcs B bpay3ep Ha CTapTOBYIO CTpaHULY, rae eMy Heobxoamnmo
NPONTM aBTOPU3aLMIO MO HOMepy TenedoHa. Web-cepsep nonyyaeT oTBeT 06 ycneLHown
aBTopm3aumm ot SMS wnto3a 1 ¢ nomoubto shell-script ynanset orpaHndeHns Ha DPI n
nepeHanpaBnseT Ha HY)KHYI0 CTpaHuLy.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:use_cases:dpi_bestpractice_wifi_login:start
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https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:use_cases:dpi_bestpractice_wifi_login:start

NHcTannauua m obHoBneHue

PekoMeHaauumn K obopyaoBaHuio

Ins noAcncTeMbl MOXXHO 1CMO/Ib30BaTb 060pyA0BaHME NN BUPTYaslbHblE MalUUHbI CO CIEAYOLINMM
XapaKTEPUCTUKAMMU:

Mpoueccop (CPU) -2.5TTu, 1 wT

OnepaTnBHas namaTtb (RAM) - 512 M6-1T6

XecTkun anck (HDD) -20T6-50T6

OnepaumnoHHasa cuctema - Cent0S 8.x, VEOS, CentOS Stream 8.x, Oracle Linux Server 8.x,
AlmalLinux 8.x

5. Ceteas nnata (NIC) - oT 10 M6/cek

LN E

He ycTaHaBnmnBanTe NoacucTemMy Ha To xe obopynoBaHue, raoe yctaHoBaeHbl DPI n
GUI! cnonb3ymnTe ANs 3TOro OTAENbHYI0 BUPTYasIbHYIO MaLUUHY.

Mepen ycTaHOBKOM
HoBas BM

YbenuTech, 4TO ycTaHoBMEH openssh-clients, oH Heobxoaum ans nogknoveHmsa Kk DPL. Bce ocTanbHoe
Heobxoanmoe oKpyxeHue byaeT yCTaHOBIEHO aBTOMATUYECKMW.

Crapas BM

1. YbeaunTech, 4TO yCcTaHoBAEH openssh-clients, oH Heobxoanm ons noaknatyeHns K DPI
2. Ecnn ycTaHoBneH PHP Bepcun 7.1 n MeHblUe, yaanuTe CTapyto BEPCULO:


https://wiki.vasexperts.ru/doku.php?id=veos:installation

yum -y remove php
Hosasi Bepcusi 6ynoeT yCTaHOB/IEHA aBTOMATMYECKM Npu ycTaHoBKe GUI.
3. Ecnm yctaHosneH MySql, yoanuTe ero:

yum remove mysql mysql-server mysql-community-common
Takxe yoanute aupektoputo MySql:
mv /var/lib/mysql /var/lib/mysql old backup

Mpwn ycTaHoske wifi_hotspot 6yaeT yctaHosneH MariaDB 10.4

UHcTannauuma

'

‘4™ lNepen ycTaHoBKOW unan 0OHOBNEHWEM MPOBEPbTE HaM4Me MHTEpPHeTa. 3anycku
CKPWMTOB BbIMOJHANTE NOA NnoJib30BaTesieM root nnm sudo.

1. OTKMo4MTb selinux. [na 3TOro Hy>KHO yCTaHOBUTL 3HaveHne SELINUX=disabled B danne
/etc/selinux/config n neperpy3utb cepsep.

2. 3anyctutb ckpunT wifi hotspot-rpm install.sh gons yctaHoBku unv obHOBNEHMUSA:
source <(curl https://vasexperts.ru/install/wifi hotspot-rpm install.sh

ByneT ycTaHOBJIEH 1 aBTOMATUYECKW HAaCTPOEH COrJlacHO KOH(Urypauuy rpm-nakeT
wifi hotspot.

B npouecce ycTaHoBKM ByaeT npon3BefeHa YCTaHOBKA / 0BHOBIEHNE OKPY>XEHUS:

PHP >=7.1
MariaDB >= 10.4
Apache
Composer

PHP SSH2 lib
Laravel/Lumen

ok wWwNH

Takxxe 6yayT OTKPbITbl HE0OXOAUMbIE MOPThI U 3aMyLLEH Cron AJs BbINOJHEHN (OHOBbLIX 3a4a4 Mo
PaACMMCaHNIO.

Moacuctema bypet yctaHosneHa B nanky /var/www/html/wifi hotspot/

3. Mocne MHCTannsauun BBECTM B bpay3epe:

http: IP agpec VM



OOHOBIeHUue

Ins obHoBNEHUSA paHee yCTaHOB)'IEHHOI7I BEPCUWN BbINOJIHNTb KOMaHAOY

yum install -y wifi hotspot

KoHdurypauus

CUCTEMHbIE HAaCTPOMKK MOAYS HAaXoAATCA B haine .env:
/var/www/html/wifi hotspot/backend/.env

Colepxnumoe (haitnia cnenytoulee:

#CUCTEMHbIE HACTPOVIKK, JIyYLLE HE TPOraTh
APP_ENV=local

APP_DEBUG=true

APP_KEY=

APP_TIMEZONE=UTC

#CUCTEeMHble HaCTPOUKM rnoakatodeHns Kk bl MySql, ny4lue He TporaTb
DB _CONNECTION=mysql

DB HOST=localhost

DB PORT=3306

DB DATABASE=wifi hotspot

DB USERNAME=root

DB PASSWORD=vasexperts

#HacTtponikn noaka4deHns k SMTP-cepBepy. HyxHbl 415 OTRpPaBKu AaHHbIX 10 aBTopu3aLumnm B
pexume oTaagKu.

CFG SMTP UNAME=smtptestvasexpertscgmail.com

CFG SMTP PW=pH3xkXTpl

CFG_SMTP HOST=smtp.gmail.com

CFG_SMTP_PORT=587

CFG SMTP_ SECURE=tls

CFG SMTP SENDER=smtptestvasexpertscgmail.com

#CUCTEMHbIE HaCTPOVIKW, TPOraTb HEJb3s
CACHE DRIVER=file

QUEUE DRIVER=database

SESSION DRIVER=cookie

#

#HacTtpovika akcriopTa AAA-ceccuii (thansibl C CECCUAMU XPaHATLCS B rarke
/var/www/html/wifi hotspot/backend/storage/aaa events)

#

#BktoyeHne/oTko4eHne skcriopta AAA-ceccui

AAA EXPORT_ENABLED=0

#IP-anpec NAS cepBepa, IPv4/IPv6, ecin Hem3BecTHO - 0.0.0.0

AAA HOTSPOT IP=0.0.0.0



#nopt NAS cepsepa, 4ynco, ecivm Hen3BeCcTHO - 0

AAA HOTSPOT PORT=0

#WL TOYKM NMOLAKIIIOHYEHUS K CETU rNepeaayn AaHHbIX, Lesioe Y1co B aAnarna3oHe ot 0 go 1000,
HeobxoanMOo 3anosIHATb 415 abOHEHTOB nybnyHbIx Wifi-ToYek,

# COOTBETCTBYET MAEHTUDUKATOPY TOYKM MNOAKIOYEHMS B o€ 1 u3 Bbirpy3Ku TOHEK
MOAK/I0YEHUS

AAA HOTSPOT ID=0

# YnaneHune ¢pavinoB AAA-ceccui, O - He yaansiTe

OLD AAA FILE LIFETIME DAYS=0

#/[lnvHa Kofga aBTopu3aumm aboHEHTOB
AUTH CODE_LENGTH=6

#3ameHa Beaylero 3Haka "+" B Homepe TenegpoHa (0/1)
CFG _PHONE REPLACE LEADING PLUS=0

#3ameHa Bepgylen "8" Ha "7" B Homepe TenegoHa (0/1)

CFG_PHONE REPLACE LEADING 8 BY 7=0

Ecnun 66111 BHECEHBI U3MEHEHUA B .enV, HE0OX0AUMO BbIMOJIHUTb KOMaHAOy

php /var/www/html/wifi hotspot/backend/artisan queue:restart

Copepxumoe pana /var/www/html/wifi hotspot/frontend/env.js:
var AppEnv = ;

Mnencxonnep B nose AN BBOAA KOAa aBTopm3auum aboHeHTa
AppEnv.AuthCodePlaceHolder = "000000";

NHdopmaumsa o Bepcuax

Bepcusa v.1.3.3 (16.10.2023)

» JlobaB/ieHa BO3MOXHOCTb aBTOMNOACTaHOBKM Kofda n3 CMC B nosie BBoAa Kofa (Ha MOBMbHbIX
YyCTPONCTBaAXx);

e [lobaBnieHa onuwus B hanne KoHpuUrypauum (backend/.env) OLD_AAA FILE_LIFETIME_DAYS nons
yoaneHus gannos AAA-ceccun CnycTs yKka3aHHOe KOIMYeCTBO AHen (no-ymonyaHuio 0 - He
y0oanaThb)

Bepcus v.1.2.19 (11.04.2022)

NcnpasneHune owmboK, BOZHUKABLUMX NPY NCMONb30BAHUN CEPBUCOB, KOTOPbIE HE MOAAEPKMBAM
HOMepa TeneOoHOB C BeAyLUUM 3HakoM "+" n/mnn "8":

e [lobaBneHa BO3MOXHOCTb yAasIeHNIO BeAyLLEro 3Haka "+" B HoMepe TenedoHa



e [lobaBneHa BO3MOXHOCTb 3aMeHbl Beayllen "8" Ha "7" B HoOMepe TenedoHa
Bepcusa v.1.2.17 (01.03.2022)

e /icnpaBneHbl ownbKy B CKpUNTe aBTopu3aumm/geasTopusanmm aboHeHTOoB;

e PacwupeHsl norn asTopmnsauuun/geastopmnsaumm aboHeHToB

e lobaBnieHa BO3MOXHOCTb 3KcnopTa AAA-ceccuin

e lobaBsieHa BO3MOXHOCTb KOH(MIyprupoBaTb AJNHY KOLa aBTopm3aLmMm aboHeHTOB

Bepcusa v.1.2.4 (02.10.2020)
e ncnpasneHne baros
Bepcusa v.1.1.0 (06.11.2019)

e NlepepaboTaH NpoLecc 3aMeHbl NOroTUMNa N NKOHKN Yepe3 nHTepdenc dpiui2
¢ /I3MeHeH orpaHnyeHne pa3mepa hansa norotTuna nam NKoHKN ¢ 64k6 oo 7506

Bepcusa v.1.0.10 (25.10.2019)

e licnpaBneHne oTobparkeHns nopTasna Ha MOBMJIbHBIX YCTPOMNCTBAX
e llcnpaBfiieHne anropMTMa NOBTOPHOWN aBTOpMU3aL MM

Bepcusa v.1.0.7 (15.09.2019)

e Co3naH HoBbI Moaynb Wi-Fi HotSpot
B3auMopgencTteme c aboHeHTOM

B3anmopencTtene HotSpot ¢ aboHeHTOM Ha CKAT 1 KOMaHAbl, BEINOJHAOLWMECS MPU ITOM:

1. CkpunT, KoTOpbIN Bbi3biBaeTcd DHCP-Tpurrepom (oTrpyxaetcs Ha CKAT
/var/dpiui2/add captive portal auth.sh). KIP aboHeHTa npumeHseTca npocunb
ycnyru 5 n npounb NoAMCKMHra 4Ns asTopmsaunm

fdpi ctrl load --service --profile.name="hotspot white list profile’
--ip $1
fdpi ctrl load --policing --profile.name='wifi hotspot auth policing' -
-ip $1

2. KomaHzbl, BbinonHswowmecs Ha CKAT npu ycneLwHon aBTopm3auunm nosib30BaTens:
1. Ecnn abOHEHT C TaKMM JIOFMHOM YXXe CyLleCTBYeT:

fdpi ctrl list --bind --login='[phone]"



2. YbpaTb c aboHeHTa npoduab NOANCUHIA ANS aBTOpM3aLMK:
fdpi ctrl del --policing --ip=[ip
3. YbpaTb c aboHeHTa 5 ycayry:
fdpi ctrl del --service 5 --ip=[ip
4. Y6bpaTb ¢ aboHeHTa 11 ycnyry (NAT):
fdpi ctrl del --service --ip=[ip
5. Co3paTb bind-aboHeHTa:
fdpi ctrl load --bind --user='[phone]:[ip]’
6. MpumeHUTb K abOHEHTY NPOWIbL NONNCMHIA ANA LOCTYMNa B UHTEPHET:

fdpi ctrl load --policing --profile.name='wifi hotspot policing' -
-login="'[phone]’

7. B cnyyae, ecnum B popme B GUI yCTaHOBNEHHbI YCYrK, KOTOPble HE0BX0AMMO MPUMEHNTb
K abOHEHTY:

fdpi ctrl load --service [service| --login='[phone]"

8. B cnyyae, ecnm B hopme B GUI ycTaHOBAEHHbI Npoduan ycayr, KoTopble Heobxoanmo
NPUMEHUTb K abOHEHTY:

fdpi ctrl load --service [service| --profile.name='[profile name]'
--login="'[phone]"

3. KoMaHgbl, BoinosiHawoWwumnecs Ha CKAT, korga ceccust aBTOPU30BaHHOMO Mob30BaTeNs UCTEKNA.
1. YbpaTtb c aboHeHTa Npoduab NOANCHMHIa A8 AOCTyNa B UHTEPHET:

fdpi ctrl del --policing --login='[phone]"’
2. Mony4nTb CANCOK yCAyr, NPUMEHEHHbIX K abOHEHTY 1 ybpaTb UX:

fdpi ctrl list --service --login='[phone]"’
fdpi ctrl del --service [service]| --login='[phone]'

3. Yoanutb bind-aboHeHTa:
fdpi ctrl del --bind --login='[phone]’

4. BbinonHUTb Ha CKAT ckpunT fobasneHnsa npoduns ycayrn 5 n npounasa noamcuHra ans
aBTopm3aumm (cm. n.1)

sh /var/dpiui2/add captive portal auth.sh [ip
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