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Wi-Fi HotSpot (Captive Portal pna Wi-Fi
ABTOpPU3aALUMN)

BBepeHue

MoZynb NpefoCcTaBAseT BO3MOXXHOCTb peann3oBaTh cueHapui: NoeHTugurkauns aboHeHTa B ceTu
WiFi ¢ nomoubto MobunbHOro TenedoHa.
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CueHapuu NnpuMMeHeHus

MoapobHasa nHCTpykumns passepTtoiBaHusa Wi-Fi Hot Spot.

B MomeHT, Koraa aboHeHT nogkntoydaeTca K Wi-Fi, poyTep obpawaetcs k DCHP-cepsepy ans
nosiy4yeHusa Hosoro IP-agpeca. Cepeep BO3BpalLaeT AaHHble agpeca Ha poyTep 1 Bbi3biBaeT shell-
script, akTUBMpYOLWLNA Tapud C OrpaHMYeHHbIM 4OCTYNOM K «benbii CNNCoK». B benble cnuckn 3gech
NMeeT CMbICJT BKJIYUTb, HanpuMep, CalnT NpoBangepa Wav opraHnusaunumn, npesocTaBasowmnn
ny6anyHbIn Wi-Fi.

Nanee aboHeHT nepeHanpaBnseTcs B bpay3ep Ha CTapTOBYIO CTpaHULY, rae eMy Heobxoamnmo
NPONTM aBTOPU3aLMIO MO HOMepy TenedoHa. Web-cepsep nonyyaeT oTBeT 06 ycneLHown
aBTopm3aumm ot SMS wnto3a 1 ¢ nomoubto shell-script ynanset orpaHndeHns Ha DPI n
nepeHanpaBnseT Ha HY)KHYI0 CTpaHuLy.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:use_cases:dpi_bestpractice_wifi_login:start
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NHcTannauua m obHoBneHue

PekoMeHaauumn K obopyaoBaHuio

Ins noAcncTeMbl MOXXHO 1CMO/Ib30BaTb 060pyA0BaHME NN BUPTYaslbHblE MalUUHbI CO CIEAYOLINMM
XapaKTEPUCTUKAMMU:

Mpoueccop (CPU) -2.5TTu, 1 wT

OnepaTnBHas namaTtb (RAM) - 512 M6-1T6

XecTkun anck (HDD) -20T6-50T6

OnepaumoHHada cuctema - CentOS 7.x, CentOS 8.x, VEOS, CentOS Stream 8.x, Oracle Linux
Server 8.x, AlmaLinux 8.x

5. Ceteas nnata (NIC) - oT 10 M6/cek

LN E

NHTepdencom ynpasneHuns CKAT DPI 2! Wcnonb3ynTe AN 3TOr0 OTAENbHYIO

@ He ycTaHaBnanBanTe NoACUCTEMY Ha O4HO M To Xe obopyposaHue ¢ DPI,
BUPTYaIbHYIO MaLUUHY.

Mepepn ycTaHOBKOM

HoBas BM

1. YbeaunTech, 4TO yCcTaHoBNEH openssh-clients - Heobxoaum ans nogknoyeHms K DPI
2. Bce ocTtanbHoe Heobxoanmoe okpyxeHue byaeT yCTaHOBIEHO aBTOMATUYECKHN

Crapasa BM

1. Y6eguTech, 4TO ycTaHOBNEH openssh-clients - Heobxoaum ona noaka4eHns K DPI


https://wiki.vasexperts.ru/doku.php?id=veos:installation

2. Ecnun yctaHoBneH PHP Bepcun < 7.1, yoanute CTapyto BepCcuio:

yum -y remove php*

HoBasi Bepcus 6yneT yCTaHOB/IEHA aBTOMATMYECKM Npy yCTaHOBKe dpiui2.
3. Ecnm yctaHosnen MySql, yoanute:

yum remove mysql mysqgl-server mysql-community-common
Takxe yoanute gupektoputo MySql:
mv /var/lib/mysql /var/lib/mysql old backup

Mpwn ycTaHoske wifi_hotspot 6yaeT ycTtaHosneH MariaDB 10.4+

CentOS 6

PekomeHayeMasa onepaumoHHas cuctema Cent OS 7.
Ecnv Bam Heobxoammo noctasuTh ee Ha Cent OS 6, ybeauTech, YTO yCTaHOBIEH supervisor 3+. Ecnu
Y BaC HET HY>XXHOro nakeTa, yCTaHOBUTE ero, BbINOJIHUB KOMaHAbl:

sudo wget https://vasexperts.ru/install/supervisor-3.0-1.gf.el6.noarch. rpm
yum install supervisor-3.0-1.gf.el6.noarch.rpm

UucTannauusa

Mepen ycTaHOBKOW unn 06HOBNEHUEM MPOBEPbLTE HaM4YMe UHTEPHeTa. 3anycku
CKpUNTOB BbINOJHSANTE M3 NoA root nam sudo.

BHuMaHume: TpebyeTcs oTkA4YnTb Sselinux. Ons aToro yctaHosute SELINUX=disabled
B (panne /etc/selinux/config n neperpysute cepsep.

Ons yctaHoBkM unv obHoBneHus 3anycTute ckpunt: wifi_hotspot-rpom_install.sh.
source <(curl https://vasexperts.ru/install/wifi hotspot-rpm install.sh)

ByneT npon3BeaeHa yCcTaHOBKa rpm-nakeTa wifi_hotspot. ByaeT npoussefeHa aBToMaTNYeCKas
HACTPOWKa COrIaCcHO KOH(UIrypaLmu.

B npouecce ycTaHoBKU byneT npon3BeaeHa YCTaHOBKA / 0OHOBNEHME OKPY)XEHUS:

1. PHP>=7.1
2. MariaDB >= 10.4
3. Apache



4. Composer
5. PHP SSH2 lib
6. Laravel/Lumen

B npouecce ycTaHoBKU ByayT OTKPbITbI HEOOXOANMbIE NMOPTHI, @ TakXXe 3anyLeH cron ans
BbINOJIHEHMSA (DOHOBBIX 3aZ1a4 MO PacnMCcaHuIo.

YcTaHoBKa noacucTembl byaeT npomssesieHa B nanky:
/var/www/html/wifi hotspot/
Mocne nHcTannsumu, BBeauTte B bpaysepe:

http://<IP agpec VM>/

ObHoOBNeHue

Insi 06HOBNEHUSI paHee YCTaHOBJIEHHOW BEPCUW, BbIMOJHUTE KOMaHay

yum install -y wifi hotspot

KoHcurypauus

CucTeMHble HaCTPOMKKN MOAYNSA HAaXoaATCA B (hanne .env
/var/www/html/wifi hotspot/backend/.env
Cogepxxumoe hanna cnegytouee:

#CUCTEMHbIE HACTPOMKM, JTyYLlie He TPOoraThb
APP_ENV=local

APP_DEBUG=true

APP_KEY=

APP_TIMEZONE=UTC

#CnCcTeMHble HaCTPonKK nofkYenHns k b MySql, ny4we He TporaTb
DB CONNECTION=mysql

DB HOST=localhost

DB _PORT=3306

DB DATABASE=wifi hotspot

DB USERNAME=root

DB_PASSWORD=vasexperts

#HacTponkun nogknoyeHnsa Kk SMTP-cepeepy. HyXHbl 4719 OTNPaBKW AaHHbIX M0 aBTopmU3aLmm B
peXxunme oTNalKu.

CFG_SMTP_UNAME=smtptestvasexperts@gmail.com

CFG_SMTP_PW=pH3xkXTpl

CFG _SMTP _HOST=smtp.gmail.com



CFG_SMTP_PORT=587
CFG_SMTP_SECURE=tls
CFG_SMTP_SENDER=smtptestvasexperts@gmail.com

#CNCTEeMHble HaCTPONKKW, TPOraTb Hesb34
CACHE DRIVER=file
QUEUE_DRIVER=database

SESSION DRIVER=cookie

#

#HacTpownka skcnopTa AAA-ceccuit (hannbl C CECCUAMM XPaHATLCA B Nanke
/var/www/html/wifi hotspot/backend/storage/aaa events)

#

#BKnoyeHne/oTKAOYeHMe 3kcnopTa AAA-ceccui

AAA EXPORT_ENABLED=0

#IP-agpec NAS cepsepa, IPv4/IPv6, ecnm HemssecTHO - 0.0.0.0

AAA HOTSPOT IP=0.0.0.0

#nopt NAS cepsepa, 4MCso, ecnn HenssecTHo - 0

AAA HOTSPOT_ PORT=0

#WLO TOYKM NOAKIIIOYEHNA K CETU Nepefayn gaHHbIX, Lenoe Ynucio B gnanasoHe ot 0 go 1000,
HeobxoanMo 3anonHATL ANna aboHeHTOB Ny6anYHbIX Wifi-Toyek,

# COOTBETCTBYET MAEHTUMUKATOPY TOYKM MOLAKNIOYEHMA B NoJie 1 U3 BbIrPY3KN TOYEK
NOLAKNOYEHNS

AAA HOTSPOT ID=0

# Ynanenue annos AAA-ceccui, O - He yoanaTb

OLD AAA FILE LIFETIME DAYS=0

#[nnHa Koda aBTOopM3aLnmn aboHEHTOB
AUTH CODE LENGTH=6

#3aMeHa BefyLlero 3Haka "+" B Homepe TenedoHa (0/1)
CFG_PHONE_REPLACE LEADING PLUS=0

#3ameHa Beaywen "8" Ha "7" B Homepe TenedoHa (0/1)

CFG_PHONE REPLACE LEADING 8 BY 7=0

Ecnum 66111 BHECEHBI N3MEHEHUSA B .enV, HE0OX0AUMO BbIMOJIHUTb KOMaHAOy

‘:::) php /var/www/html/wifi hotspot/backend/artisan queue:restart

/var/www/html/wifi hotspot/frontend/env.js
Copepxumoe hanna cnegyoLee:
var AppEnv = {};

/[ Mnenxongep B nose Ans BBOAA KOAA aBTopm3auumn aboHeHTa
AppEnv.AuthCodePlaceHolder = "000000";



NHdopmauusa o Bepcusax

Bepcusa v.1.3.3 (16.10.2023)

e [lobaBrieHa BO3MOXXHOCTb aBTOMOACTaHOBKM Koga n3 CMC B nosie BBoAa Kofa (Ha MOBUbHbIX
yCTPONCTBaAXx);

e [lobaBnieHa onuwus B hanne KoHpuUrypauum (backend/.env) OLD_AAA FILE_LIFETIME_DAYS nons
ypaneHuns gannos AAA-CeCCUN CNyCTA YKa3aHHOe KOINYeCTBO AHen (no-ymonyanuio 0 - He
y0oanaThb)

Bepcusa v.1.2.19 (11.04.2022)

icnpaeneHune ownboK, BO3HMKABLUNX MPW MCMOJIb30BAHUN CEPBMNCOB, KOTOPbLIE HE NOAAEPKNBANN
HOMepa TeneMoHOB C BeAyLLNM 3HaKoM "+" n/unm "8":

e [lobaBneHa BO3MOXHOCTb yAalIeHNIO BeAyLLero 3Haka "+" B HoMepe TenedoHa
e [lobaBneHa BO3MOXHOCTb 3aMeHbl Beayllen "8" Ha "7" B HoOMepe TenedoHa

Bepcusa v.1.2.17 (01.03.2022)

e /icnpaBneHbl ownbKy B CKpUNTe aBTopu3aLmm/geasTopusaLmm aboHeHTOB;

e PaclumMpeHbl noru aBTopusaunu/geasTopmsaumnm aboHeHTOB

e lobaBsieHa BO3MOXHOCTb 3KcnopTa AAA-ceccuin

e lobaBsieHa BO3MOXXHOCTb KOH(UIyprupoBaTb AJNHY KOLa aBTopmn3aLmMm aboHeHTOB

Bepcusa v.1.2.4 (02.10.2020)
e ycnpasneHne baros
Bepcusa v.1.1.0 (06.11.2019)

e [lepepaboTaH NpoLECC 3aMeHbl IOrOTUMa N NKOHKK Yepes nHTepdenc dpiui2
¢ /I3MeHeH orpaHMyeHne pa3mepa hansa n1orotTuna nam NKoHKN ¢ 64k6 no 7506

Bepcusa v.1.0.10 (25.10.2019)

e licnpaBneHne oTobparkeHns nopTana Ha MOBMJIbHBIX YCTPOMNCTBAX
e llcnpaBfiieHne anropMTMa NOBTOPHOWN aBTOpMU3aL MK

Bepcusa v.1.0.7 (15.09.2019)

e Co3paH HosbIn Mmoaynb Wi-Fi HotSpot



B3auMopeucTteue c abDOHeHTOM

B3aumopgencteune HotSpot c aboHeHTOM Ha CKAT 1 KOMaHAbI, BbIMONHAOLWMNECS NPU 3TOM:

1. CkpunT, KoTOpbIN Bbi3biBaeTCcA DHCP-Tpurrepom (oTrpy>xaetca Ha CKAT
/var/dpiui2/add captive portal auth.sh). KIP aboHeHTa npumeHseTcs npouib
ycnyru 5 v npousib NOJNCUHTA N4 aBTOpU3aLmn

fdpi ctrl load --service --profile.name="'hotspot white list profile'
--ip $1
fdpi ctrl load --policing --profile.name='wifi hotspot auth policing' -
-ip $1

2. KoMaHnbl, BbinonHswowmnecs Ha CKAT npu ycnewHon aBTopmsaunm nosb3oBaTens:
1. Ecnm abOHEHT C TaKMM JIOTUHOM Y)Ke CyLLEeCTBYET:

fdpi ctrl list --bind --login='[phone]"
2. Y6paTb c aboHeHTa Npodnb NOJIMCMHIa A5 aBTOPU3aLNN:
fdpi ctrl del --policing --ip=[ip
3. YbpaTb c aboHeHTa 5 ycayry:
fdpi ctrl del --service 5 --ip=[ip
4. YbpaTb Cc aboHeHTa 11 ycnyry (NAT):
fdpi ctrl del --service --ip=[ip
5. Co3paTb bind-aboHeHTa:
fdpi ctrl load --bind --user='[phone]:[ip]’
6. NMpUMeHNTb K abOHEHTY NPOdMIb NONNCUHIa AN OOCTYNa B UHTEPHET:

fdpi ctrl load --policing --profile.name='wifi hotspot policing' -
-login="'[phone]"

7. B cnyyae, ecnm B popme B GUI yCTaHOBNEHHbI YCYrK, KOTOPbIE HEOHXO0AMMO MPUMEHNTL
K abOHeHTY:

fdpi ctrl load --service [service| --login='[phone]’

8. B cnyyae, ecnm B popme B GUI yCTaHOBAEHHbLI NPOdUAN yCayr, KOTopble HeobxoanMmo
NPUMEHNTb K aDOHEHTY:

fdpi ctrl load --service [service| --profile.name='[profile name]'
--login="'[phone]"

3. KomaHzbl, BbinosiHAOWMecs Ha CKAT, Kora ceccua aBTOpM30BaHHOIO MoJib3oBaTens
"npoTyxna".
1. Y6bpaTb c aboHeHTa npodunab NOANCKMHIA ANS AOCTYMNa B UHTEPHET:



fdpi ctrl del --policing --login='[phone]"’
2. Mony4nTb CUCOK YCayr, MPUMEHEHHbIX K abOHeHTY 1 ybpaTb nx:

fdpi ctrl list --service --login='[phone]"’
fdpi ctrl del --service [service]| --login='[phone]"

3. Yganutb bind-aboHeHTa:
fdpi ctrl del --bind --login='[phone]’

4. BbinonHuTb Ha CKAT ckpunT gobasneHnsa npoduns ycayru 5 n nponnas noamcuHra ans
aBTopusaumu (cm. n.1)

sh /var/dpiui2/add captive portal auth.sh [ip
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