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IPFIX-0anaHcuMpoBLUUK

KntoyeBas 3agada MoLyns — peTpaHCcnauma (pennumkauuns n 6anaHcMpoBKa) BCEX SKCNOPTUPYEMBIX C
DPI IPFIX-noTokoB faHHbIX 0 Tpaduke (Fullflow/Clickstream/DNS flow): oH npuHumaeT IPFIX oT fastDPI
N fanee peTpaHCANpyeT ero Ha Apyrue XoCTbl COrNacHO HacTponkKaM. onoAHUTENbHO MOXeT BbITb
peann3oBaH pexum 3anucu. IPFIX-6anaHCMpoBLLKK onepupyeT NopumnsMm faHHbIX (CoobLeHnamn)
npu ux pacnpegneneHun Mexay ysnamu cbopa faHHbix (pecusepamu/konnektopamu). Mimeet 2
OCHOBHbIX pexuma pacnpeneneHns JaHHbIX:

1. Pexxunm "RoundRobin" pasgensiet (6banaHcupyeT) noTok IPFIX no ogHOMy coobLueHnto Ha
Ka>X bl YKa3aHHbINA XOCT.
OTnpaBnseT 04HO coobLLeHne Ha OAMH Y3en NpueMa - KOJIJIEKTOP = OTNpaBadeT crejyouiee
coobuieHmne Ha cnenyowmn OCTYNHbIA XOCT NPUEMa - KONIEKTOP U TakK Mo KPYry noka He
3aKOH4YaTCs coobLieHmns.

2. Pexxum "All" pennuumpyeT notok IPFIX.
KonupyeT nony4yeHHble coobuieHns oT DPI, Ha BCe y3/1bl NpUeMa — KONNEKTOPbI.

Mo3BonseT paboTaTb Kak no UDP, Tak 1 no TCP, a Takxe npnBsA3biBaTb 06paboTynk onpenesneHHoro
Tuna Tpaduka (Fullflow/Clickstream/DNS flow) k sapy CPU cuctemsl, obecneynBasi TeEM CaMbiM
pacnpegeneHune Harpyskm mexay CPU.

C nomolLLbto 6anaHCMPOBLLNKA MOXHO BbIMONHUTb:

1. Pacnpenenenue Tpaduka mexnay y3namm cbopa n xpaHeHUs OaHHbIX, B ciyvae paboTsl QOE B
pexunme "Knactepa", korga XxpaHeHne LaHHbIX BbIMOJIHAETCSA Ha pa3HblX CcepBepax.

2. OybnnpoBaHuMe AaHHbIX B pexume penankauum, mexay ysnamm cbopa n xpaHeHus, onsa
peLleHns Bonpoca 0TKa30yCTOMYNBOCTM AN OLHOBPEMEHHOIO 3KCNOPTa MNOTOKA B pasHble
HanpasneHns, Uan Mexay pasHbiMu xoctamm npuéma notoka (Fullflow/Clickstream/DNS flow).

3. Meperanpasnate noTok (Fullflow/Clickstream/DNS flow) ¢ DPI 6e3 n3meHeHns KOHGUrypaLum u
Heobxoamnmoro pectapTa npouecca fastdpi.

Korga noToK AaHHbIX 3KcnopTupyeTtcs B 6anaHcmpoBLmK no agpecy 127.0.0.1, 3anyLieHHbIN
Ha TOM e xocTe, rae u DPI.

Mpn 3TOM NpU N3MEHEHUN afpeca Ha3HaYeHNs NOTOKa WK agpeca KosinekTopa, Heobxoanmo
BbIMOJIHUTb 3TN U3MEeHeHUsA B pansie KoHpurypauun IPFIX-6anaHCMpoBLLMKA W BbINOJHUTL €ro
pecTapT, 6e3 BAMAHUA Ha obpabaTbiBaembin DPI-Tpaguk.

YnpaBneHue

YcTaHoBKa:
yum install fast ipfix balancer

o Moaynb IPFIX-6banaHCMpOBLLMKA PEKOMEHAYETCA yCTaHaBANBATb Ha TOT )Ke CepBep, rae
ycTaHosneH DPI.

OcTaHoBKa 1 nepesanyck:



ipfix-balancer-stop
ipfix-balancer-restart

[MpoCMOTp NOroB:

journalctl -xe | grep IPFIXcol2
journalctl -f | grep IPFIXcol2

OnpenennTb, K kakoMmy CPU npuHagnexuT npouecc banaHcnposkn. CPU 3afaeTcs napameTpoMm
IPFIX xx_ TASKSET, onucaHue B pa3gene Pabota B CLI - HacTpoiika.

ps -ax -0 “cpu,psr,comm | grep ipfix

Pabota B GUI

( - JNor-pannbl IPFIX-6anaHCMpoBLLMKA MOXKHO NOCMOTPETbL B pasgene "AgMumHucTpaTop”
3 - "Jlorun IPFIX-6anaHcumpa"

HobaBneHme obopynoBaHus

Ona pabotel ¢ IPFIX-6anaHcmpoBLLKOM HeobxoAnMOo 3aBecTu noaxoasilee obopynosaHue. Ans
3TOr0 HY>XHO:

1. MepenTn B pasnen AoMuHucTpaTop = ObopyLoBaHue;
2. HaxaTb Ha + Hag Tabnvuen obopynoBaHus;
3. B nosaBmBLLeMCS OKHe BblibpaTb TN obopynosaHus — Cepsep IPFIX-6anaHcupa;



E HaocTtpodikw obopyoosaHna
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4. 3anoNHUTb OCTaJibHble NONs, COXPaHUTL 0bopyaoBaHMe.

MoapobHoe onucaHue paboThl c pa3genom ObopyaoBaHue — YnpaBieHue
obopynoBaHueM.

CueHapuu 1. Pennukauus

1. B pa3zgene AgmunHuctpatop - KoHdurypauuns IPFIX-6anaHcmpoBLlimka BbibpaTb cepeep IPFIX n
nobaBnTbL pecusep (Mo HaXkaTWIO Ha + Hag Tabnvuen pecnsepos);

2. o B none “banaHcmp” BoibpaTh 3HaveHune “All”.

3. o Yka3aTb Tun nopta, Cybpecmsepbl 6banaHcmpa, Tun cybnpmemHmnkos banaHcumpa.

4. NapameTpaM Tun nopTa 1 Tun cybnpneMHnkoB banaHcnpa pekoMeHayeTCs 3a4aBaTb
0[MHAaKOBOE 3HaYeHue.

5. HacTpouTb ocTajibHble NapameTpbl pecueepa. Ix onncaHue npmeeneHo B pasgese OnucaHne
napameTpoB.

B pe3synbTaTe NosiyyuMm ABa OAMHAKOBbIX MOTOKA Ha ABa pa3HbIX XOCTa.

MprMep HAaCTPOEK pecnBepa ANs CLeHapus penanKaumum:
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Twun pecueepa Tun nopTo MopT

tcp - ¥ 4500 X 3
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JNloru IPFIX-6anaHCMpoBLLMKA MOXXHO MOCMOTPETL B pa3aene AoDMUHMCTPaTOP - Jloru
IPFIX-6anaHcumpa

CueHapuu 2. BanaHcupoBKa

1. B pa3gene AomuHuctpatop - KoHdpurypauums IPFIX-6anaHcnposLinka BoibpaTh cepsep IPFIX 1
n06aBnTbL pecusep (Mo Ha)kaTuIo Ha + Hag Tabanuen pecnsepos);

2. o B none “banaHcup” BoibpaTb 3HaYeHune “RoundRobin”.

3. o Yka3aTb Tun nopta, Cybpecusepsl banaHcmpa, Tun cybnpuemHnkos 6anaHcupa.
MapameTpam Tun nopTa 1 Tun cybnpuemMHukos banaHcMpa pekoMeHayeTcsa 3aaBaTb
O[MHAKOBOE 3Ha4YyeHue.

4. HacTpouTb OCTanbHble MapaMeTpbl pecnsepa. X onncaHue npmneeneHo B pasgene OnucaHune
napameTpoB.

B pe3synbTaTe NosiyuMM paBHOMEpHOe pacnpepeneHue NnakeToB No BCEM XOCTaM.

MpyMep HAaCTPOEK pecuBepa ANs CLeHapus 6anaHCMPOBKM:
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Tun pecueepa Tun nopTao NopTt
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Ecnn BkAo4eH oaunH 3 pexxumos 6anaHcuposky (All nan RoundRobin), To HaynHaeT
paboTaTb IPFIXCol2 n cybpecunsepsbl, Ha KOTOpPbLIE OH OTNPABASET NaKeThI.

CueHapuu 3. PeXXuMm 3anucu

1. B pa3gene AoMmuHuctpatop - KoHdurypauums IPFIX-6anaHcnposLinka BbibpaTh cepsep IPFIX 1
no6aBuTbL pecrBep (M0 HaXxaTuUo Ha + Hapj Tabnuuen pecnsepos);

2. o B none “banaHcup” BoibpaTb 3Ha4YeHMe “OTKIIOYEHO";
3. HacTpouTb ocTasibHbIE NapaMeTpbl pecubepa. X onncaHue npueeneHo B pasaene OnucaHune
napameTpoB.

B 3ToMm cnyyae paboTaeT IPFIX pecuBep, nuweT AaHHble B hatn n MOXeT AenaTb 3kcnopT IPFIX Ha
IP-afpeca, yKasaHHble B roJie “3KcnopT”.
HacTpoika skcnopTa IPFIX Ha DPl onucaHa B cnegyowmx pasgenax:

\,} e HeTdnoy
' o Knukctpum, DNS n T.4.

MprMep HAaCTPOEK pecnBepa Ans CLEeHapus 3anucu:
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®ann KoHpUrypaumm banaHCMpPoBLLMKa HAaXOAUTCS NO NyTH
/var/fast ipfix balancer/backend/.env

PoTauwa no donoy

0

BanaHCup

OTE NKOYEeHO

BanaHCcup OBTO

OTE NHOYEHO

KoHurypauuns coctouT n3 napameTtpos popMaTta IPFIX XX vy, rae:

XX — TN NOTOKa:

e FULLFLOW — Fullflow

e CLICKSTREAM — Clickstream

e DNSFLOW — DNS flow

yYy — UMs NapameTpa:

PORT_TYPE[O] — Tun nopTa
B03MOXXHbIe 3HaYeHuns:
o tcp (pekomeHayeTcs)
o udp

3Ha4YeHns no yMoJI4aHuIo:
o 1500 ana Fullflow

o 1501 pnsa Clickstream
ROTATE_MINUTES[O] — Mepwuofn obpalleHns gamna npueMHUKa Wam nepuos 3arpy3km AaHHbIX

@ >
v W 5
3

@
2

MNpHMEHWUTE

3
Tep

PORT[0] — ntobow »enaemblin NOPT, OH AO/KEH ObITb YHUKANbHLIM 415 KaXXA0ro NOTOKa.

B bl. Mepnof noBopoTa fAamMna Ans KINKCTPUM LO/KeH BbiTb BosibLLe 1 paBeH TOMY Xe
nepuogy ana dyndnoy. Korga gamn dyndnoy obopaymnsaetcs, nocbnaerca curHan HUP ans
CMHXPOHU3aLMM MOTOKOB. He MeHAnTe 3TOT napameTp 6e3 HeobxoanumocTun

3Ha4YeHune No yMosi4aHuIo:

o 10 munyT onq Fullflow
o 12 muHyT ana Clickstream
e ROTATE_DELAY SECONDS[0] — PoTauus namnoB B CeKyHAax. TO e camoe, 4TO U poTauus B



MWHYTaX, TOJIbKO B CEKYHAAX. EC/IM 3TO 3Ha4YeHmne BKIOYEHO, 3HaYEHNE B MUHYTaX
UrHopupyeTcs.
e FW_MAX QUEUE_SIZE[0] — PoTauwnsa no konnyecTBy 3anucen B paoy. PaboTaeT 04HOBPEMEHHO
C poTauMen B MUHYyTax Uan ceKyHaax.
e DUMP_INSERT PROCESSES[0] — PecuBep(bl), Ha KOTOpbIN(e) NPOUCXOANT IKCNOPT AaHHbIX.
®opmaT: 10.0.0.2/9920/tcp,10.0.0.3/3440/udp.
e DPI_ID[0] — Homep DPI.
3HayeHune no ymosayaHumio: -1.
Ecnin 3HavYeHne paBHO -1 nnm He ykasaHo, To Homep DPI onpenenseTcsd nopsaakoM nosyyaTtens
B CMUCKe.
e BALANCER[0] — Tun 6anaHcmpoBLLMKa.
B03MOXXHbIe 3HaYeHus:
o RoundRobin — pa3genseT noTok IPFIX
o All — penanumpyeT notok IPFIX
e BALANCER SUB[0] — npreMHuk(un), Ha KOTOPLIN(E) MPOUCXOAMT pa3aesieHne uin penankaumns
LaHHbIX.
®opmaT: 10.0.0.2/9920,10.0.0.3/3440
e BALANCER SUB PROTO[0] — Tun nopTa.
B0O3MOXXHbIe 3HaYeHuns:
o tcp (pekomeHayeTcs)
o udp
TASKSET — Homep CPU B cucTteme, Ha KoTopoM byaeT paboTaTb 06paboTymk Tpaduka.

Mpumep KoHdUrypaumoHHoro canna

# Fullflow pacnpenensetcsa mexay Tpems QOE-cepBepamu

IPFIX FULLFLOW PORT TYPE[O|=tcp

IPFIX FULLFLOW PORTI[O!=

IPFIX FULLFLOW BALANCER[0|=RoundRobin

IPFIX FULLFLOW BALANCER SUB|01=10.19.3.21 ,10.19.3.23 ,10.19.3.24

IPFIX FULLFLOW BALANCER SUB PROTO[0|=tcp
IPFIX FULLFLOW BALANCER TASKSET[0]=

# Clickstream pacnpenensetcs mexay asymsa QoE-cepsepamn: 10.19.3.21/10102 n
10.19.3.22/10102

IPFIX CLICKSTREAM PORT TYPE|O |=tcp

IPFIX CLICKSTREAM PORT 0=

IPFIX CLICKSTREAM BALANCER!0O!=RoundRobin

IPFIX CLICKSTREAM BALANCER SUB[0]=10.19.3.21 ,10.19.3.23

IPFIX CLICKSTREAM BALANCER SUB PROTO|[O|=tcp

IPFIX CLICKSTREAM BALANCER TASKSET 0=

# DNS flow pacnpenensetcsa mexay asyms QoE-cepsepamun: 10.19.3.21/10103 n
10.19.3.22/10103

IPFIX DNSFLOW PORT TYPE O |=tcp

IPFIX DNSFLOW PORT|O|=

IPFIX DNSFLOW BALANCER| 0O |=RoundRobin

IPFIX DNSFLOW BALANCER SUB|0]=10.19.3.21 ,10.19.3.23

IPFIX DNSFLOW BALANCER SUB PROTO[ 0O =tcp



IPFIX DNSFLOW BALANCER TASKSET |0 |=63

OnucaHue napaMeTpoB

Bo3Mo>xHble 3HaYyeHus u opmat

napameTpa B |lma napameTtpa B CLI OnucaHue 3anuch MpumeyaHue
GUI
3HavyeHus:
FULLFLOW Tun pecusepa: - HeTdnoy - pecmsep gna
Tun pecusepa |CLICKSTREAM HeTdsioy nnn noJsly4yeHnsa gaHHbIX HeTdgnoy
DNSFLOW Knuctpum - Knukctpum - pecusep ons
NONyYeHUs LaHHbIX KIMKCTpmm
Tun npoTokona, No|3HayveHns: PeKoMeHTyeTCs
Tvn nopTa PORT _TYPE[O0] KoTopoMy pecuep|- TCP
ncnonb3osatb TCP
nepegaet faHHble |- UDP
3HaYeHUs No yMon4aHuio:
- 1500 gna Hetdgnoy
MopT, Yepe3s - 1501 gna Knukctpum
MopT PORT[O0] KOTOPbIN pecusep
cnywaet Tpauk |[MoXxHO yka3zaTb atoboi nopT.
InaBHOe, 4TOBbLI OH OTIMYaNCA LNs
KaXX[0ro noToka
3Ha4YeHns No yMon4aHuio:
- 10 muHyT ona Hetdnoy
- 12 MuHyT ana Knukctpum o
Mepuon JlencTeyeT
PoTaLus B 06pau.leva OaMna I'Iepmop, NnoBOpPOTa AaMna Onsa TONbKO B pexume
MUHYTaxX ROTATE_MINUTES[O] NpPUeMHMKa nUimn Knukctpum gosikeH 6biTb 6osblle  |3anucu
nepuoj 3arpysku |(Man paBeH TOMY Xe nepuoay nonsa He MeHsiUTe 3TOT
naHHbIX B Bl Hetdnoy. Korga namn Hetdnoy napametp 6e3
obopaynBaeTCs, NocbinaeTcs HeobxomumocTu
curHan HUP gnsa cnHxpoHmn3aumm
NMOTOKOB.
Mepwvog o JencTeyeT
PoTaLms B obpalleHns famna ;22;?3 B pexume
ceKyHAax ROTATE_DELAY_SECONDS[O0] |npreMHu1Ka nnau ECIM 570 SHaveHme
nepuos 3arpysku
[aHHbIX B B/ BKJIIOYEHO, 3HaYeHue
B MUHYTax
UrHOPUpPYEeTCH.
repuoa TOJ'Ing (;IZC(;I';}I/AGJG
PoTauns no obpalleHns famna Ml p
dnoy FW_MAX_QUEUE_SIZE[0] npueMHuKa nam Pa60TaET
nepuoa 3arpys3ku
[aHHbIX B B/ OAHOBPEMEHHO C
poTauunen B MUHyTax
nnn cekyHaax.
Appeca o
pecusepos, kyaa |dopmarT: encTeyeT
Skcnopt DUMP_INSERT_PROCESSESIO] akcnopTupytotcs  (10.0.0.2/9920/tcp,10.0.0.3/3440/udp ToangB DE)K>I//IMe
DaHHble, 3anucu
NobasnseT B )
3HayeHune no ymMmonyaHuio: -1
ctaTuctuky U
NpoeHTudgukaTop DPI ID[0] Eggcﬂgig;'wcma Ecnv 3HavyeHme paBHO -1 nau He o DencTteyeT
cramcnarro (MBI TO IR DN [ oo spexime
onpenesieHHoMy

DPI

nony4vartensa B CrUCKe.
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Umsa
napameTpa B
GUI

WUma napameTpa B CLI

OnucaHue

Bo3Mo>xHble 3HaYyeHus u opmart
3anucu

MpumeyaHue

3HayeHus:
- OTKNI0Y4EHO — OTKJOYaeT
6anaHCMPOBKY, BKIOYAET PeXxum

banaHcup BALANCER[0] Tun 6anaHCUPOBKK|3anncK
- RoundRobin — pa3genseTt noTok
IPFIX
- All — pennuuupyeT noTok IPFIX
Anpeca
cybpecnBepos, Ha o
KoTopble BynyT . JencTeyeT B
CybpecuBepsl ®opmar:
6anancupa | oAHANCER SUBIO] OTMPABAATECR  110.0.0.2/9920,10.0.0.3/3440 pexwmax
pa3neneHHble Nan penankauum n
penMunpoBaHHbIe 6anaHCpoBKK
LlaHHble
Tun npoToKona, no _ u feicTyeT B
Tun KOTODOMY DECUBE 3HavyeHus: pexXnmax
cybnpuemHkos [BALANCER_SUB_PROTO[0] POMY PECVBED| 1cp pEnAMKaLIN 1
GanaHcupa nepeaaeT AaHHble | |j5n 6
Ha cybpecuBepsi aNlaHCMpoBKy
PekomeHpyeTcs
ncnonb3zosatb TCP
Ecan QoE u IPFIX-
3HaveHus: 6anaHCMPOBLLMK

banaHcup aBTO

BapwuaHT co3fnaHua
1 3anycka
cybpecnBepos

- OTKA04eH0 — cybpecmBepsl
HY>XHO MponucaTb BPY4HYIO

- BkntoveHo — cybpecusepsl
CO34al0TCA U 3anycKalTcs
aBTOMaTNYeCKU

YyCTaHOBMEHbI Ha
pa3sHbIX cepBepax,
pekoMeHayeTcA
yCTaHaBAUBaTb
3HaYeHune
“OTKNt04eHO”
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