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IPFIX-0anaHcuMpoBLUUK

KntoyeBas 3agada MoLyns — peTpaHCcnauma (pennumkauuns n 6anaHcMpoBKa) BCEX SKCNOPTUPYEMBIX C
DPI IPFIX-noTokoB faHHbIX 0 Tpaduke (Fullflow/Clickstream/DNS flow): oH npuHumaeT IPFIX oT fastDPI
N fanee peTpaHCANpyeT ero Ha Apyrue XoCTbl COrNacHO HacTponkKaM. onoAHUTENbHO MOXeT BbITb
peann3oBaH pexum 3anucu. IPFIX-6anaHCMpoBLLKK onepupyeT NopumnsMm faHHbIX (CoobLeHnamn)
npu ux pacnpegneneHun Mexay ysnamu cbopa faHHbix (pecusepamu/konnektopamu). Mimeet 2
OCHOBHbIX pexuma pacnpeneneHns JaHHbIX:

1. Pexxunm "RoundRobin" pasgensiet (6banaHcupyeT) noTok IPFIX no ogHOMy coobLueHnto Ha
Ka>X bl YKa3aHHbINA XOCT.
OTnpaBnseT 04HO coobLLeHne Ha OAMH Y3en NpueMa - KOJIJIEKTOP = OTNpaBadeT crejyouiee
coobuieHmne Ha cnenyowmn OCTYNHbIA XOCT NPUEMa - KONIEKTOP U TakK Mo KPYry noka He
3aKOH4YaTCs coobLieHmns.

2. Pexxum "All" pennuumpyeT notok IPFIX.
KonupyeT nony4yeHHble coobuieHns oT DPI, Ha BCe y3/1bl NpUeMa — KONNEKTOPbI.

Mo3BonseT paboTaTb Kak no UDP, Tak 1 no TCP, a Takxe npnBsA3biBaTb 06paboTynk onpenesneHHoro
Tuna Tpaduka (Fullflow/Clickstream/DNS flow) k sapy CPU cuctemsl, obecneynBasi TeEM CaMbiM
pacnpegeneHune Harpyskm mexay CPU.

C nomolLLbto 6anaHCMPOBLLNKA MOXHO BbIMONHUTb:

1. Pacnpenenenue Tpaduka mexnay y3namm cbopa n xpaHeHUs OaHHbIX, B ciyvae paboTsl QOE B
pexunme "Knactepa", korga XxpaHeHne LaHHbIX BbIMOJIHAETCSA Ha pa3HblX CcepBepax.

2. OybnnpoBaHuMe AaHHbIX B pexume penankauum, mexay ysnamm cbopa n xpaHeHus, onsa
peLleHns Bonpoca 0TKa30yCTOMYNBOCTM AN OLHOBPEMEHHOIO 3KCNOPTa MNOTOKA B pasHble
HanpasneHns, Uan Mexay pasHbiMu xoctamm npuéma notoka (Fullflow/Clickstream/DNS flow).

3. Meperanpasnate noTok (Fullflow/Clickstream/DNS flow) ¢ DPI 6e3 n3meHeHns KOHGUrypaLum u
Heobxoamnmoro pectapTa npouecca fastdpi.

Korga noToK AaHHbIX 3KcnopTupyeTtcs B 6anaHcmpoBLmK no agpecy 127.0.0.1, 3anyLieHHbIN
Ha TOM e xocTe, rae u DPI.

Mpn 3TOM NpU N3MEHEHUN afpeca Ha3HaYeHNs NOTOKa WK agpeca KosinekTopa, Heobxoanmo
BbIMOJIHUTb 3TN U3MEeHeHUsA B pansie KoHpurypauun IPFIX-6anaHCMpoBLLMKA W BbINOJHUTL €ro
pecTapT, 6e3 BAMAHUA Ha obpabaTbiBaembin DPI-Tpaguk.

YnpaBneHue

YcTaHoBKa:
yum install fast ipfix balancer

o Moaynb IPFIX-6banaHCMpOBLLMKA PEKOMEHAYETCA yCTaHaBANBATb Ha TOT )Ke CepBep, rae
ycTaHosneH DPI.

OcTaHoBKa 1 nepesanyck:



ipfix-balancer-stop
ipfix-balancer-restart

[MpoCMOTp NOroB:

journalctl -xe | grep IPFIXcol2
journalctl -f | grep IPFIXcol2

OnpenennTb, K kakoMmy CPU npuHagnexuT npouecc banaHcnposkn. CPU 3afaeTcs napameTpoMm
IPFIX xx_ TASKSET, onucaHue B pa3gene Pabota B CLI - HacTpoiika.

ps -ax -0 “cpu,psr,comm | grep ipfix

Pabota B GUI

( - JNor-pannbl IPFIX-6anaHCMpoBLLMKA MOXKHO NOCMOTPETbL B pasgene "AgMumHucTpaTop”
3 - "Jlorun IPFIX-6anaHcumpa"

HobaBneHme obopynoBaHus

Ona pabotel ¢ IPFIX-6anaHcmpoBLLKOM HeobxoAnMOo 3aBecTu noaxoasilee obopynosaHue. Ans
3TOr0 HY>XHO:

1. MepenTn B pasnen AoMuHucTpaTop = ObopyLoBaHue;
2. HaxaTb Ha + Hag Tabnvuen obopynoBaHus;
3. B nosaBmBLLeMCS OKHe BblibpaTb TN obopynosaHus — Cepsep IPFIX-6anaHcupa;
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4. 3anoNHUTb OCTaJibHble NONs, COXPaHUTL 0bopyaoBaHMe.

MoapobHoe onucaHue paboThl c pa3genom ObopyaoBaHue — YnpaBieHue
obopynoBaHueM.

CueHapuu 1. Pennukauus

1. B pa3zgene AgmunHuctpatop - KoHdurypauuns IPFIX-6anaHcmpoBLlimka BbibpaTb cepeep IPFIX n
nobaBnTbL pecusep (Mo HaXkaTWIO Ha + Hag Tabnvuen pecnsepos);

2. o B none “banaHcmp” BoibpaTh 3HaveHune “All”.

3. o Yka3aTb Tun nopta, Cybpecmsepbl 6banaHcmpa, Tun cybnpmemHmnkos banaHcumpa.

4. NapameTpaM Tun nopTa 1 Tun cybnpneMHnkoB banaHcnpa pekoMeHayeTCs 3a4aBaTb
0[MHAaKOBOE 3HaYeHue.

5. HacTpouTb ocTajibHble NapameTpbl pecueepa. Ix onncaHue npmeeneHo B pasgese OnucaHne
napameTpoB.

B pe3synbTaTe NosiyyuMm ABa OAMHAKOBbIX MOTOKA Ha ABa pa3HbIX XOCTa.

MprMep HAaCTPOEK pecnBepa ANs CLeHapus penanKaumum:
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Twun pecueepa Tun nopTo MopT

tcp - ¥ 4500 X 3

HeTdanoy
POTOUMA B MUHYTOX PoTauma B cCexKyHOox PoTauMa no conoy
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0 4] o
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JNloru IPFIX-6anaHCMpoBLLMKA MOXXHO MOCMOTPETL B pa3aene AoDMUHMCTPaTOP - Jloru
IPFIX-6anaHcumpa

CueHapuu 2. BanaHcupoBKa

1. B pa3gene AomuHuctpatop - KoHdpurypauums IPFIX-6anaHcnposLinka BoibpaTh cepsep IPFIX 1
n06aBnTbL pecusep (Mo Ha)kaTuIo Ha + Hag Tabanuen pecnsepos);

2. o B none “banaHcup” BoibpaTb 3HaYeHune “RoundRobin”.

3. o Yka3aTb Tun nopta, Cybpecusepsl banaHcmpa, Tun cybnpuemHnkos 6anaHcupa.
MapameTpam Tun nopTa 1 Tun cybnpuemMHukos banaHcMpa pekoMeHayeTcsa 3aaBaTb
O[MHAKOBOE 3Ha4YyeHue.

4. HacTpouTb OCTanbHble MapaMeTpbl pecnsepa. X onncaHue npmneeneHo B pasgene OnucaHune
napameTpoB.

B pe3synbTaTe NosiyuMM paBHOMEpHOe pacnpepeneHue NnakeToB No BCEM XOCTaM.

MpyMep HAaCTPOEK pecuBepa ANs CLeHapus 6anaHCMPOBKM:
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Ecnn BkAo4eH oaunH 3 pexxumos 6anaHcuposky (All nan RoundRobin), To HaynHaeT
paboTaTb IPFIXCol2 n cybpecunsepsbl, Ha KOTOpPbLIE OH OTNPABASET NaKeThI.

Ten

1. B pa3gene AoMmuHuctpatop - KoHdurypauums IPFIX-6anaHcnposLinka BbibpaTh cepsep IPFIX 1
no6aBuTbL pecrBep (M0 HaXxaTuUo Ha + Hapj Tabnuuen pecnsepos);

2. o B none “banaHcmp” BoibpaThb 3HavYeHMe “OTKOHEHO";

3. HacTpouTb ocTasibHbIE NapaMeTpbl pecubepa. X onncaHue npueeneHo B pasaene OnucaHune

NnapaMeTposB.

B 3ToMm cnyyae paboTaeT IPFIX pecuBep, nuweT AaHHble B hatn n MOXeT AenaTb 3kcnopT IPFIX Ha

IP-afpeca, yKasaHHble B roJie “3KcnopT”.

HacTpoika skcnopTa IPFIX Ha DPl onucaHa B cnegyowmx pasgenax:

Y

e HeTdhnoy
o Knukctpum, DNS n T.4.

MprMep HAaCTPOEK pecnBepa Ans CLEeHapus 3anucu:

]

Pabota B CLI

HacTpouka
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®ain KoHGpUrypauuym 6anaHCMpPoOBLLMKA HAXOANTCS MO NyTK
/var/fast ipfix balancer/backend/.env

KoHurypaumna coctomT 13 napameTpoB popmaTta IPFIX xx yy, rae:

XX — TWUM NOTOKa.

FULLFLOW — Fullflow
CLICKSTREAM — Clickstream
DNSFLOW — DNS flow

nMA NMNapaMeTpa:

PORT TYPE[O] — Tvn nopTa.
Bo3MOXXHble 3HaYeHNs:

o tcp (pekoMeHayeTcs)

o udp
PORT[0] — ntobow »xenaemblin NOPT, OH AO/KEH OblTb YHUKaNbHbLIM A5 KaXXA0ro NOTOKa.
3HaYeHns No yMOI4aHUIo:

o 1500 pnsa Fullflow

o 1501 gna Clickstream
ROTATE_MINUTES[O] — Mepwuof obpalleHns gamna npueMHUKa Wiav nepuos 3arpys3ku AaHHbIX
B bJl. Mepnog noBopoTa AaMna AN KINKCTPUM LO/KEH ObiTb 60NbLLE AW paBEH TOMY Xe
nepuoay ans gyndnoy. Korga namn cdyndnoy obopaynsaetcs, noceinaetca curHan HUP gns
CUHXPOHU3aLMW MNOTOKOB. He MeHANTe 3T0T napameTp 6e3 HeobxoanmocTu
3Ha4yeHne No YMOYaHUIo:

o 10 muHyT ana Fullflow

o 12 muHyT ana Clickstream
ROTATE_DELAY_SECONDS[0] — PoTauwus namnos B cekyHaax. To )xe caMmoe, 4To 1 poTauus B
MUHYTax, TONbKO B CEKyHAaX. ECnn 3TO 3Ha4yeHMe BKJIOYEHO, 3Ha4YeHNe B MUHYTax
UrHopupyeTcs.
FW_MAX QUEUE_SIZE[0] — PoTaLmsa no Konm4yecTBy 3anucen B ¢psioy. PaboTaeT of4HOBPEMEHHO
C poTaumen B MUHYyTax UAN CeKyHOax.
DUMP_INSERT_PROCESSES[0] — Pecuep(bl), Ha KOTOpbIA(e) NPOUCXOANT 3KCMOPT AaHHbIX.
®opmaT: 10.0.0.2/9920/tcp,10.0.0.3/3440/udp.
DPI_ID[0] — Homep DPI.
3HayeHne No ymosyaHumio: -1.
Ecnn 3HavyeHne paBHO -1 nnu He ykasaHo, To Homep DPI onpefnenseTcsd NnopsaaKOM nosyyaTtens
B CMUCKe.
BALANCER[0] — Tun 6anaHCcupoBLLKKa.
B03MOXXHble 3HaYyeHus:

o RoundRobin — pasgensieT notok IPFIX

o All — penanuupyeT noTok IPFIX
BALANCER_SUB[0] — npueMHuK(©), Ha KOTOpbIA(e) NponcxoauT pasaesieHne v pensmkauns
HaHHbIX.
®opmaT: 10.0.0.2/9920,10.0.0.3/3440
BALANCER SUB PROTO[0] — Tun nopTa.
Bo3MOXHble 3HaYeHNs:

o tcp (pekomeHayeTcs)

o udp
TASKSET — Homep CPU B cucTteme, Ha KoTopoM byaeT paboTaTb 06paboTymk Tpaduka.



MpuMep KoHdUrypaumoHHoro panna

# Fullflow pacnpegensetcsa mexay Tpems QoE-cepBepamu

IPFIX FULLFLOW PORT TYPE[O]|=tcp

IPFIX FULLFLOW PORT[0!=1500

IPFIX FULLFLOW BALANCER| 0 |=RoundRobin

IPFIX FULLFLOW BALANCER SUB|0=10.19.3.21/1500,10.19.3.23/1600,10.19.3.24/16
00

IPFIX FULLFLOW BALANCER SUB PROTO|0|=tcp

IPFIX FULLFLOW BALANCER TASKSET 0]=61

# Clickstream pacnpeanensetcs mexay aByma QoE-cepsepamun: 10.19.3.21/10102 n
10.19.3.22/10102

IPFIX CLICKSTREAM PORT TYPE|O|=tcp

IPFIX CLICKSTREAM PORT 0 |=1501

IPFIX CLICKSTREAM BALANCER!0!=RoundRobin

IPFIX CLICKSTREAM BALANCER SUB|0]=10.19.3.21/1501,10.19.3.23/1601
IPFIX CLICKSTREAM BALANCER SUB PROTO[ 0 [=tcp

IPFIX CLICKSTREAM BALANCER TASKSET 0=62

# DNS flow pacnpenensercsa mexay asymsa QoE-cepsepamn: 10.19.3.21/10103 n
10.19.3.22/10103

IPFIX DNSFLOW PORT TYPE|O|=tcp

IPFIX DNSFLOW PORT [0 |=1101

IPFIX DNSFLOW BALANCER| O |=RoundRobin

IPFIX DNSFLOW BALANCER SUB/0/=10.19.3.21/1101,10.19.3.23/2101
IPFIX DNSFLOW BALANCER SUB PROTO[ 0O =tcp

IPFIX DNSFLOW BALANCER TASKSET | 0[=63

OnucaHue napaMeTpoB

Bo3MoO)XXHble 3Ha4yeHusa u ¢opmaTt

MapamMmeTp OnucaHue NMpuMeyaHue
3anucu
3HaveHuns:
Tun pecusepa: - HeTdpnoy - pecnsep onga nonyyeHus
Tun pecusepa  [HeTdnoy nau JaHHbIX HeTdnoy
Knnctpum - KnukcTpum - pecmsep ans
NoJly4eHua AaHHbIX KNnKCTpum
Tun npoTokosia, No  |3Ha4YeHus:
PekomeHpyeTcH

Tun nopTa KoTopomy pecuep |- TCP

ncriosib3osatb TCP
nepenaet faHHole |- UDP

3Ha4yeHns No yMOJIHaHWIO:
- 1500 gna Hetdhnoy
MopT, Yyepes - 1501 gns Knukctpum
MopT KOTOpPbIA pecrsep
cnywaet Tpadumk Mo>XHO yKa3aTb atoboi nopT.
naBHOe, 4YT06bI OH OTAMYaNCa Ans
Ka)X[,0ro noToka




Bo3MO)XXHble 3Ha4yeHusa u ¢opMmaTt

MapameTp OnucaHue NMpuMeyaHue
3anucu
3HaYeHns No yMo4aHKIo:
- 10 MmuHyT ona Hetdgnoy
Nepuon obpatienns |- 12 MyuHYT ong Knukctpum o fevicTayert
PoTauus B AaMna NPUEMHIKa - qo 5050 nosopoTa mamna ans TOJIbKO B peXunme
MUHYTaXx VI NEpUOA KAMKCTPUM [OMKeH 6biTb Bonblue  [3aMvcl
E‘prSKM RAHHBIX B | ) pasen Tomy e nepuopy ans  |He Me"""Tg aToT
HeTdnoy. Korga namn Hetdnoy napaMerp bes
060paumMBaeTCs, nockinaeTcs crnan |Heo0xoauMocTH
HUP ona CMHXPOHM3aL MM NOTOKOB.
MNepuon obpaLleHNs o Rencteyet
naMna NpueMHIKa TONIbKO B pexunme
PoTauuns B 3anucu
ceKyHpax v neproa Ecnn 370 3Ha4veHue
3arpy3Kun gaHHbIX B
B BKJ/IIOYEHO, 3HAaYeHne B
MUHYTax
UrHopupyeTcs.
Mepwog obpalleHns o Aencteyet
NaMna NpueMHIKa TOJIbKO B pexxume
PoTtaunsa no 3anucu
¢dnoy v nEpuoa PaboTaeT
3arpy3Kkun AaHHbIX B
B OAHOBPEMEHHO C
poTauunen B MUHyTax
NN CEKYHOAX.
AZpeca pecnBepos, o
SKcnopT KyAa ®opmarT: DencteyeT
3KCNOPTUPYHOTCA 10.0.0.2/9920/tcp,10.0.0.3/3440/udp |TonbKO B pexunme
AaHHbIE. 3anucum
Jobasnset B 3Ha4veHune no ymon4aHuio: -1
ctaTucTuky 4 DPI. o
NoeHTngukatop |[Ona ynobcTea Ecnv 3HavyeHne paBHO -1 nnum He lencTeyeT
DPI npocmoTpa yKa3aHo, To HoMep DPI TOJIbKO B peXume
CTaTUCTUKK NO onpegenseTcs nopsgKom 3anucu
onpeneneHHomy DPI |nonyy4aTens B crnuvcke.
3HavyeHus:
- OTKNOY4EHO — OTKJIOYaeT
6anaHCMPOBKY, BKIOYAET PEXMUM
banaHcup Tun 6anaHCMpPoOBKK [3anucu
- RoundRobin — pa3genseT NnoTok
IPFIX
- All — pennuumpyeT noTok IPFIX
Anpeca
cybpecnBepos, Ha
KoTopble byayT o .
gg’gsﬁgﬂggpb' OTNPaBASITHCSA Gopwar: 10.0.0.2/9920,10.00.3/3440| S h{llaex"';TeBnﬁTK:uW
pa3feneHHble nam
PENNNLIMPOBaHHbIE v banaHcnposky

OaHHble



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_3_режим_записи
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_1_репликация
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:ipfix_balancer#сценарий_2_балансировка

Bo3MoOXXHble 3Ha4YeHus u popmat
MapameTp OnucaHue NMpuMeyaHue
3anucu
Tun npoTokona, no o /
Tun KOTO Fc))M ecmee 3HaveHVA: Hewcrsyer &
cybnpnemMHnKoB e eilae¥ ZaHHblep - TCP pegK”MaX pPEnnkaunm
6anaHcnpa p - UDP n BanaHCcMpoBKK
Ha cybpecnBepbi PekomeHpyeTCA
ncnonb3osatb TCP
Ecnn QoE v IPFIX-
3HaYeHuns: 6anaHCMpoBLLMK
- OTKNII04EeHO — cybpecmBepbl HYXXHO |yCTaHOBEHbI Ha
BapuaHT co3faHmus
nponucaTb BPYYHYIO pa3HbIX cepBepax,
banaHcup aBTO |M 3anycka
CyBpecBepos - BkntoyeHo — cybpecusepsl pekoMeHayeTcs
CO3[al0TCA N 3anycKalTcs yCTaHaB/IMBaTb
aBTOMaTUYeCcKn 3Ha4vyeHune
“OTKno4eHo"”
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