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IPFIX-0anaHcuMpoBLUUK

KntoyeBas 3agada MoLyns — peTpaHCcnauma (pennumkauuns n 6anaHcMpoBKa) BCEX SKCNOPTUPYEMBIX C
DPI IPFIX-noTokoB faHHbIX 0 Tpaduke (Fullflow/Clickstream/DNS flow): oH npuHumaeT IPFIX oT fastDPI
N fanee peTpaHCANpyeT ero Ha Apyrue XoCTbl COrNacHO HacTponkKaM. onoAHUTENbHO MOXeT BbITb
peann3oBaH pexum 3anucu. IPFIX-6anaHCMpoBLLKK onepupyeT NopumnsMm faHHbIX (CoobLeHnamn)
npu ux pacnpegneneHun Mexay ysnamu cbopa faHHbix (pecusepamu/konnektopamu). Mimeet 2
OCHOBHbIX pexuma pacnpeneneHns JaHHbIX:

1. Pexxunm "RoundRobin" pasgensiet (6banaHcupyeT) noTok IPFIX no ogHOMy coobLueHnto Ha
Ka>X bl YKa3aHHbINA XOCT.
OTnpaBnseT 04HO coobLLeHne Ha OAMH Y3en NpueMa - KOJIJIEKTOP = OTNpaBadeT crejyouiee
coobuieHmne Ha cnenyowmn OCTYNHbIA XOCT NPUEMa - KONIEKTOP U TakK Mo KPYry noka He
3aKOH4YaTCs coobLieHmns.

2. Pexxum "All" pennuumpyeT notok IPFIX.
KonupyeT nony4yeHHble coobuieHns oT DPI, Ha BCe y3/1bl NpUeMa — KONNEKTOPbI.

Mo3BonseT paboTaTb Kak no UDP, Tak 1 no TCP, a Takxe npnBsA3biBaTb 06paboTynk onpenesneHHoro
Tuna Tpaduka (Fullflow/Clickstream/DNS flow) k sapy CPU cuctemsl, obecneynBasi TeEM CaMbiM
pacnpegeneHune Harpyskm mexay CPU.

C nomolLLbto 6anaHCMPOBLLNKA MOXHO BbIMONHUTb:

1. Pacnpenenenue Tpaduka mexnay y3namm cbopa n xpaHeHUs OaHHbIX, B ciyvae paboTsl QOE B
pexunme "Knactepa", korga XxpaHeHne LaHHbIX BbIMOJIHAETCSA Ha pa3HblX CcepBepax.

2. OybnnpoBaHuMe AaHHbIX B pexume penankauum, mexay ysnamm cbopa n xpaHeHus, onsa
peLleHns Bonpoca 0TKa30yCTOMYNBOCTM AN OLHOBPEMEHHOIO 3KCNOPTa MNOTOKA B pasHble
HanpasneHns, Uan Mexay pasHbiMu xoctamm npuéma notoka (Fullflow/Clickstream/DNS flow).

3. Meperanpasnate noTok (Fullflow/Clickstream/DNS flow) ¢ DPI 6e3 n3meHeHns KOHGUrypaLum u
Heobxoamnmoro pectapTa npouecca fastdpi.

Korga noToK AaHHbIX 3KcnopTupyeTtcs B 6anaHcmpoBLmK no agpecy 127.0.0.1, 3anyLieHHbIN
Ha TOM e xocTe, rae u DPI.

Mpn 3TOM NpU N3MEHEHUN afpeca Ha3HaYeHNs NOTOKa WK agpeca KosinekTopa, Heobxoanmo
BbIMOJIHUTb 3TN U3MEeHeHUsA B pansie KoHpurypauun IPFIX-6anaHCMpoBLLMKA W BbINOJHUTL €ro
pecTapT, 6e3 BAMAHUA Ha obpabaTbiBaembin DPI-Tpaguk.

YnpaBneHue

YcTaHoBKa:
yum install fast ipfix balancer

o Moaynb IPFIX-6banaHCMpOBLLMKA PEKOMEHAYETCA yCTaHaBANBATb Ha TOT )Ke CepBep, rae
ycTaHosneH DPI.

OcTaHoBKa 1 nepesanyck:



ipfix-balancer-stop
ipfix-balancer-restart

[MpoCMOTp NOroB:

journalctl -xe | grep IPFIXcol2
journalctl -f | grep IPFIXcol2

OnpenennTb, K kakoMmy CPU npuHagnexuT npouecc banaHcnposkn. CPU 3afaeTcs napameTpoMm
IPFIX xx_ TASKSET, onucaHue B pa3gene Pabota B CLI - HacTpoiika.

ps -ax -0 “cpu,psr,comm | grep ipfix

Pabota B GUI

( - JNor-pannbl IPFIX-6anaHCMpoBLLMKA MOXKHO NOCMOTPETbL B pasgene "AgMumHucTpaTop”
3 - "Jlorun IPFIX-6anaHcumpa"

HobaBneHme obopynoBaHus

Ona pabotel ¢ IPFIX-6anaHcmpoBLLKOM HeobxoAnMOo 3aBecTu noaxoasilee obopynosaHue. Ans
3TOr0 HY>XHO:

1. MepenTn B pasnen AoMuHucTpaTop = ObopyLoBaHue;
2. HaxaTb Ha + Hag Tabnvuen obopynoBaHus;
3. B nosaBmBLLeMCS OKHe BblibpaTb TN obopynosaHus — Cepsep IPFIX-6anaHcupa;
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4. 3anoNHUTb OCTaJibHble NONs, COXPaHUTL 0bopyaoBaHMe.

MoapobHoe onucaHue paboThl c pa3genom ObopyaoBaHue — YnpaBieHue
obopynoBaHueM.

CueHapuu 1. Pennukauus

1. B pa3zgene AgmunHuctpatop - KoHdurypauuns IPFIX-6anaHcmpoBLlimka BbibpaTb cepeep IPFIX n
nobaBnTbL pecusep (Mo HaXkaTWIO Ha + Hag Tabnvuen pecnsepos);

2. o B none “banaHcmp” BoibpaTh 3HaveHune “All”.

3. o Yka3aTb Tun nopta, Cybpecmsepbl 6banaHcmpa, Tun cybnpmemHmnkos banaHcumpa.

4. NapameTpaM Tun nopTa 1 Tun cybnpneMHnkoB banaHcnpa pekoMeHayeTCs 3a4aBaTb
0[MHAaKOBOE 3HaYeHue.

5. HacTpouTb ocTajibHble NapameTpbl pecueepa. Ix onncaHue npmeeneHo B pasgese OnucaHne
napameTpoB.

B pe3synbTaTe NosiyyuMm ABa OAMHAKOBbIX MOTOKA Ha ABa pa3HbIX XOCTa.

MprMep HAaCTPOEK pecnBepa ANs CLeHapus penanKaumum:
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Twun pecueepa Tun nopTo MopT

tcp - ¥ 4500 X 3

HeTdanoy
POTOUMA B MUHYTOX PoTauma B cCexKyHOox PoTauMa no conoy
) @ @ 2
0 4] o
SECNOPT HaedTichukaTop DP BanaHcup
L) o iz All - '-il e |
Cybpecweepes BanaHcKupa Twn cyGnpuemHuKos BanaHcupo BanaHcHp OBTO 5
@ @ @
10.0.0.2M9920,10.0.0.3/3440 tcp v OTENHYEHD w
2
OTHMEHWUTE T'IleHEHHTD 5
Il ENMECT Ten PISIR ] W Ll 1] an 18] u [ N

JNloru IPFIX-6anaHCMpoBLLMKA MOXXHO MOCMOTPETL B pa3aene AoDMUHMCTPaTOP - Jloru
IPFIX-6anaHcumpa

CueHapuu 2. BanaHcupoBKa

1. B pa3gene AomuHuctpatop - KoHdpurypauums IPFIX-6anaHcnposLinka BoibpaTh cepsep IPFIX 1
n06aBnTbL pecusep (Mo Ha)kaTuIo Ha + Hag Tabanuen pecnsepos);

2. o B none “banaHcup” BoibpaTb 3HaYeHune “RoundRobin”.

3. o Yka3aTb Tun nopta, Cybpecusepsl banaHcmpa, Tun cybnpuemHnkos 6anaHcupa.
MapameTpam Tun nopTa 1 Tun cybnpuemMHukos banaHcMpa pekoMeHayeTcsa 3aaBaTb
O[MHAKOBOE 3Ha4YyeHue.

4. HacTpouTb OCTanbHble MapaMeTpbl pecnsepa. X onncaHue npmneeneHo B pasgene OnucaHune
napameTpoB.

B pe3synbTaTe NosiyuMM paBHOMEpHOe pacnpepeneHue NnakeToB No BCEM XOCTaM.

MpyMep HAaCTPOEK pecuBepa ANs CLeHapus 6anaHCMPOBKM:
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Tun pecueepa Tun nopTao NopTt

HF!TH'.I.I"CI‘:,-' L = tco _p < 1500 (2 .
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@ ) ) @
o ' RoundRobin w “ 3
CyGpecueepsl banaHcupa Tun cySnpuemHMKoB BanaHcupa BanaHcup aBTO
@ @ ) ?
10.0.0.2/9920,10.0.0.3/3440 =~ tcp d OTEMOYEHD i -
3
OTHEHNTE NpuMeHuTE 8
1 EnNUEcT Ten FANIN]] = = 0] Ly aLy L 1§] Ly = Ten

Ecnn BkAo4eH oaunH 3 pexxumos 6anaHcuposky (All nan RoundRobin), To HaynHaeT
paboTaTb IPFIXCol2 n cybpecunsepsbl, Ha KOTOpPbLIE OH OTNPABASET NaKeThI.

CueHapuu 3. PeXXuMm 3anucu

1. B pa3gene AoMmuHuctpatop - KoHdurypauums IPFIX-6anaHcnposLinka BbibpaTh cepsep IPFIX 1
no6aBuTbL pecrBep (M0 HaXxaTuUo Ha + Hapj Tabnuuen pecnsepos);

2. o B none “banaHcup” BoibpaTb 3Ha4YeHMe “OTKIIOYEHO";
3. HacTpouTb ocTasibHbIE NapaMeTpbl pecubepa. X onncaHue npueeneHo B pasaene OnucaHune
napameTpoB.

B 3ToMm cnyyae paboTaeT IPFIX pecuBep, nuweT AaHHble B hatn n MOXeT AenaTb 3kcnopT IPFIX Ha
IP-afpeca, yKasaHHble B roJie “3KcnopT”.
HacTpowka akcnopTa IPFIX Ha DPI onucaHa B gokymeHTaumn VAS Experts:

\,} e HeTdnoy
' o Knukctpum, DNS n T.4.

MprMep HAaCTPOEK pecnBepa Ans CLEeHapus 3anucu:
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Tvn peciaepa Tvn nopTao NopT
(7 7l
HeTtdonoy . @ tcp . @ 1500
POTOUMA B MAHYTOX PoTOuMA B CexKyHAOX PoTauwa no conoy
'] 1)
10 =0 @ 0
BKCI'ICIFIT HoexuTichukaTop DPI Banadcup
@ @
10.0.0.2/9920/Mtcp,10.0.0.3/34400 =1 OTEMoYeHD

Cybpecueepw HSanaHcHpa

Tun cybnpuemHukos BanaHcupa

@

BanaHCcup OBTO

HeTdnoy. Korga namn Hetcnoy
obopaymBaeTCcs, NOCbINAETCA CUTHaN
HUP ona CMHXPOHM3aL My NOTOKOB.

napameTp Oe3
HeobxoauMoCTH

=~ tep w OTENIOYEHO o
2
OTMEHWTE MNpUMeHUTE 8
] ENMAKCT TCp LU i au V] au L[V o I=] TCcp
Pabora B CLI
OnucaHue napaMeTpoB
Bo3MoXXHble 3Ha4YeHusa u opmart
MapameTp OnucaHue MNpumevaHne
3anucu
3HaveHus:
Tun pecusepa: - HeTdnoy - pecnBep onga nonyyeHus
Tun pecusepa  [HeTdnoy nau JaHHbIX HeTdnoy
Knnctpum - KnukcTpum - pecmeep AN4
NoJly4eHusa faHHbIX KNnkcTpum
Tun npoTokona, No |3HavyeHus:
PekomeHpyeTcsa
Tun nopTa KoTopomy pecusep |- TCP
ncnonb3osatb TCP
nepenaet faHHble |- UDP
3Ha4YeHns No yMoJIHaHUo:
- 1500 gna Hetdnoy
MopT, 4yepes - 1501 gna Knukctpum
MopT KOTOpbIN pecusep
cywaeT Tpadumk Mo>XHO yKa3aTb ntobon nopr.
[naBHoOe, YTObbI OH OT/AMYANCA Ans
Ka)X[0ro noToka
3Ha4yeHMsa No YMON4aHuio:
- 10 MmuHyT Ons Hetdnoy
- 12 MUHYT Ona KnmkcTpum Y
MNepuon obpaLeHns yra P Aencreyet
naMna npuemMHIKa TOJIbKO B pexxunme
PoTauusa B WM nepuon MNepunop noBopoTa AaMna ANs 3anncu
MUHYTaX P KAnkcTpum fosmkeH 6biTb 6onbLue
3arpysku OaHHbIX B .
Bl NN paBeH TOMY XXe nepuoay anisa He MeHssuTe 3TOT
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Mepwnog obpalyeHms
Aamna NpMeMHnKa

o HencreyeT

TOJIbKO B pexunme
3anncum

PoTauusa B
nnn nepmosa
CeKyHaax
3arpy3Kn gaHHbIX B Ecnn 370 3HaveHme
b4 BKJIOYEHO, 3HaYeHe B
MUHYTax
UrHopumpyeTcs.
o HencrteyeTt
Mepuopn obpalleHns TOJIbKO B pexxunme
PoTaLMs no famra npuemMmHuKa 3anmcu
dbnoy nnn nepuosg
3arpy3Kn gaHHbIX B PaboTaeTt
b 0[HOBPEMEHHO C
poTaunen B MUHyTax
NN CeKYHOAX.
ALpeca pecuneepos, o
IKenopT Kyna ®opmar: JewncTeyeT
3KCMNOPTUPYIOTCS 10.0.0.2/9920/tcp,10.0.0.3/3440/udp |TonbKO B pexume
LaHHble. 3anucm
NobasnseT B 3HaYeHme nNo ymon4yaHuio: -1 o Jencreyet
ctatuctuky U DPI. TONbKO B pexunme
NoeHTndmkaTop |Ona yoobcTea Ecnn 3Ha4YeHne paBHO -1 nnm He 3anucun
DPI npocMoTpa yKa3aHo, To HoMep DPI
CTaTUCTMKK NO onpenenseTcsa nopsagKom He MeHs#Te 3TOT
onpegneneHHomy DPI|nonyyaTtens B crnvcke. napametp 6e3
HeobxoguMocCTu
3Ha4vyeHus:
- OTKJIIO4EeHO — OTKJI0YaeT
6alaHCUPOBKY, BKJIOYAET PEXUM
banaHcup Tun 6anaHCMpoBKK |3anucu
- RoundRobin — pa3genseTt NnoTok
IPFIX
- All — pennuumpyeT noTok IPFIX
Appeca
cybpecmBepos, Ha
KoTopble byayT o .
ggﬁgsgmggpb' 0TNPaBAATHLCS ®opmaT: 10.0.0.2/9920,10.0.0.3/3440 pemmnfaexM;Z:BniemTK:umm
pa3fgesieHHble nun
penanunpoBaHHbIe W BanaHCupoBKm
LaHHble
Tvn Tn npotokozia, Mo 3HaveHuns: pemmnfaexmganﬁaTK:umm
KOTOpPOMY pecusep
cybnpuemMHnKoB nepenaeT manHeie | TCP 1 6anaHCUPOBKM
6anaHcmpa - UDP

Ha cybpecusepsl

PekomeHayeTcs

ncnonb3osaTtb TCP
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Ecnun QoE wn IPFIX-
3HavyeHus: 6anaHcMpoBLLNK
- OTKNO4EeHO — cybpecmBepbl HY)XHO |YCTaHOB/EHbI Ha
BapwaHT co3paHua
nponucaTb BPYYHYHO pa3HbIX cepBepax,
BanaHcup aBTO |M 3anycka
cyBpecuBepos - BknoyeHo — cybpecusepbl peKkoMeHayeTCs
CO3[al0TCA U 3anycKaTcs yCTaHaB/IMBaTb
aBTOMaTUYECKM 3HavyeHune
“OTKN04eHOo"
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