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IPFIX-0anaHcuMpoBLUUK

KntoyeBas 3agada MoLyns — peTpaHCcnauma (pennumkauuns n 6anaHcMpoBKa) BCEX SKCNOPTUPYEMBIX C
DPI IPFIX-noTokoB faHHbIX 0 Tpaduke (Fullflow/Clickstream/DNS flow): oH npuHumaeT IPFIX oT fastDPI
N fanee peTpaHCANpyeT ero Ha Apyrue XoCTbl COrNacHO HacTponkKaM. onoAHUTENbHO MOXeT BbITb
peann3oBaH pexum 3anucu. IPFIX-6anaHCMpoBLLKK onepupyeT NopumnsMm faHHbIX (CoobLeHnamn)
npu ux pacnpegneneHun Mexay ysnamu cbopa faHHbix (pecusepamu/konnektopamu). Mimeet 2
OCHOBHbIX pexuma pacnpeneneHns JaHHbIX:

1. Pexxunm "RoundRobin" pasgensiet (6banaHcupyeT) noTok IPFIX no ogHOMy coobLueHnto Ha
Ka>X bl YKa3aHHbINA XOCT.
OTnpaBnseT 04HO coobLLeHne Ha OAMH Y3en NpueMa - KOJIJIEKTOP = OTNpaBadeT crejyouiee
coobuieHmne Ha cnenyowmn OCTYNHbIA XOCT NPUEMa - KONIEKTOP U TakK Mo KPYry noka He
3aKOH4YaTCs coobLieHmns.

2. Pexxum "All" pennuumpyeT notok IPFIX.
KonupyeT nony4yeHHble coobuieHns oT DPI, Ha BCe y3/1bl NpUeMa — KONNEKTOPbI.

Mo3BonseT paboTaTb Kak no UDP, Tak 1 no TCP, a Takxe npnBsA3biBaTb 06paboTynk onpenesneHHoro
Tuna Tpaduka (Fullflow/Clickstream/DNS flow) k sapy CPU cuctemsl, obecneynBasi TeEM CaMbiM
pacnpegeneHune Harpyskm mexay CPU.

C nomolLLbto 6anaHCMPOBLLNKA MOXHO BbIMONHUTb:

1. Pacnpenenenue Tpaduka mexnay y3namm cbopa n xpaHeHUs OaHHbIX, B ciyvae paboTsl QOE B
pexunme "Knactepa", korga XxpaHeHne LaHHbIX BbIMOJIHAETCSA Ha pa3HblX CcepBepax.

2. OybnnpoBaHuMe AaHHbIX B pexume penankauum, mexay ysnamm cbopa n xpaHeHus, onsa
peLleHns Bonpoca 0TKa30yCTOMYNBOCTM AN OLHOBPEMEHHOIO 3KCNOPTa MNOTOKA B pasHble
HanpasneHns, Uan Mexay pasHbiMu xoctamm npuéma notoka (Fullflow/Clickstream/DNS flow).

3. Meperanpasnate noTok (Fullflow/Clickstream/DNS flow) ¢ DPI 6e3 n3meHeHns KOHGUrypaLum u
Heobxoamnmoro pectapTa npouecca fastdpi.

Korga noToK AaHHbIX 3KcnopTupyeTtcs B 6anaHcmpoBLmK no agpecy 127.0.0.1, 3anyLieHHbIN
Ha TOM e xocTe, rae u DPI.

Mpn 3TOM NpU N3MEHEHUN afpeca Ha3HaYeHNs NOTOKa WK agpeca KosinekTopa, Heobxoanmo
BbIMOJIHUTb 3TN U3MEeHeHUsA B pansie KoHpurypauun IPFIX-6anaHCMpoBLLMKA W BbINOJHUTL €ro
pecTapT, 6e3 BAMAHUA Ha obpabaTbiBaembin DPI-Tpaguk.

YnpaBneHue

YcTaHoBKa:
yum install fast ipfix balancer

o Mognynb IPFIX-banaHCMpOBLLMKa peKOMeHAYyeTCA yCTaHaBAMBaTL Ha TOT XXe cepsep, rae
ycTaHosneH DPI.

OcTaHoBKa 1 nepe3anyck:

ipfix-balancer-stop



ipfix-balancer-restart
[MpocMOTp NOros:

journalctl -xe | grep IPFIXcol2
journalctl -f | grep IPFIXcol2

OnpenennTb, K kakomy CPU npuHaanexuT npouecc 6banaHcnposkn. CPU 3apaeTcs napameTpom
IPFIX xx TASKSET, onucaHue B pasgene Pabota B CLI - HacTpowika.

ps -ax -0 %cpu,psr,comm | grep ipfix

PaboTta B GUI

( JNor-channbl IPFIX-6anaHCMPOBLLMKa MOXXHO MOCMOTPETL B pa3aene "AgMuHucTpaTop”
h - "Jlorn IPFIX-6anaHcumpa"

HobaBneHune obopynoBaHus

Ina pabothbl ¢ IPFIX-6banaHcnpoBLunkom Heobxoammo 3aBecTu noaxoasiiee obopynosaHue. ns
3TOr0 HY>XHO:

1. MepenTtn B pasgen AoMuHuctpaTtop - ObopynoBaHue;
2. HaxaTb Ha + Hag Tabnvuen obopynoBaHus;
3. B nosBumBLluiemcs okHe BblbpaTh TN obopynosaHus — Cepsep IPFIX-banaHcupa;
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E HaocTtpodkw obopyoosaHna

HaapaHWe * Tun obopyaoBaHKWA

Cepeep IPFIX-6anaHcupa v
Ot

Aot * FastDPI cepeep

FostPCRF cepeep
NorvA *
DPIVIZ cepeep (GUI)

XOTCNOT cepeep
Sudo None3oBaATaNL

QoE Stor cepeep
Cepeep IPFIX-6anaHcHpa
Cappap reHepauny Tpadouka
OTMe

Cepaep KNOHMPOBAHWA CORTOR

54 Moldov FastDF  COPBep ayauTta cet

~ - —
55 Test_DPI1-01 FastDF —apaap K.ﬂEILLHEbHKDTDF!l:I canToe

4. 3anoNHUTb OCTaJibHble NONs, COXPaHUTL 0bopyaoBaHMe.

MoapobHoe onucaHue paboThl c pa3genom ObopyaoBaHue — YnpaBieHue
obopynoBaHueM.

CueHapuu 1. Pennukauus

1. B pa3zgene AgmunHuctpatop - KoHdurypauuns IPFIX-6anaHcmpoBLlimka BbibpaTb cepeep IPFIX n
nobaBnTbL pecusep (Mo HaXkaTWIO Ha + Hag Tabnvuen pecnsepos);

2.‘DlSnone“Eanchmp”Bu6paTb3Haqume”AHT

('yka3aTbTmnrmpTa,Cy6pecm3epbl6anchmpa,Tmncy6npmeMHMK056anchmpa

4. NapameTpam Tun nopTa 1 Tun cybnpneMHmnkoB banaHCcnpa pekoMeHayeTCs 3a4aBaTb
0[MHAaKOBOE 3HaYeHue.

5. HacTpouTb ocTasibHble NapameTpbl pecuBepa. VIx onncaHue npmeeneHo B pasgesie OnucaHne
napameTpoB.

w

B pe3synbTaTe NosiyyuMm ABa OAMHAKOBbIX MOTOKA Ha ABa pa3HbIX XOCTa.

MprMep HAaCTPOEK pecnBepa ANs CLeHapus penanKaumnm:
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Twun pecueepa Tun nopTo MopT

®

HeTdapnoy w tcp wr = 1500

POTOUMA B MUHYTOX PoTauma B cCexKyHOox PoTauMa no conoy

0 @, C

SECNOPT HaedTichukaTop DP BanaHcup

® D an .
Cybpecweepes BanaHcKupa Twn cyGnpuemHuKos BanaHcupo BanaHcHp OBTO
10.0.0.2/9920,10.0.0.3/3440 ’ tcp o ’ OTENOYeHO b
OTHMEHWTE f'lpH”IE'HHTb

Il ENMECT Ten PISIR ] W Ll 1] an 18] u [

JNloru IPFIX-6anaHCMpoBLLMKA MOXXHO MOCMOTPETL B pa3aene AoDMUHMCTPaTOP - Jloru

IPFIX-6anaHcumpa

CueHapuu 2. BanaHcupoBKa

@

(7

T

1. B pa3gene AomuHuctpatop - KoHdpurypauums IPFIX-6anaHcnposLinka BoibpaTh cepsep IPFIX 1

n06aBnTbL pecusep (Mo Ha)kaTuIo Ha + Hag Tabanuen pecnsepos);

2. OB none “BanaHcup” BoibpaTb 3Ha4YeHme “RoundRobin”.

3. © ykazaTb Tun nopta, Cybpecusepsl 6anaHcupa, Tun cybnpmemHnkoB banaHcupa.
MapameTpam Tun nopTa 1 Tun cybnpuemMHukoB banaHcMpa pekoMeHayeTCsa 3aaBaTb
0[MHaKOBOE 3HayeHue.

4. HacTpouTb OCTafbHble NMapaMeTpbl pecnsepa. x onncaHme npmneeneHo B pasgene OnucaHune

napamMeTpoB.
B pe3ynbTaTe NoJiy4uM paBHOMEpPHOe pacnpenesieHMe NakeToB MO BCeM XOCTaM.

MpyMep HAaCTPOEK pecnBepa ANns CueHapus 6anaHCMPOBKM:
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BanaHCKHp

RoundRobin v W 2

BanaHcHp QBTO

10.0.0.29920,10.0.0.3/3440 tcp o OTENKOYeHD o

OTHEHNTE NpuMeHuTE

1 ENUKCT Ten

A [P =10 Ly aLy i Ly 5

Ecnn BkAo4eH oaunH 3 pexxumos 6anaHcuposky (All nan RoundRobin), To HaynHaeT
paboTaTb IPFIXCol2 n cybpecunsepsbl, Ha KOTOpPbLIE OH OTNPABASET NaKeThI.

CueHapuu 3. PeXXuMm 3anucu

1. B pa3gene AoMmuHuctpatop - KoHdurypauums IPFIX-6anaHcnposLinka BbibpaTh cepsep IPFIX 1
no6aBuTbL pecrBep (M0 HaXxaTuUo Ha + Hapj Tabnuuen pecnsepos);

2. OB none “BanaHcup” BbibpaTb 3Ha4YeHme “OTKAYEHO";

3. HacTpouTb ocTanbHble NapameTpbl pecueepa. x onncaHne npmeeneHo B pasgene OnucaHue
napameTpoB.

B aToMm cny4yae paboTaeT IPFIX pecuep, nuweT AaHHble B hata n MOXeT AenaTb 3kcnopT IPFIX Ha

IP-agpeca, ykasaHHble B noJjie “IkcrnopT”.

HacTtponka akcnopTta IPFIX Ha DPI onncaHa B fokymeHTaunn VAS Experts:

\ e HeTdnoy
' e Knukctpum, DNS v T.4.

I'Ipvlmep HaCTpPOEK pecnBepa A4 CUEHapUA 3anncu:

Ten
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Tvn peciaepa
Hetdonoy ud
POTOUMA B MAHYTOX

10

Tvn nopTao NopT

tcp b 1500
PoTOuMA B CexKyHAOX

] 0

SKcnopT

@

10.0.0.2/9920/Mtcp,10.0.0.3/34400 -1

Cybpecueepw HSanaHcHpa

HoexuTichukaTop DPI

Tun cybnpuemHukos BanaHcupa

Banadcup

OTE NKOYEeHO

@

PoTauwa no donoy

BanaHCcup OBTO

tcp b OTE NHOYEHO w
OTMEHWTE MNpUMeHUTE
] ENMAKCT TCp LU i au V] au L[V o I=] TCcp
PaboTta B CLI
OnucaHue napaMeTpoB
Bo3MoXXHble 3Ha4YeHusa u popmart
MapameTp OnucaHue MpumevaHne
3anucu
3HavyeHus:
Tun pecusepa: - HeTdpnoy - pecnsep onda nonyyeHus
Tun pecusepa  [HeTdnoy nau JaHHbIX HeTdnoy
Knnctpum - KnukcTtpum - pecmsep ans
NOSIy4eHMA OaHHbIX KNnKcTpum
Tun npoTokosa, No |3HavyeHus:
PekomeHayeTcs
Tun nopTa KoTopomy pecusep |- TCP
ncnonb3osatb TCP
nepenaet faHHoble |- UDP
3Ha4YeHns No yMOoJIHaHWUIO:
- 1500 gna Hetdnoy
MopT, 4yepes - 1501 gna Knukctpum
MopT KOTOpbIN pecusep
cywaeT Tpadumk Mo>XHO yKa3aTb ntobon nopr.
naBHoe, 4T06bl OH OTAMYANCa Ans
Ka)X[0ro noToka
3Ha4yeHMsa No YMON4aHMio:
- 10 MmunyT ona Hetdgnoy
- 12 MuHYT ona Knukctpum /
Nepion oGpaietus e i A
faMna npuemMHukKa P
PoTtauunsa B WAN nepron lNepuopn nosopoTa faMna ond
MMHYyTaXx 3arPY3KN NAHHLIX B KnukcTpum posikeH 6biTb 60nbLue He meHsnTe 3TOT
i NN paBeH TOMY XXe nepuoay AN napametp Ge3

HeTdnoy. Korga namn Hetdnoy
obopaymBaeTCs, NOCbINAETCA CUrHAN
HUP ona CMHXpOHM3aL MM NOTOKOB.

HeobxomauMocCTH
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Mepwnog obpalieHms
Aamna NpueMHunKa

(1) [lecTByeT TOJIbKO
B peXnMe 3anucu

PoTauws B nnn nepuona Ecnn 370 3Ha4YeHune
ceKyHpax
3arpy3Ku gaHHbIX B BKJIIOYEHO, 3HaYeHne B
bl MUHYTaxX
UrHopupyeTcs.
(1) [lecTByeT TOJIbKO
Mepuopn obpalyeHns B peXxuMe 3anucu
AaMra npuemHuKa
PoTtauunsa no
dbnoy nnn nepuong PaboTaeT
3arpy3Kun gaHHbIX B OLHOBPEMEHHO C
=91 poTaunen B MUHyTax
NN CeKyHOax.
AfLpeca pecunsepos,
3kcnopT KyZna ®opmar: o JencTeyeT TONbLKO
3KCMNOPTUPYIOTCA 10.0.0.2/9920/tcp,10.0.0.3/3440/udp |B pexume 3anucu
LaHHble.
llobaBnsieT B 3HayeHne No ymoayaHuio: -1 (1) [lecTByeT TO/IbKO
ctatuctuky 1 DPI. B pexume 3anncu
NoeHTndmkaTop |Ona yoobcTea Ec/in 3HayeHMe paBHO -1 nnum He
DPI npocMoTpa yKa3zaHo, To Homep DPI He meHsnTe 3TOT
CTaTUCTMKK NO onpenenseTcs nopsagKom napametp Ge3
onpegeneHHomy DPI |nony4yaTtens B CucCke. HeobxoauMOCTH
3HavyeHus:
- OTK/II04EHO — OTK/OYaeT
0anaHCUPOBKY, BKJIOYAET peXuM
banaHcup Tun 6anaHcMpoBKKU [3anucu
- RoundRobin — pa3genseT noTok
IPFIX
- All — pennuumpyeT noTok IPFIX
Alpeca
cybpecnBepos, Ha
Cy6pecusepsi KoTopble byayT o JencTtsyeT B
6anaHcupa OTNPaBASATLCA ®opmaT: 10.0.0.2/9920,10.0.0.3/3440 pexxmmax penankaLmm
pa3geneHHble nnn 1 6anaHCMpPOBKYN
penanunpoBaHHbIe
LlaHHble
(| lencTeyeT B
Tun Tun npoTokona, no 3HaYeHus: peXxumax penankauunm
Cy6rPUEMHIKOB KOTOpOMY pecuBep |“-~p 1 6anaHCMpoBKM
6anarcupa nepefaer faHHble | \op
Ha cybpecusepsl PekomeHayeTCs
ncrionb3osaTtb TCP
Ecnn QoE v IPFIX-
3HayveHuns: H6anaHCMpoBLUMK

banaHcup aBTo

BapuaHT co3fnaHms
1 3anycka
cybpecmsepos

- OTKN0YeHO — cybpecnBepbl HYXXHO
NponncaTb BPYYHYIO

- BkntoyeHo — cybpecusepbl
CO3Jal0TCs M 3anyCcKalTCs
aBTOMaTUYECKU

YCTaHOBJIEHbI Ha
pa3HbIX cepeepax,
pekoMeHayeTCs
yCTaHaB/MBaTb
3HayeHune
“OTKIt0YeHo"”
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