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HacTpouka noKasbHOU aBTOpPMU3aUUKN AnA
BCexXx aboOHeHTOB

JaHHas MHCTPYKLUMA NOAXOANT ANA CleayoLnX CLLeHapueB:

1. ABTOpU3auuy TeCToBoro aboHeHTa B pamMkKax (PyHKLMOHaIbHOro TecTuposaHmsa BRAS.
2. ABTopu3auus aboHeHTOB Npwu BbIXxoLe 13 cTposi oCHoBHOro RADIUS-cepBepa.

KoHdurypauusa FreeRADIUS

1. OTknioyeHune EAP. B pamkax gaHHon cbopku nonHoe yganeHune He TpebyeTtcs, HO EAP moxeT
BbI3BaTb OWMNOKM NpK BKAOYEHUN IOHUTA radiusd, NO3TOMY CTOUT OTK/OYNUTb. EPENTMN B
tannbl KOHGpurypaumm /etc/raddb/sites-available/default n /etc/raddb/sites-
enabled/inner-tunnel
OTknto4nTb EAP B pa3saenax:

authorize

# eap {

# ok = return

# updated = return
# }
authenticate

# eap

post-proxy

# eap

Takxe npu HeobxoaumocTn yaanuTb dann EAP n3s moayna /etc/raddb/mods-enabled/eap.

2. Hactpouka knueHToB/NAS. lMof knneHTamu umerotca B suay RADIUS-knneHTbl, B LaHHOM
cnyvyae — FastPCRF.
Ecnu cepsep FreeRADIUS pa3BepHYT Ha o4HOM y3ne ¢ FastPCRF, nononHuTensHas HacTponka
He TpebyeTca — OOCTAaTOYHO MPOBEPUTHL KOHPUIypaLumnio N0 YMOAYaHUIO B (hanne
/etc/raddb/clients.conf,.
Ecnn Heobxoamnmo nponucaTth yaaneHHbln NAS, nCnosb3oBaTb TOT XXe ann n 4obaBuTb
onmncaHue KJIMeHTa, Hanpumep:

client fastpcrfl
ipaddr IP
secret SECRET
require message authenticator = yes

3. ABTopmu3auusa aboHeHTOB. TpebyeTcs HacTpouThb WabnoH Access-Accept, koTopbii byneT
topmuposaTb FreeRADIUS. nsa 3Toro gobasutb KoHpurypauuto B hann /etc/raddb/users,
SIBHO YKa3aB aBTOPM3aLMi0 BCEX 3aMPOCOB HE3ABMNCKMMO OT aTpubyTOB, MMEHWN NOJIb30BaTENA U
TNa aBToOpPU3aLUW.



DEFAULT Auth-Type := Accept
User-name = "%{User-name}",
VasExperts-L2-User = 1,
VasExperts-Policing-Profile = "rate 10M",
VasExperts-Enable-Service = "9:0n",
Framed-Pool = "test-pool",
Framed-IP-Address = "%{Framed-IP-Address}",
Framed-IP-Netmask = "255.255.0.0
VasExperts-DHCP-Gateway = "192.168.35.1",
VasExperts-DHCP-DNS = "8.8.8.8",
VasExperts-DHCP-DNS = "8.8.4.4"

JaHHbIn WwabnoH noaxoauT Ans Bcex Tunos asTopusauunm (DHCP, IPoE Static L2, PPPoE). Mpwu
oTcyTcTBUMM aTpmbyTa Framed-IP-Address B Access-Request FreeRADIUS oTnpaBnseT Access-
Accept ¢ Framed-IP-Address = 0.0.0.0. FastPCRF urHopupyeT aTpubyT C TaKUM 3HaYEHUEM, U
Ha3Ha4veHue IP-agpeca BbIMNONHAETCA Ha OCHOBE 3HavyeHus aTpubyTa Framed-Pool. [1ns Bbigaun
agpecos 13 Framed-Pool Ha cepBepe f0/KeH BbITb YCTAHOBAEH N HAaCTPOEH NoKanbHbI DHCP-
cepsep. MNogpobHee

. Hactponku B FastPCRF. BuinonHnTe HacTporiky RADIUS-cepBepa. B ciiyvyae ncrnonb3oBaHns
pe3epBHOro cepBepa yKa3aTb ero rocjie CTPOKM C OCHOBHbLIM radius_server.

radius server=secret@l127.0.0.1%lo: ;acct port=

. MpoBepka. CHayana BbINOJHUTbL NPOBePKY KOHpUrypaumun FreeRADIUS ¢ nomMoLLbio KOMaHAbI
radiusd —CX.

3aTem 3anycTtutb RADIUS B pexume otnagkum komaHgon radiusd —X — Bca obpaboTka
coobuweHmn bynet BoiBoanThCA B CLI, a owmbkm 6yayT HarnsgHo oTobpaXkaTbCs.
AsToOpu3aumio co ctopoHbl PCRF nposepuTsb B thanne /var/log/dpi/fastpcrf ap2.log.
Mpu KoppekTHOW paboTe cuctembl 3anycTuTb FreeRADIUS B LUTAaTHOM peXnMe 1 BKIKYNTb
aBTO3anyck:

systemctl start radiusd
systemctl enable radiusd

BapuaHTbl WabnoHoB Access-Accept ansa pasHbIX TUNOB
asTopu3auumu (L3, DHCP, PPPOE) KknueHTOB

B naHHOW peann3aumnm BCe CPaBHEHNS BbIMOMHAOTCA BHYTPW (Paiifia Ha OCHOBE Han4us
COOTBETCTBYHOLLEro aTpubyTa B 3anpoce.

Ons L3 Static knneHTa:

DEFAULT VasExperts-Service-Type == 0, Auth-Type := Accept
User-name = "%{User-name}",,
VasExperts-L2-User = 1,
VasExperts-Policing-Profile = "rate 10M",
VasExperts-Enable-Service = "9:0n",


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool

Framed-IP-Address = "%{Framed-IP-Address}",
Framed-IP-Netmask = 255.255.255.0,
VasExperts-DHCP-Gateway = "192.168.35.1",
VasExperts-DHCP-DNS = "8.8.8.8",
VasExperts-DHCP-DNS = "8.8.4.4",
VasExperts-Service-Profile = "1l:cg-nat",
Session-Timeout =

IOnsa DHCP knuneHTa:

DEFAULT VasExperts-Service-Type == 1, Auth-Type := Accept
User-name = "%{User-name}",
VasExperts-Policing-Profile = "rate 10M",
VasExperts-Enable-Service = "9:0n",
Framed-Pool = "test-pool",
VasExperts-Service-Profile = "11l:cg-nat",
Session-Timeout =

IOns PPPoE knneHTa:

DEFAULT VasExperts-Service-Type == 2, Auth-Type := Accept
User-name = "%{User-name}",
VasExperts-Policing-Profile = "rate 10M",
VasExperts-Enable-Service = "9:0n",
Framed-Pool = "test-pool",
VasExperts-Service-Profile = "11l:cg-nat",
Session-Timeout =
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