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HacTtpouka FreeRADIUS kak
OanaHcupyloLwero NPoKcu

Ha3HayeHue

Korga KJNeHT NpoXo4AnuT ayTeHTUdMKaLmMio, Ha cepBepe NPoMCXoaunT NPoBepPKa COOTBETCTBUSA NUMEHN
NnoJib30BaTeEJIA N NapoJid OaHHbIM U3 6a3bl JaHHbIX NOJb30BaTeNen. ECnn fgaHHble coBNagatoT, TO
KJIMEHT NPOXOAWNT aBTOpPMU3aLKIO. OpgHako npun 60/1bLLIOM KONIMYECTBE NOSb30BaTENEN npouecc
aBTOPU3aLMN MOXKET 3aHNMaTb OJINTEJIbHOE BPEMA.

Ina peweHuns 3Ton npobsembl NpeanaraeTcs UCNob30BaTh NapasiesibHble CEPBEPLI U
6a/laHCUPOBKY Harpy3ky Mexay HUMW B 3aBUCUMOCTW OT 3arpy>XE€HHOCTU KaXX4oro cepaepa. Npu
3TOM 015 KJIMEHTOB COXPaHAETCs efnHan To4ka Bxoga — cepsep Radius, KoTopbl Ha camoM gene
3aMEHSAETCA Ha proxy-cepsep (OH ToNbKO BanaHCUpyeT 3anpockl MeXAY U3BECTHLIMU eMY APYTr MU
cepBepamu). Proxy-cepBep 3anoMUHAET, YTO €C/I OH aBTOPU30Bas Nosib3oBaTeNs A Ha cepeepe B, To
3anpoc byaeT HanpaBfieH NpenMyLLEeCTBEHHO Ha 3TOT e cepsep B.

NakeT FreeRadius HacTpoeH Kak BanaHCMpyOLWUiA proxy-cepeep, KOTOPLIA pacnpeaensieT 3anpochi
OT MHOMMX KJIMEHTOB Ha OfIHY TOYKY AOCTYMNa K HECKOJIbKUM CepBepam.

Hactpoika 6anaHCcMpoOBKU 3aNpoCOB KJIMEHTOB MeXAy
cepBepaMm

War 1. JobaBneHne NpoKCK B CMIUCOK KJIMEHTOB CEPBEPOB

B KoHuUrypaumoHHom gaiine clients.conf Ha cTopoHe Radius-cepBepa onpeaennTb NPOKCU Kak
KJWeHTa:

client clientl
ipvd4addr = 10.10.10.61
secret = testingl23

LWar 2. lobaBneHne KNnMeHTa B CNNCOK KJMEHTOB MPOKCH

B KoHurypaumoHHom thainne clients.conf Ha CTOpOHE NPOKCKM oNpenenunTb KaneHTa:

client clientl
ipvd4addr = 10.10.10.60
secret = testingl23

War 3. lobaBneHne cepBepoB 1 NapameTpoB HanaHCUPOBKK B KOH(UIYpaLIMIO MPOKCK

B thanne proxy.conf KoHUrypaLum npokCu:



1. MpopybnuposaTth cekunio home server localhost {} coOOTBETCTBEHHO YWCSly CEPBEPOB;
2. MNepenMeHOBaTb KaXX Ayt HOBYIO CEKLMIO U HAaCTPOUTL NapameTp ipv4addr =
afpec_cepsepa:

home server serverl
ipvd4addr = 10.10.10.62

home server server2
ipvd4addr = 10.10.10.63

3. OTpepakTtupoBaTb pa3gen home server pool my auth failover {}

1. N3MeHnTb pexum banaHCMpoBKN — M3MeHUTb napameTp type = fail-over Ha type
= load-balance (onucaHne pexxumos banaHCMPOBKN B pasfene BapnaHTbl peXX1umoB
6anaHCMpoOBKK)

2. 3aKoMMeHTUMpoBaTh CTPo4Ky home server = localhost

3. Ons kaxxgoro cepeepa fobaBuTb CTPOKM home server = UMS_CeKLMM U3 NYHKTa 2

home server pool my auth failover
type = load-balance
home server = localhost
home server = serverl
home server = server?2

OnuMoHaNbHO: 419 NOBbILEHMA BbICTPOAENCTBUA MOXKHO OTKJIYUTL JINLHNE MOLY N
npoBepku B KaTanore mods-enabled (Tam HaxoAATCA CUMBOSIMYECKME CChIJIKW Ha
KOH(Mrypauunm moaynemn, Kotopble "A0KHbl ObITb 3arpy>KeHbl").

BapuaHTbl pe>XXUMoB ODaslaHCMPOBKHM

1. fail-over — 3anpoc 0TNpaBAseTCs Ha NePBbIA XXNBON AOMaLUHEMY CepBepy B crimcke. T.e.
ec/Iv NepBbI JOMaLLHWIA cepBep OTMeYeH Kak "MepTBbIn", TO BbIOMpaeTCcs BTOPOW U T.4.

2. load-balance — BbibupaeTCcs HaMMeHee 3arpyXeHHbI JOMaLUHWIA CepBep, rae
"HavMeHbLUIasa 3arpy>XeHHOCTbL" onpeaenseTca nyTem onpeaeneHnsa Koanm4ecTsa 3anpocos,
OTNpPaBfEHHbIX HAa 3TOT AOMALLHWI CepBep, U BblYUTAHMEM KOIMYECTBO OTBETOB, MOYHYEHHbIX
OT 3TOro JOMallHero cepeepa.

Ecnn cywecTtsyeT aBa nnm 6onee cepeepa C 04MHAKOBO HU3KOW HArpy3Kom, TO OANH U3 HUX
BblbMpaeTca cnyyanHbiM 0bpa3oM. Takas KOHDUrypauma Hanbonee Noxoxa Ha cTapbin "round-
robin", XoTs 3TO He COBCEM TakK.

ObpaTnTe BHMMaHKe, 4TO BanaHCUMPOBKa Harpyskmn He o4eHb xopowo paboTaeT ¢ EAP,
nockonbky EAP TpebyeT, 4yTobbl NnakeTbl ana EAP-B3aMMoaencTBMS OTNPABAATLCA HA OUH U
TOT XKe AOoMallHuiA cepeep. MeTon 6anaHCMPOBKM Harpy3kn He coxpaHseT COCTOsSHUE MexXxay
nakeTaMmm, 4YTo 03HavaeT, 4To EAP-nakeTbl A8 OAHOr0 M TOro Xe pa3rosopa MoryT bbiTb
OTNpaBfieHbl Ha pa3Hble AOMallHNe cepBepbl. ITO He No3BoanT EAP paboTaTh.



Ons MeTofoB ayTEHTUDMKALMM, OT/IMYHBIX OT EAP, 1 ANs y4eTHbIX MaKETOB Mbl PEKOMEHAYEM
ncnonb3osaTh "load-balance". 3To No3BoMT obecneynTb MaKCMMasbHYIO LOCTYNHOCTb BalLen
ceTu.

. client-balance — nomalHuii cepBep BIBUpaeTCs NyTeM X3WMpoBaHus IP-agpeca
MCTOYHUKA NakeTa. ECM 3TOT AOMaLLHUI cepBep He paboTaeT, TO UCNOob3yeTCs Clelyowmm
no Crucky, Kak un B ciy4vae npu "fail-over".

HeB03MOXXHO Npeacka3aTb, Kakow IP-agpec ncTovyHMKa ByaeT conocTaBNeH K KakoMy
[OMallHeMy cepBepy.

STa KOH(purypaums Hambonee nonesHa Aas BbIMOAHEHNSA NPOCTON BanaHCUPOBKN Harpy3Ku
H6anaHCMpPOBKM Harpyskm ans ceaHcoB EAP, nockosibky ceaHc EAP byneT Bcerpa bynet
OTNPaBAATLCA Ha OAMH N TOT XXe OOMAaLUHUI cepsep.

. client-port-balance — Bbibop fLoMallHEro cepBepa OCYLLECTBAAETCA MNyTEeM X3LUNPOBAHMNS
IP-agpeca 1 nopTa UCTOYHMKA NakeTa. Ecnm 3TOT foMallHUi cepeep He paboTaeT, TO
MCNONb3yeTCs CNeayLwWwmnn No CMCKy UCNosb3yeTcs, Kak 1 B csiyyae ¢ "fail-over".

ST0T MeToa obecneymBaeT HECKONbKO NyyLlyto 6anaHCMpPOBKY Harpysku ans ceccui EAP, yem
“client-balance". OgHaKo 3T0 TakXXe 03HavyaeT, YTO MakeTbl ayTeEHTU(UKaLNM 1 y4eTa ans
0L HOI0 1 TOro e ceaHca MOIYT oTnpaBnATLCA Ha pa3Hble JOMALLHWE CepBepbl.

. keyed-balance — Bbibop foMallHeEro cepeepa oCyLWecTBAAETCA NyTeM xawmnposaHus (FNV)
copepxunmoro aTpubyTta Load-Balance-Key 13 anemMeHTOB ynpaBneHus. 3aTem 3anpoc
OTMPaBASAETCA Ha AOMaLLHWIA cepBep BbiOpPaHHbLIN NONb30BATENEM:

server = (hash % num_servers _in pool

Ecnu B anemeHTax ynpasneHus otcyTcTByeT Load-Balance-Key, meTon 6anaHCMpoBKu
Harpysku ngeHTtnyeH "load-balance".

Ona 6onblwnHcTBa He-EAP MmeTonoB ayTeHTUdMKauum atpnbyT User-Name ABnseTca XopoLmnm
KNto4oM. MonuTtumka "unlang" MoxeT BbITb NCNOb30BaHa 419 KonupoBaHua User-Name B
aTpubyT Load-Balance-Key aTpubyT. 3TOT MeToa MoXeT He paboTaTb ans ceccui EAP,
NMOCKOJIbKY MM MOJIb30BaTesNa BHe TYHHena TLS YacTo ABASeTCA CTaTUYeCKUM CTaTUYHbIM,
HanpumMep, "anonymous@realm".
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