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HacTponka OanaHCMpPOBKM M pacnpepesnieHus
no rpynnam RADIUS cepBepoB

Ncnonb3yeTcsa ons cueHapus, Koraa Heobxoanmo pacnpeaennts RADIUS Tpagumk aboHeHTOB C
pa3HbiMy TUNamn goctyna IPoE, PPPoE, L2TP mexay pa3HbiMu rpynnamu RADIUS cepsepos.
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B naHHOM npumepe pacCMOTpUM pacnpefesieHme aBTopu3aumm U akkayHTUHra B pexume load-
balance ons pasHbIx TUMOB JOCTyNa Mexay rpynnamuv RADIUS-cepBepos:

1. IPoE Ha RADIUS 1 (1812, 1813), RADIUS 1.1 (1822, 1823)
2. PPPoE Ha RADIUS 2 (2812, 2813), RADIUS_2.1 (2822, 2823)
3. L2TP Ha RADIUS_3 (3812, 3813), RADIUS_3.1 (3822, 3823)

PazpneneHune Auth/Acc pa3nuyHbIX TUNOB AOCTYMNa NPOMCXOAUT Ha OCHoBe aTpubyTa VasExperts-
Service-Type C UCnonb3oBaHWEM ornepaTopoB BeTBNeHUs (if-else).

RADIUS CoA coobuieHus moryT oTnpasnsatbcs oT RADIUS cepsepos B BRAS (fastPCRF) cnegytownm
cnocobom:

1. Hanpsimyio oT RADIUS (billing) B fastPCRF. Heobxoanmo nobasunte oTaenbHble COA-KNMEHThI B
fastPCRF. RADIUS CoA.
2. Yepes Proxy: RADIUS (billing) = RADIUS Proxy - fastPCRF. OnucaH npumep Huxe.

KoHndurypauusa FreeRADIUS kak Proxy

KoHurypaums proxy pacnosoxeHa B /etc/raddb/proxy.conf. B Hein onpeneneHbl 0OCHOBHbIE


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa

pasgensi:

proxy server
retry delay =
retry count =
default fallback = no
#dead time = 120
wake all if all dead = yes

e retry delay — vHTepBan oXxunpaHus (B cekyHaax) nociae HeyaayHom nonbiTKN yCTaHOBUTb
coefiHeHMe C CepBEPOM.

e retry count — MakcrManbHOe YMC0 MOMbITOK OTMPABKM 3anpoca K cepeepy, nocse
KOTOPOro OH cyMTaeTcsa "MEpTBbIM".

e default fallback — napameTp, onpegensioowmn oTNPaBKy reject-oTBeTa KJNEHTY, eC/in BCe
cepBepbl HAXOAATCA B COCTOAHUM "MEPTBbLIE".

e wake all if all dead — napameTp, onpeLensoLnin Nepmogn4eckKyto NpoBEpPKyY
[OCTYMNHOCTW CEepBEPOB, MOMEYEHHbIX KaK "MépTable".

Pasgen, onpenensowmnin napamMmeTpsl "AoMaHNX" CepBEPOB (Ha KOTOPbIX XPaHATCS AaHHbIe 06
aboHeHTax).

home server rad 1
type = auth+acct
ipaddr = 10.166.220.232
port =
secret = secret
# proto = udp

# optional items
src_ipaddr = 10.16.20.117
response window =
zombie period =
status check = status-server
check interval =
check timeout =
num_answers to alive =
max_outstanding =

coa
irt =
mrt =
mrc =
mrd =
limit

max_connections =
max_ requests =
lifetime =

idle timeout =



e type — Ha3HavyeHne cepBepa; Yale BCEro ncnosb3lyetcsa and astopusauum (auth) nmbo gna
aBTOpM3aLMM N akKayHTUHra (auth+acct).

e ipaddr — IPv4-agpec RADIUS-cepBepa; npn HEO6X0AUMOCTM MOXKET NCMNOJIb30BaTbCS
ipvbaddr.

e port — NopT, Ha KOTOPLIN NPOKCUPYHOTCS 3anpockl (06bI4HO 1812). B pexxume auth+acct
3aaéTCAa TO/IbKO NOPT aBTopM3aLmnK, a NopT akkayHTUHra onpenenseTcs Kak port+1.

e proto — NpoToKON Nepefayn AaHHbIX; N0 yMOa4aHuio udp.

e secret — 0B ceKpeT, UCNONb3yeMbI NS NOANUCK 1 3anTbl NakeToB Mexay RADIUS-
CEPBEPOM N NPOKCHU.

e src_ipaddr — IP-agpec NCTo4YHMKa, C KOTOPOro NPOKCK OTMNPaBASET 3anpochl.

e response window — UHTepBaa 0OXMAaHMA 0TBETa OT CepBepa; Mo ero NCTe4eHnn cepeep
nomeyaeTcs Kak "zombie" 1 nony4aeT MUHUMASIbHbLIN NPUOPUTET Npu BbibOpPE.

e zombie period — MakcuMasnbHbIA Nepuos OXMAaHWs OTBETa OT cepBepa Ha Ntobon naker,
Nno NCTEYEHMM KOTOPOro cepBep cynTaeTcsa "MEPTBLIM".

e status check — cnocob npoBepkun COCTOAHMSA CepBepa.

e check interval — uHTepBan Mexnay OTNPaBKOWN MaKeTOB MPOBEPKM COCTOSHMA.

e check timeout — BpemMs 0OXXuAaHWs OTBETA Ha MaKeT NPOBEPKM COCTOSHMA.

e num_answers_to alive — KOMYeCTBO yCMEeLHbIX NPOBEPOK NOAPSAL, NOCAe KOTOPbIX
cepBep CcYUTaETCA “XKUBbIM".

e max_outstanding — MakcuMasibHOE YMCJI0 HEMOATBEPXKAEHHbIX NAaKeTOB (pa3Huua Mexay
OTrMpaBJIEHHbIMA N NOJyYEHHbIMK), NP NPEBLILLEHNN KOTOPOro OTNpaBka HOBbLIX MaKeToB
npuocTaHaB/MBaeTCs And npefoTepaweHns neperpyskn RADIUS-cepsepa.

e COa — CeKuus, onncbiBaoLLas NHTepBasbl U KONNYECTBO NOBTOPHLIX Nepenay ansg Change of
Authorization.

e limit — cekuwms, npMMeHMMasa TONbKO Npu ncnosb3oBaHum TCP. BknovaeT napameTpsl:

o max_connections — MakcuMMaJibHOE KONYECTBO COeANHEHWI;

o max_requests — MakKcuMMasnbHOE YMCJI0 3anNpPOCOB B paMKax 04HOro CoeiHeHns

o lifetime — BpeMs XN3HM COEQUHEHNA B CEKYHAAX;

o idle timeout — MakcMMasbHbI Neprof 6e3aencTBNS B paMKax CoeiMHeHus, nocie
KOTOPOro OHO 3aKpbIBaeTCS.

3HayeHune 0 ons BCeX NapaMeTpPoB 03HAYAET OTCYTCTBME OFPaHUYEHWA.

Ins proxy onpefennTb He06Xo04MMOe KOMYecTBO cepBepoB. CepBepbl, OTBEYaKOLME 33 OANH U TOT
Xe TUN aBTopm3auuun, crpynnuposaTh B pool. Pa3gen home server pool ucnonb3oBaTh As
6anaHCMPOBKU Harpy3Kmn 1 NePEKOYEHNS MEX Y CepBeEpPaMu.

B cTaTbe NpuBeaéH NpuMep MUHUMaNbHOW KOH(UIYypaLun, NOSHbIA BapUaHT KOHMUIypaLum
LOCTYMEH B apxuBe.

home server pool pool rad servers
type = load-balance
home server = rad 1

BaxxHo, 4T0bbl home server 6biv 0gHOrO THMa, TO eCcTb BCe — auth nnm auth+acct.

B pa3gene realm yka3aTb, Kakoi Myn cepBepoB CleAyeT UCMOJb30BaTh ANf 3Ton obnacTu.

realm rlm prod servers
pool = pool rad servers
nostrip



Mpn ncnonb3oBaHWUK Nyna, cogep)kallero To/IbKO CepBepbl aBTopu3aumnmn, npuMeHaTs auth pool;
npwv nyJne, BKAOYaOLWeEM TOJIbKO aKKayHTUHT, UCMosb3oBaTb acct pool. PekomeHpyeTcs
NCNoNb30BaTb YHUBEPCaAbHbIN pool, 06beauHsaoWwmi 0ba BapnaHTa

MpokcnpoBaHue CoA-nakeToB BbINOJHATL Ha ocHoBe aTpubyTa Operator-Name 4epes coa pool
Ina HacTponkn CoA ncnonb3oBaTb pann /etc/raddb/sites-available/coa, B KoTOpoM
3a4alTCa napaMeTpbl NpokcmpoBaHma CoA-3anpocoB. B KOHGMrypauum ykasaTb YCI0BKS, NpK
KOTOpPbIX 3aMpoC Hanpas/igeTCcs B COOTBETCTBYOWMN realm, a B KaXxgoM home _server onpenenntb
napameTpbl, ncnosab3dyemole ons CoA (Kak NpaBuio, OHW 3afaHbl N0 YMOYAHMIO).

PekomeHayeTcs ans pabotel ¢ COA ncnonb3oaTb npamoe B3ammoaenctemne PCRF - RADIUS, Tak Kak
BCe NapameTpbl HacTpausatTcsa B fastpcrf.conf, a obMeH AaHHBIMY OCYLLECTBAAETCSA HAaNPSMYIO.
OnncaHne HaCTPOMKM AaHHbIX PYHKLUWIA NPMBEOEHO B CTaTbe CTaTbA.

MapameTp nostrip ncnonb3oBaTb 404 OTKAOYEHUS pa3geneHmnsa 3HadyeHnsa User-Name.

KoHdurypauusa suptyanbHoro cepsepa FreeRADIUS

®ann KoHpurypauum pacnonoxeH B /etc/raddb/sites-available/default
Bce napameTpsbl yka3biBaTh ans default. B nepsyto ovepenb HaCcTpouTh pa3aen listen, B KOTOpoM
3aflaTb NOACETW M NOPTbI AN8 NPOCAYLINBAHNSA, @ TaKXe TUMbl MPUHUMAEMbIX COOBLLEHNIA.

server default

listen
type = auth
ipaddr =
port =
limit
max_connections =
lifetime =
idle timeout =
listen
ipaddr =
port =
type = acct
limit

HactpouTtb pa3gen ans IPve:

listen
type = auth
ipvbaddr = :: # any. ::1 == localhost
port =
limit

max_connections =


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa

lifetime =
idle timeout =

listen
ipvbaddr = ::
port =
type = acct
limit

llanee nepenTn K pa3geny aBTopusauunmn, B KOTOPOM NepeyncieHsl NoaaepXXxMBaemble NPOTOKOSIb
aBTopu3aLmn.

B naHHOM pa3gene 3afaTb NPaBUIO MapLUPyTU3aLLMI 3aMpPOCOB: BCE 3amnpocChl aBTopu3aLumm ¢
aTpnbyTtom VasExperts-Service-Type co 3HaveHnammn 0 n 1 HanpasnaTe B ob6nactb DHCP, co
3HayveHunamn 2, 3 n 4 — B obnactb PPPOE, ocTanbHble 3anpockl OTKNOHATL C Reject. 3HaveHus
aTpubyTa onsa opyrux TMNOB aBTOPU3aLMmM C paclunGPOBKON NpUBEAEHLI B C/I0Bape vasexperts n B
cTaTbe.

authorize

preprocess

chap

mschap

digest

suffix

files

-sql

-ldap

expiration

logintime
Tunnel-Type
update control

Proxy-To-Realm := "rlm prod servers 3"

VasExperts-Service-Type == VasExperts-Service-Type

update control
Proxy-To-Realm := "rlm prod servers 1"

VasExperts-Service-Type == VasExperts-Service-Type ==
VasExperts-Service-Type ==
update control
Proxy-To-Realm := "rlm prod servers 2"


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:freeradius:local_auth

reject

Pa3znen onpegenset MeToAbl ayTeHTUdMKaumMmM, KoTopble byaeTt ncnonb3oaTtb FreeRADIUS. Tak Kak
OHW NyCTble — ByAyT NCN0JIb30BaTLCA MOAY/IN MO YMOSYaHUIO.

authenticate
Auth-Type PAP

Auth-Type CHAP

Auth-Type MS-CHAP

preacct
preprocess
acct unique
suffix
files

Paszgen TapudukaLmm N akkayHTUHra, B KOTOPOM 3aJaHbl npasBmna 06paboTkn NakeTos C
pa3finyHbIMK 3HavYeHnsMu VasExperts-Service-Type, aHaNoOrM4yHO MOAYN0 aBTOPM3aL MM
CyLLeCTBEHHbIM OT/IMYMEM ABNSETCA Nepsoe npasuno ans Acct-Status-Type, Ha 0CHOBe KOTOPOro
npokcu HanpasaseT Ha RADIUS obLine nakeTbl Havyasna Tapudukaumm, a He otbpacbiBaeT ux.

accounting
-sql
Acct-Status-Type == Accounting-0n Acct-Status-Type ==
Accounting-0Off
update control
Proxy-To-Realm := "rlm acct servers"

Tunnel-Type
update control
Proxy-To-Realm := "rlm prod servers 3"

VasExperts-Service-Type == VasExperts-Service-Type ==

update control
Proxy-To-Realm := "rlm prod servers 1"



VasExperts-Service-Type == VasExperts-Service-

Type == VasExperts-Service-Type ==
update control
Proxy-To-Realm := "rlm prod servers 2"
session

3aBepLuatolne pasaenbl. 3agaTb NapameTp TanMayTa CeCcCUn U encTBme cuctemsl Npu Reject.
post-auth
update reply

Session-Timeout :=

-sql
Post-Auth-Type REJECT

Post-Auth-Type Challenge

pre-proxy

post-proxy
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