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FastBypass monitor

B cnyyae ecnn Ha DPI npon3sowen cbon MO, NPB BbiBoauT DPI 3 cTeka n NPB nepebanaHcupyeT
HarpysKky mexay octasibHbiMu DPI.

Ecnn napaet 6onee 2 DPI y3710B — BCSA CUCTEMA NEPEXOANUT B pexxum bypass.

Ecnv napaet nuHK Ha DPI, To NPB nepebanaHcupyeT Harpysky mMexay octasibHbiMu DPI.

fastbypass monitor (ganee B fOKyMeHTaLMM U CKPUMTE Ha3blBaeTCs "AeMOH") NnpeAcTaBnseT
cobon MHCTPYMEHT AN1S OTC/IeXXMBAHNA U yNPaBiAeHNS COCTOSSHUEM CETEBbIX MHTEP(ENCOB, K
KOTOPbIM MOAK/IOYEHbI CETEBbIE KapTbl Bypass.

[lemoH pearvpyeT Ha HEARTBEAT curHasnbl, noctynatowme ot DPI Ha onpeneneHHbie nNopThl,
YKa3aHHble B KOH(UrypauunoHHom tanne. Mpu He nonyyveHnn HEARTBEAT curHanoB B COOTBETCTBUM
C NpaBuIaMmn U3 KOHOUrypaLuuu, LEMOH BbIMONHAET ONpefesieHHble OeCTBUA, Takue Kak yaasieHune
nnu cospaHue IP-agpecos, K KOTOPbLIM MOAK/OYEHbI KapThl Bypass, a TakXe BKJII0YeHNe 1iu
BbIKJIlOYEHWE onpefeneHHbIX CeTeBbIX UHTePdencos.

DPI_N NPB
. mng mng
= Neartbeay IP interface

udp

port 1 st

fastbypass_monitor.d

port N

bypass chassis

ping mng . At
IP interface add..er.ﬂo“e
o ip addr
GUI

TpeboBaHua K 00opynoBaHuUIO

OC: OpenSwitch 2+ / Debian 9+
Python: 2.7.9

OcHOBHbIe (pyHKUUMU

e OTcnexueaHne HEARTBEAT curHanos ot DPI Ha 3afaHHbIX nopTax.
e InHamnyeckoe ynpassieHue IP-agpecamu n ceTeBbiMU NHTEPGENCaMu.



YcTaHOBKaA

1. CkonupoBaTb yCTaHOBOYHbIA NakeT fastbypass monitor-X.X.XX.deb Ha xocT malwuHy.
2. N3 pupekTopun, rae HaXoauTCa yCTaHOBOYHbIA MNaKeT, BbINOJHUTE KOMaHAy YCTaHOBKMU:

sudo dpkg -i fastbypass monitor-X.X.XX.deb
Mocne yCTaHOBKM AEMOH CTAHOBUTCA AOCTYMHbIM ANS YrpaBAeHNs C MOMOLLbIO CUCTEMHOIO
MeHexepa (systemctl).

®ann KoHpurypaumm goctyneH no nytn /var/fastbypass monitor/backend/.env
®ainn c NpUMepoM MoSHON KOH(UIrypauum gOCTyneH no nyTu

/var/fastbypass monitor/backend/sample.env

Jlorn nemoHa coxpaHsioTca no nytn /var/fastbypass monitor/backend/logs/

Ncnonb3oBaHue

Mocne yCTaHOBKM AEMOH aBTOMaTUYECKM 3aMyCKaeTCsa N HaX0ANUTCS B COCTOAHMUM paboThbl. Mpu
nepesarpyske XoCT-MallNHbl 4EMOH aBTOMaTUYECKN 3anyCKaeTCs Nocsie yCneLwHoro 3anycka
cepsuca network.

YnpaBsieHne 4EMOHOM OCYLLECTBASETCS KOMaHAaMN CUCTEMHOINO MeHeaXepa.

o Ncnonb3oBaHMe annacos (KOpOTKI/IX aHaNOroB KOMaH) BO3MOXHO TO/IbKO B pexunme sudo —
nepeg Ha4asoM NCNnosib30BaHNA BBEANTE KOMaHOY sudo su -wu napoJib.

3anyck gpeMoHa:

sudo systemctl start fastbypass monitor
Annac:

fbypass ctl start

Cny»x6a 3anyckaeTcsi B COCTOSHUM unknown, TO €CTb He BKJOYAET U He BblK/toYaeT

@ bypass. Mocne NoAHATUS BCeX PeCUBEPOB W ONpeaesieHns UX COCTOSHUS, CUCTeMA
nepexoanT B pexum normal nnm bypass B 3aBUCMMOCTM OT KOH(Urypauum u
COCTOSIHUSI PECUBEPOB.

Nepe3anycK peMoHa:

sudo systemctl restart fastbypass monitor



Annac:

fbypass ctl restart

NMepesarpyska pemoHa 6e3 0CTaHOBKMU:

sudo systemctl reload fastbypass monitor
Anvac:

fbypass ctl reload

OcTaHOBKa geMoHa:

sudo systemctl stop fastbypass monitor
Anvac:

fbypass ctl stop

MpoBepka TekyLllero ctatyca AeMoHa:

sudo systemctl status fastbypass monitor
Anvac:

fbypass ctl status

MpocMoTp NocneaHUX CTPoK nor-panna c obHoOBNEeHUEM B peasibHOM BPEMEHH:

tail -f /var/fastbypass monitor/backend/logs/fastbypass monitor.log
Annac:

fbypass ctl tailf

BoiBoa, nocnepgHux 100 cTpok nora:

tail -n var/fastbypass monitor/backend/logs/fastbypass monitor.log
Anvac:

fbypass ctl tail



OcTaHOBKa AileMOHa ¢ ypaneHueM IP-appecoB, yKa3aHHbIX B KOH¢ure pnsa bypass kapT u
TeM caMbiM NPUHYAUTENIbHbIA NepeBo CUCTeMbl B COCTOsAHME bypass:

fbypass ctl force on

OcTtaHOBKa AeMoHa ¢ gobaBneHuem IP-appecoB, yka3aHHbIX B KOH(ure pna bypass kapt u
TeM CaMbiM NPUHYAUTENIbHbIA NepeBod CUCTEMbI B COCTOAHME normal:

fbypass ctl force off
NobaBneHue neMoHa B aBTO3arpysKy:
fbypass ctl enable

YpaneHve peMoHa M3 aBTO3arpysKku:

fbypass ctl disable

115 HACTPOMKK 1 3arycka [emMoHa C HOBOW KOHMUrypaLmein Heo6XoanuMo oTpelakTMpoBaTh
KOHMUIYPALIMOHHBIN (haiin 1 3aTEM BbIMOIHUTL Nepe3arpysky A4eMOoHa U OCTaHOBUTL U CHOBA
3anycTuTb ero.

Ana HacTponky napameTpoB paboTbl LEMOHA, UCNOJIb3YeTCA KOH(UIYPaLMOHHbIN ai,
pacnonoXeHHobln no nytn /var/fastbypass monitor/backend/.env

Mpu 3anycke n nepesarpyske, AEMOH YUTAET KOHMUIYpPaLMOHHLIN hann, n B Cayyae,
€C/IN OH MOXEeT YyCrewHOo HaCTPOUTb YKa3aHHble IP-agpeca v nHTepdencsl, To
npogoskaeT cBoto paboTy. OAHAKO, ecnn YacTb KOHGUrypauum He npowna
NPOBEPKY, AEMOH 3aNyCKaeT TOJIbKO T€ KOMMOHEHTbI, KOTOpble MOryT BbITb YCMELHO
HACTPOEHbI.

B cnyyae BO3HWKHOBEHUS KPUTUYECKOW OWWUOKU [OEeMOH aBTOMAaTUYECKW
nepesarpy>aeTcs.

Mpw ncnonb3oBaHuMM KoMaHabl sudo systemctl reload fastbypass monitor

ﬂ LEeMOH nepeymTbiBaeT KoHdpurypaumio 6e3 ocTtaHoBKWM cBoen paboTbl, u
OCTaHaBnMBaeT paboTy yAasieHHbIX KOMMNOHEHTOB 1 CO34aeT HoBble f06aBNEHHbIE
KOMMOHEHTbI, YKa3aHHble B KOHUrypauuu.

BaHO OTMeTUTb, 4TO MpPK 3anycke W Mepe3arpyske AeMOH He yrnpasnadeT
YKa3aHHbIMW B KOHUrypaumm natepdencamm u IP-agpecamm o TOro MOMeHTa, Nnoka
He MoJIy4nUT COoCTosAHMe BceX listener.

Mpn nepe3sanycke A4eMOH MPOAOJIKAeT HaX0AUTLCSA B TOM XXe COCTOAHMUU, KaK 1 Ao
rnepesarnycka, noka He noJiy4mT HOBOe COCTOsAHME OT BCeX listener.



JlokanbHoe u rnobanbHoe coctosHue. Pexxum Bypass

[eMoH noafepXuBaeT [iBa BUAA ynpaBieHns NHTepgencamMmu B 3aBUCUMOCTY OT UX COCTOSHNA:
rnobanbHOro (0CHoBaHHOro Ha paboTe Bcex listener) nim 0T NOKaNbHOrO (CBS3aHHOMO C
KOHKpPeTHbIM listener).

Hanpvmep, ecin yKasaTb CNUCOK MHTEP(ENncoB AN ynpasaeHns B r1obasbHbIX HACTPONKaXx, TO UX
BKJIIOYEHWE WJIN OTK/I0YeHMe 3aBUCUT OT 0bLLero COCTOSHUS AeMOHa. 3TO 03HaYaeT, 4YTo eC/in AeMOH
He noJjly4aeT CUrHasIoB OT LOCTATOYHOr0 KOJIMYyecTBa lisner, To yKa3aHHble MHTepP(enChbl
OTKJI4aIOTCA.

MpuMep:

LISTEN CUBRO IFS=<cnuncok nHTepgencos
LISTEN SHUTDOWN CUBRO IFS WHEN BYPASS=

Takxe ona Kaxgoro listener MOXXHO yka3aTb CBOM COBCTBEHHbIN CNCOK MHTEP(ENCOB, KOTOPLIN
OyneT ynpaBasaTbCA B 3aBUCMMOCTM OT COCTOSHUSA 3TOr0 KOHKpeTHoro listener.

Mpumep:

LISTEN CUBRO IFS|0O|=<cnuncok nHTepgencos
LISTEN SHUTDOWN CUBRO IFS WHEN BYPASS| 0=

Ecnm nHTepdencol, ykasarnHble B LISTEN CUBRO IFS[N] pybnupytoTcs y Heckonbkux listener, To
OHW NepexoadaT B bypass mode B c/iyqae ecnm 0AuH U3 COOTBETCTBYIOLWMX listener nepecTaeT
nony4aTb curHan. MNepexon MHTePdENCOB B peXxuM normal oCyLecTBAAETCSA TOJIbKO €C/n BCe
cooTBeTCTBYIOWME listener nony4aloT cUrHanbl.

B cnyyae, ecnm nHTepdencol yKasaHbl Kak B IOKalbHbIX, Tak 1 rnobanbHbIX HACTPOMKaX, TO
NHTepdEeNnCobl HAXOOATCA B pexuMme bypass mode, noka cooTBeTCTBYOWMN listener He HayHeT
nosly4aTb CUrHabl, @ AEMOH He nepengeT B pexxum normal mode.

KoHdurypauus
MuHuManbHaa KoHduUrypauus

MuHMManbHas KoHUrypaumnsa ons paboTbl LEMOHa BKOYAET yKa3aHue XoTa bbl 04HOro
NHTepgenca, IP-agpeca n nopta ang npnema HEARTBEAT curHanos, a Takxe 04HOro nHTepdenca n
IP-agpeca ans nogkno4yeHns KapTol Bypass.

Mpumep:

# ypoBeHb 710rMpoBaHns - coobLyeHns 0b owmbkax u MHGOPMaLNOHHbIE CO0BLLEHNS
LOG LEVEL=INFO

# nHTepevic ansa pabotel listener no ymonyaHuo
LISTEN HEARTBEAT IFS=eth0
# nHTEepgeic ana paboTel C KapTamu Bypass o ymosid4aHuto



BYPASS CARD IFS=eth0

# KonmyecTBo HeypadyHbix HEARTBEAT listener pnns nepexoga B pexuMm Bypass
LISTEN HEARTBEAT FAILED=1

# KO/IM4eCTBO MonbIToK rnosydyeHns HEARTBEAT curHasna no ymoayaHuio gis listener
LISTEN HEARTBEAT ATTEMPTS=1

# Bpems oxunpaHns HEARTBEAT curHana B MUWIIMCEKYHAAX o ymon4aHuo a5 listener
LISTEN HEARTBEAT TIMEOUT=3000

# IP-agpec, Ha KoTopoM aemMoH oxugaetr HEARTBEAT curHasel
LISTEN HB HOST 0/=192.168.1.202

# nopt, Ha KoTOpoM aeMoH oxugaetr HEARTBEAT curHasel
LISTEN HB PORT 0 [=3000

# IP-agpec, Ha KoTopoM aemoH oxugaet HEARTBEAT curHasel
LISTEN HB HOST|1/=192.168.1.202

# rnopt, Ha KoTopoM gemMoH oxugaetr HEARTBEAT curHasel
LISTEN HB PORT[1/=3100

# IP-agapec KapTbl Bypass, K KOTopow A4eMOH byaeTt noak/deH
BYPASS CARD HOST[0]=192.168.1.211

# IP aapec kapTbl Bypass, K KOTOpOWV AEMOH b6yAeT noAKIoY€EH
BYPASS CARD HOST|[1/=192.168.1.212

Bbilwe npuBeneH npuMep KoHdurypauun ana nonyvyeHna HEARTBEAT curHanos € nCnosib30BaHWEM
nHTepdenca ethO Ha IP-agpece 192.168.1.202 n nopTax 3000 1 3100

Bypass KapTbl noaknto4eHbl No nHTepdency ethO Ha IP-agpeca 192.168.1.211u
192.168.1.212.

Mo ymonyaHuto ans Bcex listener ycTaHOBNEHbI 3Ha4YEHUSA:

LISTEN HEARTBEAT ATTEMPTS — KOo/M4eCTBO NOMbITOK MOJy4eHns curHana: 1
LISTEN HEARTBEAT TIMEOUT — Bpems oXugaHusa curHasia: 3000 MunnmcekyHz

Korpa listener He nosly4yaeT cuUrHas nocse o4HOM NonbITKM B TedeHre 3000 MUNAnCeKyHS, OH
CYMTaEeTCa HeydauHbIM.

Ecnn Konm4yecTBO Heyda4YHbIX CayllaTeNen paBHO UKW NPEBbILLAET YCTAHOBEHHbIA NOpor
(LISTEN HEARTBEAT FAILED), nemMoH nepexoanT B peXxum Bypass n yaanseTt yKasaHHble s
Bypass kapT IP-agpeca.

Mpn BOCCTaHOBNEHUN CUrHaNOB, listener cunTaeTcsa paboynm.

Ecnn obwee KoM4eCcTBO HeyAauHbIX CyllaTen el CTaHOBMTCS MeHbLUE Nopora, TO AEMOH
Bo3BpawaeTcs B pexum NORMAL n BocCTaHaB/IMBaEeT YKa3aHHble IP-agpeca ona Bypass kapT.

Obwias KoHpurypaums

MprBeAEHHbIE HUXXE HACTPONKMN KOH(UIYpaLIMKU PacnpoCTPaHSIOTCS Ha BCE (hYHKLMOHUPOBaHMeE



OeMOHa B LieJioM.

Bnok ¢ HacTporkamu listener cny>XuT B Ka4eCTBe 3Ha4YeHU N0 yMONYaHUo ansa Tex listener, ons
KOTOPbIX HE yKa3aHbl COOTBETCTBYOLME KOHDUrypaummn. To )Ke caMoe OTHOCUTCA U K HacTponKam
NHTepdencos Ans NOLAKMOYEHNS ceTeBbIX KapT Bypass.

Kpome TOro, 4eMoH NpefoCcTaBaseT BO3MOXHOCTb MNOAKAOYATL CBOM COBCTBEHHbIE KOMaHabl ANS
ynpaBneHus nHtepdencamm n IP-agpecamn. 310 NO3BOASET afanTMPOBaTh AEMOH N04 0COBEHHOCTH
CeTN N BHEAPUTb COBCTBEHHbIE CKPUMThI, ONTUMN3NPOBAHHbIE NOA cneundmryeckne TpebosaHms
CETEBOro OKPYXEeHUS.

# ypoBeHb NIorupoBaHns (HeobsizaTesibHasi HACTPOVIKa, M0 yMoa4aHuo cooTBeTcTByeT INFO) :
# INFO - coobueHns 0b owmbkax n MHGHOPMaLMOHHbIE COOBLLEHNS

# DEBUG - coobLyeHuns 0b owmbkax, MHpopMaLMOHHbIE CO0bLLUEHNS 1 CO0bLLEeHNs OTaAaAKN
LOG LEVEL=

# Macka ceTu ans ykalaHHblx IP agpecoB (Heobs3aTesibHasi HaCTPOViKa, no yMoa4YaHuio - 32)
//NETWORK MASK=//

# nHTEepgeric no ymondaHuto 415 tex listener y KOTOPbLIX HE yKa3aHO UMS MHTepgeca Ans
npocnywmnBaHmns HEARTBEAT (Heobsi3aTesbHas HacTpOVKa)
LISTEN HEARTBEAT IFS=

# IP-aapec ro ymonyaHuio a5 Tex listener y KoTopbix He yka3aH IP-agpec nns
npocnaywmBaHna HEARTBEAT curHanoB (Heobs3aTesibHasd HacTPOVIKa)
//LISTEN HEARTBEAT HOST=//

# KoM4ecTBO NonbITok nosyvyeHnss HEARTBEAT curHasna ro ymoadyaHuio s tex listener y
KOTOPbIX HE YKa3aHa COOTBETCTBYOLLasi KOH(pUrypauns (HeobsizatesibHasi HaCTPOViKa, o
YMOJI4aHUIO - 3)

//LISTEN HEARTBEAT ATTEMPTS=//

# Bpemsa oxupannsa HEARTBEAT curHana B MUIIMCEKYHAAxX M0 yMoa4aHuio a9 Tex listener y
KOTOPbIX HE YKa3aHa COOTBETCTBYIOLLasi KOH(pUrypauns (HeobsizatesibHasi HaCTPoViKa, o
yMosi4aHmio - 3000)

//LISTEN HEARTBEAT TIMEOUT=//

# KonmyecTBo HeypaydyHbix HEARTBEAT listener pnsnepexona B pexum Bypass
(Heobs3aTeibHasa HaCTPOViKa, Mo yMosa4aHuio - 1)
//LISTEN HEARTBEAT FAILED=//

# nHTepgevic ansa paboTel C KapTamu Bypass o yMOYaHWIO 415 KapT, Y KOTOPbIX HE YKa3aHo
uMs nHTepgerica (HeobsizatesibHasi HaCTPOViKa)
BYPASS CARD IFS=

# CrNCOK MHTEPENCOB A/15 BLIK/IOYEHMS MPY Nepexoae B pexxum Bypass (Heobs3aTesnbHas
HacTpovika)
LISTEN CUBRO IFS=

# HacTpovika paboTbl MHTEpPgericoB yka3aHHbix B //LISTEN CUBRO IFS// (Heobsi3aTesbHas
HacTpovika, no ymoa4aHuio - 0)



# 1 - BbIK/IIOYNTb yKa3aHHbIE MHTEPMENCHI NPU NEPEXOAE B PEXUM Bypass
# 0 - He BbIMOJIHATb AEVCTBUI C yKa3aHHbIMU MHTepGeicamu npy nepexone B pexum Bypass
LISTEN SHUTDOWN CUBRO IFS WHEN BYPASS=

# abCOMOTHBLIV MYyTb K CKPUNTY A5 BKOYEHUS MHTEpelica (Heobs3aTeibHasi HaCTPOViKa, o
YMOJIHaHUIO - CM. PUMeYaHme 2)
CMD_SET UP_INTFS=

# abCoOIIOTHBIV MYTb K CKPUMTY 418 OTKOYEHMS MHTepherica (HeobszaTesibHas HaCTPOVKa, o
YMOJI4aHUIO - CM. rpumeYaHue 2)
CMD_SET DOWN INTFS=

# abCconOTHBIVI NyTb K CKpunTy aAna gobasneHnss IP agpeca(Heobs3aTesibHasi HACTPOVKa, Mo
YMOJI4aHWIO - CM. rIpuMeYaHue 2)
CMD ADD IP=

# abCONMOTHBIV NMYTb K CKpUNTY AN yaaneHus IP aapeca (Heobs3aTesbHas HaCcTPoViKa, no
YMOJIYaHWIO - CM. MPUMEYaHNE 2)
CMD DEL IP=

MpumeyaHue 1

Bce IP-agpeca, yka3biBaeMble B KOHGUrypauum, MoryT 6biTb npeacTaBfieHbl B
hopmaTte 192.168.1.202 mnm C ykKaszaHMem MacCKW CeTu, Hanpumep,
192.168.1.202/16. o ymon4aHUO Macka ceTu paBHa 32 (B Cayyae, eCc/in He
yka3aHa B rnobanbHon HacTtporike NETWORK MASK wmnu B COOTBETCTBYHOLLEN
KOH(urypauum un listener unn kaptel Bypass).

Ba)xHO yuyuTbiBaTh Crepytolee: ecnun IP-agpec coenagaet ¢ IP-agpecom ynpasneHus
(Management IP-agpec), KOTopbln ucnosb3yeTca ana SSH coegmHeHus, To Macka
CeTU He MEHSAETCA 1 OCTAaeTCA Takon, Kak bbia yka3aHa B OnepaumnoHHON cucTemMe.

OTO BaXHOe yc/sioBMe cnenyeT Y4YuTbiBaTb NPW HacTponke IP-agpecos B
KOHurypaumm, 41obbl n3bexxaTb KOHMANKTOB C ynpaBasiowmm IP-agpecom u
HEHaMepPEeHHbIX U3MEHEHNA MacKun CeTW.

[pumeyaHue 2

KoH(urypauma neMmoHa npepocTas/iseT BO3MOXXHOCTb YKa3blBaTb OpPUrMHalibHble
CKPUNTHI 4N15 BbINOJHEHUSA 6a30BbIX ONepauLunsa TaknX Kak BKJIOYEHWNE/BbIKJIOYEHNE
NHTepdencos n cosgaHuna/ynaneHns IP-agpecos.

[leMOH 0XXnAaeT NonyyYnTb B COOTBETCTBYHOLEN KOHGUIypaLmm abCcontoTHbIA NyTb A0
shell ckpunTa € yKaszaHUeM UCMOJIb3yEMbIX MEPEMEHHbLIX B KOHLE CTPOKM B hopmaTe
%(<uMsa nepeMeHHon>) s

Wcnonb3yeMble nepeMeHHbIe:

e intfs — uma nHTepdenca



e ip — IP agpec
e netmask — mMacka ceTu

Mo yMOJIYAHUIO MCMOJIb3YIOTCA CieaytoLne KOHpUrypaumm:

e CMD SET UP INTFS=/var/fastbypass monitor/backend/app bash/cm

d set up intfs.sh %(intfs)s
E e CMD SET DOWN INTFS=/var/fastbypass monitor/backend/app bash/
cmd set down intfs.sh %(intfs)s
e CMD_ADD IP=/var/fastbypass monitor/backend/app_bash/cmd add
ip.sh %(ip)s %(netmask)s %(intfs)s
e CMD DEL IP=/var/fastbypass monitor/backend/app bash/cmd del
ip.sh %(ip)s %(netmask)s %(intfs)s

KoHdurypauums Listener

Kax bl listener obecneynBaeT BO3MOXHOCTb nonyyeHns HEARTBEAT curHanoB OT pa3inyHbIX
ycTponcTs DPI. Kaxxabii nocnenyowmn listener ykasblBaeTCcs B KOHQUIypaLmum Co caegyowmnm
nHpaekcom (Hanpumep, [0], [1], [2]).

Listener umeeT cnenytolime napameTpbl A5 NMOAHON KOHAUIypaLmK:

# listener unpeHTugpukaTop (HeobszaTesbHas HaCTPOVKa, Mo yMOJ4aHUIO COOTBETCTBYET
MHAOEKCY)
LISTEN HB ID[0O =0

# umsa nHTepgelica, Ha Kotopom listener oxupaetr HEARTBEAT curHasbi
LISTEN HB IFS[0]|=etho

# IP agpec/macka nogcetu and npocaywmBaHnsa HEARTBEAT curHanos
LISTEN HB HOST! 0!= 192.168.1.202/32

# nopt ana npocaywmsaHnsa HEARTBEAT curHasios
LISTEN HB PORT[0|=3000

# KoM4ecTBO NonbITok nosyvyeHnss HEARTBEAT curHana (Heobs3aTesibHas HaCTPOUKa, o
yMOJ14aHWIo: 3)
LISTEN HB ATTEMPTS|0|=3

# Bpems oxupanms HEARTBEAT curHana B MuaancekyHaax (HeobszatesnbHas HacTpovika, no
ymos4aHuio: 3000)
LISTEN HB TIMEOUT 0 [=3000

# HacTpovika HeMe/1IeHHOIr o0 NepeKkatYeHns B Bypass pexum (HeobsizaTesibHas HaCTpoliKa)
# 1 -ecnm HEARTBEAT curHan He rnosy4yeH, HeMeA/1eHHO NepenTn B pexuM Bypass

# 0 - ecsim HEARTBEAT curHan He roJsyyYeH, Nepevuityu B pexmm Bypass rnocse Bcex rnorbiToK
MoJ1y4YnTb CUrHas (1o ymMosa4aHuio)

LISTEN HB SWITCH IMMEDIATELY |0 |=0



# CrUCOK MHTEPEENCOB AJ15 BbIK/IOYEHUS NPU rnepexose B pexumM Bypass (Heobs3aTesibHas
HacTpoviKa)
LISTEN CUBRO IFS[0|=el101-001-0,el01-002-0

# HacTpovKa BbIKJIIOYEHUS NHTEPHENCOB yKa3aHHbIX B HacTpovike LISTEN CUBRO IFS[N]
(Heobs3aTeslbHadA HaCTPOWKa)

# 1 - BbIKJIOYNTb YKa3aHHbIE MHTEPGEVICbI Npu nepexoae B pexum Bypass

# 0 - He BbINOIHATL AEVICTBUN C YKa3aHHbIMU MHTEPECaMu rnpu nepexoae B pexumMm Bypass (o
YMOJ14aHWIO)

LISTEN SHUTDOWN CUBRO IFS WHEN BYPASS 0 [=1

KoHdurypauus nutepcdencos ansa cetesbix Kapt Bypass

[leMoH aBTOMaTM4eCKn ynpasnseT (yaanaet/co3naeT) IP-agpecammn Ha COOTBETCTBYIOLLNX
NHTepgencax npu nepexoge B pexxum BYPASS nnv NORMAL B COOTBETCTBUM C HAaCTpPOMKaMmn KapT
Bypass.

Ana Kaxxnon Bypass KapTbl B KOHPUIypauum yKasbiBaeTca cnefyowmi niaekc (Hanpumep, [0], [11],
[2]).

NHTepdencol ona kKapT Bypass nmetoT cnefyoLwime napameTpbl A5 MOAHOM KOHPUrypauuu:

# noeHTnmnkaTop KapTbl Bypass (Heobsi3aTesbHas HAaCTPOVKA, M0 YMOJIYaHUIO COOTBETCTBYET
MHAOEKCY)
BYPASS CARD ID[0O|=

# IP agpec/macka nogcetu and npocaywmBaHmsa HEARTBEAT curHanoB
BYPASS CARD HOST! 0=

# pexxum paboTbl KapTbl Bypass

# 0 - ynanntb ykasaHHbI IP aapec npu BKJIOYEHUU pexnuMa Bypass

# 1 - ynanutb ykazaHHbIi IP agpec rpuv BKIoYeHun pexmuma Bypass, pobasutb obpaTHO rpu
BBIKJIIOYEHUN pexuma Bypass (no ymosi4aHuio)

BYPASS CARD ACTIVE|O|=

# hopcnpoBaHHbIV peXuM KapTbl Bypass

# 0 - OTKJI0YNTb POPCUPOBAHHbIVI PEXUM KapTbl (M0 yMOJI4aHWMIO)

# 1 - BKJIOYUTb (hOPCUPOBaHHBIA pexuM, IP azapec kapTbl paboTaeT BHe 3aBUCUMOCTU OT
COCTOSIHNA AEMOHa

BYPASS CARD FORCE 0=



	Содержание
	FastBypass monitor
	Требования к оборудованию
	Основные функции
	Установка
	Использование
	Запуск демона:
	Перезапуск демона:
	Перезагрузка демона без остановки:
	Остановка демона:
	Проверка текущего статуса демона:
	Просмотр последних строк лог-файла с обновлением в реальном времени:
	Вывод последних 100 строк лога:
	Остановка демона с удалением IP-адресов, указанных в конфиге для bypass карт и тем самым принудительный перевод системы в состояние bypass:
	Остановка демона с добавлением IP-адресов, указанных в конфиге для bypass карт и тем самым принудительный перевод системы в состояние normal:
	Добавление демона в автозагрузку:
	Удаление демона из автозагрузки:
	Локальное и глобальное состояние. Режим Bypass

	Конфигурация
	Минимальная конфигурация
	Общая конфигурация
	Конфигурация Listener
	Конфигурация интерфейсов для сетевых карт Bypass



