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FastBypass monitor

B cnyyae ecnn Ha DPI npon3sowen cbon MO, NPB BbiBoauT DPI 3 cTeka n NPB nepebanaHcupyeT
HarpysKky mexay octasibHbiMu DPI.

Ecnn napaet 6onee 2 DPI y3710B — BCSA CUCTEMA NEPEXOANUT B pexxum bypass.

Ecnv napaet nuHK Ha DPI, To NPB nepebanaHcupyeT Harpysky mMexay octasibHbiMu DPI.

fastbypass monitor (ganee B fOKyMeHTaLMM U CKPUMTE Ha3blBaeTCs "AeMOH") NnpeAcTaBnseT
cobon MHCTPYMEHT AN1S OTC/IeXXMBAHNA U yNPaBiAeHNS COCTOSSHUEM CETEBbIX MHTEP(ENCOB, K
KOTOPbIM MOAK/IOYEHbI CETEBbIE KapTbl Bypass.

[lemoH pearvpyeT Ha HEARTBEAT curHasnbl, noctynatowme ot DPI Ha onpeneneHHbie nNopThl,
YKa3aHHble B KOH(UrypauunoHHom tanne. Mpu He nonyyveHnn HEARTBEAT curHanoB B COOTBETCTBUM
C NpaBuIaMmn U3 KOHOUrypaLuuu, LEMOH BbIMONHAET ONpefesieHHble OeCTBUA, Takue Kak yaasieHune
nnu cospaHue IP-agpecos, K KOTOPbLIM MOAK/OYEHbI KapThl Bypass, a TakXe BKJII0YeHNe 1iu
BbIKJIlOYEHWE onpefeneHHbIX CeTeBbIX UHTePdencos.
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TpeboBaHua K 00opynoBaHuUIO

OC: OpenSwitch 2+ / Debian 9+
Python: 2.7.9

OcHOBHbIe (pyHKUUMU

e OTcnexueaHne HEARTBEAT curHanos ot DPI Ha 3afaHHbIX nopTax.
e InHamnyeckoe ynpassieHue IP-agpecamu n ceTeBbiMU NHTEPGENCaMu.



YcTaHOBKa
1. CkonupoBaTb yCTaHOBOYHbIA NakeT fastbypass monitor-X.X.XX.deb Ha xocT malwuHy.
2. W3 pnpekTopuu, roe HaxoAMTCA YCTaHOBOYHbLIN NAKeT, BbIMNOJHUTE KOMaHAY YCTaHOBKMU:
sudo dpkg -i fastbypass monitor-X.X.XX.deb
Mocne yCTaHOBKM AEMOH CTAHOBUTCA AOCTYMHbIM ANS YrpaBAeHNs C MOMOLLbIO CUCTEMHOIO
MeHexepa (systemctl).

®ann KoHpurypaumm goctyneH no nytn /var/fastbypass monitor/backend/.env
®ainn c NpUMepoM MoSHON KOH(UIrypauum gOCTyneH no nyTu

/var/fastbypass monitor/backend/sample.env

Jlorn nemoHa coxpaHsioTca no nytn /var/fastbypass monitor/backend/logs/

Ncnonb3oBaHue

Mocne yCTaHOBKM AEMOH aBTOMaTUYECKM 3aMyCKaeTCsa N HaX0ANUTCS B COCTOAHMUM paboThbl. Mpu
nepesarpyske XoCT-MallNHbl 4EMOH aBTOMaTUYECKN 3anyCKaeTCs Nocsie yCneLwHoro 3anycka
cepsuca network.

YnpaBsieHne 4EMOHOM OCYLLECTBASETCS KOMaHAaMN CUCTEMHOINO MeHeaXepa.

o Ncnonb3oBaHMe annacos (KOpOTKI/IX aHaNOroB KOMaH) BO3MOXHO TO/IbKO B pexunme sudo —
nepeg Ha4asoM NCNnosib30BaHNA BBEANTE KOMaHOY sudo su -wu napoJib.

3anyck peMoHa: sudo systemctl start fastbypass _monitor Annac — fbypass_ctl start

Cnyx6a 3anyckaeTcs B COCTOSAHUM UNKNOWN, TO €CTb HE BK/IOYAET U He BbIK/OYaeT
bypass. Mocne NoaHATUS BCEX PECMBEPOB W OMNpeaeneHns UX COCTOSAHUSA, CUCTeMa
nepexoauT B pexum normal unm bypass B 3aBUCMMOCTU OT KOHUTYpaLUUU W
COCTOSIHNSI PECUBEPOB.

Mepe3anyck aemoHa: sudo systemctl restart fastbypass _monitor Annac — fbypass_ctl restart

Mepe3arpy3ka aemMoHa 6e3 octaHoBku: sudo systemctl reload fastbypass _monitor Annac —
fbypass ctl reload

OcTaHoBka gemoHa: sudo systemctl stop fastbypass _monitor Annac — fbypass_ctl stop

lMpoBepka TekyLlero ctaTtyca AemMoHa: sudo systemctl status fastbypass_monitor Annac — fbypass_ctl
status

MpocMOTp NOCNeaHUX CTPOK nor-anna c o6HoBNEHMEM B peanbHOM BpeMeHu: tail -f
/var/fastbypass_monitor/backend/logs/fastbypass_monitor.log Annac — fbypass_ctl tailf

BbiBoa nocnegHux 100 cTpok nora: tail -n 100



/var/fastbypass_monitor/backend/logs/fastbypass_monitor.log Annac — fbypass_ctl tail 100

OcTaHOBKa 1eMOHa C yaaneHmeM IP-agpecoB, yKa3aHHbIX B KOH(Ure ons bypass KapT 1 TEM CaMbIM
NPUHYAUTENbHBIA NepeBo CUcTeMbl B cocTosiHMe bypass: fbypass ctl force_on

OcTaHoOBKa feMoHa ¢ fobaBneHnem IP-agpecos, yKa3aHHbIX B KOHUre gns bypass kapT n Tem
CaMbIM NPUHYAMTENbHBIA NepeBos cucTemsl B cocTosiHne normal: fbypass ctl force off

HobasneHne nemMoHa B aBTo3arpysky: fbypass ctl enable
YpnaneHue gemMoHa 13 aBTo3arpysku: foypass ctl disable

NS HAaCTPOMKK 1 3anyCKa AeMOHa C HOBOW KOHUrypaumen Heobxoammo oTpeaakTMpoBaThb
KOH(MIYpaLMOHHbLIN haifl U 3aTeM BbINOJHUTL Nepe3arpy3ky AeMOHa WM OCTaHOBUTb M CHOBA
3anyCTUTb ero.

NS HAaCTPONKM NapaMeTpoB paboTbl AEMOHA, NCMOb3YEeTCA KOH(MUIYPaLMOHHbLIN (ann,
pacnosioXeHHbIn no nytu /var/fastbypass monitor/backend/.env

Mpw 3anycke 1 nepesarpyske, LEMOH YATAET KOH(MUIYPALMOHHbIA thaiin, 1 B cyyae,
€C/IN OH MOXXET YCMellHO HAaCcTPOUTb yKa3aHHble IP-agpeca n nHTepdench, To
npoaoJsiXxaeT cBol paboTy. OOHAaKO, eCcan YaCTb KOH(MUrypaLun He npouna
MPOBEPKY, AEMOH 3aMyCKAET TO/IbKO T€ KOMMOHEHTbI, KOTOPblE MOrYT BbITh YCMNELHO
HaCTPOEHbI.

B cnyyae BO3HWKHOBEHUS KPUTUYECKOW OWMWUOKU [OEeMOH aBTOMATUYECKU
nepesarpy>aeTcs.

Mpw ncnonb3oBaHuMM KoMaHabl sudo systemctl reload fastbypass monitor

ﬂ JEMOH nepeynTbiBaeT KoHdurypauuio 6e3 ocTaHOBKW cBoel paboThl, U
OCTaHaBAMBaET paboTy yAaneHHbIX KOMMOHEHTOB W CO3aeT HOBble A0OaB/IEHHbIE
KOMMOHEHTbI, YKa3aHHble B KOHGMIrypaumm.

BaXHO OTMeTMTb, 4TO MpPWU 3anyCke W nepesarpyske AEeMOH He ynpaBnseT
YyKa3aHHbIMW B KOHDUTrypaunm nHtepgencamm n IP-agpecamm 4o Toro MOMeHTa, Noka
He MoJIy4nUT COCTosAHMe BCeX listener.

Mpun nepesanycke AeMOH NPOAOJIKXAeT HaX0AUTLCSA B TOM Xe COCTOAHMU, KaK 1 Ao
nepesanycka, noka He NoJly4mT HOBOE COCTOsHME OT BCex listener,

JlokanbHoe u rnobanbHoe coctosiHue. Pexxum Bypass

[emoH nogepXuBaeT [Ba BUAa ynpasieHUs NHTepdencamMmy B 3aBUCUMOCTU OT UX COCTOAHUA:
rnobanbHoro (0CHoBaHHOro Ha paboTe Bcex listener) nnm oT IOKaNAbLHOIO (CBSA3aHHOIO C
KOHKpeTHbIM listener).

Hanpumep, ecnv yka3aTb CMCOK MHTEPMENCOB AN5 ynpaBaeHns B rnobanbHbIX HACTPOMKaXx, TO UX
BKJIOYEHME 1K OTKJI0YEHWE 3aBUCUT OT 06LLero COCTOAHUSA IeMOHa. ITO 03Ha4aeT, YTO eC/in LeMOH
He noJsly4yaeT CUrHaJioB OT LOCTATOYHOr0 KOJIM4ecTBa lisner, To yKa3aHHble UHTepgenchbl
OTKJIIYalOTCA.



MpuMep:

LISTEN CUBRO IFS=<cnuncok nHTepgencos
LISTEN SHUTDOWN CUBRO IFS WHEN BYPASS=1

Takxxe ona Kaxgoro listener MO)XHO yKa3aTb CBOW COOCTBEHHbIV CMNCOK MHTEPdENCOB, KOTOPbIN
byLeT ynpaBasaTbCsA B 3aBUCMMOCTM OT COCTOSIHMA 3TON0 KOHKPETHOr O listener.

Mpumep:

LISTEN CUBRO IFS|0O|=<cnucok nHTephencos
LISTEN SHUTDOWN CUBRO IFS WHEN BYPASS| 0 |=1

Ecnm nHTepdencol, ykasaHHble B LISTEN CUBRO IFS[N] pybnupytoTcs y Heckonbkux listener, To
OHW NepexoadT B bypass mode B c/iyqae ecnm 0AWH U3 COOTBETCTBYIOLWMX listener nepectaeT
nonyyaTb curHasn. MNepexon nHTepdencos B pexxnum normal oCyLLecTBASETCS TOJIbKO eCsin BCe
COOTBETCTBYIOWMeE listener nony4aloT CUrHabl.

B cnyyae, ecnm nHTepdencol yKasaHbl Kak B JJOKaslbHbIX, TakK 1 rnobanbHbIX HACTPOMKaX, TO
NHTepdEeNnCobl HAXOOATCA B pexume bypass mode, noka cooTeBeTCTBYOWMN listener He Ha4yHeT
noslydaTb CUrHasbl, @ AEMOH He nepengeT B pexxum normal mode.

KoHndurypauus
MuHuManbHaa KoHduUrypauus

MuHMManbHas KoHGUrypaumns ons paboTbl LEMOHa BKOYaeT yKa3aHue XoTa bbl 04HOro
NHTepgenca, IP-agpeca n nopta ang npnema HEARTBEAT curHanos, a Takxe 04HOro nHTepdenca n
IP-agpeca ans nogkno4yeHns KapTol Bypass.

Mpumep:

# ypoBeHb 710rMpoBaHns - coobLyeHns 0b owmnbkax u MHGOPMaLMOHHbIE CO0bLLEHNS
LOG LEVEL=INFO

# nHTepevic ansa pabotel listener no ymonyaHuo

LISTEN HEARTBEAT IFS=eth0

# nHTepgevic ansa paboTel C KapTamu Bypass o yMoa4aHuio
BYPASS CARD IFS=eth0

# KonmyecTBo HeyaaydyHbix HEARTBEAT listener pnns nepexoda B pexum Bypass
LISTEN HEARTBEAT FAILED=1

# KO/IM4eCTBO MornbIToK rnosydyeHns HEARTBEAT curHasna ro ymoayaHuio gis listener
LISTEN HEARTBEAT ATTEMPTS=1

# Bpemsa oxunpaHns HEARTBEAT curHana B MUWIIMCEKYHAAX Mo ymMoa4aHuo a5 listener
LISTEN HEARTBEAT TIMEOUT=3000

# IP-agpec, Ha KoTopoM aeMmoH oxugaet HEARTBEAT curHasel
LISTEN HB HOST 0/=192.168.1.202



# nopt, Ha KoTopoM gemoH oxugaetr HEARTBEAT curHasel
LISTEN HB PORT =

# IP-agpec, Ha KoTopoM aemoH oxugaet HEARTBEAT curHasel
LISTEN HB HOST =192.168.1.202

# rnopt, Ha KoTopoM gemoH oxugaetr HEARTBEAT curHasel
LISTEN HB PORT =

# IP-agpec KapTbl Bypass, K KOTopow A4eMOH byaeTt noak/4eH
BYPASS CARD HOST[0]=192.168.1.211

# IP aapec kapTbl Bypass, K KOTOpOW AEMOH b6yAeT noAKIoY€eH
BYPASS CARD HOST =192.168.1.212

Bhilwe npuseneH npumep KoHopurypauum ana nonydeHns HEARTBEAT curHanoBs € UCMOJib30BaHNEM
nHTepgenca ethO Ha IP-agpece 192.168.1.202 n noptax 3000 n 3100

Bypass KapTbl noakto4eHbl No nHTepdency ethO Ha IP-agpeca 192.168.1.211u
192.168.1.212.

Mo ymonyaHuto ans Bcex listener ycTaHOBNEHbI 3Ha4YEHUSA:

LISTEN HEARTBEAT ATTEMPTS — Ko/M4eCTBO NOMbITOK MOJy4eHns curHana: 1
LISTEN HEARTBEAT TIMEOUT — Bpems oXugaHusa curHasia: 3000 MunnmcekyHza

Korpa listener He nosy4yaeT curHan nocsie ogHON NonbITKK B Te4eHne 3000 MUAInMCeKyHna, OH
CYMTaeTCa HeyaayHbIM.

Ecnn Konm4yecTBO Heyda4yHbIX CaylaTeNen paBHO UK NPEBbILLAET YCTAHOBEHHbIA NOpor
(LISTEN HEARTBEAT FAILED), nemMoH nepexoanT B pexum Bypass n yaanseTt yKa3aHHble s
Bypass kapT IP-agpeca.

Mpn BOCCTaHOBNEHUN CUrHANOB, listener cunTaeTcsa paboynm.

Ecnm obwee KoM4eCcTBO HeyAauHbIX CyLlaTen el CTaHOBMTCS MeHbLUE Nopora, TO AEMOH
Bo3BpawaeTcs B pexum NORMAL n BocCTaHaB/IMBaET YKa3aHHble IP-agpeca ona Bypass KapT.

Obwias KoHpurypaums

anIBe)J,eHHI:Ie HW>Xe Ha€Tp0I7IKVI KOHCbI/IpraLI,I/II/I pPacnpoCTpaHAKTCA Ha BCé qi)yHKLI,I/IOHI/IpOBaHI/Ie
OEMOHa B LEJIOM.

Bnok ¢ HacTporkamu listener cnyXuT B Ka4ecTBe 3Ha4YeHU MO yMO4aHUo ana Tex listener, ons
KOTOPbIX HE yKa3aHbl COOTBETCTBYOLLME KOHDUIypaLMn. To e caMoe OTHOCUTCS U K HaCTponKam
NHTepdencos Ans NOLKMOYEHNS ceTeBbIX KapT Bypass.

Kpome TOro, 4eMOoH NpefocTaBasgeT BO3MOXHOCTb NOAKAOYATbL CBOM COBCTBEHHbIE KOMaHAbl ANS
yrnpaBneHus nHtepgencamm n IP-agpecamun. 3To N03BOJISET afanTUPOBaTh AEMOH MO 0CODEHHOCTM
CeTN N BHEAPUTb COBCTBEHHbIE CKPUMThI, ONTUMN3NPOBAHHbIE NOA cneundmryeckne TpebosaHms
CEeTEeBOIro OKPYXXeHus.



# ypoBeHb JIormpoBaHns (Heobs3aTesibHasi HACTPOViKa, Mo yMo4aHuo cooTBeTcTByeT INFO) :
# INFO - cooblyeHuns 0b owmbkax n nHEHOPMaLUNOHHbIE CO0BLLEHNS

# DEBUG - coobuieHuns 06 olumbkax, MHGOPMaLMOHHbIE COOBLLEHNS N CO0BLLUEHNS OTIaaKMN
LOG LEVEL=

# Macka ceTu A5 yka3aHHbIx IP agpecoB (Heobs3aTesibHasd HacTPoviKa, no yMoa4aHuio - 32)
//NETWORK MASK=//

# nHTEpgerc no ymonyaHuo /15 Tex listener y KOTOpbIX HE yKa3aHO UMs UHTepgpevica A5
npocnywmsaHns HEARTBEAT (Heobs3aTesibHasi HACTPOVKa)
LISTEN HEARTBEAT IFS=

# IP-agpec rno ymonyaHuio 45 1ex listener y KoTopbix He yka3aH IP-aapec ans
npocnaywmsaHna HEARTBEAT curHanoB (Heobsi3aTeslbHasi HaCTPOViKa)
//LISTEN HEARTBEAT HOST=//

# KO/IM4eCTBO MonbITOK rnosydyeHns HEARTBEAT curHasna no ymonyaHuio g5 tex listener y
KOTOPbIX HE YKa3aHa COOTBETCTBYIOLLas KOHPUrypaunsa (HeobsizatesibHasi HaCTPOViKa, Mo
YyMOJI4aHuIo - 3)

//LISTEN HEARTBEAT ATTEMPTS=//

# Bpems oxunpaHns HEARTBEAT curHana B MUIIMCEKYHAAX M0 yMosi4aHuio a5 tex listener y
KOTOPbIX HE yKa3aHa COOTBETCTBYILLas KOHpUrypaums (HeobsizatesibHasi HACTPOVKa, Mo
ymosidaHuio - 3000)

//LISTEN HEARTBEAT TIMEOUT=//

# Konm4ecTBO HeyaadyHbix HEARTBEAT listener pns nepexona B pexum Bypass
(Heobs3aTenlbHas HaCTPOVIKa, Mo yMosa4aHuio - 1)
//LISTEN HEARTBEAT FAILED=//

# nHTepgpevic 4na paboTel ¢ KapTaMy Bypass mo ymondYaHuio A5 KapT, Y KOTOPbIX HE yKa3aHo
uMs nHTepgerica (HeobsizaTesibHas HaCTPOViIKa)
BYPASS CARD IFS=

# CrVCOK MHTEPEENCOB AJ151 BbIK/IOYEHUS NP rnepexose B pexumM Bypass (Heobs3aTesibHas
HacTpoviKa)
LISTEN CUBRO IFS=

# HacTpovika paboTbl MHTepericoB yka3aHHbIx B //LISTEN CUBRO IFS// (Heobs3aTesbHas
HacTpovika, ro ymosa4aHuio - 0)

# 1 - BbIKJIIOYUTb YKa3aHHbIe MHTEPEViChbl Npu rnepexose B pexmm Bypass

# 0 - He BbINOJIHATL AEVCTBUY C YKa3aHHbIMU MHTEPENCaMU Npu NEPEXoAe B pexxuM Bypass
LISTEN SHUTDOWN CUBRO IFS WHEN BYPASS=

# abCoOMNOTHLIVI MYyTh K CKPUNTY AJ18 BKAOYEHUS MHTepgerica (HeobsizaTesilbHasi HAaCTPOVKa, Mo
YMOJI4aHUIO - CM. rIpuMedaHue 2)
CMD_SET UP INTFS=

# abCO/IIOTHBIV MYTb K CKPUMTY AJ18 OTK/l0YEHUS UHTepgherica (Heobs3aTesibHas HaCTPOUKa, o
YMOJIHaHWIO - CM. NpuMedaHue 2)



CMD SET DOWN INTFS=

# abCcoNoTHLIVI NYyTb K CKpUNTYy 418 AobasneHns IP agpeca(Heobs3aTesibHas HaCTPOVIKa, Mo
YMOJIYaHMIO - CM. MIpUMeYaHme 2)
CMD ADD IP=

# abCOMOTHBLIV MyTb K CKpUNTY AN yaaneHns IP agpeca (HeobsizaTesbHas HaCTpoViKa, o
YMOJIHaHWIO - CM. pUMeYaHme 2)
CMD DEL IP=

MpumeyaHue 1

Bce IP-agpeca, yka3biBaeMble B KOH(MUrypauum, MoryT 6biTb NpeacTaB/eHbl B
dhopmaTte 192.168.1.202 mnm C ykKasaHMem MacCKW CeTWU, Hanpumep,
192.168.1.202/16. o ymon4aHUO Macka ceTu paBHa 32 (B Cayyae, ec/in He
yka3aHa B rnobanbHon HacTtporike NETWORK MASK wmnum B COOTBETCTBYHLLEN
KOH(urypaumm un listener unn kaptel Bypass).

Ba)xHO yuyuTbiBaTh Crepgytlolee: ecnn IP-agpec coenagaet ¢ IP-agpecom ynpasneHus
(Management IP-agpec), KOTOpbIn ucnonb3yeTca Ana SSH coegmHeHus, To Macka
CeTW HEe MEHSETCH M 0CTaeTCs TakoW, Kak bbina yKkasaHa B onepaLyOHHON CUCTEME.

9TO BaXxHoe ycC/n0BMe clefyeT y4yuTbiBaTb MpU HacTpouke IP-appecos B
KOH(uUrypauum, 4tobsl n3bexaTb KOHPAUKTOB C ynpaBaswowmm IP-agpecom u
HEeHaMepEeHHbIX M3MEHEHU MaCKn CeTu.

[MpyMevyaHune 2

KoH(urypauma neMmoHa npepocTasBisgeT BO3MOXXHOCTb YKa3blBaTb OPUrMHalibHble
CKPUNTbI 4S8 BbINOJIHEHNSA 6a30BbIX OMepaunsa Takux Kak BKJIIOYEHWNE/BLIKIOYEHNE
NHTepdencos n cosgaHuna/ynaneHns IP-agpecos.

[leMOH 0XXnaaeT Noayy4nTb B COOTBETCTBYIOLEN KOH(MIypaunm abCcontoTHbIN NyTb 40
shell ckpunTa € yKasaHMeM MCMNOJib3yeMblX MEPEMEHHbIX B KOHLE CTPOKW B hopMmaTe
%(<unmsa nepemMeHHon>) s

Nicnonb3syemble nepemMeHHble:

e intfs — uma nHTepgenca
e ip — IP agpec
e netmask — mMacka cetu

Mo yMOMYaHWUIO UCMOMb3YIOTCS Ceaytolwmne KOHpUrypauum:

e CMD SET UP INTFS=/var/fastbypass monitor/backend/app bash/cm
d set up intfs.sh %(intfs)s

e CMD SET DOWN INTFS=/var/fastbypass monitor/backend/app bash/
cmd set down intfs.sh %(intfs)s

e CMD_ADD IP=/var/fastbypass monitor/backend/app bash/cmd add



ip.sh %(ip)s %(netmask)s %(intfs)s
e CMD DEL IP=/var/fastbypass monitor/backend/app _bash/cmd del
ip.sh %(ip)s %(netmask)s %(intfs)s

KoHdurypauus Listener

Kaxabin listener obecneynBaeT BO3MOXXHOCTb NosyvyeHns HEARTBEAT curHanoB OT pasfnyHbIX
ycTponcTs DPI. Kaxkabin nocnepyowmni listener ykasbiBaeTcs B KOHGUIypaLmm co ciefyowmm
nHaekcom (Hanpumep, [0], [1], [2]).

Listener nmeeT cnepytolime napameTpbl Aas MNOJIHON KOHMUIYpaLMNA:

# listener ugeHTugukaTop (Heobs3zaTesbHas HaCTPOVKa, Mo yMOJ4aHUIO COOTBETCTBYET
MHAEKCY)
LISTEN HB ID[0 =0

# umsa nHTepgerica, Ha Kotopom listener oxupaetr HEARTBEAT curHasbl
LISTEN HB IFS|0|=eth0

# IP agpec/macka noacetu ans npocayiwmsaHnsa HEARTBEAT curHanos
LISTEN HB HOST! 0!= 192.168.1.202/32

# nopt ang npocnywmBaHnsa HEARTBEAT curHasnoB
LISTEN HB PORT|[0|=3000

# KO/IM4eCcTBO nonbIToK rnosaydeHns HEARTBEAT curHana (HeobsizaTesibHasi HACTPOViKa, o
yMOJ14aHWIo: 3)
LISTEN HB ATTEMPTS |0 ]|=3

# Bpems oxupaHns HEARTBEAT curHana B MuiincekyHaax (HeobsszatesibHas HacTpovika, no
ymMondaHuio: 3000)
LISTEN HB TIMEOUT 0 [=3000

# HacTpovika HeEMeL/IEHHOr 0 NepPeK/IYeHnsa B Bypass pexxum (HeobsizaTesibHasi HaCTPOViKa)
# 1 -ecnm HEARTBEAT curHan He rnosiy4eH, HeMeaJ1eHHO NnepenTn B pexuMm Bypass

# 0 - ecim HEARTBEAT curHan He roJiy4yeH, nepenTu B pexumM Bypass mnocsie BCeX MorbiToK
MoayYnTb CUrHa (Mo yMo14aHuto)

LISTEN HB SWITCH IMMEDIATELY|O |=0

# CrNCOK MHTEPENCOB 415 BLIK/IIOYEHNS MPY Nepexose B pexxum Bypass (Heobs3zaTesbHas
HacTpovika)
LISTEN CUBRO IFS|0|=el01-001-0,el01-002-0

# HaCTPoVKa BbIKJIIOYEHNS NHTEPHENCOB yKa3aHHbIX B HacTpovike LISTEN CUBRO IFS[N]
(Heobs3aTenbHasaA HaCTPOVKa)

# 1 - BbIKJIIOYNTb YKa3aHHbIE MHTEPMENCHI NPy Nepexoae B pexxum Bypass

# 0 - HE BbIMNOJIHATb AEVCTBUN C yKa3aHHbIMW MHTepgeicamu npy nepexoae B pexmm Bypass (no
YMOJ14aHWIO)



LISTEN SHUTDOWN CUBRO IFS WHEN BYPASS[0]=1

KoHdurypauus nitepdencoB ans ceteBbix Kapt Bypass

[leMoH aBTOMaTM4eCKn ynpasnseT (yoanset/co3naeT) IP-agpecamMmn Ha COOTBETCTBYHIOLLNX
NHTepgencax npu nepexone B pexxum BYPASS nnv NORMAL B COOTBETCTBUM C HAaCTpPOMKaMmn KapT
Bypass.

0na Kaxaon Bypass KapTbl B KOH(PUIypaunm yKasblBaeTCcs cnegyowmim nHaekc (Hanpumep, [0], [1],
[2]).

NHTeptencol ons KapT Bypass MMeloT criefyowmne napameTpbl 415 NOJHON KOHGUIypauum:

# noeHTnmkaTop KapTel Bypass (HeobsizaTesibHas HACTPOVKa, M0 YMOJIYaHUI0 COOTBETCTBYET
MHAOEKCY)
BYPASS CARD ID[0O]=

# IP agpec/macka noacetu ans npocayiumsaHnsa HEARTBEAT curHanos
BYPASS CARD HOST 0=

# pexum paboTel KapTbl Bypass

# 0 - yoanuTb yka3zaHHbIi IP aapec rnpuv BKIOYeHUn pexuma Bypass

# 1 - ynanutb ykazaHHbii IP agpec rnpu BKaoYeHun pexuma Bypass, nobasutb obpaTHO rpu
BbIK/IIOYEHUN peXuMa Bypass (ro ymoadaHuio)

BYPASS CARD ACTIVE|O|=

# hopcnpoBaHHbIN pexnm KapTbl Bypass

# 0 - OTKJII0YNTb POPCUPOBAHHbIVI PEXUM KapThbl (M0 yMOI4aHWMIO)

# 1 - BKJIIOYNTb (hOPCUPOBaHHbIN pexuM, IP anpec kapTbl paboTaeT BHE 3aBUCUMOCTU OT
COCTOSIHUA AEMOHA

BYPASS CARD FORCE[ 0=
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