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[laHHbIN pa3gen cocTouT U3 AByx noapasnenos: "Mpodunn" n "PesynbTaTbl CKaHUPOBaHMA".
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Negiipd NA0AMETD

Y106l 06aBNTL NPOP UL CKAHNPOBAHUS, HAXXMUTE Ha KHOMKY "[lobaBneHme npodpunsa",

PACcnonoXeHHyto B Tyanbape.
B packpbIBLLEMCS OKHE BBeAMTE NnapaMeTpsbl.
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OCHOBHble NapaMeTpbl:

1. Onucanme. [laHHOE NoJsie COOEPXUT Ha3BaHKE UK OnucaHue npogunis

2. Y3nbl. laHHOE Nose CofepXuT nMeHa XocToB, IP agpeca, cetn n T.4. KaXbll C HOBOW CTPOKMU.

3. WabnoH. [laHHOe none 3anonHaeTcsa nyTeM Bbibopa wabsioHa 13 BbiNagatowero Cincka.




JlonosiHuTenbHbIE napaMeTpbl:

XocThbl

JCHOERE NECAWET D OononsuTa esse Na0aMeT e

Bo w0 T Oeiifie ABApOC CETERON MBSt

Ha paspewars DNS Paspewesise DMNE Znm soex uenest

DT ki T

1. CKaHupoBaHue cnucka. [laHHas onuus No3BonseT NoJy4YnTb NOJIb30BaTENO CMIUCOK XOCTOB,
3aaHHON ceTn.

2. MuHr-ckaHupoBaHue. [JaHHas onuus No3BosgeT NPON3BECTU onpefesieHne XoCTOoB, a 3aTeM
BbIBECTW CMNCOK AOCTYMHbLIX XOCTOB, T.e. TeX, KOTOpble OTBETWU/IX Ha 3anpochl.

3. Bce xoCTbl OHNAWH. [JaHHaa onuus No3BONSET MOJHOCTLIO MPOMNYCTUTL 3Tan obHapyXeHns
XOCTOB.

4. He paspewatb DNS. [laHHas onuns no3sosseT He genatb obpaTHoro DNS-paspeleHus Ha
HaWAEeHHbIX aKTUBHbIX IP-agpecax.

5. CucrtemHbin DNS npeobpasoBaTenn. [laHHas onumsa No3BoAsSET NCMOb30BaTb CUCTEMHbIN DNS
npeobpa3soBaTesb.

6. TCP SYN nuHr. [laHHas onums ocywectenseTca ons obHapy)KeHns XoCTOB NyTeM YCTaHOBKM
CBA3M C X0CTOM 1 oTnpaBky TCP nakeTa Ha BBEAHbIVA NOJIb30BaTENEM MOPT.

7. TCP ACK nuHr.

8. UPD nuHr. JaHHas onums ocywecTBaseTca anaa obHapy>XeHns XoCToB, KOTopas NnocbllaeT nycTon
nakeT Ha AaHHble nopThl. ECAM NopThl He 3afaHbl, TO MO YMOJIHaHMIO UCcnonb3yetca 31338.

9. ICMP >xo.

10. 3anpoc BpeMeHHOW MeTKM. Onuus npeaHasHavyeHa Ans BbIBEIEHUS TEKYLLEr0 BPEMEHU Ha
XocTe.



11. 3anpoc ceTeBOM Macku. Onuus npegHasHa4eH And BbiBEAEHUA CeTeBOW MaCKM X0OCTa.

12. Paspewenune DNS pns Bcex uenenn. Onuns scerga BbinosHAeT obpaTHoe pa3pelueHne DNS
nMeH oNnga Kaxxnoro uenesoro IP agpeca.

13. nyTb K XOCTY. Oonuwms OCYLLUECTBJIAETCA NMOCSIE CKaHNPOBaHWUA, NCNOJIb3YyA PE3YJIbTaTbl ANA
ornpegesieHna nopta U NPOTOKOJ1a, C NOMOLLUbIO KOTOPbIX MOXXHO 6y,[l,eT OOCTWUYb Llenn.

14. IP-npoTokKon nuHr. Onumns ocylecTenseTcs 4as obHapy>KeHUs XO0CTOB SBASETCSA MUHIOBaHMeE C
ncnonb3oBaHMeM IP NpoTokosia, KoTopada nocbinaeT IP nakeTbl C HOMEPOM MPOTOKOJ1a, YKa3aHHbIM B
3aroJioBKe naketa.

15. DNS cepsBep. [JaHHas onumns No3BONSET 3a4aTb CODCTBEHHbLIN CcepBep.
16. SCTP INIT nuur. 3Ta onuus otnpasnseT nakeT SCTP, cofepXxalinii MUHUMaNbHbIN Kycok INIT

Ha BBeAEHbIN Nosb30BaTeNb NOPT.

MopTsl

=]

1.TCP SYN ckaHupoBaHue. [10 yMoa4aHuo 1 Hanbonee NonynspHbIA TN CKaHUPOBAHUS.

2. TCP connect ckaHupoBaHue. 1o ymonyaHuio Tvn TCP cKkaHMpoBaHUS, Koraa HegocTyrnHo SYN
CKaHMpPOBaHWe, HO Ha NoJly4YeHne ToW »Xe camMomr nHdopMaumm noTpebyetca 6onblue BpeMeHn n
NnakeToB.

3. UPD ckaHupoBaHue. CKaHupoBaHue no npotokony UPD.

4. SCTP INIT ckaHupoBaHue. [laHHas onuma SBAsSeTCA HOBOW aJibTepHaTuBon npoTokonam TCP u
UPD, o6beanHss 601blMHCTBO XapakTepuctnk TCP n UPD, a Takxe no6aBnss HOBble YHKLNN,
TakKne Kak MHOronoTOYHOCTb 1 MHOTOMOTOYHOCTb.

5. TCP Null ckaHupoBaHue. He ycTaHaBnMBaOTCSA HUKakne 6uThl (OGnaros B TCP 3aronoeke 0).
6. FIN ckaHupoBaHue. YcTaHaBnmBaeTcsl Toibko TCP FIN 6uT.

7. Xmas ckaHupoBaHue. YcTtaHassvmeatoTcs FIN, PSH n URG dnarw.

8. SCTP COOKIE ECHO ckaHupoBaHue.

9. CkaHuposaHue IP npotokona. Onuunsa no3sonseT onpenennTs, kakue IP npotokosnsl (TCP, ICMP,
IGMP » T.4.) NOAOEPXNBAKOTCSA LieNeBbIMU MallMHaMMU.

10. idle ckaHupoBaHue. Onuus No3BOJSET OCYLLECTBUTb AENCTBUTENBLHO He3aMeTHoe TCP
CKaHUpoBaHMe NopToB Lenn. HeobxoamMmo BBECTI HOMEP MOPTa.

11. FTP bounce ckaHupoBaHue. Oruus No3BosISeT CKaHMPOBaTb NOPThI C MOMOLLbIO FTP
npoTokona. Heobxoanmo BeecTun agpec FTP cepsepa.

12, 3aka3sHoe TCP ckaHupoBaHue.
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1. BoicTpoe cKaHupoBaHue.

2. Hecnyy4aiHbi NopaAo0OK NOPTOB. [10 YMOYAHWIO NCMONb3YETCA MPOM3BOJIbHbIN MOPAL0K
CKaHMPOBaHWA NOPTOB.

3. Tonbko onpepesieHHble NOPThbl. [103BONISET ONPeAeNnTb, Kakne NopTbl He0bXoANMO
NPOCKaHMPOBaTb 1 NepeonpeaeNnTb YCTaHOBKM MO YMONYaHNIO. YKa3aHne 0TAesbHbIX HOMEPOB
MOPTOB AOMYCTMMO, KaK U 3aflaHne Anana3oHa NopToB, pa3fesieHHbIX AedCoM.

4. Hanbonee pacnpocTpaHeHHble NOPThI.
5. CKaHupoBaHMe NOPTOB C PeUTUHIoM. CKaHMpyeT BCe MOPTbI, Yel penTuHr bonblue Yncna,

YKa3aHHOI0 KakK apryMeHT (JecsaTuyHoe yucio mexay 0 u 1).

Cnyxba
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1. OnpepneneHune cnyXxoObl. iccnefoBaTb OTKPbITLIE MOPThI AN ONpefeneHns nHdopMaLnm o
cnyxbe/ Bepcun.

2. Jlerkme 3anpochbl. 3TOT PEXUM CYLLECTBEHHO YMEHbLUIAET BPEMS CKaHUPOBAHUA, HO BEPOATHOCTb
OHDGHEHQHMHCﬂyM6COKpauﬁ6TCﬁ

3. Kaxxabli 3anpoc. 3TOT peXuM rapaHTUPYeT, YTO KaxXAbl eANHUYHBIA 3anpoc byaeT HanpasieH
Ha Ka)k4bl NopT.



4. NoppobHasa nHdopMauma. STOT PEXMM BLIBOAUT NOAPOOHYIO 0TNaA04HY UHGMOPMALINIO O
npoLecce CKaHMPOBAHMS.

5. UIHTEHCUBHOCTb. YPOBEHb NHTEHCUBHOCTU A0/MKHA ObITh 3agaHa ymucaom ot 0 fo 9. Mo
YMON4aHUIO YPOBEHb NHTEHCUBHOCTU paBeH 7.
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1. OnpepneneHune OC. Onuums BKOYAET PYHKLMIO ONpeneneHns onepaLnoHHom CUCTEMBI.
2. NMepcneKTUBHbIE XOCThI.

3. YrapbiBatb OS. laHHas onuuns 6ygeT coobuwaTh, Korga 6ygeT HanaeHo He naeanbHoe
coBMafeHune, a Takxe oTobpakaTb CTeNeHb COOTBETCTBUSA (B MpOLIEHTaX) 4S8 Ka)kaoro Habopa

XapPaKTEePUCTUK.

daepson



1.®parmeHuTopaTtb nakeTbl. [1py 3a4aHNN SaHHON ONUNK BCE TWUMbl CKAHMPOBAHMWA (BKOYas
PA3/IMYHbIE TUMbI MMHIOBaHMUS) ByAyT NCMONb30BaTh MajsieHbKMe pparMeHTUPOBaHHbIE IP MakeThl.

2. MTU dparmenTauuu. [laHHas onums No3BonseT 3ag4aTb CBOM CODCTBEHHbLIN pa3mep parMeHTa.
Pa3mep gomkeH ObITb KpaTHbIM 8.

3. MackupoBKa cKkaHMpoBaHMA. [laHHaa onums no3sBoaseT CKpbITh IP agpec ¢ NnoMowb PUKTUBHBIX
X0CTOB. [MpKn 3afaHMM PUKTUBHBIX XOCTOB HEOOXOAMMO pa3fennTb NX 3anaTbiMu.

4. N3meHuTb appec.

5. U3MeHUTb UCXOAHbIA apapec. 115 NCNONb30BaHUS AaHHOW ONuumn HeobXoaMMO B KayecTBe
napameTpa IP agpec, 4Tobbl yKaszaTb UHTEP(ERC, KOTOPLIA Bbl XOTUTE MCMO/b30BaTh A5 OTNPaBKY
MaKeToB.

Pa3Hoe
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1. BknwouuTb IPv6 ckaHupoBaHue.

2. BKnouunTtb Bce. AKTUBMPOBaTb (DYHKLUW ONpefesieHns onepaLmoHHON CUCTEMbI U Bepcuu,
CKaHMpOBaHMe C NCMOJIb30BaHNEM CKPUMTOB U TPaCCUPOBKY.

3. JlioOble napameTpbl.
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1. BpemeHHbI WabnoH. PexxumMbl paranoid(napaHonaHbIi) n sneaky(XnTpbii) NpeaHa3HayYeHbl 44
obxopa IDS. Bexnusbin (polite) pexxnm CHUXXaeT MHTEHCMBHOCTb CKaHMPOBAHMWA C LeJibio MeHbLUIEro
notpebneHna NPonyCcKHOM cCNoCobHOCTN N MaLlLMHHBIX pecypcoB. ObbIYHIA (normal) pexxum
yCTaHaB/MBAETCA MO YMOAYaHMIO, NOITOMY ONuns -T3 HUYEro He genaeT. ArpeccuBHbIN (aggressive)
PEXMM MOBbILIAET MHTEHCMBHOCTbL CKaHMPOBaHWA, Npeanonaras, 4To Noab30BaTeNb UCNOMb3yeT
[0BOJIbHO BLICTPYIO 1 HageXHY ceTb. HakoHel, 6e3yMHbIN (insane) pexxuMm npegnonaraeT, 4To
Nosib30BaTe b UCNOJIb3YyeT Ype3BblHaHO BbICTPYIO CeTb Y FOTOB NOXEPTBOBATb TOYHOCTLIO paam
CKOpOCTH.

2.Pasmep rpynn. Heo6xoAnMo yCTaHOBMTbL pa3Mep rpynn XoCTOB /18 NapasiienbHoro
CKaHMPOBaHWS.

3. PacnapannenuBaHue 3anpocoB. [laHHas onuus peryanpyoTt obliee KoAMYeCcTBO 3aNpocoB AN
rpynnbl XocToB. He06x04MMO YCTaHOBUTL pa3Mep rpynn XoCTOB.

4. BpeMsa oxxupaHua. [laHHaa onuus peryampyeT Bpema OXXMAaHUA OTBETa Ha 3anpoc.

Ho6aBuTtb noagnpocdunnb

Y7106b1 106ABUTHL NOANPODONS CKAHUPOBAHNS, HAXXMUTE Ha KHOMKY «JLob6aBneHne nopgnpocdunsa»,
KOTopas HaxoauTcs B Tyan6ape U npoAenanTe BblLLEONMCaHHbIe 3a4auu.
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3anyCcTUTb CKaHMpOBaHue

Y106kl 32NYCTUTL CKaHMPOBaHWe Npoduns, Bbibepete Nponsib N3 CUCKA U HAXXMUTE Ha KHOMKY
«3anycTUTb CKaHUPOBaHUe».

3anyCcTuTb BbIOPaHHbIA NPOMAb MOXKHO TakXe C MOMOLLbIO KHOMKKW, KOTOpas pacnosioxeHa c/iesa
OT Ka)xgoro npoguas cnucka.
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OCTaHOBUTDb CKaHUpoBaHue

YT106bI OCTAHOBUTL 3aMyLLEHHOE CKaHMPOBaHUE NPOdUIN, HaXKMUTE Ha KHOMKY «OCTaHOBUTDb
CKaHUpOBaHMe>.
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OCTaHOBUTb CKaHUpPOBaHUe

Y1066l 0OHOBUTL CANCOK NPODUNEN, HAXKMUTE HA KHOMKY «OBHOBUTDb».
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OOHOBUTb CNUCOK

YT106bI 06HOBUTHL CMUCOK NPOGUNEN, HAXKMUTE Ha KHOMKY «OOHOBUTL».
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N3MeHUTb 3N1eMeHT CnUcKa

YT06bl N3MEHNTL NapaMeTbl Npoduna nan NoANPOROUNSA, HAXKMUTE Ha KHOMNKY "U3MeHnTb", KoTopas
pacroJioXXeHa cneBa OT Ka)A0ro 3/1eMeHTa Crncka.
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YDanuTb 3/1eMeHT CnucKa

YT06bl YAANUTb 3NEMEHT CMUCKA, HAXXMUTE Ha KHOMKY "YaanuTb", KOTOpas pacrnofio)KeHa crpasa
OT Ka)K4oro 3JfieMeHTa Crnucka.
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Pe3ynbTaT CKaHUPOBaHUSA

HaHHbI 610K COCTOUT 13 ABYX CErMeHTOB, KOTOpPbie OTBEYaloT 3a COCTOAHNE NPOBEPEHHbIX Y3J10B.
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