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0na nepexoda B pa3fesn HaXXKMUTe NYHKT MEHI0O 3aKOHHbIN NepexBaT, 3aTEM HaXXMUTE NYHKT MEHI0
Ayont cetn.
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[laHHbIN pa3gen cocTouT U3 AByx noapasnenos: "Mpodunn" n "PesynbTaTbl CKaHUPOBaHMA".

Mpocdunu


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:dpi_components:dpiui:user_guide:lawful_interception:network_audit:indexmenu_n5
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Negiipd NA0AMETD

Y106l 06aBNTL NPOP UL CKAHNPOBAHUS, HAXXMUTE Ha KHOMKY "[lobaBneHme npodpunsa",

PACcnonoXeHHyto B Tyanbape.
B packpbIBLLEMCS OKHE BBeAMTE NnapaMeTpsbl.

OebOpg NITANET e
Oracz-ng
™
Wafnos Caumi T30 R e
Lo TTIT

:.:'!:."-.""F.'----'I 30T

et TR I ]

Janpoc w3 B
JaNpoC CATEROW MACKH
Falpewerwe DND 4nA Boex Laned

¥l € O0CTY

PR TN Mk

DMNE cepsapa

OCHOBHble NapaMeTpbl:

1. Onucanme. [laHHOE NoJsie COOEPXUT Ha3BaHKE UK OnucaHue npogunis

2. Y3nbl. laHHOE Nose CofepXuT nMeHa XocToB, IP agpeca, cetn n T.4. KaXbll C HOBOW CTPOKMU.

3. WabnoH. [laHHOe none 3anonHaeTcsa nyTeM Bbibopa wabsioHa 13 BbiNagatowero Cincka.




JlonosiHuTenbHbIE napaMeTpbl:

XocThbl

JCHOERE NECAWET D OononsuTa esse Na0aMeT e

Bo w0 T Oeiifie ABApOC CETERON MBSt

Ha paspewars DNS Paspewesise DMNE Znm soex uenest

DT ki T

1. CKaHupoBaHue cnucka. [laHHas onuus No3BonseT NoJy4YnTb NOJIb30BaTENO CMIUCOK XOCTOB,
3aaHHON ceTn.

2. MuHr-ckaHupoBaHue. [JaHHas onuus No3BosgeT NPON3BECTU onpefesieHne XoCTOoB, a 3aTeM
BbIBECTW CMNCOK AOCTYMHbLIX XOCTOB, T.e. TeX, KOTOpble OTBETWU/IX Ha 3anpochl.

3. Bce xoCTbl OHNAWH. [JaHHaa onuus No3BONSET MOJHOCTLIO MPOMNYCTUTL 3Tan obHapyXeHns
XOCTOB.

4. He paspewatb DNS. [laHHas onuns no3sosseT He genatb obpaTHoro DNS-paspeleHus Ha
HaWAEeHHbIX aKTUBHbIX IP-agpecax.

5. CucrtemHbin DNS npeobpasoBaTenn. [laHHas onumsa No3BoAsSET NCMOb30BaTb CUCTEMHbIN DNS
npeobpa3soBaTesb.

6. TCP SYN nuHr. [laHHas onums ocywectenseTca ons obHapy)KeHns XoCTOB NyTeM YCTaHOBKM
CBA3M C X0CTOM 1 oTnpaBky TCP nakeTa Ha BBEAHbIVA NOJIb30BaTENEM MOPT.

7. TCP ACK nuHr.

8. UPD nuHr. JaHHas onums ocywecTBaseTca anaa obHapy>XeHns XoCToB, KOTopas NnocbllaeT nycTon
nakeT Ha AaHHble nopThl. ECAM NopThl He 3afaHbl, TO MO YMOJIHaHMIO UCcnonb3yetca 31338.

9. ICMP >xo.

10. 3anpoc BpeMeHHOW MeTKM. Onuus npeaHasHavyeHa Ans BbIBEIEHUS TEKYLLEr0 BPEMEHU Ha
XocTe.



11. 3anpoc ceTeBOM Macku. Onuus npegHasHa4eH And BbiBEAEHUA CeTeBOW MaCKM X0OCTa.

12. Paspewenune DNS pns Bcex uenenn. Onuns scerga BbinosHAeT obpaTHoe pa3pelueHne DNS
nMeH oNnga Kaxxnoro uenesoro IP agpeca.

13. nyTb K XOCTY. Oonuwms OCYLLUECTBJIAETCA NMOCSIE CKaHNPOBaHWUA, NCNOJIb3YyA PE3YJIbTaTbl ANA
ornpegesieHna nopta U NPOTOKOJ1a, C NOMOLLUbIO KOTOPbIX MOXXHO 6yﬂ,eT OOCTWUYb Llenn.

14. IP-npoTokKon nuHr. Onumns ocylecTenseTcs 4as obHapy>KeHUs XO0CTOB SBASETCSA MUHIOBaHMeE C
ncnonb3oBaHMeM IP NpoTokosia, KoTopada nocbinaeT IP nakeTbl C HOMEPOM MPOTOKOJ1a, YKa3aHHbIM B
3aroJioBKe naketa.

15. DNS cepsBep. [JaHHas onumns No3BONSET 3a4aTb CODCTBEHHbLIN CcepBep.
16. SCTP INIT nuur. 3Ta onuus otnpasnseT nakeT SCTP, cofepXxalinii MUHUMaNbHbIN Kycok INIT

Ha BBeAEHbIN Nosb30BaTeNb NOPT.

MopTsl

DT @ HET

1.TCP SYN ckaHupoBaHue. [10 yMon4aHuo 1 Hanbonee NonynspHbIA TUM CKAHUPOBAHUS.

2. TCP connect ckaHupoBaHue. 1o ymonyaHuo Tvn TCP ckaHMpoBaHUS, Koraa HegocTynHo SYN
CKaHWPOBaHMeE, HO Ha NOJyYeHNe TOW e camon NHGopMaLmm noTpebyeTcs bonbLue BpeMEHN K
NMakeToB.

3. UPD ckaHupoBaHue. CkaHupoBaHue no npotokony UPD.

4. SCTP INIT ckanmpoBaHue. [laHHas onuma ABASETCA HOBOW asibTepHaTUBOM npoTokoaam TCP u
UPD, o6beanHsas 60nblwnHCTBO XapakTepuctnk TCP n UPD, a Takxxe no6aBnss HoBble DYHKLNN,
TakKne Kak MHOronoToO4YHOCTb M MHOMOMOTOYHOCTb.



5. TCP Null ckaHMpoBaHue. He ycTaHaBAMBalOTCA HUKakne 6uTel (Onaros B TCP 3aronoske 0).
6. FIN ckaHupoBaHue. YcTaHaBnmBaeTcs T0sbko TCP FIN 6uT.

7. Xmas ckaHupoBaHue. YcTaHasnmsatotca FIN, PSH n URG ¢naru.

8. SCTP COOKIE ECHO ckaHupoBaHue.

9. CkaHuposaHue IP npoTtokona. Onuma no3sonseT onpenennTts, Kakue IP npotokosl (TCP, ICMP,
IGMP n T.4.) noagepXmnBatoTcs LenesbiMym MallMHaMu.

10. idle ckaHupoBaHue. OnuKa NO3BONAET OCYLLECTBUTb AENCTBUTESIbHO He3ameTHoe TCP
CKaHMpoBaHwve nopTos uenn. Heobxoanmo BBECT HOMEpP MopTa.

11. FTP bounce ckaHupoBaHue. Onuuns no3BonseT CKaHUpoBaTb NOPThI C noMoulbio FTP
npoTokona. Heobxoanmo eeecTn agpec FTP cepsepa.

12. 3aka3sHoe TCP ckaHupoBaHue.

Mopsapok

SlTOOE CLAFMDOE AR QNeos OTDEIENE==E MO0

Crruasssms

1. BbicTpOoe cKaHUpOBaHMe.

2. Hecny4aiHbI NOPAAOK NOPTOB. [10 YMOSIYAHWIO NCMOb3YETCS MPOM3BOJIbHbIN MOPSL0K
CKaHMPOBaHWS MNOPTOB.

3. TonbKo onpepeneHHble NOPThbl. [103BONSET ONPeAeMTb, Kakme NopTbl HeobxoanmMo
NPOCKaHMPOBaTb N NepeonpenennTb YCTAaHOBKMU N0 yMONYaHUI0. YKa3aHue oTAeNbHbIX HOMEPOB
NopTOB AOMYCTUMO, KaK 1 3aaHMe Anana3oHa nopTos, pa3fesieHHbIX Aedrncom.



4. Hanbonee pacnpocTpaHeHHble NOPThI.

5. CKaHMpoBaHUe NOPTOB C PeUTUHIoM. CKaHMPYEeT BCE MOPThI, Yel PENTUHT BosbLUe Yncha,
YKa3aHHOr0 KakK apryMeHT (fecsTuyHoe Yucio mexay 0 u 1).

Cnyx6a

CrMens T

1. OnpepeneHme cnyXx0bl. iccnenoBaTb OTKpbIThIE MOPTHI 415 ONpeAeneHns MHGopMaLnm o
cnyxbe/ Bepcuun.

2. Jlerkue 3anpochl. 3TOT PEXUM CYLLECTBEHHO YMEHbLUAET BPEMS CKAHUPOBAHUS, HO BEPOSITHOCTb
onpegneneHns cnyxb cokpallaeTcs.

3. Kaxxabi 3anpoc. 3TOT PeXMM rapaHTMPYET, YTO KaXXAbl € AMHNYHBIA 3anpoc byaeT HanpasiaeH
Ha Ka)Xabl MopT.

4. NMNoppobHas uHpopMaumsa. STOT PEXUM BbIBOAUT NOAPOOHYIO 0TNAA0YHYIO UHDOPMALINIO O
npoLecce CKaHMPOBaHUA.

5. AHTE@HCUBHOCTb. YPOBEHb MHTEHCMBHOCTU A0J/KHa ObITh 3a4aHa Yncaom ot 0 o 9. Mo
YMOJIHaHWNIO YPOBEHb UHTEHCMBHOCTM paBeH 7.

ocC
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1. Onpepenenune OC. Onuma BKAOYAET PYHKLMNIO onpedeneHmsa onepaunoHHON CUCTEMBI.

2. NepcnekTUBHbIE XOCThI.

3. YrapgbiBatb OS. [laHHas onuus bynet coobwaTh, Korga bynet HangeHo He naeasbHoe
coBMNafeHue, a Takxe oTobpa)kaTb CTeneHb COOTBETCTBUSA (B MpOLIEHTaxX) 4S8 Ka)k4oro Habopa

XapaKTepPUCTUK.
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1.¢pal’MEHMTOpaTb nakKeThbl. I'Ipm 3aQaHUN AaHHOW ONUMK BCE TUMbI CKaHMpPOBaHNA (Bkntovasn
pa3ﬂMHHHeTMHbIHMHFOBaHMﬂ)6yﬂyTMCHOﬂb3OBaTbMaﬂeHbKMG(DparMeHTMpOBaHHHe|PHaKETH.

2. MTU cdparmeHTaumum. JlaHHas onums no3sonseT 3afaTb CBON COBCTBEHHLIN pa3Mep parMeHTa.
Pa3smep nonmxeH 6bITb KpaTHbIM 8.

3. MackupoBka cKaHupoBaHua. [laHHas onumsa No3BoasfeT CKPbIThb IP agpec ¢ nomMoLb PUKTUBHBIX
X0CTOB. [1pn 3aaHnNn PUKTUBHBLIX XOCTOB HEOOXOAMMO pa3fennTb UX 3anaTbiMu.

4. A3MeHuTL appec.

5. N3MeHUTb UCXOAHbIA appec. 15 CNONb30BaHMS aHHOW onumn HeoBX0AMMO B KaYecTBe
napameTpa IP agpec, 4Tobbl yKa3aTb UHTEPdENC, KOTOPLIN Bbl XOTUTE UCMONb30BaTb A5 OTNPABKY
MaKeToB.
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1. BknouuTb IPV6 ckaHupoBaHue.

2. BKNo4uTb Bce. AKTMBMPOBATL (hYHKLMM OnpefeneHns onepaLmoHHON CUCTEMbI U BEPCUN,
CKaHMPOBaHWe C UCMO/Ib30BaHNEM CKPUMTOB U TPACCMPOBKY.

3. JlioOble napameTpbl.

Bpems



DT T

1. BpeMeHHbIN WabnoH. Pexnmbl paranoid(napaHonaHbIin) n sneaky(XnTpblin) npeaHa3HayYeHbl Aas
obxopa IDS. Bexnusbin (polite) pexxum cHM)XaeT NHTEHCMBHOCTb CKAaHMPOBAHMNSA C LENbI0 MEHbLLEr0
notpebaeHnsa NponyCcKHOM CNOCOBHOCTM MU MaLUUHHBIX pecypcoB. ObbI4HI (normal) pexxum
yCTaHaB/IMBAETCA MO YMONYaAHUIO, MO3TOMY onums -T3 HU4ero He fenaet. ArpeccusHbIv (aggressive)
PEeXMM MOBbLILIAET MHTEHCMBHOCTb CKaHMPOBaHWA, Npeanonaras, 4To noib30oBaTeslb UCNOJIb3yeT
[I0BOJIbHO BLICTPYIO 1 HageXHYo ceTb. HakoHel, 6e3yMHbIN (insane) pexxuM npeanosiaraeT, 4To
MoSb30BaTE/Nb UCMOJIb3YET Ype3BblHaHO DLICTPYIO CETb M FOTOB NOXXEPTBOBATb TOYHOCTLIO paam
CKOpOCTH.

2.Pa3Mep rpynn. Heob6xoanMO yCTaHOBMTbL pPa3Mep rpynn XoCTOB As NapasiiesbHoro
CKaHMPOBaHWA.

3. PacnapannenusaHue 3anpocoB. [JaHHasa onuuna peryampyoT obuiee KoNMYyecTBo 3anpocos and
rpynmnbl XOCTOB. Heobxoanmo YCTaHOBUTb pa3Mep rpynmn XoCToB.

4. BpeMms oxxupgaHua. [laHHas onuus peryanupyeT BpeMsi OXKUAaHNA 0TBETA Ha 3anpoc.

OobaButb nognpocdpunb

YT106bI 106ABMTL NOANPODUASA CKAHUPOBAHMS, HAXXMUTE Ha KHOMKY «JlobaBneHue nognpocdunsa»,
KOTOpas HaxoamTcsa B Tynnbape u npoaenanTe BbllUEOMNNCAHHbIE 3a4a4N.
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3anyCTUTb CKaHMpPOBaHue

Y106kl 32NYCTUTL CKaHMPOBaHWe Npoduns, Bbibepete Nponsib N3 CAUCKA N HAXKMUTE Ha KHOMKY
«3anycTUTb CKaHUPOBaHUe».

3anycTuTb BbIOpPaHHbIA NPOMUIIb MOXXHO TakXe C MOMOLLbIO KHOMKK, KOTOpas pacnosioXeHa cjiesa
OT Ka)4oro npogunas cnuncka.
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OCTaHOBUTDL CKaHUpoBaHue

Y7066l OCTAHOBUTb 3aMyLEHHOE CKaHMPOBaHME NPOMUAS, HAXXKMUTE Ha KHOMKY «OCTaHOBUTb
CKaHMpPOBaHUE»,
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OCTaHOBUTDb CKaHUpoBaHue

YT106bl 0OHOBUTL CANCOK NPODUIEN, HAXKMUTE HA KHOMKY «OBOHOBUTDb».
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OOHOBMUTbL CNUCOK

Y1066l 06HOBUTL CANCOK NPODUIEN, HAXKMUTE Ha KHOMKY «OBOHOBUTDb>.
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A3MeHUTbL 321eMeHT cnucka

YT106bI M3MEHUTHL NapaMeTbl NPOMUAS UM NOANPOPUISA, HAXKMUTE Ha KHOMNKY "U3MeHuTb", KOTOpas
pacrnoJsioXKeHa cneBa 0T KaXXA0ro 3JeMeHTa Crncka.
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Ynanutb 321eMeHT CnuckKa

YT06bl YAANUTb 3NEMEHT CMUCKA, HAXXMUTE Ha KHOMKY "YaanuTb", KOTOpas pacrnofio)KeHa crpasa
OT KaXX[,0ro 3/1eMeHTa Crncka.
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Pe3ysbTaT CKAHUPOBaHUA

JaHHbI 6710K COCTONT U3 ABYX CErMEHTOB, KOTOPbIE OTBEYAIOT 3a COCTOSIHNE NPOBEPEHHLIX Y3/10B.
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