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SSH kno4y anga noakKAlo4YeHusa K
obopypnoBaHuio

MoaknioyeHne K 060pyaoBaHNIO Yepes rpadnyeckmnin MHTepdenc ocyLecTBaseTcs no SSH.
ABTOpPM3aLMA MOXXET MPOUCXOAMNTb MO MapPOJI0 UK C NCMOJb30BAHNEM KJl0Ya — 3TOT METOA,
aBnseTcs bonee 6e30nacHbIM.

B naHHOM pa3pene pacCMOTPUM MPOLIECC aBTOPU3aLIMM MO KJTHOYY.

) MopgknioyeHne HeobxoQUMMO OCYLWECTBAATbL MoA Mofb3oBaTesneMm ¢ sudo
( npusunernammn, nnbo nog nonb3oBaTeNeM root (He pekoMeHayeTcs).
b [obaBnTb sudo nonb3oBaTensd Ha Nnogkaw4aemMom obopynoBaHuu: MNMonb3oBaTeNb
sudo.

KoHndurypauusa sshd

KoH(urypaunoHHbIn hann HaxoamTcs no nytm /etc/ssh/sshd config PekomeHayem nposepuTb
KOH(urypauoHHoe csoncTeo PubkeyAuthentication — ecnm oHo oTCyTCTBYET,
3aKOMEHTMPOBAHHO, UM PAaBHO 3HAYEHMIO NO, C/leflyeT N3MEHUTb 3Ha4YeHne CBONCTBA Ha yes.

Mocne nwobbix nsmMeHeHun B danne /etc/ssh/sshd config Heobxoaumo

@ nepesanyckaTb cepuc sshd KoMaHgon
sudo systemctl restart sshd

Llar 1. Co3paHue Knwoua

1. MepenTn B pasnen ALMUHUCTPATOP — SSH KIo4M
2. HaxaTb Ha + B BepXHeW 4acTu 3KpaHa AN AobaBieHNs HOBOMO KJl04a


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:admin_section:equipment_management:sudo_user
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:admin_section:equipment_management:sudo_user
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2. Ecnun Hy>Hble ssh thaiibl OTCYTCTBYIOT, UX MOXXHO CreHEPMPOBaTb, HAXKaB Ha MKOHKY
KNtoYa. Mpun xenaHum MoXXHO 0o6aBnTb KOAOBYIO pa3y. MNocie Yero Ha)kaTb Ha KHOMKY
CreHepupoBaTb
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5. Ecaun npuBaTHbIN KNOY 3alingpoBaH, HeobxoamMMo NpefoCcTaBUTb KOAOBYHO (Ppa3y, YKa3aHHYo
npv CO3LaHUN KoYa
Ecnm kopoBas ¢pa3a He Bblia yCTaHOBIEHa — OCTaBUTb MoOJie MyCTbIM

6. HaxxaTb kHonKy CoxpaHuTb



Lar 2. lobaBneHue ssh kno4ya K obopyapoBaHuio

1. MepenTtn B pasgen AoMuHuctpaTtop - ObopynoBaHue
2. MepenTun B HacTponku obopyaoBaHus. [1o6aBnTb Ssh K04 MOXXHO Kak HOBOMY, TaK U y)Ke
nmetowemycs 0bopyaoBaHmio.
1. Co3paTb HOBOe 060OpyL0OBaHME: Ha)KaTb Ha + B BEPXHEN 4acTW 3KpaHa
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3. Mpwn co3gaHnn HOBOro obopyaoBaHNA 3aMoHNTbL BCE MOAS HYXXHOW MHopMaumen. MogpobHee
B pa3fene YnpasneHne obopyLoBaHNEM.
4. BblibpaTb TN aBTOpM3aumm Mo kaovy
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5. B none SSH ko4 BbIOpaTb CO3AaHHbLIN paHee KoY. JInbo no HakaTuio Ha + Co34aTb HOBLIN
SSH k04, Npouecc nAeHTUYeH C onncaHHbiM B pasgene LWar 1. Co3gaHue katoda (HavymHas ¢
NyHKTa 4)
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6. HaxaTb CoxpaHuTb

LWar 3. lobaBneHue ssh kno4ya Ha cepBep

1. Mopa nonb3oBaTenem root nepenTn B Nanky /root/
Mo obbl4HbIM MONb30BaTENIEM NEPENTHM B Nanky /home/<ums nonb3osatens>/



2. MepenTn B CKPbITLIN KaTanor /.ssh/
3. OTKpbITb hann authorized keys
4. [NobaBnTb B (hana COAEPKMMOE NYOANYHOrO KJllo4a

Mocne npofenaHHon paboTel NPOBEPUTL NOAKJIIOYEHUE MO KHonKe CocTosaHne obopyoBaHMA B
pa3zgene AoMuHucTpatop - ObopynosaHue.
Ecnm Bce cBoncTBa B cOCTOAHMM “OK” — 3Ha4YUT NogkKI04eHNe NPOLLSIO YCMELWHO.
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