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SSH kno4y anga noakKAlo4YeHusa K
obopypnoBaHuio

MoakntoyeHne K 060pyaoBaHMIO Yepes rpaduyeckuin nHTepgenc ocyecTenseTcs no SSH.
ABTOpM3aLMA MOXET MPOUCXOANTL MO NAPOJIO UK C UCMONb30BaHMEM KJlO4a — 3TOT MeTo[

anaeTcs bonee 6e30MacHbIM.
B naHHOM pa3pene pacCMOTPUM MPOLIECC aBTOPU3aLIMM MO KJTHOYY.

) Mooknw4yeHne HeobXxoOMMO OCYWECTBAATbL MNOA MoNb3oBaTenem c sudo
( npueunernamu, nubo noj nosib3oBaTeNieM root (He pekomeHayeTcs).
h Jo6aBuTb sudo nosb3oBaTeNs Ha nogkaoyaemom obopyaoBaHuu: Monb3oBaTeNb

sudo.

KoHndurypauusa sshd

KoH(urypaunoHHbIn hann HaxoamTcs no nytm /etc/ssh/sshd config PekomeHayem nposepuTb
KOH(urypauoHHoe csoncTeo PubkeyAuthentication — ecnm oHo oTCyTCTBYET,
3aKOMEHTMPOBAHHO, UM PAaBHO 3HAYEHMIO NO, C/leflyeT N3MEHUTb 3Ha4YeHne CBONCTBA Ha yes.

Mocne nwobbix nsmMeHeHun B danne /etc/ssh/sshd config Heobxoaumo

@ nepesanyckaTb cepuc sshd KoMaHgon
sudo systemctl restart sshd

Llar 1. Co3paHue Knwoua

1. MepenTn B pasnen ALMUHUCTPATOP — SSH KIo4M
2. HaxxaTb Ha + B BEpXHEN 4acTu 3KpaHa Ans nobasneHns HOBOro KJo4a
3. BBecCTun Ha3BaHMe K4a
4. Nob6aBnTb hannbl: Ny6ANYHBIA N NPUBATHLIN KAOY
1. Ecnm y)Ke eCTb yXe roToBbIE K/II0YM — MOXKHO 3arpy3nTb MX, HaXKaB COOTBETCTBYOLWME

KHOMKW

2. Ecnm HyxHble ssh haiibl OTCYTCTBYIOT, UX MOXXHO CreHEPMPOBATb, HAaXKaB Ha MKOHKY
KJtoYa. Mpun xenaHmm MoXXHO 1o6aBnTb KOAOBYIO pa3y. Mocie Yero Ha)kaTb Ha KHOMKY
CreHepupoBaThb

Mocne reHepaunn ssh annos HeobxoamMMo ckavaTb NyOANYHBLIN K04 AN fAobaBneHns

€ro Ha cepsep.
Takxe npy HeobX04MMOCTN MOXKHO CKa4YaTh W MPUBATHBIN KJKOY — 3TO BO3MOXXHO TOJIbKO

Ha OaHHOM 3Tane.
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5. Ecaun npuBaTHbIN KtOY 3alingpoBaH, HeobxoamMMo NpefocTaBnUTb KOAOBYHO (hpa3sy, YKa3aHHY0
npw CO3OaHUN KNoYa
Ecnn kopoBas pasa He Obla yCTaHOBNEHA — OCTaBUTh MOJE NyCTbiM

6. HaxxaTb KHoMKy CoxpaHuTb

LWar 2. lobaBneHue ssh kno4ya K obopyanosaHuio

1. MepenTn B pasnen AoMuHucTpaTop = ObopynoBaHue
2. MNepenTn B HacTporkmn obopyagoBaHma. JobaBuTb ssh K04 MOXKHO Kak HOBOMY, TaK U yXKe
nmetoemycs obopynosaHuio.
1. Co3paTb HOBOE 060OpyAOBaHME: HaXXaTb Ha + B BEPXHEN YaCTU IKpaHa
2. PepakTunpoBaThb CyllecTBylollee 060pya0oBaHME: HaXKaTb Ha UKOHKY pelaKTUpOBaHUS
cnesa oT obopynoBaHuA
3. Mpwu co3gaHum HOBOro o6opynoBaHUSA 3aM0NHNTL BCE MOA HY)XHOW MHopMaunen. MoapobHee
B pa3fene YnpasneHne obopyLoBaHNEM.
4. BblibpaTb TN aBTOpM3aumm Mo kaovy
5. B none SSH kntoy BbIbpaTb CO34aHHbLIN paHee KoY. JInbo no HaxkaTuto Ha + co34aTb HOBbIN
SSH k04, Npouecc MAEHTUYEH C ONUCaHHbIM B pasgene LWar 1. Co3gaHue KoYa (HadnHas ¢
nyHKTa 4)
6. HaxaTb CoxpaHuTb

LWar 3. lobaBneHune ssh kno4ya Ha cepBep

1. Mop nonb3oBaTenem root nepenTn B Nnanky /root/
MoZa obbl4HbIM MONb30BaTENEM NEPENTM B Nanky /home/<ums nonb3oBatensa>/
2. lepenTn B CKpbITbIM KaTanor /.ssh/
3. OTkpbITb (hansi authorized keys
4. [o6aBnTb B halln CoaepXxMoe NyGANYHOro Kioya

Mocne npofenaHHon paboTbl NPOBEPUTL NOAKIOYEHNE MO KHonKe CocTosHne obopynoBaHuMA B
pa3nene AopMuHucTpatop - ObopynosaHue.
Ecnn Bce cBoncTBa B cocTosAHUM “Ok” — 3Ha4YUT NOAKNOYEHME NPOLLJIO YCAELHO.
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