CopepxaHue

SSH kni0Y ANA NOAKIIOYEHUA K ODOPYMOBAHMIO .......oooiiiiiiiiiiiiiiiiieeiiiee et e et et e et e e sinee e
KOH@UIYPaUmMa SSRA ..ot e e
LUAEr 1. COBMAHME KITHOUQ@ .........cooooiiiiiiiiiiiiiiiiit ittt e s e it et s e e e e e e s e e
Lar 2. flobaBneHne ssh KN0Ya K OOOPYBOBAHMIO ................cccuveeiiieieiiiiieeiiiiinesiieeessieneesnens
Lar 3. [lo6aBnieHNE SSh KJTI0YA HA CEPBEP ..........cccveviiiiiieiiiiieiiiie e siie et iaee e






SSH kno4y anga noakKAlo4YeHusa K
obopypnoBaHuio

MoaknioyeHne K 060pyaoBaHNIO Yepes rpadnyeckmnin MHTepdenc ocyLecTBaseTcs no SSH.
ABTOpPM3aLMA MOXXET MPOUCXOAMNTb MO MapPOJI0 UK C NCMOJb30BAHNEM KJl0Ya — 3TOT METOA,
aBnseTcs bonee 6e30nacHbIM.

B naHHOM pa3pene pacCMOTPUM MPOLIECC aBTOPU3aLIMM MO KJTHOYY.

) MopgknioyeHne HeobxoQUMMO OCYLWECTBAATbL MoA Mofb3oBaTesneMm ¢ sudo
( npusunernammn, nnbo nog nonb3oBaTeNeM root (He pekoMeHayeTcs).
b [obaBnTb sudo nonb3oBaTensd Ha Nnogkaw4aemMom obopynoBaHuu: MNMonb3oBaTeNb
sudo.

KoHndurypauusa sshd

MpoBepbTe Ha NoakNo4aeMoM cepsepe ann /etc/ssh/sshd_config 1 csoncTeo
PubkeyAuthentication.

Ecnu ceoncteo PubkeyAuthentication oTcyTcTBYeT, 3aKOMEHTMPOBAHHO, MW BbICTAB/IEHO
PubkeyAuthentication no, To 3ameHnTe 3Ha4eHne ceoncTea Ha PubkeyAuthentication yes

Mocne nobbix nsmeHeHun B danne /etc/ssh/sshd_config nepesanyctute cepsuc

@ sshd KomaHaon:
sudo systemctl restart sshd

Llar 1. Co3paHue Kawoua

1. MepenTtn B pazgen ADMUHUCTPATOP = SSH KoUK
2. HaxxaTb Ha + B BEpXHen 4acTu 3KpaHa ansa nobaBneHna HOBOro Kito4a
3. BBeCTun Ha3BaHMe K4a
4. Nob6aBnTb hannbl: NyO6ANYHBIA N NPUBATHLIN KAOY
1. Ecnun yXKe eCTb y>Xe roToBble K04 — MOXXHO 3arpy3nTb UX, HaXKaB COOTBETCTBYlOLWME
KHOMKW
2. Ecnm HyxHble ssh thaiibl OTCYTCTBYIOT, UX MOXXHO CFEHEPMPOBATb, HaXKaB Ha MKOHKY
Kntoya. MNpwn xenaHum MoxHo f06aBMTb KOLOBYIO pa3y. MNocne Yyero HaxxaTb Ha KHOMKY
CreHepupoBaThb

Mocne reHepauun ssh pannos HeobxoamMMo ckavaTb NyOANYHBIN K04 ANS AobaBneHus
ero Ha cepsep.
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Takxe npu Heo6X0ANMOCTM MOXKHO CKaYaTb U NPUBATHLIN K104 — 3TO BO3MOXXHO TOJIbKO
Ha JaHHOM 3Tare.
5. Ecnm npuBaTHbIN KoY 3alungpoBaH, He0bxoaMMo NpeaoCcTaBUTb KOAOBYHO hpa3y, YKa3aHHY
npwn Co3aaHnmn KJtoya
Ecnn kopoBas pasa He Bblna yCTaHOBNEHA — OCTaBUTh Moe NyCTbiM
6. HaxaTb KHOMKy CoXpaHUTb

LWar 2. lobaBneHue ssh knoya K obopynosaHuio

1. MepenTtn B pazgen AoMuHuctpaTtop - ObopynosaHue
2. MepenTun B HacTponkn obopynosaHus. ,obaesnTb ssh K04 MOXXHO Kak HOBOMY, TaK U y)ke
nMeroLLemycs obopynoBaHuio.
1. Co3paTb HOBOe 0bopyl0BaHMe: HaXKaTb Ha + B BEPXHEMN 4acTu 3KpaHa
2. PepakTupoBaThb cyllecTByoLlee 06opyaoBaHME: HaXXaTb Ha MKOHKY peakTUPOBaHNS
cnesa oT obopyaoBaHua
3. Mpwn co3paHunn HOBOro obopyaoBaHMA 3anoNHNTb BCE MONSA HY>XHOW MHopmMaLmen. MogpobHee
B pasfene YnpasneHve obopyLoBaHNEM.
4. BblbpaTb TVN aBTOpU3auuu Mo ko4y
5. B none SSH kntoy BbIbpaTh CO3AaHHbIN paHee KoY. JInbo no HaxxaTuio Ha + Co34aTb HOBLIN
SSH knto4, Nnpouecc NAeHTUYEH C onucaHHbIM B pa3saene War 1. Co3naHue kaoYa (Ha4ymHas ¢
NyHKTa 4)
6. HaxaTtb CoxpaHuTb

LUar 3. JlobaBneHue ssh Kno4a Ha cepsep

1. MNop nonb3oBaTenem root nepenTun B Nanky /root/
Moa 0bbl4YHLIM NOJSIb30BaTENIEeM NepenTn B Nanky /home/<umsa nonb3osatens>/
2. MepenTn B CKPbITbIN KaTanor /.ssh/
3. OTKpbITb hann authorized keys
4. [o6aBnTb B (halna COAepXMoe NyOANYHOro Ko4ya

Mocne npofenaHHon paboTbl NPOBEPUTL NOAKJIIOYEHUE Mo KHonKe CocTosHne obopyioBaHMA B
pasgene AgMunHucTpaTop - ObopynoBaHue.
Ecnu Bce cBoncTBa B cOCTOAHMM “OK” — 3Ha4YUT NogKA04eHNE NPOLLSIO YCMELHO.
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