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6 UHTepcenc ynpasneHusa npasmiamm
dunbTpauumn
BBepeHue

NHTepenc ynpasneHma npasuaamm unbTpauum npegHasHavyeH ans ynpasneHus npasuiaMmm
punbTpaumm Ha Heckosibkux DPI 0fHOBPEMEHHO C MOMOLLbIO Fpagn4yeckoro nHTepdenca.
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HTTP: URL

HTTPs: SNI, CN, IP

HTTP server

YcTaHOBKaA

Ina noacucTteMsl MOXHO UCMONL30BaTh o6opyuosaH|/|e nnn BUPTyaJibHblE MalLlHbI CO
C/.XapaKTepnctnkamm:

Mpoueccop (CPU) 2.5TTu, 2-4 agpa

OnepaTtuBHas namaTb (RAM) oT 8 I'6 (MHOro notpebnset sphinx)

MXecTtkun guck (HDD) 5016 -250T16

OnepaumnoHHasa cuctema Cent OS 7+ (He cTaBbTe minimal, MHa4ye 6ONbLINHCTBO 3aBUCUMOCTEN
NPUAETCS pyKaMmn CTaBUTb)

5. CeteBas nnata (NIC) ot 10 M6/cek

B wnh e

PekomeHpyemas onepauunoHHas cuctema Cent OS 7+ (He ctaBbTe minimal, nHauye
0ONIbLUMHCTBO 3aBMCUMOCTEN NPUAETCA PyKaMM CTaBuTb). Ecin Bam Heobxoammo
E noctaBuTb Ha Cent OS 6, ybeouTtecb 4T0 yCTaHOBNEH supervisor 3+. Ecnn y Bac HeT

HY>XHOro nakeTa obpallaiTecb B TEX. MOALEPXKKY.

NHTepgenca ynpasneHns CKAT DPI Bepcus 2. Mpouecc yCTaHOBKU MAEHTUYEH

3 NHTepdenc ynpasneHnsa npasunamm GuiabTpauumn ABAseTCsa OTAESIbHbIM pa3fiesioMm
CKpUNTYy UHCTanaumm NHtepgenca ynpasneHns CKAT DPI Bepcus 2


https://wiki.vasexperts.ru/lib/exe/detail.php?id=dpi%3Adpi_components%3Adpiui%3Aulr_ui%3Astart&media=dpi:dpi_components:dpiui:ulr_ui:global_role.jpg
https://wiki.vasexperts.ru/lib/exe/detail.php?id=dpi%3Adpi_components%3Adpiui%3Aulr_ui%3Astart&media=dpi:dpi_components:dpiui:ulr_ui:global_role.jpg
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:install_and_update:install
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:install_and_update:install
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:install_and_update:install

HacTtpouka

HacTtpouku .env

HacTponka noacucTemsl BbIMONHAETCA Yepes dann .env
/var/www/html/dpiui2/backend/.env
Copepxumoe hanna cnegytoLLee:

#URL pegupekTa gns ycnyru "benbin cnncok"
ULR WHITE LIST REDIRECT URL=https://google.com

#MNepuog o4mncTkn gaHHbiXx Ulr 3agay B OHAX
ULR QUEUE DELETE TASKS DAYS INTERVAL=1

#ASN pna npasun IP-ucknioveHun.
ULR IP EXCLUDE ASN=64401

#XOCT ANA BbIFPY3KM crimcka 6okmpyemMbix pecypcoB. s NoakaYeHns K cepsepy 610KmpyemMbix
pecypcos.
ULR BLACK LIST DEPLOY HOST=<IP agpecc unu xoct Web cepsepa rnobanbHbix 6510KMPOBOK>

#IopT ANs BBIFPY3KM CNiCKa 610KMPYEMbIX pecypcoB. [LNs NOAKN0YEHUs K cepepy 6710KMpyeMbIx
pPecypcos.
ULR BLACK LIST DEPLOY PORT=22

#/IMa nonb3oBaTeNs 419 BbIFPY3KU Cnucka 61oknpyemMbix pecypcoB. a5 NogKIIYeHUs K cepepy
6110KMpyeMbIX pecypcos.
ULR BLACK LIST DEPLOY USER=default

#Maponb ANs BbIFPy3KM CNUCKa 610KMpyeMbIX pecypcoB. s NOAK0YEHUS K cepBepy
610KMpyemMbIX pecypcos
ULR BLACK LIST DEPLOY PASS=

#lcnonb3oBaTb sudo npu BbIrpy3ke cnucka 6nokupyembix pecypcos. (0 - He UcnosbL3oBaTh, 1 -
MCNoJib30BaThb)

ULR BLACK LIST DEPLOY SUDO=1

#[yTb NS COXpaHEeHMa YepHbIX CMUCKOB.
ULR BLACK LIST DEPLOY PATH=/var/www/html/blacklists/

#YposeHb getanusaumm noros.(0 - nHGO, 1 - oTNagka, 2 - TpacCMpoBKa)

ULR LOAD LOG LEVEL=0

@ Ecnun 66111 BHECEHBI N3MEHEHUA B .enV, HE0OX0AUMO BbIMOJIHUTb KOMaHAOYy

php /var/www/html/dpiui2/backend/artisan queue:restart



ApmuHucTpaTop—~KoHgurypaumnsa cepsepa DPIUI2 (GUI) B nHTepeince ynpasiieHns

[laHHble HACTPOWKW MOXHO BHECTW B KOH(pUrypauwuw B pasgene
®
CKAT DPI Bepcus 2

YcTaHOBKa KJlo4ya
Anda Toro, 4Tobbl NOAYYMTb BO3MOXHOCTb M0JIb30BaTbCsA NHTEephencom ynpasneHns npasuiamm
hunbTpaumm HeobxoamMMo akTUBMPOBaTb sinLeH3uo Ulr-pasgena s DPIUI2.

Ons 3Toro HeobxoAMMO BbINONHUTL KOMaHAY:
dpiui2 ulr_lic --make=1

Hanee:

1. BBecTu ypoBeHb nuueH3un standard;
2. BsecTun paTy 3aBeplieHuns nuueH3umn B popmaTe Y-m-d (Hanpumep 2099-12-31);
3. BBecTun naposib OT fiMLeH3uun.

B cnyyae, ecnun Bamu 6bin BBEEHbI KOPPEKTHBIE AaHHbIE, BbIBEAETCS CO0bLLEHNE 06 ycrneLwHo
aKkTuBauun nuueHsun ans Ulr-pasgena:

dpiui2 ulr lic --make=1
Enter level:
> standard

Enter expire date in Y-m-d format:
> 2099-12-31

Enter password:
>

stdClass Object
(

[success] => 1

YcTaHoBKa ponu

B nHTpedence DPIUI2 nepenauTe B pa3aen AaMuHuctpatop-Ponun. Co3gante HOBYIO POJb U
YCTHOBUTE B HEW MpaBa Ha YTeHMe 1 3anncb B pasgene ulr_admin Kak Ha n3o0bpaxkeHun Hnxe.



HNanee, nepeinanTe B pasaen AoMuHucTpaTop—-onb3oBaTenm

YyCTaHOBUTE €My POJib, KOTOPYIO Bbl CO3[1aNN PaHee.

'J'E%";JE-%' Com

TenedioH *

+70173456TED

ROMMAHHR

vasexperts

HOoNMHOCTE *

MogTespguTE Napons

CoxpasnTh

. Co3pmanTe HOBOro NOJIb30BATENSA U

Mpw aBTOPU3aLIUK OT MMEHW 3TOr0 NOJSIb30BaTENS, OH OYAEeT NepektoyeH B pa3aen ynpaBiaeHus

npaBuaaMmn puabTpaLUN.
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neamna DINETF WEB W IF

DraTHoTRs NEABUN WehAP qenirpas

Nncnapase STHCH B FeacTRs Vish1P dunwrea

HacTtpoika cnpaBO4YHUKOB

e CripaBOYHMK KaTeropun
e CnpaBOYHMK perynsaTopos

C!) HdaHHbIEe CMNPaBOYHUNKN NCNOJIb3YHOTCA Npn C03ﬂ,aHI/II/I/pe,EI,aKTI/IpOBaHI/IVI npasun.

CnpaBOYHMK KaTeropuum

B nHTepdeice ynpaBieHns NpoBuaamMm uabTpaLunmn nepenante B pasaen
CnpaBoYHUKN—-KaTeropum.

—, BATEMDP

Befisneh soRy 18NACE

CospaHue

B cthopMme BBeAMTe Ha3BaHME KaTeropun, €e onucaHne N HaXxMmnTe KHomky "[NobaBmTb 3anmcb".
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(L4 reomiiaTe 18-

PepakTupoBaHue

B Tabnvue ¢ KaTeropmamMm Ha)KM1UTe Ha KHOMKY pefakTUpOoBaHMsa KaTeropum, 4Tobel 0TKpbliach
hopma pefakTupoBaHus. B hopMe nameHnTe Ha3BaHMe U/UanM onucaHne KaTeropuu, nocsie 4yero
HaXMuUTe KHOMKY "CoxpaHuTb 3anncb".

YpaneHue

B TabauLe C KaTeropmsamMy HaXXMUTE Ha KHOMKY yAaNeHns KaTeropun. B nosBmBLIEMCS OKHe
NOATBEPANTE UK OTMEHUTE AeNcTBue.



@ BHMMaHuMe: lepe] yLaseHUEM KaTeropuv npoBepbTe Haauyne npaBusl, KOTopble
CCbINAOTCA Ha 3TY KaTeropuio!

CnpaBOYHMK pPerynsTopos

B uHTepdpelice ynpasieHns NpoBuaamMm punbTpaumm nepeinante B pasmen
CrnpaBOYHUKN-PerynsaTophl.

SPECTREDA [F=="mm]

fienkr PEM¥IATOPGI

L e it

Co3paHue

B bopme BBEANTE Ha3BaHME PerynsaTopa, ero onucaHne n HaxxmmTe KHonky "HobaBnTb 3anmch".
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PepakTtupoBaHue

B Tabnmue co CNNCKOM perynsaTopoB HaXXKMUTE Ha KHOMKY peaakTUPOBaHUSA perynatopa, 4Tobsbl
OTKpbI1aCb (hOpMa pefakTMpoBaHus. B popmMe nsmeHuTe HasBaHue U/Man onucaHne perynsatopa,
nocJie 4yero HaXxxmMuTe KHonky "CoxpaHuTb 3anuck".

T\ praalpe A AW TR DS A R
BRI

YnaneHue

B Tabnunue co cnnckom perysiaTOpoB HaXXMUTE Ha KHOMKY yAaneHnsa 3anmcu. B nosasmsLLemMcs OKHe
noaoTBepPAnNTE NN OTMEHUTE LencTBue.



BHumaHue: [lepen ynaneHuem 3anucy NpoBepbTe HaJMyme npasusi, KoTopble
CCbIJIAI0TCA Ha 3Ty 3anuch!

Ynpasnenusa npodpunamu IGW

Mepenante B pasaen "Mpodunm ISP n IGW"-"Cnncok IGW".
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CozpaHue

Ons pobasneHnsa HoBoro npocunsa IGW nepengnte B pasgen "Mpogumnu ISP n IGW"-"NobaBnTb
npocpusb IGW".

B popme ykaxuTe:
e Ima npouns;

e Pexxum paboTbl (Snadalone/Cluster)
* Y3nbl gns npocunsa (Ums ysna, DPI obopynoBaHue M3 cnMcka AOCTYMHbIX U KOANYECTBO



MOCTOB)

s BOBAEATE MPCHEHAN KW SREW

Wi nocoanm IGW

Mepen TeMm Kak co3naBaTb npodunb IGW pnobasbTe FastDPI cepBep B OCHOBHOM
3 nHTepgence DPIUI 2 B pa3gene "AoMuHnucTpaTtop"->"06bopynosaHue"

PepakTupoBaHue

B pasgene "Mpoconnn ISP n IGW"-"Cnucok IGW" HaxxmMuTe KHOMNKY "PefakTmpoBaTb Npoguib".

CIAMCOR IGW

OTkpoeTcs hopma co3naHus/pefakTmpoBaHma npoguns IGW, BHecute Heobxogmmble Bam
N3MeHeHns N HaxxmuTte "CoxpaHuUTb U3MeHeHunsa".

YnaneHue

B pa3szene "Mpodpuan ISP n IGW"-"Crnncok IGW" HaxxmuTe KHOMNKy "YoanuTte" n
noaTBepauTe/oTMEHNUTE OeNncTBue.



CMMCOK 1GW

FoamuTe?

BHumaHue: lepen ynaneHuem npoduasa nposepbTe Hanmyme ISP npodunen,

@ KOTOpble CCbINATCA Ha 3TOT Npodub!

HacTpoika Beb-cepBepa onsA rnodasbHbIX CNUCKOB

CobcTBeHHbIN Beb-cepBep

1. NMoaroToBnUTb MaLLMHY C ycTaHoBAeHHON CentOS7+

2. Co3paTb becnaposibHoro sudo nonb3oBaTeNs aHaNOrMYHO ONUCcaHWIo B pasgene Dpiui2:HacTponka
noko4YeHns K dpi

3. 3anycTtuTe cnefyowmn cKkpunT

rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru

rpm -Uvh http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-1-0.noarch.rpm
yum install dpiutils -y

yum install httpd -y

yum install unzip -y

mkdir /var/www/html/blacklists
chmod -R 777 /var/www/html/blacklists
echo "
<VirtualHost *:80>
DocumentRoot \"/var/www/html/blacklists\"

<proxy *>
Order deny,allow
Allow from all
</proxy>
</VirtualHost>
" > Jetc/httpd/conf.d/bl lists.conf



firewall-cmd --permanent --add-port=80/tcp
firewall-cmd --reload

systemctl enable httpd.service
systemctl restart httpd.service

4. B koHurypauum dpiui2 B pasgene Ulr HacTpoek ykasaTb faHHble ans goctyna Kk Web-cepsepy

5. B HacTpomrKkax BCcex noakyeHHbix FastDPI-cepBepoB yka3aTb NyTb K Custom cnnckam
6710KMPOBOK:

# Cnosapb URL pgns 6nokuposaHus no npotokony HTTP (custom url black list)
custom url black list=http://<IP appec Web-cepsepa>/blacklist.dict

# CnoBapb nMeH ans 6noknposaHua npotokona HTTPS no ceptudmkaty
(custom cname black list)

custom cname black list=http://<IP appec Web-cepsepa>/blacklistcn.dict
# Cnosapb IP agpecos ons 6nokuposaHus npotokona HTTPS no IP
(custom ip black list)

custom ip black list=http://<IP agpec Web-cepsepa>/blacklistip.dict

# CnoBapb nMeH xocToB ans 6nokupoBaHma HTTPS no SNI (custom sni black list)
custom sni black list=http://<IP appec Web-cepsepa>/blacklistsni.dict

Mpasuna DSCP

MepenanTte B pasgen "MpuaoxeHua n nonncuHrn'-"Mpaswnna DSCP".

f— NP&BMNA DSCP

Co3paHue



B dpopme co3paHua npasuna:

* BbibpaTb TvN npasuna: NMpoTokon(no ymonyaHuto) | Fpynna npoToKo0B

* BBennTe nMs NPOTOKONA NPUNOXKEHNS U BbibeprTe HY>XHbIA U3 NPeaCcTaBAEHHOM0 CNMCKa
BbibepuTe rpynny npoTOKOJIOB;

» BbibepuTe npropnTeT 13 NPeacTaBNEHHOr0 CrMCKa.

CoxpaHvTe npaBuio NyTeM HaxaTus KHonku "YcrtaHosute DSCP".

B CcNny4dae, ecJqin CywecTBYET NnpaBuJio ans HpOTOKOﬂa,KOTOpHﬁ NMPUHaAONEXUT K

rpynne NpoTOKOJIOB, A5 KOTOPOW CyLeCcTBYeT NpaBuio C APYruM nNpuopuTeToM, B
KOH(Mrypaumm Ons 3TOro nNpoToKoaa NPUMEHUTCS NPUOPUTET, YCTAaHOBNEHHbI B
npaBuie 4Ns NPOTOKONa.

PenaKTupoaaHue

B cnuncke npasnn DSCP HaxMuTe Ha KHOMKY "PenakTupoBaTb NpaBuao". B oTKpbIBLLENCS hopMe
pefakTuposaHusa npasuia DSCP 3aganTte HeobxoaUMbIN NPUOPUTET U COXPAHUTE N3MEHEHNSA
Ha)xaTuem KHonku "YctaHosuTb DSCP".

VETAHCEHTE NEHOREATAET AMm npoTokana

BEOCHTE HE TSN HS HCRONER S BROUSE
Py Gas T poRaHie TRaBin

Mpyrna: RTP

YnaneHue

B cnucke npasus DSCP Ha)XmMuTe Ha KHOMNKY "YOanuTb npaBusio” 1, B NMOsSIBUBLUEMCS OKHe,
noaTsepamnTe MnMbo oTMeHNUTE LEeNCTBUE.



PunbtTp HOMepoB AC

Mepengute B pasgen "®unbTp Homepos AC".

Co3paHue

B hopme co3pgaHuna npasuna:

e YKkaxuTe Homep AC;

e BbibepuTe npuopuTeT U3 NpeLCTaBAeHHOr0 CrNCKa;
e YKa)uTe Ha3BaHue npasuna;

e YKaxuTe onucaHune npasuna;

CoxpaHuTe npaBuio NyTeM Ha)kaTua KHonkKKn "YctaHosnTb DSCP".
PepakTupoBaHue
B cnuncke npasmnn DSCP B HanpasneHun ASN Ha)xMuTe Ha KHOMKY "PefakTuposaTb npasusno. B

OTKpbIBLLENCA hopMe peaakTnpoBaHus npasuna DSCP B HanpasneHun ASN npu HeobxoaumocTu:

e Boibepute npuoputeT 13 NpeLcTaBNEHHOro CNUCKa;
e YKaxxuTe Ha3BaHWe npasunia;
e YKaxuTe onucaHune npasuia;



CoxpaHuTe n3MeHeHns NyTeM HaxxaTusa KHornkmn "YctaHoeuTb DSCP".

YpaneHue

B cnucke npasun DSCP B HanpasneHun ASN HaxxmMuTe Ha KHOMKY "YaanuTe npasuno” u, B
NoSIBUBLLEMCS OKHe, NoATBepAnTe b0 0TMeHUTe AencTBure.

UcknioyeHue IP & AC



MepenanTte B pasgen "Ucknwoyvenme IP & AC".
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UckniovyeHue IP

Mepenante B pasaen "NcknoveHne IP & AC"-"UcknoveHue IP".
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CospaHue

B chopme co3pgaHms npasuna:

e YkaxxuTte IP/CIDR;
e YKaxuTe Ha3BaHWe npasuna;
e YKa)KuTe onncaHne npasunia;

CoxpaHuTe NpaBumiIo NyTeM Ha)KaTua KHOMKKN "YCTaHOBUTb UCKOYeHNe",




PepakTupoBaHue
Ha)xmuTe Ha KHOMKY "PefakTupoBaTb UCK/OYeHNe". B hopMe pelakTMpoBaHUA nNpaBnsia eCcTb
BO3MOXXHOCTb U3MEHUTb:

* Ha3BaHWe npaBunna,
® OMnMcCaHne npasunna.

PepnakTi poBaHWe Npaeyna

IP or CIDR: 192.168.1.1

Npagwno 1

OnwucaHme K Mpasmny 1

¥YCTAHOBWMTE DSCP

CoxpaHuTe n3MeHeHNs NyTeM HaxxaTus KHomku "YctaHoButb DSCP".

YpaneHue

B cnucke UCKIIDYEHUIN HaXXMUTE Ha KHOMNKY "YOannTe UCKYeHne" 1, B NOSIBUBLLEMCS OKHE,
noaTeBepanTe Mbo OTMEHUTE yaaneHue.
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UcknioyeHne Homepos AC

Mepenante B pasgen "UcknoveHme IP & AC"-"UcknoveHne Homepos AC".
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Co3paHue

B hopme co3pgaHmsa npasuna:

e YKaxute HoMmep AC;
e YKa)knTe Ha3BaHWe nNpaBuna;
e YKaxkuTe onucaHune npasuna;

CoxpaHuTe NpaBmao NyTeM Ha)KaTua KHOMKKN "YCTaHOBUTb UCKOYeHNEe".

PepakTupoBaHue

Ha)xmuTe Ha KHOMKY "PefnakTupoBaTh Npasuno”. B hopme pefakTpoBaHUa rnpasuia ecTb
BO3MOXXHOCTb M3MEHUTb:

* Ha3BaHWe npasunna,
® OMnMcCaHKe npasunna.

(=]

CoxpaHuTe n3mMeHeHuNs NyTeM HaxxaTus KHonku "YctaHosutb DSCP".

YnaneHue

B cnucke UckIlYeHNIN HaXXMUTe Ha KHOMKY "YaanuTe Npasuio” v, B NOABMBLUEMCSH OKHE,
noaTBepanTe NMbo OTMEHUTE yaaneHue.



Ynpasnenue VIP aboHeHTaMu

Ha3HauyeHue paHHOro paspena

[laHHbIA pa3gen npefHasayeH and ynpasnaeHumsa VIP AboHeHTamu.

VIP AGOHEHTbI U UX NPUBUIIETUM

VIP AGOHeHTBI - 3TO NoakJlo4YaemMas ycayra nojib30BaTesto, KoTopas NO3BOASET MMETb CBOOOAHbIN
[OCTYM B UHTEpPHET.

Mpuennerum:

e CBOOOAHbLIN [OCTYN K NPUIOXKEHNAM Ha KOTOPbIE HAJIOXKEH 3anpeT Ha UCMOo/b30BaHueE;
e [1n9 AaHHbIX NONb30BaTENEN HE MOAKNOYAETCA PUnbTpaumns Tpaguka.

Hauano pabotsl c paspenom

Mepengute B pasgen "UckntoyeHme IP & AC"-"VIP ABoHeHTbI".
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TNecracsess 197ecH VIF sScvavion

Mpun pobasneHun VIP AboHeHTa, Ha obopynoBaHun K fobaBneHHOMY NOruMHy unum IP
npuMeHnTCS 15a4 ycnyra

Co3paHue

B bopme co3paHus VIP AboHeHTa:

e BbibepuTe B BhiNnagatoLlem cnucke tun IP unm Login;

e Ykaxxute IP nnm Login B none AGOHEHT, B 3aBUCUMOCTU OT TOr0, 4TO Bbl Bbibpanu B
BbiMadatoLLeM Cruncke;

e Bbl MOXeTe NPUMeHUTb NPaBuio K ISP 13 cnucka n BbiIbpaTh HECKONBLKO ISP namn xe HaxaTb Ha
KHOMKY "BbibpaTb BCe". EC Bbl C/ly4alHO HaX<asin KHOMKY "BbibpaTh BCe", TO HAXKMUTE Ha
KHOMNKY "CHATb BCe";

e EC/n Ball NON3YHOK BbLIKJ/IIOYEH Ha NMPUMEHEeHUN K onpegeneHHbiM ISP, To HoBoe npasuio
byneT ycTaHOBNeHO rnobanbHO Ha Bcex ISP.

AoBaBHTL noS0e B

€ Mipsmsername NpaEUn0 @ 157 @3 onecia
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CoxpaHuTte VIP AboHeHTa nyTeM Ha)kaTusa KHonky "[dobaBnTb".

PepakTupoBaHue

Haxmute Ha KHonky "PenakTnposaTth VIP AboHeHTa". B (hopMe pefakTUpOBaHUSA NpaBuia ecTb
BO3MOXXHOCTb U3MEHUTb:



* [[pyMeHeHune K onpepnesieHHbIM ISP 13 cnncka;
e YbpaTb nam gobasnTs ISP.

PegakTMpoBaHne npasuna X

IP VIF aSoHeHTa - 143.12.41.32.

' MNpuMeHETs npasuno K [SP Ma cnucka

Bubepirs ISP, ¢ xoTopomy ByasT npaMeHEsd npaEano

= isP [ Pocrensvos [7] Skyhet
| DowuPy [ MNS
BLIEPATE BCE | CHATL BCE

CoxpaHuTe nsMeHeHNs NyTem HaxxaTusa KkHonky "CoxpaHuTtb".
YpnaneHue

B cnncke VIP AGOHEHTOB HaXxMuTe Ha KHonKy "YaanuTb VIP AboHeHTa" 1, B NOSIBMBLUEMCS OKHE,
noaTBepanTe Mbo OTMEHUTE yaaneHue.
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HacTpouka ISP

Mepengute B pasgen "Mpogunam ISP n IGW"-"Cnncok ISP".



----- " CrMCOK ISP

Co3paHue ISP npocduns

Ana nobasnerHns Hosoro npoduns IGW nepengute B pasgen "lMpodunu ISP n IGW"-"0obaBuTb
npocunb ISP".

B popme ykaxuTe:

e Ima npocpuna ISP;

Beibepute 6opaep 13 NnpeacTaBneHHOrO CNNCKa;

JloruH, KoTopbin byaeT ncnonb3oBaTbCs Ha y3ne DPI;

Mpedukc ans cnnckos Ha y3ne DPI(byaeT ncnonb3oBaTbCA Kak MMS Npoduns ycayr Ha y3ne);
BbibepuTe ncnonb3syemole MOCThI BbibpaHHOro bopaepa;

BoibepuTe ObyyeHre ceTu ANna NoNyYeHUs agpecos LaHHOMO Npoguns;

YkaxuTe agpec/cetu gaHHoro ISP (npu HeobxoaumocTn).

Yo DR

Haxxmute KHonky "CoxpaHuTb nsmeHeHnsa" nnm "CoxpaHnte N OTKAIOYMTL/BKIIOYNTL".

Mo ymon4yaHuio npodunb ISP npu cosgaHum BknoyeH. Ha y3nbl DPI BbirpyxatoTca
TOJIbKO BKJIOYEHHbIE Npodunun.



PepaktupoBaHue ISP npocduns

B pasgene "Mpocnnn ISP n IGW"-"Cnucok ISP" HaxxmMuTe KHONKY "PefakTmnpoBaTb Npoguib".

OTKpoeTcs hopma co3naHns/peaakTMpoBaHma npoguns ISP, BHecuTe ,Heobxoaumble Baw,
N3MEHEHNA N HaXXMuTe KHOMKY "CoxpaHuTb naMmeHeHns" nnm "CoxpaHuTtb n OTKIKYUTL/BKOYNTL".

YnaneHnue ISP npocuns

B paspene "Mpodunn ISP n IGW"->"Cnucok ISP" HaxxmnTe KHOMNKy "YaanuTte" 1
noATBEPAUTE/OTMEHNUTE AENCTBUE.

CNUCOK ISP

0 BHuMmaHue: [lepen ypaneHvem npoduns npoBepbTe Haanyue rnpasusi, KOTopble
U CCbIIAOTCA Ha 3TOT Npodub!

Mpodunb nonucuHra

Mepengnte B pasgen "MpunoxeHns n noancuHrn"-"rMpodpunan noancnHra".



MmN MNPOHDANKE NONMWCHHNS

PepakTupoBaHue npounsa NoOJUCHUHIA

HaxxMuTe Ha KHoNKy "PefakTupoBaTh NOJANCUHI".

Mu= npodwins: isp |Bxnes)

B oTKpbIBawwenca hopme pefakTMpoBaHMA NOJNCUHTa:

e BBeauTe onuncaHue npoduns;
e Buibepute TN nonucmHra TBF/HTB (B 3aBUCMMOCTY OT BbiIOpaHHOro Tuna opmMa co
3Ha4YeHUsaMN No Knaccam byneT BbIria4eTb No-pasHoOMY)

Bbl MOXXeTe BOCMO0/1b30BaThCS aBTO3aN0JHEHNEM KOHAUIYypaLmn:

e 1na HTB Tuna: rate=8buT/c, ceil=3Ha4eHune, KoTopoe ObINO YKa3aHO B hopme

.
dBTO3aMnoJIHEHUA;

e lna TBF Tuna: rate=3Ha4vyeHue, KoTopoe 6bINO ykKa3zaHo B dopme
aBTO3anNoJ/IHEHNS.



Anda Toro, 4Tobbl COXPaHUTbL U3MEHEHUS NMPOGUNA, HAXXMUTE KHOMKY "CoxpaHnuTb npoduns" nmbo
"COXpaHUTb N OTKIIOYUTB/BKIIIOYUTL".

LO] Mo ymMonyYaHUto Npotub NOJNCUHIA OTKJTIOYEH.

YpaneHue npocduns nosIMCMHra

YoanuTb nponsib MOXKHO MO0 NyTeM HaxxaTus KHOMKKU "YaanuTb npoduns" B CNnucke npogunen
NOJIMCMHIOB B0 Ha CTpaHULe pelakTUpPOBaHWUA NPOMUIS HaxxaTueM KHoMKK "Yaanute npoguns”.

dunbtp WEB u IP

Cnucok npaBun 6J10KUPOBOK

MepenanTte B pasgen "dunbtp WEB 1 IP".

Co3pnaHue/PepakTupoBaHue npasusa 6JIOKUPOBKHM

e [1ns co3gaHmsa HOBOro NpaBuia 610KMPOBKa pecypca nepengute B pasaen "dunbtp WEB 1
IP"-"[No6aBnTb HOBOE NMpaBnao";

e [Ind BHECEHMA N3MEHEeHWI B CyLLLeCTBYIOLee NpaBuio nepenante B pasaen "®unstp WEB un IP"
N HAXXMUTE Ha KHOMKY "PefjakTupoBaTb Nnpasuio”.

B oTKkpbIBLLENCS hopMe:

BoibepuTe perynstop;

BoibepuTe KaTeropuio;

Beeaute nybnnyHoe onucaHne npasuna;
BeeauTe CKpbITOE OnucaHne npasuna;



ODOBABMTE NPABND #NEW

Ha npanina

Pecype
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B chopme npoBepku/Banmaauum pecypca BBeanuTe pecypc 1 Boibepute ero Tun:

e B cnyvae, ecnv HeT HeobX0AMMOCTHM B MPOBEPKE/Bannpaumm pecypca Haxmute "NobasnTe B
cnmncok";

e HaxxmuTte KHonky "lNpoBepuTh". bBygeTt nponsseneH BbiBO4 UH(OPMaLMK Mo pecypcy, KOTOPYIo
MOXXHO byaeT n06aBUTb B CMUCOK BIOKMPOBOK MO 3TOMY MPaBUly HaXaTUeM KHOMKM
"NobaBnTb B cnncok".

(]

B noppasnene npmeaA3KK nNpasuna K npogunam ISP:

e B cnyyae, ecnm onumsa "MpuMeHNT nNpaBunno K ISP 13 cnucka" oTkK4YeHa, AaHHOE NpaBuio
cynTaeTca rnobanbHbIM U pecypcCbl N3 AaHHOMO NpaBuaa BKAYATCA B rnobanbHble CMCKN
3a010KMPOBaHHbIX PeCYpPCOoB.

e B cnyyae, ecnu onuma “MpumMeHUT npasuio K ISP 13 cnncka" BkoYeHa, AaHHOe rnpasusio
NPUMEHSETCS TOJIbKO K ISP npoduisiM, KOTOpble OTMEYeHbl B JAHHOM NpaBujie n pecypcbl 13
LaHHOr0 NpaBuia BK/OYAOTCSA B CAUCKN 610KMPOBOK Mo 3TUM ISP npodunsm.

YpaneHue npaBuna 6J10KMPOBKHM

Mepengute B pasgen «dunbTp WEB u IP» 1 HaXXMUTE Ha KHOMKY «PelakTUpoBaTb NPaBuio».
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WEHAR QRAETAR
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BHumaHue: MNepep yganeHnem ybegmtech, YTO JaHHOE NPaBUIO He CCbinaeTcs Ha ISP
npodunu.

NMpoBepka AOMeHa

Mepengute B pasgen "®unbtp WEB 1 IP"->"TposepuTb AOoMeH".

(]

B none BBoga "lNpoBepka pecypca” Beeante URL pecypca, nHopMaL Mo 0 KOTopoM Bbl xoTuTte
NPOBEPUTb, U HaXXMUTE KHONKY "MpoBepuTb". Mo (hopMoi BbIBEAETCA MHPOPMALINSA O BBELEHHOM
Bamu pecypce:

e SSL/TLS, Tvn 610KMPOBKY;

e NIHdopmaums o cepTudukaTe;

e Cnucok DNS;

e PeKOMeHAaumnmn 0 3Ha4YeHUNAX, KOTOpble HY>XXHO NCMO0Nb30BaTb A5 6J0KMPOBKN faHHOMO

pecypca.



NPOBEPHTE AOMEH
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Mouck no 6a3ze (cpenou npasun 61OKMPOBKHU)

Mepengute B pa3gen "dunbtp WEB 1 IP"-"Mownck no 6aze".

B none "IP,CIDR,[JoMmeH, KOMMeHTapuin" BBEAUTE 3HAYEHME B COOTBETCTBMM C NOACKA3KaMu BBEPXY
CTpaHuubl, BbibepuTe TN noucka: MonHbi TekcT, Mo pecypcamum nam Mo onncaHuno. HaxxmuTe Ha
KHOMKY "Mounck".

B pe3ynbTaTe noucka oTobpassTcs Bce NpaBuia 6J10KMPOBOK, KOTOPbIE COOTBETCTBYIOT BbiGpaHHbIM
napameTpaM Mnoucka.



PR NOWCE MD BAJE

Praymitatid nHzEl Grm lecsook com’

Benblh CNUCOK

Cnucok npasun 6enoro cnucka

MepenanTe B pa3aen "benbin cnmcok".

[ BENGIA CMWCOK

Co3paHue/PepakTupoBaHue 6enoro cnucka

e Ina co3paHus HOBOro npasuia 6enoro cnvcka nepenante B pasgen "benbin
cnncok"-"[obaBnTb HOBOE NpPaBnIo";

e [1nA BHECEHUNS N3MEHEHMI B CYLLECTBYIOLLLEE NPaBWIo nepenaunTe B pasaen "benbin CANCoK" 1
Ha)XMUTe Ha KHOMKY "PefakTupoBaTb Npasunio”.

B oTKpbIBLLENCS hopMe:

e BuibepuTte peryndatop;

e BbibepucTe KaTeropuio;

e Beegute nybnnyHoe onmcaHne npasuna;
e BBeanTe CKpbITOE ONMCaHne npaBuna;



A AOEASHTE NPABANC #HEW

Pacypc

B Phip Pl ST 8 fabgin -  lh

B dopme npoBepku/BannaaLmMm pecypca BBeanTe pecypc 1 BbibepnuTe ero Tun:

e B cnyyae, ecnn HeT HeobXo0AMMOCTM B MPOBEPKE/Bannpaumm pecypca Haxmute "obasnts B
cnmncok";

e HaxxmuTte KHoMky "lNpoBepuTh". BygeTt nponsseneH BbiBOA NH(OPMaLMN Mo pecypcy, KOTOPYIo
MOXKHO byaeT no6aBUTb B CMUCOK BIOKMPOBOK MO 3TOMY MPaBUy HaXaTUEM KHOMKMU
"[lo6baBMTb B CMIMCOK".

CnHcoH pacypooR

€ MpeuesiiTe Npasans & 1P 13 snco
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Wy pHAn DRRCTERE

B nogpasnene npmeaA3KM nNpasuna K npogunam ISP:

¢ B cnyyae, ecnm onuma "MpumeHnT npaBunno K ISP n3 cnucka" oTKYeHa, AaHHOE NpaBuio
cymTaeTcs rnobanbHbIM 1 pecypcbl U3 4aHHOT0 NPaBua NPUMEHSAITCA KO BCeM ISP, y KOTOPbIX
BKJIIOYEH Oesbl CrnCoK.

e B cnyyae, ecnu onuma "“MpumMeHUT npasuio K ISP 13 cnncka" BkoyeHa, faHHOe rnpasuio
NPUMEHSETCA TOJIbKO K ISP npodunsiM, KOTopble OTMEeYeHbl B JaHHOM npasuJie.



YpnaneHue npasuna 6enoro cnucka

MepenanTe B pasnen «benbiin CNMCOK» 1 HAXXMUTE Ha KHOMKY «PenakTupoBaTb MpPaBuo».

CTHGOK PECYRCon

©  Apusssrmme npeseno « ISP w cneces

a

BYEHAN GEACTEA

m e —

BHuMaHue: MNepep yganeHnem ybegmtechb, 4TO JaHHOE NPaBuUIo He CCbinaeTcs Ha ISP
npocuan.

YnpaBneHue pe>xuMoM paboTbl 6enoro cnucka

Mepengnte B pasgen "benvit cnUcok"-"Pexxum".

oA
mrapans BENEM CIMCOK
L
L

BEMKRH CTHEDE ANK [R5

e [1pn BKNIIOYEHHOM r1I06anbHOM pexxnme benoro cnucka ycnyra 6esoro cnmcka NpMMeHseTcs Ha
Bce ISP npodunn n cnncku pecypcos hopMnpyTCS TONbKO 13 rnobanbHbix Npasua 6enoro



CrnNCKa;

e [pn BKJIDYEHHOM pexunmMe 6enoro cnmucka no oTaensHoMy npodgunto ISP ycnyra 6enoro cnvcka
NPUMEHAETCA TOJIbKO K ISP, y KOTOPOro OHa BKJIIOYEHA U CMUCKN PeCypCcoB (hOpMUPYIOTCS
TONbKO 13 npaBua 6enoro cNncka, B KOTOPbIX 0TMeYeH 3ToT ISP npodue;

e B cnyyvae KOMOMHaALMW BKJIIOYEHHbIX peXnMoB rinobanbHoro 6enoro cnnucka n 6rnnoro cnucka
no oTaenbHoMy nNpoduto ISP nponcxoauT KOHKaTeHaUms CIUCKOB pecypcoB AN rnobanbHbix
npaBua 1 NpPaBwuJi, B KOTOPbIX 0TMeYeH ISP npodunb. Ind ocTanbHbIX ISP npuMeHsaeTca ycnyra
6en10ro cnmcka ¢ UCnosib3oBaHNeEM TObKO rnobasnbHbiX NpaBu 6enoro cnmcka.

Mounck no base (rnodanbHbIN)
Mepenante B pa3zaen "Mounck no 6aze".
B none "IP,CIDR,JomeH, KomMeHTapuin" BBeAUTE 3Ha4YeHNE B COOTBETCTBUM C NOACKA3KaMMN BBEPXY

CTpaHuubl, BbibepuTe TUN noucka: MonHbi TekcT, Mo pecypcamu nam Mo onucaHunio. HaxxmuTe Ha
KHonMky "Mownck".

B pe3ynbTaTe noncka oTobpasaTcsa Bce NpaBuna (C ykasaHWeM Tuna npasuna), KoTopble
COOTBETCTBYIOT BbIOPAHHbLIM NMapamMeTpaM noucka.

rrimira MCHCK MO BASE

Paagnerari nowces mam A3 16044

MoOHMTOpPUHI 3apay

Mepengute B pasgen "CoctosiHne cuctemsbl".
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FFLRArL COCTOAHKME CHCTEMB!

B naHHOM pa3gene oTobpaxkaeTcs ovepenb BbIMONHEHUS 3a4ay, CTaTyC U BpeMs. [1na Toro, 4Tobbl
yBUAETb AeTasin BbINOJIHEHNSA 3a[4a4M HaXXMUTe Ha "[eTann 3agayn”.

Jlormn

Jlorn no naHHoMy pasfaesny XpaHsaTcs B pannax:

/var/www/html/dpiui2/backend/storage/logs/ulr*.log

YpoBeHb geTanusaumm noros 3agaetcs onunen ULR LOAD LOG LEVEL B .env panse
KOH(Urypauuu.
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