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Pa3bop Tpacduka

ObopypoBaHue

[na HaCTPONKM KoppekTHoM paboTbl pa3aena Pa3bopa Tpaduka Heobxoammo 0obaBuTb
obopypoBaHue Tnna "Cepsep pa3bopa Pcap" B pa3aen YnpasnieHnsa cnucka obopyaoBaHums.

KoHdwmrypaumsa obopyaoBaHus ona pasbopa Tpaguka:

1. Mpoueccop (CPU) 2.5TTy, 2 wT

2. OnepaTtumBHasa namaTtb (RAM) oT 4 T6
3. XecTkun guck (HDD) ot 100 I'6

4. OnepaumoHHas cuctema Ubuntu 20.04

Insi yCTaHOBKM HEoBXoAMMbIX A5 paboThl yTUAMT HEOOXOANMO BbINOJIHUTL CNEAYIOLLYI0 KOMaHAY:

apt install wireshark tshark sox

Paspen

Ina nepexopna B pa3aen pasbopa Tpadduka B MeHIO NnepenanTe B pa3aen "3akoHHbIN
nepexsaT"-"Pa3bop Tpagumka"-"Pa3zbopa Tpatuka".


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:u%D0%B3ser_guide:lawful_interception:traffic_decode
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:u%D0%B3ser_guide:equipment_management:list
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Pa3znen Pasbopa Tpagmka BbIrISANT Kak Ha PUCYHKE HUMXKeE.
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3agayn ons Pasbopa Tpaduka HaxoasTCsA B N1€BON 4YacCTu CTpaHmMubl Pa3bopa Tpaduka.

Co3paHue 3apayum

na co3paHma HoBow 3adaym Pasbopa Tpadmka HaXXMUTe Ha KHOMKyY "+" B Tynnbape Hag CMCKOM

CYLLECTBYOLMX 3aau.



Dopmalco3faH s
3apauu

B oTKpbIBLLENCS hopMe co3haHMA 3afadn BBeAUTE:

e Ha3BaHue 3a8a4n
e OnncaHne 3aga4un

Ha)xmuTte KHomnky "CoxpaHuTb".

PepakTupoBaHue 3apauu

Onsa pefakTMpoBaHUA 3a4a4n HAXXKMUTE Ha KHOMKY pedakTUPOBaHUA HanpoTuB CyU.leCTBleU.lEIZ
3ajadu.




B oTKpbIBLUEACA hopMe peaaKTUPOBaHMS 3a4aun N3MEHNTE:

e Ha3BaHue 3a4a4n
e OnncaHne 3aga4un

Haxxmute KHonky "CoxpaHuTtb".

YpaneHue 3apgavm

Ans yoaneHns 3agaqyvm HaXXMUTE Ha KHOMKY "YaanuTe" HanpoTMB CyLLeCcTBYOWEN 3a4a4m 1
noaTeepauTe nmbo OTMEHUTE AENCTBME.
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®aiinbl ons Pasbopa Tpadrka HaxoaaTCs B LEHTPAIbHOM YaCTM CTpaHuULbl Pasbopa Tpaduka.

JobaBneHue danna

Ona nobasneHusa HoBoro anna ansa Pasbopa Tpaduka HaXXMUTE Ha KHOMKY "+" B Tynnbape Hag
Cnuckom fobaBneHHbIX (hainnos.



D Poap-thain

Hamnané 4Tolbi S0y TH WA NEQETIWATE G faan

Hazsaesee

Ormcassse

Thite pasfopa Wb, Dns, Mail, Vaip, Fip

T M CoxpasuTe

B oTkpbiBencs thopme gobaBneHuns danna:
e 3arpysuTe uav nepeTawimTe pcap-hann;
e [pn HeobxoaMMOCTK 3afanTe oTobparkaemoe Ha3BaHMEe U onucaHue ons danna;
e YKaxxuTe Heobxoammble Tunbl pazbopa Tpaduka (Web,Dns,Mail,Voip,Ftp);

Haxxmute kKHonky "CoxpaHuTtb".
PepakTtupoBaHue danna

Ons penakTupoBaHua anna ans Pasbopa Tpaduka HaXKMUTE Ha KHOMKY pefakTUpPOBaHMA HanpoTuB
cywiecTsytoLlero tanna.

[ Peap-dhain

Hamwmwme yTobbs JarpyIuTE WNK NEpETALMTE CHILA hadn

minidpl_udpl_1030115046_00000000 peap

minidpi_udpi_1030115046_00000000 pcap

Wab, Dns, Mail, Vioip, Fip

OTMEHATE CoxpannTe




B oTKpbIBLLEACA hopMe peaaKTUPOBaHUS (aitia MOXKHO N3MEHUTb:

e OTobpakaemoe Ha3BaHue hanna;
e OnncaHwue anna;
e Tunbl pa3bopa Tpaduka (Web,Dns,Mail,Voip,Ftp);

Haxxmute kKHonky "CoxpaHuTtb".

B cnyyae, ecnm 6binm BHECEHBI 3MEHEHNS B TUMbI pa3bopa Tpaduka - Ha 3KpaHe NosaBMTCA dhopMa
NnoATBEPXAEHMA nepe3anycka pa3bopa Tpaduka ans sToro anna.

Ypnaneuue dpauna

Anda ynaneHusa anna HaXXMmUTe Ha KHOMKY "YAanuTb" HanpoTMB CyLlecTBytowero anna v
noaTeepauTe nMbo OTMEHUTE AENCTBME.

Mepe3anyck pa3bopa danna

Ina nepe3sanycka pa3bopa danna:

1. BoibepuTte HeobxoamMMbIN han U3 CNUCKa;
2. HaxxmuTe Ha KHOMKY nepe3anycka pa3bopa B Tynbape;
3. NoaTteepanTe NMbO OTMEHUTE OeNCTBUE.



WmnopT cdbannos u3 paspena 3axsaTta Tpacduka

®annbl gns pasbopa Tpagrka MOXXHO MMMOPTUPOBATL U3 pasfena "3axBaT Tpaduka".

MepenanTe B pa3aen "3akoHHbIN nepexBaT"-"3axBaT Tpaduka".
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B cnucke thannos BbibepuTe annbl, KOTopble HEO6X0ANMO pa3obpaTh U HAXKMUTE KHOMKY pa3bopa.

B oTKpbIBLLENCS hOopME:

* Boibepute 3agady Pazbopa Tpaduka, B KOTopyto ByayT MMNOPTMPOBaHLI (halsbl.

e B cnyyae Bbibopa "HoBoWM 3a4aun" - BBeANTE UMSA 3alayn, KoTopasa byaeTt co3paHa npu
nMnopTe.

e Tunbl pa3bopa ons umnoptTupyemsix annos (Web,Dns,Mail,Voip,Ftp).



Jagaua Hoeaa 3agava w
]
Mua zanaum
Tunel pazbopa Web, Dns, Mail, Vioip, Fip o
OTMEHNTE

HaxxmuTe Ha KHoNKy "lMpuMeHnTb". Nocse 3aBepLleHmnsa npouecca nMnopTa (arnios NoABUTCSH OKHO C
npennoXXeHnem o nepexoe B pasgen "Pa3bop Tpaduka'.

Pe3ynbTaThl pa3bopa

Pe3ynbTaThbl pa3bopa Haxo4AaTCa B NPaBOM YacTu CTpaHuLbl Pazbopa Tpaduka.

Web

Ha Bknanoke pe3ynbTaToB pa3bopa Web oTobpaxatoTca HTTP-3anpochl.
Ha Bknagke "3anpochkl" oTobpaxatTcs "coipble” aHHble 0 3anpocax.
B Tabnvue foCTYNHbI cnefyowme JaHHble:

e [laTa 1 BpeMs 3anpoca



» Afpec 3anpoca

e Pa3mep oTBeTa B banTax

e MeTopn
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Mpn HaXxaTumn Ha KHonky "[dononHnTeIbHasa UHMopMauus o 3anpoce”(?) OTKpoeTcsa nonan ¢
LONOJIHNTESNIbHON MHOPMaL e o 3anpoce:

e AreHt

e XocCT

e Ypn

Tvn copep»Xnumoro
e KooumpoBKa

e MeTopf 3anpoca

e Ko oTBeTa

e Pa3mep oTBeTa B banTax
e [lopT oTnpaBuTens
e [lopT nony4yaTtens
e Bpemsa TCP

e [lpoTokon IP

e Bepcusa IP
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IP oTnpasuTens

IP nonyyatencs

Twn Eth

Eth oTnpasuTens

Eth nonyyaTens

NoeHTndgumkaTop anna onsa pasbopa
Nms danna gna pasbopa

NmMa anna c conepXxmmbiM 0TBETA
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Ha Bknagke "M306pakeHna" oTobpa)katoTCs 3anpochl, B B OTBET Ha KOTOPbIe BO3paLLaanch
n306paxxeHus.
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Mewce

en kremlin.rs en.kremlin.ru &n kremilin.mn en kremlinmn

&n kramlin ru static kramlin.ru static kramiin ru

e kremlin s static krambin & kremiin.n an kramdin
< % - = F Ha cTparug 100 bl
DNS
Ha Bknagke pe3ynbTaToB pa3bopa DNS oTobparkatoTca XOCThl.

B Tabnuue foCTynHbl cnefyolne AaHHbIe:

e [laTa 1 Bpem4d 3anpoca
e XocCT



Mpwn Ha)kaTun Ha KHoMky "[ononHuTeNnbHaa nHgopMaumusa o 3anpoce”(?) oTkpoeTcsa nonan ¢
AOMONHNTENbHOWN NHOPMaLMen 0 3anpoce:

e CnunCoK X0CTOB

e Cnuncok afpecos

e Cnncok ceptncrkKaTos
HaTa 3anpoca

¢ Bpems oTBeTa

e [lopT oTnpasuTens

e [lopT nonyyaTtens

e [IpoTokon IP

e Bepcusa IP

¢ [P oTnpasuTens

¢ [P nony4yaTtens

e Tun Eth

e Eth oTnpasuTens

e Eth nonyyaTens

e lpeHTUUKaTOpP 3anpucu
e NoeHTudukaTtop anna gna pasbopa
e Ima chanina ans pasbopa
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Ha Bknaake pesynbTaToB pa3bopa MAIL oTnpaBieHHble/NoaydYeHHble Email-bi.
B Tabnvue foOCTYNHbI Cnefyowme gaHHble:

e [laTa 1 BpeMs OTNPaBKW/NONYHEHUS;
e OTnpaBuTesb

e [lonyyatenb

e Tema nucbma
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Mpun Ha)kaTuKM Ha KHoMKy Coaep>XXMMOro NCbMa OTKPOETCS nonan B KOTOPOM AOCTYMHbI:

e OTnpasuTesb

e [lony4aTesb

e TeMa nucbma

e TeKCT nNucbma

e CNNCOK NPUIOXKEHHbIX halnnoB K MMCbMY (MOXXHO CKavaTb)

vk T E
CrmpasuTen. Trd vl Sren
NoryaTee e LTV Te T
Teaaa

a) =]

MpK HaXKaTUKM Ha KHOMKY [ONoNHUTENbHON MHopMaLmK(?) OTKPOeTCs nonan ¢ AOMNOJHUTENbHON



nHopMaLMen o NucbMe:

e [TopT oTnpaBuTens

e [lopT nony4vyaTens

e [IpoTokon IP

e Bepcusa IP

e [P oTnpasuTens

e [P nony4yaTtens

e Tun Eth

e Eth oTnpasuTens

e Eth nonyyaTens

e OTnpaBuTeENb

e [ony4yatenb

e Tema

e lpeHTUUKaTop NUCbMa

e AreHT nosnb3oBaTens

e Bepcua MIME

e Tn cogep>xmMmoro

o fA3bIK

e CocTaBHOM TVN

e Tin COCTaBHOr0 COLEPXNMOTO

e KoOupoBKa COCTaBHOIr0 COLEPXXNUMOro
e [Incrno3numna COCTaBHOro COLEPXKMMOro
e /ipeHTnMKaTop 3anpucu

e NoeHTudukaTtop anna gna pasbopa
e Vims Eml-panna

fara e P Tiarsaten. Tewa

it plain chansst=ut- B drmat=Aaws i pplication/vrd opss

Voip

Ha Bknaake pe3ynbTaToB pa3bopa Voip nHopmaLms o coBepLleHHbIX Voip-ceccusx.



B Tabauue [OCTYMHbI cnegyowmne gaHHbIe:

[aTa n Bpems ceccum
MpoAo/MHKNTENIBHOCTbL CeCCUM
Bbi3biBatOLLNI

Bbi3biBaeMbii
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Mpy HaXKaTUK Ha KHOMKY 3annci 0TKPOETCS Mornar, B KOTOPOM MOXHO MPoC/yLlwaTh ayAnMo3anncu:

¢ Bhi3blBatoLWeEro
¢ BbI3bIBAaEMOro
e KOMOMHMPOBaHHYO

Mpy HaXXKaTUK Ha KHOMKY JIory 3anpocoB OTKPOETCS nonan ¢ JIoraMu BCex 3anpocoB Ceccuiu.
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Mpn HaXxaTun Ha KHoMky "[dononHnTebHasa UHMopMauunsa”(?) 0OTKPOeTCa nonan ¢ A4OMNOoJIHUTENbHON
NHopMaLnen o ceccuu:

e [TopT oTnpaBuTens

e [lopT nony4aTens

e [poTokon IP

e Bepcusa IP

e |P oTnpaBuTens

e |P nonyyatens

e Tun Eth

e Eth oTnpasuTens

e Eth nonyyatens

e [1pOAOMKNTENBHOCTb CECCUM

¢ Bbi3bIBaAOLLINI

* Bbli3blBaeMbIi

e /lpeHTN(MMKaTOP 3BOHKA

e Ssrc ucxogswmm

e Ssrc BXogALWMNN

e Ha3eaHua (pannos ayamosanucen
e ipeHTndukaTop anna ansa pasbopa



Eth ompannTer E&1d:ef 14 1d a2

Eth nomyuarer 4cEe Dol 4855

pOSTTELIOETE 00-00:23 i
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| Jameos 1 Ix5H0bcOE warv [7+]
| Jamaos I IxilaSd2017 way [7+]
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Hi dhafina kv
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Ftp

Ha Bknanke pe3synbTaToB pa3bopa FTP oTobpaxxatoTcs (aisibl 0TApaBieHHbIE/NOSTyYeHble
nocpencrTeom FTP.

B Tabnuue OOCTYMHbI cneagyouine aaHHbIE:

[laTa v Bpems 3anpoca

Nmsa painna

HanpasneHue (CkaynBaHue/3arpyska)
Pa3mep anna B bantax

e ALpec KJIneHTa

e ALpec cepsepa



Rara Tar: enzamnesss  Cuiuss Fnanin Copmag

Mpu HaXXaTuUK Ha KHOMKY "JonoaHuTenbsHaa nHpopmaunsa”(?) oTKpoeTCs nonan ¢ 4OMOAHUTESIbHOW
NHopMaLmen o 3anpoce:

e [lopT oTnpasuTens

e [lopT nony4aTens

e [poTokon IP

e Bepcusa IP

e |P oTnpaBuTens

e |P nonyyatens

e Tun Eth

e Eth oTnpasuTens

e Eth nonyyatens

e Ima hanna

e [InpekTopua Ftp

e Pasmep (hanna B banTax
e HanpaBneHune

e NoneHTudukaTtop anna gna pasbopa
e Gann oTBeTa



d

i TP 152 BB EL.13

P—— P NaaTeA TGRS
B Web (28) T A 00309603
y
B 1wt 1410 o2
e Auin
7 defe De TR 40 56
a Mnthopaaunm Fip
310 M0 065200 migka v deing taceee st g
HNADNMIE2 N PEkAE [Jepacraps Flp F T { ipubdimagasC 0N
0N 0EER20 Lk sip hadng ¥ 127441
M ANN 00 MA-MO — Gepsimare

pwamorszo  orng I

10 MMOE0N  Akwe

"

=t Eancenwr
DN NER2 M shisn i e

NN OKR M Fancely Fanpith

Jlorn pasbopa Tpaduka

Ina nepexopga B pa3aen noros pasbopa Tpaduka B MEHIO NepengnTe B pasnen "3akoHHbIN
nepexsaT"-"Pa3bop Tpaguka"-"Jlorn pasbopa Tpaduka".
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Pa3zgen Jloros pa3bopa Tpaduka BbIrNSANT KaK Ha PUCYHKE HIXKeE.



‘4— = - CEAT DP = miniDP1 - o O SR TR J.G-x slEEE

i

At MEPERERY | 106 Pl TEmasen CEHOnATE CNADIE
o Aagan ‘""
» Lol
A e pastepn s YAARWTE
LSS s B o - IR0y
= a - ° = ;
&+ m MITETIEEE P Vphanf el ™ Frra— L
& . CUrENMER  Fe Upbaint il L3 Frrw— L]
& I FET N T LindiF el = - L]
L CONTEE AR Pap [ 9 - L]
m AITEN REW  Pop b el e prv— L]
m TR NN Fop Ut el [ T [ 3]
m AT MR Pop Unbess el W o L]
m GITED EE  Pop Pornlantiedlom L3 v [ 3|
m CUTET MM Pop Peryy s way. [e— NpePDTR MHPOPMALIAH g &
m GUTET NN P L ] - rremn Sdnmnes & 4
m CUrETIEWE  Fap L ] o re— L
FT CUNFEN MR Pl ke - f— & 4
i GaiFE R P [ [ va— L]
i CalTEE e P Dmcedniatin oy L L]
m GAITE MR Pop Dceamianion i - v— L]
m AT MW Pop Dmcemsbaion [ A e 0
. iﬂ;ﬂ;'":-ﬁ‘__ - MoeTRamHETH = s ~Enawegree aanmed — . s

nEpERO HA CTRBHAKE



	Содержание
	19 Законный перехват
	Разбор трафика
	Оборудование
	Раздел
	Задачи
	Создание задачи
	Редактирование задачи
	Удаление задачи

	Файлы
	Добавление файла
	Редактирование файла
	Удаление файла
	Перезапуск разбора файла
	Импорт файлов из раздела захвата трафика

	Результаты разбора
	Web
	DNS
	Mail
	Voip
	Ftp


	Логи разбора трафика



