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102 OnucaHue napaMeTpoOB

RTT

Bpems npnema-nepenayn (aHrn. round-trip time, RTT) — 370 BpeMs, 3aTpayeHHOe Ha OTNpPaBKy
CUrHana, Nc BpeMs, KoTopoe TpebyeTca And NOATBEPXKAEHUS, YTO CUrHaN Bbl Noay4eH. 3To
BpeMs 3aflep>XKu, C/iefloBaTeslbHO, COCTOUT U3 BpeMeHU nepefadn CUrHana Mexay AByMsa TOYKaMu B
npegenax ogHoro flow.

3a flow B DPI npvHMMaeTCs BCS ceTeBas akTUBHOCTb B paMkax source/destination socket (source
IP:port /destination IP:port).

Tak Kak Becb flow Mexay KAaMeHToMm 1 cepepoM npoxoant Yyepes DPI, nogcyeT RTT Ha DPI
NPOV3BOAMTCA AN ABYX HanpasJIeHUN:

1. OT knneHTa po DPI (06o3HavyeHune B GUI oT aboHeHTa)
2. OT cepBepa a0 DPI (o603HaveHne B GUI K aboHeHTY)

Peructpaumns kaxaoro Hoeoro flow Ha DPI npon3soanTcs He no coobuweHunto SYN oT nHuymatopa TCP
coenHeHmns, a npu nonydeHum oteeta SYN/ACK, noatomy nogcyeT RTT Npon3BoanTCSA ncxons us
pa3HuLbl Nepegayn n npneMa nocneaywmx coobweHnn:

KNIMeHT MOXeT ABNATLCSA CEPBEPOM, a CepBep - KINEHTOM, B 3aBUCUMOCTUN OT TOr0, KTO
nHuumnanmsupyet TCP coepgmHeHne ( TCP SYN ). CooTBeTCTBEHHO, Sloruka nogcyeta RTT Torha Toxe
MEHSeTCS, U NOACHET BeaeTcs HaobopoT.

Il Ba)xHO NoHUMaTb, 4To RTT cynTaeTca ToNbkKo ANns session-oriented ( TCP ) coegmnHeHunn. Ana UDP
noacyet RTT He npon3BoaunTCA.

RTT ot aboHeHTa oo DPI
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RTT k aGoHeHTy - oT cepBepa Ao DPI (B cnyyae ecnu 3aBepLueHne 661710 MHULLMMPOBAHO CO CTOPOHLI KJIMEHTA)
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RTT K aboHeHTy - oT cepBepa po DPI (B cnyyae ecnu 3aBepLueHue Ob1JI0 MHULMMPOBAHO CO CTOPOHLI CepBepa)
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OcobeHHocTn npoTokona TCP u pacuet RTT

B Bnay ocobeHHocTen npoTokosa TCP, BO3MOXXHO MHOXXECTBO Pa3/IMYyHbIX CUTYaLWi, BANAIOWMX Ha
noacyeT RTT gns KoHkpeTHoro flow.

RTT ot knueHTa Ao DPI gns HekoTopbix flow paBeH Hynlo
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B cnyyae, ecnn DPI He nony4mnn ACK oT knimeHTa Ha oTnpasneHHbin SYN/ACK. MonobHasa cutyauns
MOXET CNYYUTbCHA MO HECKOJIbKUM MPUYMHAM, HanpuMep, KJIMEHT pa3opBasl coeanHeHne unusnyecku,
nmbo npucnan RST. Bo Bcex noaobHbIx cnTyaumsa, DPI npocTtaBuT 3HadveHne “0” B RTT OT KAMeHTa 4o
DPI ons paHHoro flow.

RTT gnsa HekoTopbix flow NpUHUMAIOT o4YeHb DonbLuMe 3HaYeHUs (AeCATKU CeKyHa)
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Hanpumep, Takas cutyaums MoxeT BO3HUKHYTb B csiydae TCP HALF CLOSED CONNECTION
(HanonosuHy 3akpbITbin TCP), KOrga o4MH U3 Y4aCTHUKOB COeANHEHUS MpeKpaLlaeT nepenady
LaHHbIX, 0JHAKO BCe eLle MOXeT MoJly4aTb AaHHble OT yAaNeHHON CTOPOHbI. B Takom ciy4ae,
nepepatowas ctopoHa MoxeT nocsiatb FYN/ACK T0/IbKO Nocne 3aBeplueHns nepefayn faHHbIX, B
CNeAcTBun Yero, 3HavyeHne RTT 3Ha4ynTesIbHO BO3pacTeT.

PeTpaHCMUTHI

1. O6wmn NpoLEHT peTPaHCMNTOB
2. MNpoLUEHT peTpaHCMMTOB, Koraa Tpaduk oT aboHeTa
3. TpoUEHT peTpPaHCMNTOB, Koraa Tpaduk K aboHeTy
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Buakl nepesanpocos:

e TCP Retransmission - Kaccu4yeckuin TUN NOBTOPHOWN nepefayun naketos. OTnpaBuTesb NakeTa,
He NoJly4MB NOATBEPXKAEHNS NONYYEHNS OT afpecaTa Mo UCTeYeHUN Tanmepa retransmission
timer, oTnpaBAsSeT NakeT NOBTOPHO aBTOMAaTUYECKK, Npeanosiaras, 4To OH NOTEPSH Mo NyTH
cnenoBaHMs. 3HayeHVe TalMepa NoACTPanBaeTCa rMbKo 1 3aBUCUT OT KPYrOBOro BPEMEHMU



nepenayun no ceTn AN KOHKPETHOro KaHan CBA3M. Kak OH pacCYMTbIBAETCSH MOXHO Y3HaTb B
RFC6298 Computing TCP's Retransmission Timer.

e TCP Fast Retransmission - oTrnpaBuTeNb OTAPaBASET NOBTOPHO AaHHblE HEMEAIEHHO Nocne
nNpeanosIoXXeHns, 4To OTNPaBJIEHHbIE MaKeTbl MOTEPSAHbI, HE AOXNAAACh UCTEYEHUS BpeMeH!
no Tanmepy (ransmission timer). O6bI4HO TPUITrEPOM A5 3TOr0 ABAAETCA NOJyyYeHne
HECKONbKMX noapsaa (06bl4HO Tpu) Ay6nnpoBaHHbLIX NOATBEPXKAEHUI NOAYHEHNS C OAHUM 1
TeM e NopsaAKOBbLIM HOMepOM.Hanpumep, oTNpaBuTeNb Nepefan NnakeT C NOPsSAKOBbLIM
HOMepoM 1 1 noay4una NoATBEPXAEHME - MOPALKOBBIN HOMep noc 1, T.e. 2. OTnpasuTeNb
NMOHWMAET, YTO OT HEro XAYT C/ledyLWmnin NnakeT ¢ HOMepoM ABa. MNpeanosoXXunm, 4To
cnepyowme aBa nakeTa noTepsanch U noJiyvyaTesb Nnojly4aeT AaHHble C NOPSALKOBLIM HOMEPOM
4. MNonyyaTenb NOBTOPHO OTNPABASET NOATBEPKAEHNE C HOMEPOM 2. TNoy4nB NakeT C
HOMepOM 5, oTnpaBMTeNb BCE PaBHO OTNPABASET NOATBEPXKAEHNE C HOMepoM 2. OTNpaBuTeNb
BMANT Tpy Ay6MpoBaHHbIX MOATBEPKAEHUSA, NpeanonaraeT, 4To nakeTbl 2, 3 6blIM NOTEPSHbI
N LWIET X 3aHOBO, He O0XMNAasaCb Tanmepa.

e Spurious Retransmission - 3TOT TN NOBTOPHOW Nepeayn nossunca B sepcun 1.12 cHuddepa
Wireshark v 03Ha4vaeT, 4TO OTNpaBuTesib NOBTOPHO OTNPABJIAET NaKeTbl, HA KOTOpble
nony4yaTesb y)Xe 0TNpaBua NOATBEPXKAEHNME.
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