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OnucaHume napameTpoB

RTT

Bpems npnema-nepenayn (aHrn. round-trip time, RTT) — 370 BpeMs, 3aTpayeHHOe Ha OTNpPaBKy
CUrHana, Nc BpeMs, KoTopoe TpebyeTca And NOATBEPXKAEHUS, YTO CUrHaN Bbl Noay4eH. 3To
BpeMs 3aflep>XKu, C/iefloBaTeslbHO, COCTOUT U3 BpeMeHU nepefadn CUrHana Mexay AByMsa TOYKaMu B
npegenax ogHoro flow.

3a flow B DPI npvHMMaeTCs BCS ceTeBas akTUBHOCTb B paMkax source/destination socket (source
IP:port /destination IP:port).

Tak Kak Becb flow Mexay KAaMeHToMm 1 cepepoM npoxoant Yyepes DPI, nogcyeT RTT Ha DPI
NPOV3BOAMTCA AN ABYX HanpasJIeHUN:

1. OT knneHTa po DPI (06o3HavyeHune B GUI oT aboHeHTa)
2. OT cepBepa a0 DPI (o603HaveHne B GUI K aboHeHTY)

Peructpaumns kaxaoro Hoeoro flow Ha DPI npon3soanTcs He no coobuweHunto SYN oT nHuymatopa TCP
coenHeHmns, a npu nonydeHum oteeta SYN/ACK, noatomy nogcyeT RTT Npon3BoanTCSA ncxons us
pa3HuLbl Nepegayn n npneMa nocneaywmx coobweHnn:

KNIMeHT MOXeT ABNATLCSA CEPBEPOM, a CEPBEP - KINEHTOM, B 3aBMCMMOCTW OT KOr0, KTO
nHuumnanmsupyet TCP coepgmHeHne ( TCP SYN ). CooTBeTCTBEHHO, Sloruka nogcyeta RTT Torha Toxe
MEHSeTCS, U NOACHET BeaeTcs HaobopoT.

RTT ot aboHeHTa oo DPI
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RTT kK aGoHeHTy - oT cepBepa Ao DPI (B cnyyae ecnu 3aBepLueHne 661710 MHULLMMPOBAHO CO CTOPOHLI KJIMEHTA)
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OcobeHHocTn npoTokona TCP u pacuet RTT

B Bnay ocobeHHocTen npoTokona TCP, BO3MOXXHO MHOXXECTBO Pa3IMYHbIX CUTYaLNIA, BANSIOWNX Ha
noacyet RTT onsa KoHkpeTHoro flow.

RTT ot knueHTa Ao DPI gns HekoTopbix flow paBeH Hynio
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B cnyyae, ecnm DPI He nony4un ACK oT kaneHTa Ha oTnpasieHHbin SYN/ACK. MonobHaa cutyaumsa
MOXET C/TY4UTbCA MO HECKONIbKUM MPUYNHAM, HanpuMep, KJINeHT pa3opBall CoeAnHeHne pu3nyecku,
nnbo npucnan RST. Bo Bcex nogobHbix cntyaums, DPl npocTaBuT 3HavyeHme “0” B RTT OT KAneHTa 40
DPI pnsa paHHoro flow.

RTT pnsa HekoTopbix flow NpUHMMaAIOT o4eHb DosibLUMe 3HaYeHUA (BEeCATKU CEeKyHpA)
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Hanpumep, Takas cutyaums MoxeT BO3HUKHYTb B csiydae TCP HALF CLOSED CONNECTION
(HanonosuHy 3akpbITbin TCP), KOrga o4MH U3 Y4aCTHUKOB COeANHEHUS MpeKpaLlaeT nepenady
[AaHHbIX, 0JHAKO BCE eLle MOXET NoJly4aTb AaHHble OT yAa/IeHHOW CTOPOHbLI. B Takom cnyvyae,
nepepatowas ctopoHa MoxeT nocsiatb FYN/ACK T0/IbKO Nocne 3aBeplueHns nepefayn faHHbIX, B
cnencTeun Yyero, 3HavyeHue RTT 3HaunTenbHO BO3pacTerT.

PeTpaHCMUTHI

1. O6WKin NpoLLEHT peTPaHCMNTOB 2. MPOLEHT PETPAHCMUTOB Koraa Tpaduk oT aboHeTa 3. MpoueHT
PETPAHCMUTOB Korfla Tpaduk K aboHeTy
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Buabl nepesanpocos:

e TCP Retransmission - Knaccu4yeckuin TUn NOBTOPHOWN nepefayun naketos. OTnpaBuTesb NakeTa,
He NoJly4ynB NOATBEPXKAEHUSA MNONYYEeHMA OT afpecaTa N0 UCTeYeHUN Talmepa retransmission
timer, oTnpaBAsSeT NakeT NOBTOPHO aBTOMAaTUYECKK, Npeanoaras, 4To OH NOTEPSH Mo NyTH
cnefoBaHMs. 3HavYeHne TanMepa NoACTpanBaeTCs rmbko 1 3aBUCUT OT KPYroBOro BPEMEHN
nepenayun no ceTu AN KOHKPETHOro KaHan CBA3M. Kak OH pacCYMTbIBAETCSH MOXHO Y3HaTb B
RFC6298 Computing TCP's Retransmission Timer.



e TCP Fast Retransmission - oTrnpaBuTeNb OTNPaBASET NOBTOPHO AaHHbIE HEMEONEHHO Nocne
NpeanosioXXeHns, 4TO OTNPaBJ/IEHHbIE MaKeTbl MOTEPSAHbI, HE AOXKXNAAACH UCTEYEHNS BPEMEHN
no Tanmmepy (ransmission timer). O6bI4HO TPUITEPOM A1 3TOro SABAAETCA MNONyYeHMe
HeCKOJIbKMX noapag (06bi4HO Tpu) Ay6AMPOBaHHbLIX NMOATBEPXKAEHWIA NONYYEHUSA C OGHUM 1
TeM Xe NopsaLKOBbLIM HOMepoM.Hanpumep, oTnpasuTens nepenan nakeT C NOPsLAKOBbIM
HoMepoM 1 1 noay4unn NOATBEPXKAEHME - MOPAAKOBLIN HOMep natC 1, T.e. 2. OTnpaBuTeNb
NMOHWMAET, YTO OT HEro XAYT CeayLWmnin NakeT ¢ HOMepoM ABa. MNpeanosoXXunMm, 4To
cnepytolime aBa nakeTa noTepsaanch 1 NosiyvyaTesb Nojly4aeT AaHHble C NOPSALAKOBLIM HOMEPOM
4. Mony4aTtesb NMOBTOPHO OTNPABASET NOATBEPKAEHNE C HOMePOM 2. [ToSly4mB nakeT ¢
HOMepOoM 5, oTnpaBuTesib BCE PaBHO OTMpaBfseT NOATBEPXKAEHNe C HoMepoM 2. OTnpasuTenb
BMAUT Tpy Ay6AMpoOBaHHbLIX NOATBEPKAEHUSA, NpeanonaraeT, YTo NakeTbl 2, 3 6bIIN NOTEPSHbI
N LWET UX 3aHOBO, He O0XMNAaACb TanMepa.

e TCP Spurious Retransmission - 3TOT TN NOBTOPHOW nepefayn NosBuaCa B sepcum 1.12
cHuddepa Wireshark n o3Ha4aeT, 4YTO OTNpPaBUTESlb MOBTOPHO OTNPABASET NaKeTbl, Ha
KOTOpble nonyyaTenb yXe OTrpasu NOATBEP)KAEHME.
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