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OnucaHume napameTpoB

RTT

Bpems npnema-nepenayn (aHrn. round-trip time, RTT) — 370 BpeMs, 3aTpayeHHOe Ha OTNpPaBKy
CUrHana, Nc BpeMs, KoTopoe TpebyeTca And NOATBEPXKAEHUS, YTO CUrHaN Bbl Noay4eH. 3To
BpeMs 3aflep>XKu, C/iefloBaTeslbHO, COCTOUT U3 BpeMeHU nepefadn CUrHana Mexay AByMsa TOYKaMu B
npegenax ogHoro flow.

3a flow B DPI npvHMMaeTCs BCS ceTeBas akTUBHOCTb B paMkax source/destination socket (source
IP:port /destination IP:port).

Tak Kak Becb flow Mexay KAaMeHToMm 1 cepepoM npoxoant Yyepes DPI, nogcyeT RTT Ha DPI
NPOV3BOAMTCA AN ABYX HanpasJIeHUN:

1. OT knneHTa po DPI (06o3HavyeHune B GUI oT aboHeHTa)
2. OT cepBepa a0 DPI (o603HaveHne B GUI K aboHeHTY)

Peructpaumns kaxaoro Hoeoro flow Ha DPI npon3soanTcs He no coobuweHunto SYN oT nHuymatopa TCP
coenHeHmns, a npu nonydeHum oteeta SYN/ACK, noatomy nogcyeT RTT Npon3BoanTCSA ncxons us
pa3HuLbl Nepegayn n npneMa nocneaywmx coobweHnn:

KnneHT MOXeT ABNATbCA CEPBEPOM, a CepBep - KIMEHTOM, B 3aBUCUMOCTU OT KOro, KTO

nHuumnanmsupyet TCP coepgmHeHne ( TCP SYN ). CooTBeTCTBEHHO, Sloruka nogcyeta RTT Torha Toxe
MEHSeTCS, U NOACHET BeaeTcs HaobopoT.

RTT ot aboHeHTa oo DPI
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RTT K aboHeHTy - oT cepBepa po DPI (B cnyyae ecnu 3aBepLueHme Ob1JI0 MUHULMMPOBAHO CO CTOPOHbI KJIMEHTa)
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OcobeHHocTn npoTokona TCP u pacuet RTT

B Bnay ocobeHHocTen npoTokona TCP, BO3MOXXHO MHOXXECTBO Pa3IMYHbIX CUTYaLUIA, BANAIOWNX Ha
nogcyeT RTT gns KoHKkpeTHoro flow.

RTT ot knueHTa Ao DPI gns HekoTopbix flow paBeH Hynlo
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B cnyyae, ecnm DPI He nonyy4un ACK oT knneHTa Ha oTrnpasneHHbin SYN/ACK. MopobHaa cutyaums
MOXeT C/TY4UTbCA MO HECKONbKUM MPUYNHAM, HanpuMep, KINeHT pa3opBal coefuHeHne pu3nyecku,
nmbo npucnan RST. Bo Bcex noaobHbix cnTyaums, DPI npocTtaBuT 3HadyeHne “0” B RTT OT KNMeHTa A0
DPI opns paHHoro flow.

RTT ansa HekoTopbix flow npuHUMaIOT oYeHb BosblUMe 3HaYeHUs (BecATKU CeKyHa)
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Hanpumep, Takaa cuTyaumns MoxeT BO3HUKHYTb B ciiyd4ae TCP HALF CLOSED CONNECTION

(HanonoBMHY 3aKpbITbin TCP), KOraa OAMH U3 YH4aCTHUKOB COEAUHEHUS NpekpallaeT nepenady
[laHHbIX, 0[JHAKO BCe eLle MOXeT MNoJly4aTb [aHHble OT yaNeHHON CTOPOHbI. B Takom cny4ae,
nepepatowas ctopoHa MoxeT nocsiatb FYN/ACK TOJIbKO Nocne 3aBepLUeHns nepefadn faHHbIX, B
CNleCTBUY Yero, 3HavyeHne RTT 3Ha4nTesIbHO BO3pacTeT.

PeTpaHCMUTHI

1. Obwmi NpoLeHT peTpaHCMUTOB 2. MPOLEHT peTpaHCMUTOB Korga Tpaduk oT aboHeTa 3. MpoueHT
PETPaHCMUTOB KOrfa Tpadumk K aboHeTy
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Buabl nepesanpocos:

e TCP Retransmission - Knaccmyeckuim TN NOBTOPHOW nepegayn nakeToB. OTnNpaBuTeNb NaKeTa,
He NOoy4MB NOATBEPXKAEHUSA NONYYEHMA OT afpecaTa No NCTeYeHumn Tanmepa retransmission
timer, oTnpaBAseT NakeT NOBTOPHO aBTOMaTUYeCKK, Npegnosiaras, 4To OH NOTEPSH Mo NyTu
cnepoBaHMs. 3HavyeHne TanMepa NoACTPanMBaeTCs rmbKo 1 3aBUCUT OT KPYroBOro BPEMEHN
nepenayun no ceTu AN KOHKPETHOro KaHan CBA3M. Kak OH pacCYMTbIBAETCSH MOXHO Y3HaTb B
RFC6298 Computing TCP's Retransmission Timer.

e TCP Fast Retransmission - oTrnpaBuTeNb OTAPaBASET NOBTOPHO AaHHblE HEMEAJIEHHO Nocne
nNpeanosioXXeHns, YTO OTNPaBJIEHHbIE MaKeTbl MOTEPSAHbI, HE AOXNAAACh UCTEYEHUS BpeMeH!
no Tanmepy (ransmission timer). O6bI4HO TPUIrrepoM Ans 3TOro ABASAETCA NoJyyYeHne
HECKONbKMX noapsaa (06bl4HO Tpu) Ay6nnpoBaHHbLIX NOATBEPKAEHUI NOAYHEHNS C OAHUM 1
TeM e NopsaAKOBbIM HOMepOM.Hanpumep, oTNpaBuTeNb Nepefan NnakeT C NOPsSAKOBbLIM
HoMepoM 1 1 Nony4nn NoATBEPXKAEHUE - NOPALKOBLIA HOMep rtoc 1, T.e. 2. OTnpasuTesb
NMOHWMAET, YTO OT HEro XAYT CledyLWmnin NakeT ¢ HOMepoM ABa. MNpeanosoXXum, 4To
cnepyowme aBa nakeTa NoTepsaanch U noJsiyvyaTesb Nojly4aeT AaHHble C NOPSALKOBLIM HOMEPOM
4. MNonyyaTenb NOBTOPHO OTNPABASET NOATBEPKAEHNE C HOMEPOM 2. Noy4nB NakeT C
HOMepOoM 5, oTnpaBMTeNb BCE PaBHO OTNPaBASET NOATBEPXKAEHNE C HOMepoM 2. OTNpaBuTeNb
BMANT Tpy Ay6aMpoBaHHbIX MOATBEPKAEHUSA, NpeAnonaraeT, 4To nakeTbl 2, 3 OblIM NOTEPSHbI



N LWIET UX 3aHOBO, He O0XMNAaACh TanMepa.

e TCP Spurious Retransmission - 3TOT TN NOBTOPHOW nepefayn NosBuaCa B sepcum 1.12
cHuddepa Wireshark n o3Ha4aeT, 4TO OTNPaBUTESlb MOBTOPHO OTNPABASET NaKeTbl, Ha
KOTOpbIE MonyYaTeNb YXXe OTNPaBua NOATBEPKAEHME.
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