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OnucaHume napameTpoB

RTT

Bpems npnema-nepenayn (aHrn. round-trip time, RTT) — 370 BpeMs, 3aTpayeHHOe Ha OTNpPaBKy
CUrHana, Nc BpeMs, KoTopoe TpebyeTca And NOATBEPXKAEHUS, YTO CUrHaN Bbl Noay4eH. 3To
BpeMs 3aflep>XKu, C/iefloBaTeslbHO, COCTOUT U3 BpeMeHU nepefadn CUrHana Mexay AByMsa TOYKaMu B
npegenax ogHoro flow.

3a flow B DPI npvHMMaeTCs BCS ceTeBas akTUBHOCTb B paMkax source/destination socket (source
IP:port /destination IP:port).

Tak Kak Becb flow Mexay KAaMeHToMm 1 cepepoM npoxoant Yyepes DPI, nogcyeT RTT Ha DPI
NPOV3BOAMTCA AN ABYX HanpasJIeHUN:

1. OT knneHTa po DPI (06o3HavyeHune B GUI oT aboHeHTa)
2. OT cepBepa a0 DPI (o603HaveHne B GUI K aboHeHTY)

Peructpaumns kaxaoro Hoeoro flow Ha DPI npon3soanTcs He no coobuweHunto SYN oT nHuymatopa TCP
coenHeHmns, a npu nonydeHum oteeta SYN/ACK, noatomy nogcyeT RTT Npon3BoanTCSA ncxons us
pa3HuLbl Nepegayn n npneMa nocneaywmx coobweHnn:

RTT ot aboHeHTa oo DPI
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RTT k aboHeHTY - oT cepBepa ao DPI (B cnyvyae ecnu 3aBepLueHue ObII0 MHULLMMPOBAHO CO CTOPOHLI KJIMEHTA)
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OcobeHHocTu RTT

B Bnay ocobeHHocTen npoTokona TCP, BO3MOXXHO MHOXXECTBO Pa3IMYHbIX CUTYaLNIA, BANSIOWNX Ha
noacyet RTT onsa KoHkpeTHoro flow.

RTT ot knueHTa Ao DPI gns HekoTopbix flow paBeH Hynio
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B cnyyae, ecnm DPI He nony4un ACK oT kaneHTa Ha oTnpasieHHbin SYN/ACK. MonobHaa cutyaumsa
MOXET C/TY4UTbCA MO HECKONIbKUM MPUYNHAM, HanpuMep, KJINeHT pa3opBall CoeAnHeHne pu3nyecku,
nnbo npucnan RST. Bo Bcex nogobHbix cntyaums, DPl npocTaBuT 3HavyeHme “0” B RTT OT KAneHTa 40
DPI pnsa paHHoro flow.

RTT pnsa HekoTopbix flow NpUHMMaAIOT o4eHb DosibLUMe 3HaYeHUA (BEeCATKU CEeKyHpA)
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Hanpumep, Takas cutyaums MoxeT BO3HUKHYTb B csiydae TCP HALF CLOSED CONNECTION
(HanonosuHy 3akpbITbin TCP), KOrga o4MH U3 Y4aCTHUKOB COeANHEHUS MpeKpaLlaeT nepenady
[AaHHbIX, 0JHAKO BCE eLle MOXET NoJly4aTb AaHHble OT yAa/IeHHOW CTOPOHbLI. B Takom cnyvyae,
nepepatowas ctopoHa MoxeT nocsiatb FYN/ACK T0/IbKO Nocne 3aBeplueHns nepefayn faHHbIX, B
cnencTeun Yyero, 3HavyeHue RTT 3HaunTenbHO BO3pacTerT.

PeTpaHCMUTHI

TCP Retransmission - KnacCu4eckuin TUn NOBTOPHOM Nepefayn nakeTos. AHaAN3Npysa Tpaduk
Wireshark BuauT fiBa nakeTa ¢ 04UHAKOBbIM NOPALKOBLIM HOMEPOM (Sequence number) n faHHbIMU C
pa3sHuuen no spemeHn. OTnpasnTesb NakeTa, He NoJly4nB NOATBEPXKAEHNS NOJyYeHUs OT agpecaTa
no uctevyeHnn Tanmmepa retransmission timer, oTnpaBAsSeT NakeT NOBTOPHO aBTOMATUYECKH,
npegnonaras, 4To OH NOTEPSAH MO NyTU CnefoBaHMA. 3Ha4YeHMe TaMepa NoACTpanBaeTCsa rmbko un
3aBUCUT OT KPYroBOro BpeMeHu nepefayv no CeTn Ana KOHKPETHOro KaHas cBA3n. Kak oH
paccynTbiBaeTCA MOXHO y3HaTb B RFC6298 Computing TCP's Retransmission Timer.

TCP Fast Retransmission - oTnpaBuTesib 0OTNpaBaseT NOBTOPHO AaHHbIE HEMELJIEHHO nocne
NPeLnonoXXeHWs, YTO OTrNPaBeHHbIE NaKeTbl NOTePsHbI, He JOXUAAACh NCTEYEHUS BPEMEHN MO
TanMmepy (ransmission timer). O6bI4HO TPUrrepom A8 3TOro ABASETCA NoNyYeHNe HECKObKUX
noapsas (06bi4HO Tpy) Ay6AMPOBaHHBLIX MOATBEPXAEHWU NOYHEHUSA C OAHUM U TEM XXe NOPSLKOBbIM
HOMEpPOM.

Hanpumep, oTnpaBuTenb nepefan nakeT C NOPAAKOBbIM HOMEpPOM 1 1 noayyun NnoaTBepxaeHune -
nopsaKoBbIn HoMep ntoc 1, T.e. 2. OTNpaBuTeb MOHUMAET, YTO OT HEr0 XAYT C/eAyoLWmMi NakeT ¢
HoOMepoM ABa. [peanonoXuM, 4To CnegyoLine ABa NakeTa NOTEPAAUCH M NoJyvaTenb noay4vaeT
[aHHble C NOPAAKOBLIM HOMepoM 4. lNony4yaTeNb NOBTOPHO OTNPaBASET NOATBEPXKAEHNE C HOMEPOM
2. Mony4nB NakeT C HOMEPOM 5, oTnNpaBMTENb BCE PaBHO OTNPAaBASET NOATBEPKAEHNE C HOMEPOM 2.
OTnpaBuTENb BUAMT TPY AYOANPOBAHHbIX MOATBEPXKAEHUS, MPeANoaaraeT, YTo NakeThl 2, 3 Hbian
NOTEPSAHbI 1 WET UX 3aHOBO, He AoXnaasack Tanmepa. TCP Spurious Retransmission
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TCP Spurious Retransmission - 3TOT TN NOBTOPHOW Nepenayv nosasuca B Bepcun 1.12 cHuddepa
Wireshark v 03Ha4yaeT, 4TO OTNpaBMTesib NOBTOPHO OTMNPAaBJIAET NakeTbl, HA KOTOPbIe NosyyYaTenb

Y>Xe OTrnpaBui NoATBEPXAEHNE.
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