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5 JSON-RPC API OnucaHue nporpaMMHOro uHtepdgenca

OnucaHue

Bce 3anpockl Ha cepeep oTnpasnsoTca metogom POST no agpecy https://your_host/api/jsonrpc. B
3aro/ioBKax 0TBeTa nepenatoTcs "nevyeHbkmn". ix Heobxoammo nepenaBaTb BO BCEX MOCAEAYOLLMNX
3anpocax.

B Tene 3anpoca nepepaeTca MaccuB [] 06BbEKTOB TuNa

MpumMep 3anpoca:

{

"jsonrpc":"2.0",

"method":"Api GetAppVersion", -- Wmsa meTonda

"params":{}, -- OOBEKT C NnapameTpamu

"id":1515659482430 - wnaeHTuduUkKaTop 3anpoca (MoXeT bbiTb Ntoboe cayyanHoe Ynco)
}

Ecnn B 3anpoce nepenaH MaCCUB M3 HECKONbKUNX 06bEeKkToB, B OTBETE 6y}J.ET Maccus. Ecnn B 3anpoce
nepenaH Maccms N3 0gHOro obbekTa, B 0TBETE BEepHeTCA OanH 00bEeKT, He MaccuB.

MpuMeyaHme: perncTp 1 TN napaMeTpoB UMeeT 3HaYeHMe.

lNpumep oTBeTa:

{
"jsonrpc":"2.0",
"id":1515659482430, -- naeHTUdUKATOP 3afaHHbLIA NpKU 3anpoce
"result":{
"success":true, -- pesynbTaT (6yneBo 3HaYEHNE)
"data":"2.0.0" -- paHHble (CTPOKa, Maccus, 0OBLEKT)
}
}

OTBET MOXET BEPHYTbCA C oLnbKoi. OWwmnbKMN noapasfensioTcs Ha ABe KaTeropum:

e [nobanbHble - 06pabaTbiBalOTCA Ha YPOBHE MOAY A json-rpc. Hanpumep, nepefaHbl HEBEPHbIE
napameTpbl. OwnbKa BLIBOAWUTCA B MOJE €rror.

{
"jsonrpc":"2.0",
"id":1515660273515,

"error":{
"code" :6000),
"message":"Invalid parameters",
"data": {

"errors":|



“code":"required field",

"message": "He nepepaH nnbo nycton oba3aTensHbI MapamMeTp”,
“object name":"Test"

}

* JlokanbHble - 06pabaTbiBalOTCA Ha ypOBHe Api BHYTPU Bbi3biBaeMow (hyHKLUMW. Hanpumep,
ownbkn 3anuncu B b. Owmnbka BeiBOAUTCA B none result.error. Mpu 3ToM result.success = false.

{
"jsonrpc":"2.0",
"id":1515660902722,

"result":{
"success":false,
"error":{

"code":-203,

msg":"Duplicate entry"
}

"data":null

HeckonbKo npuMepoB 3anpocos ¢ ucnosnb3osaHnem CURL

Mony4nTb BEPCUIO MPUIOXKEHNS:

curl -b cookie.txt -c cookie.txt -X POST -k
"https://192.168.1.123/api/jsonrpc' --data

-1
"[{"jsonrpc":"2.0","method":"Api GetAppVersion
88}1"

“,"params":{},"id":15634364952

BbinonHUTL dBTOPM3aLnto:

curl -b cookie.txt -c cookie.txt -X POST -k
"https://192.168.1.123/api/jsonrpc' --data
‘[{"jsonrpc":"2.0","method":"Api Login", "params
rd":"vasexperts", "remember":t
rue},"id":1563438645838}]"

-1

":{"username":"admin", "passwo

Mony4nTb hann KoHgpurypauum DPI:

curl -b cookie.txt -c cookie.txt -X POST -k -i
"https://192.168.1.123/api/jsonrpc' --data



1 [{IIJ' SOﬂFpC" . ||2 ) OII ) "methOd" . "Api_GetDpiCOnfig

8913831}]"
Obwme pyHKUUM
Api_GetAppVersion

BbIBOOMT BEPCUIO NPUNOIKEHNS.
MapameTpbl OTCYTCTBYIOT.

MNpumep 3anpoca:

[{
"jsonrpc":"2.0",
"method":"Api GetAppVersion",
"params":{},
"1d":1515659482430

H

Mpumep oTBeTa:

{
“jsonrpc":"2.0",
"id":1515659482430),
"result":{
"success":true,
"data":"2.0.0"
}
}
Api_GetDics

BblBOAUT cnoBapu.

MapameTpbl:

* DicsKeys - Array:CnmcoK naeHTUNKaToOpPOB C/ioBapen

lMpumep 3anpoca:

[

"jsonrpc":"2.0",
“method":"Api GetDics",
"params":{},

, "params

":{"Id":1},"id":156344

. Mo YMOJ1HaHWUIO BbIBOOUT BCE.



"1d":1515921551526
]

Mpnmep oTBeTa:

{
“jsonrpc":"2.0",
"id":1515921551526,
"result":{
"success":true,
"data":{
"RolesDic":{
"1":{
"dic id":"1",
"value": "AgmuHucTpaTtop"
}
b
"HardwaresDic":{
"1":{
"dic_id":"1",
"value": "TecToBbIN CTEHAO. 34",
"ip":"x.x.x.x",
"port":"22",
"login":"dpisu"
b
2"
"dic_id":"2",
"value": "Paboyunn cteHp .83 !",
"iptity.y.y.y",
"port":"22",
“login":"dpisu"
}
}
}
¥
}

®YHKUUM ayTeHTU(PUKALUUN U ABTOPU3ALIUU

e Api_Auth
e Api_Login
e Api_Logout

Api_Auth

HDOBepﬂeT N BbIBOAWUT pPe3yNbTaT: aBTOPMU30BaH MOJZIb30BaTEJlb UJIN HET.

MapaMeTpbl OTCYTCTBYIOT.



lMpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api Auth",
"params":{
b
"id":1515661809137

}

]

I'Ipleep OTBETa, €CJZin NoJIb30BaTEJIb HE aBTOPWNU30BaH:

{
"jsonrpc":"2.0",
"1id":1515661809137,
"error":{
"code":7000,
"message” :"Unauthorized"
}
}

MpvMep 0TBETA, €C/N NOJIb30BaTE/b aBTOPV30BaH

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data":{
"username":"admin"
}
}
}
Api_Login

ABTOpU3yeT noJib3oBaTens
MNapameTpbl:

e username - string:nMa Nonb30BaTeENS
e password - string:naposb
e remember - bool:naponb



lMpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api Login",
"params":{
"username":"admin",
"password":"vasexperts",
"remember" :true
s
"id":1515662219320
}

[MpruMep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662219320,
"result":{
"success":true,
"data":{
"username": "admin"
}
}
}

lMpnMep HeycnewHoro oTeBeTa:

{
"jsonrpc":"2.0",
"id":1515662233320,
"result":{
"success":false,
"error":{
"code":404,
"msg":"Invalid credentials"
I
"data":null
}
}

Ecnn aBTopM3aumsa nNpoLna yCrewHo, B 3arojloBKax OTBETa nepenatnTca "nevyeHbkn". x
HeobxoaMMO NepefaBaTh BO BCEX MOCAEAYIOLNX 3anpoCcax.



Api_Logout

[leaBTOpM3aLlyeT TEKYLLEro nojb3oBaTens.
MapameTpbl OTCYTCTBYIOT.

lMpumMep 3anpoca:

[

{
“jsonrpc":"2.0",
“method":"Api Logout",
"params":{
}I
“1d":1515662234646

}

YnpaBneHnue npoduneMm nonb3oBaTtens

e Api_GetMyProfile
e Api_SaveMyProfile
e Api_ChangeMyPassword

Api_GetMyProfile

BblBOAUT Npoub Nonb3oBaTens.
MapamMeTpbl OTCYTCTBYIOT.

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api GetMyProfile",
"params":{
b
"id":1515661809137

}

]

Mpumep ycnewHoro oTeeTa:

{



"jsonrpc":"2.0",
"id":1515662165576,

"result":{

"success":true,

"data": {
"user id": "1",
"username": "admin",
“name": "Crtporun C.C.",
"email": "email@email.ru",
"phone": "2-2-2",
“company": "VasExpert",
"position": "AOMUH"

}

Api_SaveMyProfile

i3meHeHre npouns nosib3oBaTens
MNapameTpbl:
e MyProfile - object:monens nonb3oBaTens

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api SaveMyProfile",
"params":{
"MyProfile":{
"user id": "1",
"username": "admin",
“name": "Ctporun C.C.",
"email": "email@email.ru",
“phone": "2-2-2",
"company": "VasExpert",
"position": "Agmun"
}
¥,
"id":1515661809137
}

]
Mpumep ycnewHoro oTeeTa:

{



"jsonrpc":"2.0",
"id":1515662165576,

"result":{

"success":true,

"data": {
"user id": "1",
"username": "admin",
“name": "Crtporun C.C.",
"email": "email@email.ru",
"phone": "2-2-2",
“company": "VasExpert",
"position": "AOMUH"

}

Api_ChangeMyPassword

i3meHeHre naposis Nonb3oBaTens.
MNapameTpbl:

e OldPassword - object:cTapbii naposb
e NewPassword - string:HOBbIN Napob

lMpumMep 3anpoca:

[

"jsonrpc":"2.0",

"method":"Api SaveMyProfile",

"params":{
"OldPassword":"vasexperts",

"NewPassword":"vasexpertsl"

¥,

"id":1515661809137

[Mpumep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",

"id":1515662165576,

"result":{
"success":true,
"data": {



"user id": "1",
"username": "admin",
"name": "Ctporun C.C.",
"email": "email@email.ru",
"phone": "2-2-2",
“company": "VasExpert",
"position": "AgomuH",
"password":
"$2y$10$t/PdsQVXr927wyunbdET1. EHtuxTBg4iKmtH1J4j fmUOXR4qPUANuU"
}
}

VnpaBneHue noJib3oBaTeAMU

e Api_GetUsers
* Api_SaveUser
e Api_DeleteUser

Api_GetUsers

MonyyeHne cnucka nosib3oBaTenen.
MNapameTpbl:
e |d - int:ngeHTUMKaTOP NoNb3oBaTeNs(HeobsA3aTeNbHbIN NapamMeTp)

MprMep 3anpoca ¢ NAEHTUPUKATOPOM M0Jib30BaTeNS

[

{
"jsonrpc":"2.0",
"“method":"Api GetUsers",
"params":{
"Id":1
I
"id":1515661809137
}

]

MpumMep yCnewHoro oTBeTa Ha 3anpoc C MAeHTU(PUKATOPOM MoJSib30BaTENS:

{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{



"success":true,

"data": {

"user id": "1",

"username": "admin",

"name": "Ctporun C.C.",

"email": "email@email.ru",

"phone": "2-2-2",

“company": "VasExpert",

"position": "AgmuH",

"role sections": "hardware.read,hardware.write,..."
}

MpyMep yCnewHoro oTBeTa Ha 3anpoc 6e3 NnapamMeTPoB:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": [
{
"user id": "1",
"username": "admin",
“name": "Ctporun C.C.",
"email": "email@email.ru",
“phone": "2-2-2",
"company": "VasExpert",
"position": "AgMuH",
"“role sections": "hardware.read,hardware.write,..."
¥,
]
}
}

Api_SaveUser

Co3naHne/nsMeHeHne faHHbIX NoAb30BaTeNs.
MapameTpbl:
e user - object:moaenb Nosb3oBaTens

MpumMep 3anpoca:



“jsonrpc":"2.0",
“method":"Api SaveUser",

"params":{
"user":{
“user_id": "1",
"username": "admin",
“name": "Ctporun C.C.",
"email": "email@email.ru",
"phone": "2-2-2",
"company": "VasExpert",
"position": "AgmuH",
"password":"vasexperts",
"role": "1",
"role sections": "hardware.read,hardware.write,...
}
¥,

"1d":1515661809137

[MpumMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,

"result":{

"success":true,

"data": {
"user id": "1",
"username": "admin",
"name": "Ctporun C.C.",
"email": "email@email.ru",
“"phone": "2-2-2",
“company": "VasExpert",
"position": "AgmuH",
"password":

"$2y$10$rxWVIdRybSTON6NAQEY] . i2LrSTbpGzoiDwsVVsAP90Q5vDYQuhu

}
}

Api_DeleteUser

YpansaeTt nonb3oBaTens.



MNapameTpbl:
e user - object:mofenb nosib3oBaTens

MpumMep 3anpoca:

[

{
"“jsonrpc":"2.0",
“method":"Api DeleteUser",
"params":{
"user":{
"user id": "2",
"username": "admin",
“name": "Crtporun C.C.",
"email": "email@email.ru",
"phone": "2-2-2",
"company": "VasExpert",
"position": "AomuH",
"password":"vasexperts",
“role": "1",
“role sections": "hardware.read,hardware.write,..."
}
}
"id":1515661809137
}

]

MpyMep yCrnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true
}
}

YnpaBneHue ponamu

e Api_GetRoles
* Api_SaveRole
e Api_DeleteRole

Api_GetRoles



MonyyeHne cnucka nosib3oBaTenen.
MNapameTpbl:
e |d - int:ngeHTUdMKaTOP ponn(HeobsazaTenbHbIN NapaMeTp)

MprMep 3anpoca ¢ NAEHTUDUKATOPOM POJIn

[

{
"jsonrpc":"2.0",
"method":"Api GetRoles",
"params":{
"Id":1
I
"id":1515661809137
}

lMprMep yCrnewHoro oTeeTa Ha 3anpoc ¢ UAEHTUPUKATOPOM POJIN:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": [
{
“role id": "1",
“role": "AomunHuctpaTtop',
"sections": "hardware.read,hardware.write,..."
}
]
}
}

MpyMep yCnewHoro oTBeTa Ha 3anpoc 6e3 napamMeTpoB:

{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": [
{
"role id": "1",
"role": "AOMUHUCTpaTOp",



"sections": "hardware.read,hardware.write,..."

Api_SaveRole

Co3paHune/n3MeHeHne faHHbIX POu.
MapameTpbl:
e role - object:monens ponu

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api SaveRole",
"params":{
"role":{
“role id": "1",
“role": "AgMuHucTpaTop",
"sections": "hardware.read,hardware.write,..."
}
b
"id":1515661809137
}

]

MpuMep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": {
“role id": "1",
"role": "AgMuHuUcTpaTop",
"sections": "hardware.read,hardware.write,..."



Api_DeleteRole

YnoaneHune ponu.
MNapameTpbl:
e role - object:mogenb ponu

lMpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api DeleteRole",
"params":{
"role":{
“role _id": "1",
"role": "AgMuHucTpaTop",
"sections": "hardware.read,hardware.write,..."
}
}
"id":1515661809137
}

]

MpuMep yCnewHoro oTBeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true
}
}

YnpaBneHue obopypoBaHueM

e Api_GetHardwares

e Api_SaveHardware

e Api_DeleteHardware

e Api_RestartHardware

* Api_ReloadHardware

e Api_TestConnectToHardware
e Api_GetDpiConfig



e Api_ValidateDpiConfig

e Api_SetDpiConfig

» Api_GetDpiConfigHistory

» Api_GetDpiConfigFile

* Api_GetDpilnfo

* Api_GetDpiResourcesUsageTick
* Api_GetDpiResourcesStatsUsageForPeriod
e Api_ProcessDpiStatLog

* Api_GetStatLogTail

e Api_DownloadStatLog

e Api_GetAlertLogTail

» Api_DownloadAlertLog

Api_GetHardwares

Mony4nTb CNNCOK 060pYya0BaHNUN.
MNapameTpbl:
e |d - int:ngeHTUMKaTOP 060PYHOBaHNA(He0bA3aTENbHLIN NapamMeTp)

Mpumep 3anpoca ¢ naeHTMdukaTopom 0bopyaoBaHMS:

[

{
"jsonrpc":"2.0",
“method":"Api GetHardwares",
"params":{
"Id":1
s
"id":1515661809137
}

]
MpuMep yCneLwHoro 0TBETa Ha 3anpoc ¢ naeHTuduKaTopom obopyaoBaHus:

{

"jsonrpc":"2.0",
"id":1515662165576,

"result":{
"success":true,
"data": [
{
“hardware id": "1",
"name": "TecToBblN CTEHA. 34",
"ip": "188.227.73.34",
"port": "22",

"login": "admin",



"password": "vasexperts",

"ssl key": "",
"sudocheck": "1",
“load cs": 0,

“port cs": "1500",
"protocol cs": "udp",

"ip cs": "217.71.228.148",
“status cs": 0

}

MpuMep ycrneLwHoro oTBeTa Ha 3anpoc 6e3 napameTpoB:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": [
{
“hardware id": "1",
"name": "TecToBbIN CTEHA,. 34",
"ip": "188.227.73.34",
“port": "22",
“login": "admin",
"password": "vasexperts",
"ssl key": "",
"sudocheck": "1",
“load cs": 0,
"port cs": "1500",
"protocol cs": "udp",
"ip cs": "217.71.228.148",
“status cs": O
|
]
}
}

Api_SaveHardware

Co3pnaHune/n3MeHeHne OaHHbIX 060pyﬂ,0BaHI/IF|.

MapameTpbl:



e hardware - object:moaens obopygoBaHus

MpumMep 3anpoca:

[
{

"jsonrpc":"2.0",

“method":"Api SaveHardware",

"params":{

"hardware": {

"hardware id": "1",
"name": "TecToBblA CTeHA. 34",
"ip": "188.227.73.34",
"port": "22",
"login": "admin",
"password": "vasexperts",
"ssl key": "",
“sudocheck": "1",
“load cs": 0,
“port cs": "1500",
"protocol cs": "udp",
"ip cs": "217.71.228.148",
“status cs": O

}
},
"id":1515661809137
}

]

[MpruMep ycnewHoro oTeeTa:

{

“jsonrpc":"2.0",
"id":1515662165576,

"result":{

"success":true,

"data": {
"hardware id": "1",
"name": "TecToBbIN CTEHA. 34",
"ip": "188.227.73.34",
“port": "22",
"login": "admin",
"password": "vasexperts",
"ssl key": "",
"sudocheck": "1",

“load cs": 0,

“port cs": "1500",
“"protocol cs": "udp",

"ip cs": "217.71.228.148",



"status cs": 0O

Api_DeleteHardware

YnaneHve obopynosaHus.
MNapameTpbl:
e hardware - object:monens obopygoBaHus

MpumMep 3anpoca:

[
{

"jsonrpc":"2.0",

“method":"Api DeleteRole",

"params":{

"hardware": {

"hardware id": "1",
"name": "TecToBbIN CTeHA. 34",
"ip": "188.227.73.34",
“port": "22",
"login": "admin",
"password": "vasexperts",
"ssl key": "",
“sudocheck": "1",
“load cs": 0,
"port cs": "1500",
"protocol cs": "udp",
"ip cs": "217.71.228.148",
“status cs": 0O

}
},
"id":1515661809137
}

]

[MpruMep ycnewHoro oTeeTa:

{

“jsonrpc":"2.0",

"id":1515662165576,

"result":{
"success":true



Api_RestartHardware

Mepe3anyck obopyaoBaHma
MapameTpbl:
e |d - int:ngeHTUdMKaTOP 06OPYHOBaAHUSA

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api RestartHardware",
"params":{
"Id":1
I
"id":1515661809137
}

]

lMprMep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true
}
}

Api_ReloadHardware

O6HoBNIEHME FrOPSAYMX MapaMeTpoB.
MapameTpbl:
e |d - int:ugeHTUukaTop 0bopynoBaHMA

lMpumMep 3anpoca:

[



"“jsonrpc":"2.0",
“method":"Api ReloadHardware",
"params":{
"Id":1
}
"id":1515661809137

]

MpyMep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true
}
}

Api_TestConnectToHardware

MpoBepka AOCTYNHOCTW 06opynOBaHNS
MapameTpbl:
e |d - int:ngeHTdMKaTOP 0bOPYyHOBaAHUS

MpumMep 3anpoca:

[

{
“jsonrpc":"2.0",
"method":"Api TestConnectToHardware",
“params":{
"Id":1
H
"id":1515661809137
}

]

[MpruMep ycnewHoro oTeeTa:

{

“jsonrpc":"2.0",



"id":1515662165576,
"result":{
"success":true

}

Api_GetDpiConfig

Mony4yeHune DPI-KoHGurypauum obopyngoBaHus.
MapameTpbl:
e |d - int:ngeHTUMKaTOP 06OPYLOBAHMA

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api GetDpiConfig",
"params":{
"Id":1
},
"id":1515661809137
}

MpuMep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data":"string:content"
}
}

Api_ValidateDpiConfig

Banupauwns DPI-koHurypauun obopynoBaHms.

MNapameTpbl:

e |d - int:ngeHTUMKaTOP 06OPYLOBAHMA



e Config - string: KoHUrypauums

MpumMep 3anpoca:

[

“jsonrpc":"2.0",
“method":"Api ValidateDpiConfig",
"params":{
"Id":1,
"Config":"string:content"

}
"1d":1515661809137

Mpumep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data":"FastDPI 7.4 Minsk (Dec 12 2017)
'/tmp/dpi/fastdpi.conf' : \n\nResult check
configuration : SUCCESS\n"
}

Api_SetDpiConfig

YcTaHoBKa DPI-KoHgurypauumn Ha obopyaoBaHune
MNapameTpbl:

e |d - int:ngeHTUMKaTOP 060PYHOBAHMA
e Config - string: KoHGUrypauus

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api SetDpiConfig",
“params":{
“Id":1,
“Config":"string:content"

: Check configuration



}
"id":1515661809137

]

MpuMep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true
}
}

Api_GetDpiConfigHistory

MonyyeHne nctopun yctaHoBku DPI-KoHDUrypaumin Ha obopynosaHum

MapameTpbl:

e |d - int:ngeHTMdMKaTOP 06OPYHOBaAHUSA

MpumMep 3anpoca:

[

"method":"Api GetDpiConfigHistory",

{
"jsonrpc":"2.0",
"params":{
"Id":1
},
"id":1515661809137
}

]

lMprMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",

"id":1515662165576,

"result":{
"success":true,
"data": [

"2015.03.22.03.26.12.000000

.fastdpi.conf",



"2015.03.22.03.26.22.000000. fastdpi.conf",
"2015.03.22.19.03.53.000000. fastdpi.conf",
"2015.03.22.19.44.35.000000. fastdpi.conf",
"2015.03.23.01.30.11.000000. fastdpi.conf",
"2015.03.23.01.31.26.000000. fastdpi.conf",

Api_GetDpiConfigFile

MonyyeHne cogepxumoro ganna DPI-KoOHDUrypaLnu.
MNapameTpbl:

e |d - int:ngeHTUMKaTOP 06OPYLOBAHMA
e File - string:nma canna

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api GetDpiConfigFile",
"params":{
"Id":1,
"File":"2015.03.22.03.26.12.000000.fastdpi.conf"
}
"id":1515661809137
}

]

lMpuMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,

"result":{

"success":true,

“data": "string:content"
}



Api_GetDpilnfo

Mony4yeHune nHgopmaumnm 06 obopyaosaHun.
MNapameTpbl:
e |d - int:ngeHTUpMKaTOP 06OPYLOBAHMA

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api GetDpiInfo",
"params":{
"Id":1
b,
"id":1515661809137
}

[MpumMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": {
"FastDPI": "FastDPI 7.4 Minsk (Dec 12 2017)",
"Architecture": "x86 64",
"CPU op-mode(s)": "32-bit, 64-bit",
"Byte Order": "Little Endian",

"CPU(s)": "8",

"On-line CPU(s) list": "0-7",
"Thread(s) per core": "2",
"Core(s) per socket": "4",

"Socket(s)": "1",
"NUMA node(s)": "1",

"Vendor ID": "GenuineIntel",
"CPU family": "6",
"Model": "58",

"Stepping": "9",

"CPU MHz": "3392.160",
"BogoMIPS": "6784.32",
"Virtualization": "VT-x",
"Lld cache": "32K",

"L1li cache": "32K",

"L2 cache": "256K",



"L3 cache": "8192K",
"NUMA node® CPU(s)": "O-7"

Api_GetDpiResourcesUsageTick

Mony4yeHne NHGHOPMaLMKN O TeKYLLEM COCTOSHUM NPOM3BOAUTENIBHOCTM 060pYyAOBaHUS.
MapameTpbl:
e |d - int:ngeHTUMKaTOP 06OPYLOBAHMA

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api GetDpiResourcesUsageTick",
"params":{
"Id":1
}
"id":1515661809137
}

MpuMep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": {
“cpus_info": null,
“cpus_usage": {

"stat key": 1,

"us": 0.40000000000000002,
"sy": 3.5,

"ni": 0'

"idle": 95.299999999999997,
"wa": 0.69999999999999996,

"hi": 0O,
"si": 0O,
"St": 0’

"date": "2018.01.13 10:43:03"



b

"mem usage": {
"stat key": 2,

"total":
"used":

8030376000,
2301548000,

"free": 5728828000,
||buffe rS" .

"date":

}'

"swap usage": {

138556000,

"2018.01.13 10:43:03"

"stat key": 2,

"total": 2097144000,
"used": 42040000,
"free": 2055104000,
"cached": 795280000,
"date": "2018.01.13 10:43:03"
b
"top processes": [
{
"pid": "23650",
"virt": "10.0g",
"res": "997m",
"shr": "10m",
"cpu": 110.59999999999999,
"mem": 12.699999999999999,
“command": "fastdpi main",
"date": null
b
{
"pid": "13347",
"virt": "98.0m",
"res": "3960",
"shr": "3000",
"cpu": 9.9000000000000004,
"mem": 0O,
"command": "sshd",
"date": null
b
{
"pid": "13342",
"virt": "15036",
"res": "1380",
"shr": "996",
"cpu": 4,
"mem": 0O,
"command": "top",
"date": null
b
{
"pid": "1084",
"virt": "0",



"res": "0",

"shr": "0",

“cpu": 1,

"mem": 0O,

"command": "kauditd",
"date": null

"pid": "13351",
"virt": "98.0m",
"res": "2004",
"shr": "1024",
"cpu": 1,

"mem": 0O,
"command": "sshd",
"date": null

"pid": "1",
"virt": "19232",
"res": "884",
"shr": "748",
“cpu": 0O,

"mem": 0O,
"command": "init",
"date": null

"pid": "2",

"virt": "O",

"res": "0",

"shr": "0",

"cpu": 0O,

"mem": 0O,

"command": "kthreadd",
"date": null

"pid": "3",

"virt": "0",

“res": "0",

“shr": "0",

“cpu": 0O,

“mem": O,

“command": "migration/0",
"date": null

Ilpidll: II4II’
Ilvirtll: IIOII'
Ilresll: IIOII’



"shr":
Ilcpull :
||mem|| .

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

Ilpidll :
"virt":
1] resll :
"shr":
Ilcpull :
Ilmemll :

"command":

"date":

"pid":
"virt":
"res":
"shr":

"
0,
0,
"ksoftirqd/0",
null

ngn
IIOII ,
IIOII ,
IIOII ,
0,
0,
"migration/0",
null

nen
"

"

"

0,

0,

"watchdog/0",

null

ngn
"
o
o
0,
0,
"migration/1",
null

II8II’
IIOII'
IIOII’
IIOII’
OI
0’
“migration/1",
null

agn
s

ugn

ugn



Ilcpull :
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

"date":

"pid":
"virt":
"res":
"shr":
“cpu":
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu”

OI
0;
"ksoftirqd/1",
null

“10",
"
"
"
0,
0,
"watchdog/1",
null

"11",
"o

"o

",

: 0,
: 0,
"command":

"migration/2",
null

"12",
IIOII'
IIOII’
IIOII’
OI
0’
"migration/2",
null

"13",
"
"
"
0,
0,
"ksoftirqd/2",
null

“14",
"

"o,

"

: 0,



mem

"date":

"date":

Ilpidll :
"virt":
"res":
"shr":
"CpLI" :
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

: 0,
"command":

"watchdog/2",
null

"15",
"

"o

"o,

: 0,
.0’
"command":

"migration/3",
null

"16",
IIOII'
IIOII’
IIOII’
0’
0’
"migration/3",
null

"17",
"
"
ngn
0,
0,
"ksoftirqd/3",
null

"18",
"
ngn
"
0,
0,
"watchdog/3",
null

“19",
"

"o

"o,

0,

0,



"command":

"date":

"pid":
"virt":
"res":
"shr":
“cpu":
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

"pid":
"virt":
"res":
"shr":
"cpu":
"mem" :

"command":

"date":

Ilpidll:
"virt":
"res":
"shr":
”Cpu":
Ilmemll:

"command":

"migration/4",
null

"20",
IIOII'
IIOII’
IIOII’
0’
0’
"migration/4",
null

"21",
"
"
ngn
0,
0,
"ksoftirqd/4",
null

"22",
ngn
ngn
"
o,
0,
"watchdog/4",
null

"23",
"
"
"
0,
0,
“migration/5",
null

"24",
"

o

T

0,

0,

"migration/5",



"date": null

b

{
"pid": "25",
"virt": "0",
"res": "0",
"shr": "0",
“cpu": 0O,
"mem": 0O,
"command": "ksoftirqd/5",
"date": null

b

{
"pid": "26",
"virt": "0",
"res": "0",
"shr": "0",
“cpu": 0O,
"mem": 0O,
“command": "watchdog/5",
"date": null

}

1,
"date": "2018.01.13 10:43:03",

"cpus_count": "8"

Api_GetDpiResourcesStatsUsageForPeriod

MonyyeHne NHMoOpMaLUmM 0 COCTOSHMUM NPON3BOANTENBHOCTN 060pYA0BaHNS 3a NEpPUoS.
MNapameTpbl:

e |d - int:ugeHTndukaTop 0bopynoBaHms
e Period - object:...(Heoba3aTeNnbHbI NapamMeTp)
e PeriodType - string:...(Heoba3aTenbHbIN NapaMeTp)

MprmMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api GetDpiResourcesStatsUsageForPeriod",

"params":{
"Id":1,
"Period":{

"start":"2018-01-13T721:00:00.000Z",



"end":"2018-01-13T21:00:00.000Z"
},
"PeriodType":"H"
},
"id":1515921656764

}

MpuMep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515921656764,
"result":{
"success":true,
"data":{
"2018-01-14 11":{
“cpus_usage":{
“stat key":"1",
"us":"0.12121212121212127",
"sy":"0.47272727272727294",
"ni":"0",
"idle":"99.14545454545457",
"wa":"0.2787878787878788",

Ilhill:lloll’
IISiII:IIOII’
IIStII:IIOII’

"date":"2018-01-14 11"
}
“mem usage":{
"stat key":"2",
"virt":"10787827712",
"res":"3747196928",
"date":"2018-01-14 11"
},
"dnas usage":{
"1 0 out":{
"stat key":"1 0 out",
“"cluster _id":"1",
"dna_id":"0",
"act rcvd pkts":"165.87878787878788",
"act send pkts":"0",
"act esnd pkts err":"0",
"act drop pkts":"0",
"act eemt pkts err":"0",
"date":"2018-01-14 11"
I
"1 1 in":{
"stat key":"1 1 in",
"cluster_id":"1",
"dna id":"1",



"act rcvd pkts":"0",

"act send pkts":"165.87878787878788",
"act esnd pkts err":"0",

"act drop pkts":"0",

"act eemt pkts err":"0",
"date":"2018-01-14 11"

}
}
"ifs usage":{
"1":{
"cluster id":"1",
"abs rcvd pkts":"1755914.8181818181",
"abs rcvd bytes":"1572754593.4545455",
"abs rcvd pkts dropped":"0",
"act captured pkts sec":"0.03606060606060608",
"act processed pkts sec":"0.03606060606060608",
"act send pkts sec":"0.03606060606060608",
"date":"2018-01-14 11"
}
}

"http usage":{
“stat key":"5",
"url":"1517",
“url lock":"0",
"ssl":"2653",
“ssl lock":"0",
"cna":"8",
"cna lock":"0",
"sni":"2645",
“sni lock":"0",
“quic":"392",
“quic_lock":"0",
“chnprc":"0",
"ccheck":"487579",
"ccheck ip check":null,
“ccheck lock":null,

"ftp":0,

"ftp lock":0,
“smtp":0,
"smtp lock":0,
“pop3":0,
“pop3_lock":0,
"imap":0,
"imap lock":0,
“Xmpp":0,
“xmpp_lock":0,

"date":"2018-01-14 11"
b
"date":"2018-01-14 11"

H
"2018-01-14 12":{



"cpus usage":{
“stat key":"1",
"us":"2.4529953917050675",
"sy":"1.2198156682027643",
"ni":"0",
"idle":"95.97419354838706",
wa":"0.3612903225806449",

Ilhill:lloll'
IISiII:IIOII’
IIStII:IIOII’

"date":"2018-01-14 12"

b

"mem_usage":{
"stat key":"2",
"virt":"10787827712",
"res":"3747747245.419355",
"date":"2018-01-14 12"

I
"dnas_usage":{
"1 1 in":{
"stat key":"1 1 in",
"cluster id":"1",
"dna id":"1",
"act rcvd pkts":"23789.79262672811",
"act send pkts":"175827.29493087556",
"act esnd pkts err":"0",
"act drop pkts":"0",
"act eemt pkts err":"0",
"date":"2018-01-14 12"
H
"1 0 out":{
"stat key":"1 0 out",
"cluster id":"1",
"dna_id":"0",
"act rcvd pkts":"175827.29493087556",
"act send pkts":"23789.79262672811",
"act esnd pkts err":"0",
"act drop pkts":"0",
"act eemt pkts err":"0",
"date":"2018-01-14 12"
}
}
"ifs usage":{
"1

"cluster_id":"1",

"abs rcvd pkts":"1795976.133640553",

"abs rcvd bytes":"1597939948.7695854",

"abs rcvd pkts dropped":"0",

"act captured pkts sec":"22.814608294930885",
"act processed pkts sec":"22.814608294930885"
"act send pkts sec":"22.814608294930885",



"date":"2018-01-14 12"

}

}

"http usage":{
"stat key":"5",
"url":"1527.6036866359448",
"url lock":"0",
"ssl":"2943.2258064516127",
“ssl lock":"0",
"cna":"8",
"cna_lock":"0",
"sni":"2935.2258064516127",
“sni lock":"0",
“quic":"392",
“quic_lock":"0",
“chnprc":"0",
"ccheck":"488168.02764976956",
"ccheck ip check":null,
“ccheck lock":null,

"ftp":0,
"ftp lock":0,
"smtp":0,
"smtp lock":0,
"pop3":0,
“pop3_lock":0,
"imap":0,
"imap lock":0,
“Xmpp":0,
“xmpp_lock":0,

"date":"2018-01-14 12"

I
"date":"2018-01-14 12"

Api_ProcessDpiStatLog
3anyckaeT npouecc obpaboTkm nora ctatucTmku DPI. OBbIYHO 3anyCcKaeTCsa aBTOMaTUYeCKM MO
pacnucaHuto.
MNapameTpbl:
e |d - int:ngeHTUMKaTOP 06OPYLOBAHMA

MpumMep 3anpoca:

[



]

"“jsonrpc":"2.0",
“method":"Api ProcessDpiStatLog",
"params":{
"Id":1
I
"id":1515661809137

MpyMep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",

"id":1515662165576,

"result":{
"success":true

}

Api_GetStatLogTail

Mony4yeHwne "xBocTa" nora ctatuctuku DPI.

MapameTpbl:

e |d - int:ngeHTdMKaTOP 0bOPYyHOBaAHUS
e Tail - int: panHa "xBocTa"

MpumMep 3anpoca:

[

]

"jsonrpc":"2.0",
“method":"Api GetStatLogTail",
“params":{
"Id":1,
"Tail":20
}
"1d":1515661809137

MpyMep ycnewHoro oTeeTa:

{



"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": "\ttotal : allocate=165/7555650\n[STAT
1[2018/01/13-13:56:08:375363] Detailed statistics on HTTP
:\n\tthread slave=0 :\n\t\turl/lock=4/0 ( 5,0,0 )( 1,1,0
)J\n\t\tssl/lock=25/0 ( 0,1,0 )( 1,2,1
)J\n\t\t\tcna/lock=0/0 ( 0,1 )\n\t\t\tsni/lock=25/0 ( 0,0
)\n\t\tquic/lock=0/0 ( 0,0,0 )( 0,0,0
J\n\t\tchnprc=0\n\t\tccheck/ip check/lock=309/20/0\n\tTotal
: \n\t\turl/lock=4/0 ( 5,0,0 )(
1,1,0,98879 )\n\t\tssl/lock=25/0 ( 0,1,0 )( 1,2,1,196647
)J\n\t\t\tcna/lock=0/0 ( 0,1
J\n\t\t\tsni/lock=25/0 ( 0,0 )\n\t\tquic/lock=0/0 ( 0,0,0
)( 0,0,0,0
)J\n\t\tchnprc=0\n\t\tccheck/ip check/lock=309/20/0\n[STAT
1[2018/01/13-13:56:08:375374] [BRAS]
ARP statistics:\n\tprocessed: subs->inet=0, inet->subs=0;
originated=0\n"

}

Api_DownloadStatLog

MonyyeHune naoeHTUhUKaTopa nor-ansaa CTaTUCTUKK 019 CKavYMBaHMS.
MNapameTpbl:
e |d - int:ugeHTnukaTop 0bopynoBaHMA

lMpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api DownloadStatLog",
"params":{
"Id":1
},
"id":1515661809137
}

]

[MpumMep ycnewHoro oTeeTa:

{



"jsonrpc":"2.0",
"id":1515662165576,
"result":{

"success":true,

"data": "fq4KpGUICTAXICtX5L1AC"

}

Mony4me naeHTUUKaTop, ann MOXHO NOJYYUTb MO CCbiKe BUAE

http://<ip agpec cepsepa>/api/file/fqd4KpGuUICFAXICtX51AC

Api_GetAlertLogTail

Mony4yeHme "xBocTa" nora coobweHun DPI.
MNapameTpbl:

e |d - int:ngeHTdMKaTOP 06OPYHOBAHUSA
e Tail - int: pMHa "xBocTa"

MpumMep 3anpoca:

[

{
“jsonrpc":"2.0",
“method":"Api GetAlertLogTail",
"params":{
"Id":1,
"Tail":20
}
"1d":1515661809137
}

]

MpuMep yCneLwHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": "\t\tbras max session duration =604800
seconds\n\t\tbras dhcp request delay =300 seconds\n\tARP
proxy:\n\t\tbras arp proxy =0x0000 (local:off,
gateway:off)\n\t\tbras arp ip
=0.0.0.0 (not specified)\n\t\tbras arp mac



=00:00:00:00:00:00\n\tBRAS
services:\n\t\tbras dhcp auth mix
(enabled)\n\t\tbras ip source guard =0
(disabled)\n\t\tbras terminate local =0
(disabled)\n\t\tbras vlan terminate =0
(disabled)\n\t\tbras vlan subst
=\n\t\tbras terminate 12 =0
(disabled)\n\t\tbras term by as =0
(disabled)\n\t\tbras gateway ip
=0.0.0.0\n\t\tbras gateway mac
=00:00:00:00:00:00\n[COMMON ][2018/01/13-13:32:48:364905]
[0x7fac68409820] BRAS PPPoE: disabled\n[INFO
1[2018/01/13-13:32:48:365180] [0x7fac68409820] DSCP
settings is loaded.\n[WARNING
112018/01/13-13:35:58:302925] [0x7faa21306700] NFLW : very long
operation to send data, duration=11000669 msec,
tmout=10000380 msec, cntr=1\n[ERROR |
[2018/01/13-13:37:13:630075] [0x7faal38fe700] bpm
reset bypass wd timer, if='dna®',
errno=95 : Operation not supported\n"

]
=

}

Api_DownloadAlertLog

MonyyeHne naeHTuduKaTopa nor-panna coobLLeHN ONA CKaYnBaHUS.
MNapameTpbl:
e |d - int:ugeHTnukaTop 0bopynoBaHMA

lMpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api GetDpiInfo",
"params":{
"Id":1
b,
"id":1515661809137
}

]

[MpumMep ycnewHoro oTeeTa:

{

: Error



"jsonrpc":"2.0",
"id":1515662165576,
"result":{

"success":true,

"data": "tjFNBnsRkQmX1JbBsCHM"

}

Mony4me naeHTUUKaTop, ann MOXHO NOJYYUTb MO CCbiKe BUAE

http://<ip agpec cepsepa>/api/file/fqd4KpGuUICFAXICtX51AC

YnpasneHue HOTVI(I)MKaI.lMiIMH

* Api_GetLastNotifications

e Api_GetUnreadedNotificationsCount
 Api_SetNotificationsReaded
 Api_DeleteNotifications

Api_GetLastNotifications

MonyyeHme cnncka nocnegHnX HOTUMKaLNIA.
MNapameTpbl:

e Page - int:HOMep cTpaHuLbI
e Size - int:K0/IM4ECTBO HOTU(DMKALMIA B OTBETE

lMpumep 3anpoca:

[

{
“jsonrpc":"2.0",
"method":"Api GetLastNotifications",
"params":{
"Page":1,
"Size":3
I
"id":1515661809137
}

]

lMprMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",



"id":1515662165576,

"result":{
"success":true,
"data": {
“page": 1,
"size": 3,
“count": 200,
"rows": [
{
"notif id": "391439",
“hardware hardware id": "2",
"users user id": null,
"date": "2018-01-12T09:22:32",
“from": "Result 'check license', err_code=1",
“text": " Result 'check license', err code=1 : Success:
loaded",
"importance": "COMMON",
"readed": "0",
"deleted": "0"
},
{
"notif id": "391438",
"hardware hardware id": "2",
"users user id": null,
"date": "2018-01-12T09:22:32",
"from": "Check license",
"text": " Check license : devices dna® <--> dnal ...",
"importance": "COMMON",
"readed": "0",
"deleted": "0"
},
{

"notif id": "391437",

"hardware hardware id": "2",

"users user id": null,

"date": "2018-01-12T09:20:32",

“from": "bl updater thread",

"text": " bl updater thread :

Notifications(updatenotifications) list loaded with result, rc=0

: Success: loaded.",

“importance": "INFO",
“readed": "0",
"deleted": "0"
}
]
}
}



Api_GetUnreadedNotificationsCount

MonyyeHume Konnyectea HenpovnTaHHbIX CRITICAL HOTUUKaLWA.
MapameTpbl OTCYTCTBYIOT.

lMpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api GetUnreadedNotificationsCount",
"params":{
},
"id":1515661809137
}

Mpumep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": 123
}
}

Api_SetNotificationsReaded

OTMeTUTb HOTU(MKALMM KaK MPOYUTaHHbIE.
MNapameTpbl:
 Notifs - array:maccvnB HOTUMKaLUR

MpumMep 3anpoca:

[

“jsonrpc":"2.0",
“method":"Api SetNotificationsReaded",
"params":{
"Notifs":[
{



"notif id": "391439",
"hardware hardware id": "2",
"users user id": null,

"date": "2018-01-12T09:22:32"

"from": "Result 'check license', err code=1",
"text": " Result 'check license', err code=1 :
loaded",
“importance": "COMMON",
“readed": "0",
"deleted": "0O"
},
]
H
"id":1515661809137
}

[Mpumep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true
}
}

Api_DeleteNotifications

YoanuTtbe HOTUUKaLMNK.
MNapameTpbl:
 Notifs - array:MaccvnB HOTUMKaLUR

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
“method":"Api DeleteNotifications",
"params":{
"Notifs":[
{
"notif id": "391439",

"hardware hardware id": "2",

Success:



"users user id": null,

"2018-01-12T09:22:32",

“from": "Result 'check license', err_code=1",
“text": " Result 'check license', err_code=1 :

"importance":

"date":
loaded",
"readed":
"deleted":
1,
]
},
"id":1515661809137
}

MpuMep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true
}
}

OTnpaBka ownbok

e Api_SendError
e Api_LogError

Api_SendError

OTnpaBka cooblueHuns 06 ownbKe Ha NOYTY YKa3aHHYI B KOH(UIypaLmm.

MNapameTpbl:

e Params - object: mogenb coobuieHns 06 owmnbke

MapamMeTpbl KOHpUrypaumm oTNpaBKu:

“COMMON",

subject - string: Tema coobwieHuns

body - string: Teno coobuieHns

hardware _id - int: noeHTugmkaTop obopynoBaHus

alertLog - bool: BkntoveHue tanna ¢ noramMmm ysegomaeHuin B coobueHmne

statLog - bool: BkntoyeHne thanna ¢ oraMmm CocTossHUa obopyaoBaHuUs B coobLieHne

Success:



e uiLog - bool: Bkno4eHune ¢anna ¢ noramm dpiui B coobLieHune

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api SendError",
"params":{
"Params":{
"hardware id": "1",
"subject":"test",
"body":"test",
"alertLog":true,
"statLog":true,
"uiLog":true
}
H
"id":1515661809137
}

[MpumMep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true
}
}

Api_LogError

3anunce nHgpopMaumm 06 owmnbke B dpiui-nor.
MNapameTpbl:
e Content - string: Teno coobuieHns ob ownbke
MpumMep 3anpoca:
[
"jsonrpc":"2.0",

“method":"Api LogError",
"params":{



"Content":"error text"

}
"1d":1515661809137

MpuMep yCnewHoro oTBeTa:

{
"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true
}
}

YnpaBneHune aboHeHTaMu

e Api_GetSubscribers
e Api_SaveSubscriber
e Api_DeleteSubscriber

Api_GetSubscribers

MonyyeHne cnucka aboHeHTOB. MapaMeTpbl:
e Params - object: napameTpbl noncka(Heobs3aTenbHbIN NapaMeTp)
Bo3mMoXXHbIe napameTpbl nomcka Params:

e page - int: HomMep CTpaHULbI

e Size - int: pa3MepHOCTb MaccrBa C pe3ynbTaToM

e hardware_id - int: nugeHTngukaTop obopynosaHms

e |ogin - string: nmsa nonb3oBaTens

e login_equal - string:...

e ip - string: ip-agpec nosb3oBaTens

e ip_equal - string:...

e bind_type - ...

e services - ...

e policings - ...

e order_by - string: none, no koTopomy byaeT ynopsfo4yeH cCrnmcok aboHeHTOB
e order_dir - string: ynopsifo4rBaHne cnucka no BospacTtaHuto("asc")/yboisaHuio("desc")

MpumMep 3anpoca:

[



"“jsonrpc":"2.0",
“method":"Api GetSubscribers",
"params":{
"Params":{
"hardware id":"1",
“page":0,
"size":100,
"login":"",
"iptit,
"bind type":"",
"services":"",
"policings": ""
}

}
"1d":1515929803508

]

[MprMep ycnewHoro oTeeTa:

{

“jsonrpc":"2.0",
"id":1515929803508,
"result":{
"success":true,
"data":{
"page":0,
"size":100,
“count":6,
"rows": [
{
"hardware id":"1",
"login":"111llyyy",
"ip":"5.5.5.7",
“bind type":"1",
"services":"5,",
"policing": "278"
b
{
"hardware id":"1",
“login":"userll”,
"ip":"1.1.1.1",
"bind type":"0",
"services":"4,",
"policing": "279"
)
{

“hardware id":"1",



"login":"user22",
"ip":"1.1.1.3",
“bind type":"1",
"services":"2,3,4,5,6,",
"policing": "278"
},
{
"hardware id":"1",
“login":"user3",
"ip":"2.2.2.2",
"bind type":"1",
"services":"2,3,4,5,6,",
"policing": "278"
}
{
"hardware id":"1",
"login":"user4",
"ip":"3.3.3.3",
“bind type":"1",
"services":"4,",
"policing": "278"
}
{
"hardware id":"1",
"login":"userxx",
"ip":"5.5.5.6",
"bind type":"1",
"services":"3,4,6,",
"policing": "278"
}
]

Api_SaveSubscriber

CoxpaHeHve mogenu aboHeHTa
MNapameTpbl:

e |d - int: nogeHTUGMKaTOP 06OPYHOBAHMA

e Subscriber - object: Mogenb aboHeHTa C HOBbIMU AAHHBLIMU

e SubscriberOld - object: mogenb aboHeHTa CO CTapbiMU AaHHLIMW. ECM aHHbLIA NapaMeTpbl
yKa3aH, Npon3BOANTCS pefakTUpOBaHUE AaHHbIX 3TOro aboHeHTa 1 NOLKMOYEHHbIX eMy
ycnyr.Ecnv He ykasaH, co3faeTcs HOBbI abOHEeHT.

MpumMep 3anpoca nNpu co3gaHnm aboHeHTa



"jsonrpc":"2.0",
"“method":"Api SaveSubscriber",
"params":{
"Id":1,
"Subscriber":{
"id":1515929803535,
"hardware id":0,
"login":"test",
"ip":"77.77.77.77",
“bind type":"0",
"services":"4,6,",
"policing":"278",
"valid":true,
"oldSubscriber":{
"id":1515929803535,
“hardware id":0,
"login":"",
"ipt:t,
"bind type":1,
"services":"",
"policing":"0",
"valid":true

}

},

"Subscriber0ld": {
"id":1515929803535,
"hardware id":0,
"login":"",
"iptit,

"bind type":1,

"services":"",
Ilpolicingll:ll II’
"valid":true

}

}
"id":1515929803535

]

MpyMep yCneLwHoro oTeeTa Npu co3aaHnn aboHeHTa:

{

"jsonrpc":"2.0",
"id":1515929803535,
"result":{
"success":true,
"data":{
"bind":{



"success":true,

"data":{

“bind result":{
"total":"1",
"success":"1",
"fail":"0",

"were set before":"0",
"were not set before":"0",
"data":{
}
I
"unbind result":null
}
|
"services":{
"success":true,

"data":{

"bind result":{
Iltota'Lll:lllll’
"success":"1",
Ilfailll:llelll

"were set before":"0",
"were not set before":"0",

"data":{
}
b
"unbind result":null
}
b
"sync _bind":{
"success":true,
"data":0.0988309383392334
by

"sync services":{
"success":true,
"data":0.08402705192565918

b

"policing": {
"success": true,
"data":{

"bind": {
"success":true

b

"unbind":{
"success":true

}

}

b

"sync policing":{
"success": true

}



}

MpvMep 3anpoca Npu peaakTUpPoBaHUM aboHeHTa:

[

“jsonrpc":"2.0",
“method":"Api SaveSubscriber",
"params":{
"Id":1,
"Subscriber":{
"1d":1515929804490,
“hardware id":"1",
"login":"test123",
"ip":"77.77.77.77",
"bind type":"0",
"services":"1,4,6,",
“policing":"277",
"valid":true,
"oldSubscriber":{
"1d":1515929804490,
"hardware id":"1",
"login":"test",
"ip":"77.77.77.77",
"bind type":"0",
"services":"4,6,",
"policing":"",
"valid":true

}

¥,

"SubscriberOld": {
"id":1515929804490,
"hardware id":"1",
"login":"test",
"ip":"77.77.77.77",
"bind type":"0",
"“services":"4,6,",
"policing":"278",
"valid":true

}

¥,
"id":1515929804490

]

MpumMep yCnewHoro oTeBeTa Npy pefakTMPoBaHUM aboHeHTa:



"jsonrpc":"2.0",
"id":1515929804490,

"result":{
"success":true,
"data":{
"bind":{
"success":true,
"data":{
"bind result":{
"total":"1",
“success":"1",
"fail":"0",
"were set before":"0",
"were not set before":"0",
"data":{
}
b
"unbind result":null
}
b

"services":{
"success":true,

"data":{

"bind result":{
Iltota'l-ll:lllll’
"success":"1",
Ilfai'l-ll:lloll'

"were set before":"0",
"were not set before":"0",

"data":{
}
b
“unbind result":{
"total":"1",
"success":"1",
"fail":"0",
"were set before":"0",
"were not set before":"0",
"data":{
}
}
}
b
"sync _bind":{
"success":true,
"data":0.1651449203491211
b

"sync services":{
"success":true,



"data":0.1676170825958252
b
"policing":{
"success": true,
"data":{
"bind":{
"success":true
b
"unbind":{
"success":true
¥
}
b,
“sync_policing":{
"success": true
}
}

Api_DeleteSubscriber

YpaneHue aboHeHTa.
MNapameTpbl:

e |d - int: ngeHTMdMKaTOP 06OPYLOBAHUSA
e Subscriber - object: Mogens aboHeHTa

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
“method":"Api DeleteSubscriber",
"params":{

"Id":1,

"Subscriber":{
"1d":1515929804638,
“hardware id":"1",
"login":"test123",
"ip":"77.77.77.77",
"bind type":"0",
"services":"1,4,6,",
“policing":"278",
"valid":true

}



"id":1515929804638

]

MpyMep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515929804638,
"result":{
"success":true,
"data":{
"services":{
"success":true,
"data":{
“bind result":null,
"unbind result":{

"tOta-l_":"]_",
"success":"1",
Ilfai'l-ll:lloll'

"were set before":"0",

"were not set before":"0",

"data":{
}
}
}
b
"unbind":{
"success":true,
"data":{
"total":"1",
"success":"1",
"fail":"o",
"were set before":"0",
"were not set before":"0",
"data":{
}
}
Iz
"sync_bind":{
"success":true,
"data":0.07761001586914062
b

"sync_services":{
"success":true,
"data":0.0842139720916748

b

“policing":{
"success": true,



"data":{

"unbind":{
"success":true

}

¥

}

"sync _policing":{

"success": true

}

}

YnpasneHue ycnyramu

e YnpaBJsieHne YepHbIMK/6enbiMn CNncKkamm

¢ YnpasneHue 3anucoto PCAP

e YripaBneHue MuHu Firewall-om

* YnpasneHue L2 BRAS

e YnpasneHue L3 BRAS

e YnpasneHune CG NAT

e YnpasneHue 3awmton ot DOS n DDOS aTak
¢ YnpaBieHne KewnpoBaHNeM

e YnipaBsieHne yBeoMIeHNAMN aboOHEeHTOB

e YnpassieHne 6/10KMPOBKON 1N 3aMEHON peKiaMmbl
e YnpassieHne 60HyCcHOW NporpamMmmon

VnpaBnel-me '-IeprIMM/GEJ'IbIMM CNUCKamMu

* Api_GetBITasks

e Api_SaveBITask
 Api_DeleteBITask

* Api_RunBITask

e Api_StopBITask

e Api_GetBIListltems

e Api_SaveBlListltem

e Api_DeleteBlIListltem
e Api_ImportBIListitems
e Api_ImportBIListitemsFromQoE
* Api_GetBITargets

* Api_SaveBITargets

e Api_SaveBITarget
 Api_DeleteBITarget

Api_GetBITasks

MonyyeHne cnucka npogunen YepHoix/benbix CNUCKOB. MNapamMeTpbl:



e Params - object: napameTpbl noncka(Heobs3aTenbHLIN NapaMeTp)

Bo3MoOXHble NnapaMeTpPbI MONCKa Params:

page - int: HOMep CTpaHuLbI

Size - int: pa3MepHOCTb MaccuBa C pe3ynbTaToM

hardware_id - int: noeHTugukaTop obopynosaHus

title - string: nma npoguns

white - int:0|1, ecain 0 - To Npodnsb ynyru YepHoro cnmncka

task_id - int: nogeHTUMKaTOp Npodhnna

tasks_ids - string: noeHTuduKaTopbl Npoduien Yepes 3anaTyto
not_in_tasks_ids - string: naeHTUMKaTOpPbl NpoUIen Yyepes 3anaTyto
parent_ids_is_null - int: 0|1

status - int: 0|1 = Bbik/1|Bkn

order_by - string: none, no koTopomy byaeT ynopsagoyeH CrNncok npoguien
order_dir - string: ynopsifo4nBaHue cnucka no BospacTtaHuto("asc")/yboisaHuio("desc")

MpumMep 3anpoca:

[

"“jsonrpc":"2.0",
“method":"Api GetBlTasks",
"params":{

"Params":{

"hardware id": 1,
"parent id is null": 1
“order by": "task id",
“order dir": "desc",
"page": 0O,

"tasks ids": null,
"size": 100,
"title": ""

}

}
"1d":1515929803508

[MpruMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515929803508,
"result":{
"success":true,
"data":{
"page":0,



"size":100,
"count":6,
"rows": [

{

"date": "2019-03-23 06:28:25",

"form data": "{"title":"All
range","white":0,"redirect enabled":"","redirect"”

“hardware id": "1",

"lists updated": "0",

"parent _id": null,

"status": "1",

“targets updated": "0",

"task id": "234",

"title": "ALll range",

"user id": "1",
"White": IIGII’
T

Api_SaveBITask

CoxpaHeHune npoduna YepHbix/benbix cnnckos. MNMapaMeTpbl:

e Form - object: Mogenb AaHHbIX U3 (OPMbI
e Task - object: mogenb npocunsa

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
“method":"Api SaveBlTask",
"params":{

"Form":{

"title":"All range",
"redirect":"specredpi.com",
"white":0,

“target":"",
“redirect enabled":""
b
"Task":{
"data":[],
"date":"2019-03-22 06:28:25",

:"spectredpi.com", "target":



“form data":"{\"title\":\"All
rangel\",\"white\":1,\"redirect enabled\":\"\",\"redirect\":\"spectredpi.com
\",\"target\":\"\"}",

“hardware id": 1,

"parent id":null,

"status":1,

"task id":234,

“title":"All rangel",

“user_id":1,

"white":1

}

}
"id":1515929803508

]

MpuMep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515929803508,

"result":{
"success":true,
"data":{

"task":{
"data":[1],

"date":"2019-03-22 06:28:25",

"form data":"{\"title\":\"All
range\",\"white\":0,\"redirect enabled\":\"\",\"redirect\":\"spectredpi.com\
", \"target\":\"\"}",

“hardware id": 1,

“parent _id":null,

"status":1,

"task id":234,

“title":"All range",

"user _id":1,

"white":0,

“lists updated":1,

“targets updated":1

}

}

Api_DeleteBITask



YnaneHune npouna YepHbix/benbix CNUcKoB. MNapameTpbl:
e Task - object: mogens npoduna

MpumMep 3anpoca:

[

“jsonrpc":"2.0",
“method":"Api DeleteBlTask",

"params":{
"Task":{
"data":[],

"date":"2019-03-22 06:28:25",

“form data":"{\"title\":\"All
rangel\",\"white\":1,\"redirect enabled\":\"\",\"redirect\":\"spectredpi.com
\",\"target\":\"\"}",

"hardware id": 1,

“parent _id":null,

“status":1,

"task id":234,

"title":"All rangel",

"user id":1,

"white":1

}

}
"1d":1515929803508

[Mpumep ycnewwHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515929803508,
"result":{
"success":true
}
}

Api_RunBITask

BkntoveHne npopunna HYepHoix/benbix CNUCKOB. MNapamMeTpbl:

e Task - object: monens npoguna



lMpumMep 3anpoca:

[

“jsonrpc":"2.0",
"method":"Api RunBlTask",

"params":{
"Task":{
"data":[],

"date":"2019-03-22 06:28:25",

"form data":"{\"title\":\"All
rangel\",\"white\":1,\"redirect enabled\":\"\",\"redirect\":\"spectredpi.com
\",\"target\":\"\"}",

“hardware id": 1,

“parent _id":null,

"status":0,

"task id":234,

“title":"All rangel",

"user _id":1,

"white":1

}

}
"id":1515929803508

]

lMprMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515929803508,

"result":{
"success":true,
"data":{
"data":[],

"date":"2019-03-22 06:28:25",

“form_data":"{\"title\":\"All
rangel\",\"white\":1,\"redirect enabled\":\"\",\"redirect\":\"spectredpi.com
\",\"target\":\"\"}",

"hardware id": 1,

"parent _id":null,

"status":1,

“task id":234,

“title":"All rangel",

"user id":1,

"white":1



Api_StopBITask

BeikntoyeHne npodunsa YepHolx/benbix cnnckos. MNapaMeTpsl:
e Task - object: monens npoguna

MpumMep 3anpoca:

[

“jsonrpc":"2.0",
"method":"Api StopBlTask",

“params":{
“Task":{
"data":[],

"date":"2019-03-22 06:28:25",

“"form data":"{\"title\":\"All
rangel\",\"white\":1,\"redirect enabled\":\"\",\"redirect\":\"spectredpi.com
\",\"target\":\"\"}",

“hardware id": 1,

“parent_id":null,

“status":1,

"task id":234,

"title":"All rangel",

"user id":1,

"white":1

}

H
"id":1515929803508

]

MpyMep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515929803508,

"result":{
"success":true,
"data":{
"data":[],

"date":"2019-03-22 06:28:25",

“form data":"{\"title\":\"All
rangel\",\"white\":1,\"redirect enabled\":\"\",\"redirect\":\"spectredpi.com
\II’\IItarget\ll :\II\II}II’



"hardware id": 1,
“parent _id":null,
“status":0,

"task id":234,
"title":"All rangel",
"user id":1,
"white":1

Api_GetBIListitems

Mony4eHme cnmucka pecypcos npodunen YepHoix/benbix CnnCcKoBs. MapameTpsl:
e Params - object: napameTpbl noncka(Heobs3aTenbHbIN NapaMeTp)

Bo3mMoXHble NnapaMeTpPbI MONCKa Params:

page - int: HOMep CTpaHuLbI

Size - int: pa3MepHOCTb MaccrBa C pe3ynbTaToM

uri - string: pecypc

type - string:snilip|url|cn

task_id - int: ngeHTUMKaTOp Npodhuna

enabled - int: 0|1 = Bbikn|Bkn

order_by - string: none, no koTopomy byneT ynopsagoyeH Crmncok pecypcos

order_dir - string: ynopsifio4ynBaHue cnucka no BospactaHuio("asc")/yboisaHuio("desc")

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api GetBlListItems",
"params":{
"Params":{
“order by": "uri",
“order _dir": "asc",
"page": 0O,
“tasks id": 234,
"size": 100
}

}
"1d":1515929803508



MpuMep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515929803508,
"result":{
"success":true,
"data":{
"page":0,
"size":100,
"count":6,
"rows": [
{
"enabled": 1,
"item id": 2098644,
"task id": "234",
"type": "sni",
"uri": "*.detik.com"
)
]
}
}
}

Api_SaveBlListitem

CoxpaHeHune pecypca npoguns YepHbix/benbix cnnckos. MapameTpsl:
e Listltem - object: mogenb pecypca

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
"“method":"Api SaveBlListItem",

"params":{
"ListItem":{
"enabled": 1,

"item id": 2098644,
"task id": "234",

"type": "sni",
"uri": "*.detik.com"
}

b

"id":1515929803508



]

lMprMep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515929803508,
"result":{
"success":true,
"data":{
"list item":{
"enabled": 1,
"item id": 2098644,
“task id": "234",
"type": "sni",
"uri": "*.detik.com"
}
}
}
}

Api_DeleteBlIListltem

YnaneHune pecypca npouna YepHbix/besbix CNNCKOB.

MNapameTpbl:
e Listltem - object: mogenb pecypca

MpumMep 3anpoca:

[

"jsonrpc":"2.0",

“method":"Api DeleteBlListItem",

"params":{
"ListItem":{
"enabled": 1,

"item id": 2098644,
"task_id": "234",

"type": "sni",
"uri": "*.detik.com"
}

b

"1d":1515929803508



]

lMprMep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515929803508,
"result":{
"success":true
}
}

Api_IlmportBlListltems

MmnopT maccmBa mogenen pecypcos npodunnaa YepHolx/benbix CNMCKOB.
MapameTpbl:
e Items - array: MaccuB MoJesien pecypcos

lMpumMep 3anpoca:

[
{
"jsonrpc":"2.0",
"method":"Api ImportBlListItems",
"params":{
"Items": [
{
"enabled": 1,
“item id": 0,
"task id": "234",
"type": "sni",
"uri": "*.detik.com"
b
]
Iy
"id":1515929803508
}

]

MpuMep yCnewHoro oTeeTa:



"jsonrpc":"2.0",

"id":1515929803508,

"result":{
"success":true

}

Api_ImportBiListitemsFromQoE

NmnopT pecypcos no Kateropuam n3 QoE.
MNapameTpbl:

e Task - object: mogens npoduna
e Categories - string: ngeHTNGUKaTOPLI KaTEropuin pecypcos 13 QoE 4yepes 3anaTyto

MpumMep 3anpoca:

[

"jsonrpc":"2.0",

"method":"Api ImportBlListItemsFromQoE",
"params":{

"Categories": "7,8,9,10",

"Task": {

"data":[],

"date":"2019-03-22 06:28:25",

"form data":"{\"title\":\"All
rangel\",\"white\":1,\"redirect enabled\":\"\",\"redirect\":\"spectredpi.com
\",\"target\":\"\"}",

"hardware id": 1,

"parent id":null,

“status":1,

"task id":234,

"title":"All rangel",

"user id":1,

"white":1

}

}
"id":1515929803508

]

MprMep ycnewHoro oTeeTa:



"jsonrpc":"2.0",

"id":1515929803508,

"result":{
"success":true

}

Api_GetBITargets

MonyyeHne cnucka aboHeHTOB nNpodunent YepHbix/benbiX CNCKOB.
MNapameTpbl:
e Params - object: napameTpbl noncka(Heobs3aTenbHLIN NapaMeTp)

Bo3MOXKHbIe napameTpbl nomcka Params:

page - int: Homep CTpaHULbI

e Size - int: pa3MepHOCTb MaccrBa C pe3ynbTaToM

task_id - int: ngeHTUMKaTOP Npohnna

target - string: noruH aboHeHTa

status - int: cTaTyc aboHeHTa

order_by - string: none, no kotopomy byaeT ynopsagoyeH cnncok aboHeHTOB
order_dir - string: ynopsifo4nBaHue cnucka no BospacTtaHuio("asc")/yboisaHuio("desc")

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api GetBlTargets",
"params":{
"Params":{
“order by": "target",
"order dir": "desc",
“page": 0O,
“tasks id": 234,
"size": 100
}
}
"1d":1515929803508
}

MpyMep ycnewHoro oTeeTa:



"jsonrpc":"2.0",
"id":1515929803508,

"result":{
"success":true,
"data":{

"page":0,
"size":100,
"count":6,
"rows": [

{

"status": 1,
"task id": "234",
"target": "4.4.4.4"
¥

Api_SaveBITargets

CoxpaHeHne HecKonbKux aboHeHTOB Npodunnsa YepHbix/benbix cNUcKoB. MNapaMeTpbl:
e Targets - array: maccuB moaenen aboHeHTOB Npodus

lMpumep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api SaveBlTargets",
"params":{
"Targets":|[
{
"status": 1,
"task id": "234",
"target": "4.4.4.4"

"status": 1,
"task id": "234",
“target": "10.64.66.101"

L R



"id":1515929803508

]

MpyMep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515929803508,
"result":{
"success":true
}
}

Api_SaveBITarget

CoxpaHeHune aboHeHTa npodunnsa YepHobix/benbix cnMckoB. NMapameTpsi:

e NewTarget - object: HoBas mogensb aboHeHTa npodnns
e OldTarget - object: ctapas mogenb aboHeHTa npouns

MprmMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api SaveBlTarget",
"params":{
"NewTarget":{
"status": 1,
"task id": "234",
"target": "4.4.4.4"
I
"OldTarget":null
I
"id":1515929803508
}

]

MprMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515929803508,



"result":{
"success":true

}

Api_DeleteBITarget

YpnaneHve aboHeHTa npogunasa YepHbix/benbix CNUCKOB. MapamMeTpbl:
e Target - object: mogens aboHeHTa npoguna

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api DeleteBlTarget",
"params":{
"Target":{
"status": 1,
“task id": "234",
"target": "4.4.4.4"
}
b
"id":1515929803508
}

]

MpyMep ycrnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1515929803508,
"result":{
"success":true
}
}

YnpasneHue 3anucoio PCAP

B pa3paboTke.



YnpasneHue MuHu Firewall-om

e Api_GetMiniFirewallProfiles
 Api_SaveMiniFirewallProfile
* Api_DeleteMiniFirewallProfile
e Api_RunMiniFirewallProfile

e Api_StopMiniFirewallProfile

Api_GetMiniFirewallProfiles

MonyyeHune cnncka npogunen MuHn Firewall. MapameTpbl:

e Params - object: napameTpbl noncka(Heobs3aTenbHbIN NapameTp)

Bo3MOXXHbIe napameTpbl Noncka Params:

page - int: Homep cTpaHuLbl

size - int: pa3mMepHOCTb MaccuBa C pe3ysibTaToM

hardware _id - int: noeHTngunkaTop obopynoBaHus

title - string: umsa npodunsa

title_equal - string: To4HOe UMA Npoduna

profile_id - int: UageHTUUKaTOP Npochuns

profile_id_not_eqaul - int: UgenTndrkaTop npoduns

profile_ids - string: CTpoka ¢ nepe4ncsieHmemM NaeHTUHOUKaTOPOB NPodusien Yepes 3anaTyto
status - int: 0|1 = Bbikn|Bkn

order_by - string: none, no koTopomy byneT ynopsagoyeH Crncok npogunen

order_dir - string: ynopsifio4ynBaHue cnucka no BospactaHuio("asc")/yboisaHuio("desc")

MpumMep 3anpoca:

[{
“jsonrpc":"2.0",
"method":"Api GetMiniFirewallProfiles",
"params":
{
"Params":
{
"page":0,
"size":100,
"order by":"profile id",
"order dir":"desc",
"profiles ids":null,
"hardware id":10
}
}
"1d":1570094137904
}H

MpuMmep yCnewHoro oTBeTa:



"jsonrpc":"2.0",
"id":1570094137904,

"result":
{
"success":true,
"data":
{
"page":0,
"size":100,

"count":7,"rows":
[
{
"profile id":"1202",
"hardware id":"10",
"title":"qq",
"date":"2019-10-02 16:22:42",
"form data":"{\"title\":\"qq\",\"max port\":1000,\"port holes\":[],\"out por
t\":[555]}","status":"0","sync_marker":"0"
b
{...}

Api_SaveMiniFirewallProfile

CoxpaHeHue npocdunsg MuHu Firewall. MapameTpbl:

e Form - object: Mmogenb AaHHbIX U3 (OPMbI
e Task - object: monens npoguns

lMpumMep 3anpoca:

[{
“jsonrpc":"2.0",
"method":"Api SaveMiniFirewallProfile",
“params":
{
"Profile":
{
"id":1570094137951,
“profile id":0,
"hardware id":"10",

"title":""’
"date":0,
"status":0,

“form data":"{\"title\":\"\",\"max port\":0,\"port holes\":[],\"out port\":[
1,\"valid\":true}",



"sync _marker":0,
"valid":true

b

“Form":

{
"title":"test",
"max_port":10240,
“port holes":[80,8080],
"out port":[25,465],
"valid":true

}

b
"id":1570094137951

}

lMprMep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1570094137951,

"result":
{
"success":true,
"data":
{
"profile":
{

"profile id":"1509",

“hardware id":"10",

"title":"test",

"date":"2019-10-03 09:44:22",
“form data":"{\"title\":\"test\",\"max port\":10240,\"port holes\":[80,8080]
,\"out port\":[25,465]}",

"status":"0",

"sync marker":"0"

Api_DeleteMiniFirewallProfile

YnaneHune npocuna MuHu Firewall. MNapameTpbl:
¢ Profile - object: Mmogens npoguns

MpumMep 3anpoca:

[{

“jsonrpc":"2.0",



"method":"Api DeleteMiniFirewallProfile
“params":
{
“Profile":
{
"id":1570094137926,
"profile id":"1202",
"hardware id":"10",

Iltit'l-ell:lqull’
"date":"2019-10-02 16:22:42",
"status":0,

“form data":"{\"title\":\"qq\",\"max_port\"
t\":[555]}",
“sync_marker":"0",
"valid":true
}
b
"id":1570094137926

}H

[MprMep ycnewHoro oTeeTa:

{
“jsonrpc":"2.0",
"id":1570094137926,
"result":{
"success":true
}
}

Api_RunMiniFirewallProfile

3anyck npocduna MuHn Firewall. NapameTpbl:
e Profile - object: mogens npoguns

MpumMep 3anpoca:

[{
"jsonrpc":"2.0",
“method":"Api RunMiniFirewallProfile",
"params":
{
"Profile":
{
"id":1570094137951,
“profile id":"1509",
"hardware id":"10",

n
’

:1000,\"port _holes\"

:[1,\"out por



"title":"test",
"date":"2019-10-03 09:44:22",
"status":0,
“form data":"{\"title\":\"test\",\"max port\":10240,\"port holes\":[80,8080]
,\"out port\":[25,465]}",
"sync _marker":"0",
"valid":true
}
H
"id":1570094137951

}

MpuMep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1570094137951,
"result":
{
"success":true,
"data":
{
"profile id":"1509",
"hardware id":"10",
"title":"test",
"date":"2019-10-03 09:44:22",
"form data":"{\"title\":\"test\",\"max port\":10240,\"port holes\":[80,8080]
,\"out port\":[25,465]}",
"status":1,
"sync _marker":"0"

Api_StopMiniFirewallProfile

OcTaHoBka npoguna Munm Firewall. MapameTpsl:
e Profile - object: Mmogens npoguns

MpumMep 3anpoca:

[{
"jsonrpc":"2.0",
"method":"Api StopMiniFirewallProfile",
“params":
{

"Profile":

{
"id":1570094137951,



"profile id":"1509",
"hardware id":"10",
"title":"test",
"date":"2019-10-03 09:44:22",

"status":1,
"form data":"{\"title\":\"test\",\"max port\"
,\"out port\":[25,465]}",
"sync_marker":"0",
"valid":true
}
b,

"id":1570094137951
}H

Mpumep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1570094137951,
"result":
{
"success":true,
"data":
{
"profile id":"1509",
"hardware id":"10",
"title":"test",
"date":"2019-10-03 09:44:22",
“{\"title\":\"test\",\"max_ port\"
":[25,465]}",
"status":0,
"sync_marker":"0"

“form data":
,\"out port\

YnpasneHue L2 BRAS

B pa3paboTke.

YnpasneHnue L3 BRAS

B pa3paboTke.

Ynpasnenuue CG NAT

e Api_GetCgNatProfiles

:10240,\"port holes\":[80,8080]

:10240,\"port _holes\":[80,8080]



e Api_SaveCgNatProfile

e Api_DeleteCgNatProfile

e Api_RunCgNatProfile

e Api_StopCgNatProfile

» Api_GetCgNatDetailStatus

* Api_GetCgNatFullStatus

e Api_GetCgNatSubscribersStatus

Api_GetCgNatProfiles

MonyyeHune cnucka CG NAT npodunein. MapameTpsbi:
e Params - object: napameTpbl noncka(Heobs3aTenbHbIN NapaMeTp)
Bo3MoXXHble napameTpbl Noncka Params:

e page - int: HomMmep CTpaHULbI

e Size - int: pa3MepHOCTb MaccuBa C pe3ynbTaToM

e hardware_id - int: ngeHTuprkaTop obopynosaHmsa

e title - string: umsa npodunsa

e title_equal - string: To4HOE UMa Npodmns

e profile_id - int: WgeHTHdmKaTOp Npodnns

e profile_id_not_eqaul - int: UaeHTUUKaTOP NpohuUns

e profile_ids - string: CTpoka ¢ nepeyncneHvem naeHTMMOUKaTopoB Npoduien Yyepes 3andaTyto
e status - int: 0|1 = Bbikn|Bkn

e nat_type - int: Tun npocuns (0 = CG NAT, 1 = 1:1)

e order_by - string: none, no Kotopomy byaeT ynopsagoyeH CAncok npodunen

e order_dir - string: ynopsifo4vBaHne cnucka no BospacTtaHuio("asc")/yboisaHuio("desc")

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api GetCgNatProfiles",
"params":{
"Params":{
"page":0,
"size":100,
"order by":"profile id",
“order _dir":"desc",
“profiles ids":null,
"hardware id":1
}
b
"id":1564488173195
}

MpyMep yCneLwHoro oTeeTa:



"jsonrpc":"2.0",
"id":1564488173195,

"result":{
"success":true,
"data":{

"page":0,
"size":100,
"count":4,
"rows": [

{

“profile id":"755",

“hardware id":"1",

“title":"stress",

"date":"2019-07-22 20:24:25",
"form data":"{\"title\":\"stress\",\"nat ip pool\":\"5.199.42.0\/28\",\"nat
type\":1,\"nat_tcp max sessions\":0,\"nat udp max sessions\":0}",

“status":"0",

“nat_type":"1",

“subscribers updated":"1",

"sync_marker":"2039079626"

{...},

Api_SaveCgNatProfile

CoxpaHeHne CG NAT npogunsa. MapameTpsl:

e Form - object: Mmofenb gaHHbIX U3 PopMbl
e Task - object: mogenb npocunsa

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api SaveCgNatProfile",
"params":{
"Profile":{
"id":1564488173202,
"profile id":"752",
"hardware id":"1",
“title":"stress",
"date":"2019-07-22 20:24:25",
“status":0,



"nat _type":1,
"form data":"{\"title\":\"stress\",\"nat ip pool\":\"5.200.44.0/32\",\"nat_t
ype\":1,\"nat_tcp max sessions\":0,\"nat udp max sessions\":0}",
“subscribers updated":1,
“sync _marker":"2039079626",
"valid":true

H

"Form": {
“title":"stress",
"nat ip pool":"5.200.44.0/32",
"nat type":1,
"nat tcp max sessions":0,
“nat udp max sessions":0,
"valid":true

}

}
"id":1564488173202

]

[MprMep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1564488173202,

"result":{
"success":true,
"data":{

"profile":{

"profile id":"752",

"hardware id":"1",

"title":"stress",

"date":"2019-07-30 13:07:56",
“form data":"{\"title\":\"stress\",\"nat ip pool\":\"5.200.44.0\\\/32\",\"na
t type\":1,\"nat tcp max sessions\":0,\"nat udp max sessions\":0}",

“status":"0",

“nat_type":"1",

"subscribers updated":"1",

"sync_marker":"2039079626"

Api_DeleteCgNatProfile

YnaneHne CG NAT npocuns. MapameTpsl:

e Profile - object: mogens npocuns



lMpumMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api DeleteCgNatProfile",
"params":{
"Profile":{
"id":1564488173351,
“profile id":"773",
“hardware id":"1",
"title":"test delete",
"date":"2019-07-30 13:16:12",
“status":0,
“nat_type":0,
“form data":"{\"title\":\"test delete\",\"nat ip pool\":\"192.168.1.90\\/24\
“,\"nat type\":0,\"nat tcp max sessions\":1500,\"nat udp max sessions\":1500
"
"subscribers updated":0,
“sync_marker":"0",
"valid":true
}

}.
"id":1564488173351

]

[MpruMep ycnewHoro oTeeTa:

{
“jsonrpc":"2.0",
"id":1564488173351,
"result":{
"success":true
}
}

Api_RunCgNatProfile

3anyck CG NAT npodmns. MapameTpsbl:
e Profile - object: mogens npoguns

MpumMep 3anpoca:

[

"jsonrpc":"2.0",



"method":"Api RunCgNatProfile",
“params":{
"Profile":{
"id":1564494014854,
"profile id":"752",
"hardware id":"1",
"title":"stress",
"date":"2019-07-30 13:21:06",
“status":0,
"nat type":1,
"form data":"{\"title\":\"stress\",\"nat ip pool\":\"5.200.44.0\\/32\",\"nat
_type\":1,\"nat tcp max sessions\":0,\"nat udp max sessions\":0}",
"subscribers updated":1,
“sync_marker":"2039079626",
“valid":true
}

}
"1d":1564494014854

]

MprMep ycnewHoro oTeeTa:

{
“jsonrpc":"2.0",
"1d":1564494014854,
"result":{
“success":true,
"data":{
"profile id":"752",
"hardware id":"1",
"title":"stress",
"date":"2019-07-30 13:21:06",
“form data":"{\"title\":\"stress\",\"nat ip pool\":\"5.200.44.0\\\/32\",\"na
t type\":1,\"nat tcp max sessions\":0,\"nat udp max sessions\":0}",
"status":1,
“nat type":"1",
"subscribers updated":"1",
"sync_marker":"2039079626"

Api_StopCgNatProfile

OctaHoBka CG NAT npodwuns. MapameTpsi:
e Profile - object: mogens npoguns

MpumMep 3anpoca:



"jsonrpc":"2.0",
"method":"Api StopCgNatProfile",
"params":{
"Profile":{
"1d":1564494014854,
"profile id":"752",
"hardware id":"1",
"title":"stress",
"date":"2019-07-30 13:21:06",
“status":1,
“nat_type":1,
“form data":"{\"title\":\"stress\",\"nat ip pool\":\"5.200.44.0\\/32\",\"nat
_type\":1,\"nat tcp max sessions\":0,\"nat udp max sessions\":0}",
"subscribers updated":1,
"sync_marker":"2039079626",
“valid":true
}

}
"id":1564494014854

]

Mpumep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1564494014854,
"result":{
"success":true,
"data":{
"profile id":"752",
"hardware id":"1",
"title":"stress",
"date":"2019-07-30 13:21:06",
"form data":"{\"title\":\"stress\",\"nat ip pool\":\"5.200.44.0\\\/32\",\"na
t type\":1,\"nat tcp max sessions\":0,\"nat udp max sessions\":0}",
"status":0,
"nat type":"1",
"subscribers updated":"1",
"sync_marker":"2039079626"

Api_GetCgNatDetailStatus

MonyyeHne nogpobHoro ctatyca CG NAT npocuns. MapameTpbl:



e Params - object: napameTpbl noncka(Heobs3aTenbHLIN NapaMeTp)
Bo3MoXXHble napameTpbl noncka Params:

e page - int: Homep CTpaHuLbI

e Size - int: pa3MepHOCTb MaccrBa C pe3ynbTaToM

e order_by - string: none, no Kotopomy byfeT ynopsagoyeH CNncok npodunen

e order_dir - string: ynopsifo4rBaHue cnucka no sBo3pacTtaHuio("asc")/yboisaHuio("desc")
e hardware_id - int: nugeHTugukaTop obopynosaHms

e profile_id - int: UneHTUdurKaTOp Npoduns

e profile_ids - string: CTpoka ¢ nepeyncyiieHneM naeHTUMnUKaTopoB npodusien Yyepes 3ansaTyto
e proto - string: Vicnonb3yembin npoTokon (TCP / UDP)

* ip_mask - string: IP macka( 0x0 / 0x1)

e nthr - int: Homep noToka (0 /1)

e whip - string: benbin IP agpec

e num_port - int: ObLLee KOAMYECTBO NOPTOB ( >=)

e use port - int: icmonb3yemoe KoM4ecTBo NOPTOB ( >=)

MpumMep 3anpoca:

[

{
"“jsonrpc":"2.0",
"“method":"Api GetCgNatDetailStatus",
"params":{
"Params":{
"page":0,
"size":100,
"order by":"profile id",
“order _dir":"desc",
"profile ids":"753",
"hardware id":"1"
}
b
"1d":1564494015645
}

MpuMep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1564494015645,

"result":{
"success":true,
"data":{

"page":0,
"size":100,
"count":16,
"rows": [

{



"profile id":"753",
“proto":"TCP",

"nthr":"0",

“ip mask":"0x0",
"whip":"8.8.8.10",
“num_port":"64512",

"use port":"0",
“sync_marker":"2039079626",
“title":"1st profilel"

{...},

Api_GetCgNatFullStatus

MonyyeHune obuwero ctatyca CG NAT npogunsa. MapameTpbl:
e Params - object: napameTpbl noncka(Heobs3aTenbHbIN NapaMeTp)
Bo3MoXXHble napameTpbl Noncka Params:

e page - int: Homep CTpaHuLbI

e Size - int: pa3MepHOCTb MaccrBa C pe3ynbTaToM

e order_by - string: none, Nno Kotopomy byfeT ynopsagoyeH CNncok npodunen

e order_dir - string: ynopsago4uaHme cnvucka no Bo3pacTtanHuto("asc")/ybbiBaHuio("desc")
e hardware_id - int: nugeHTugukaTop obopynosaHms

e profile_id - int: UneHTHdurKaTOp Npoduns

e profile_ids - string: CTpoka ¢ nepeync/iieHneM naeHTUMnUKaTopoB npodusien Yyepes 3ansaTyto
e proto - string: Vicnonb3yembin npoTokon (TCP / UDP)

* ip_mask - string: IP macka( 0x0 / 0x1)

e nthr - int: Homep notoka (0 /1)

e whip - string: benbin IP agpec

e num_port - int: ObLLee KOAMYECTBO NOPTOB ( >=)

e use port - int: icmonb3yemoe KoM4eCcTBO NOPTOB ( >=)

e num_addr - int: ObLee KoNNYECTBO afpecos ( >=)

e use_addr - int: icnonb3yemoe KoM4eCTBO afpecos ( >=)

lMpumMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api GetCgNatFullStatus",
"params":{
"Params":{
“page":0,



"size":100,
"order by":"profile id",
"order _dir":"desc",
“profile ids":"753",
“hardware id":"1"

}

}
"1d":1564494015647

]

MpyMep yCnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1564494015647,
"result":{
"success":true,
"data":{
"page":0,"size":100,
“count":2,
"rows": [
{
"profile id":"753",
"proto":"TCP",
"nthr":"0",
"ip mask":"0Ox0",
“num_addr":"8",
“use addr":"0",
“num port":"516096",
"use port":"0",
"sync_marker":"2039079626",
“title":"1st profilel™

"profile id":"753",
"proto":"UDP",

“nthr":"0",

“ip mask":"0x0",

“num _addr":"8",

"use addr":"0",
“num_port":"516096",

"use port":"0",

"sync _marker":"2039079626",
“title":"1st profilel”



Api_GetCgNatSubscribersStatus

MonyyeHwne cTaTyca aboHeHTOB CG NAT npocumns. MapameTpbl:
e Params - object: napameTpbl noncka(Heobs3aTenbHLIN NapaMeTp)
Bo3MoXXHble napameTpbl Nnoncka Params:

* page - int: HOMep CTpaHULbI

* Size - int: pa3MepHOCTb MaccmBa C pe3ysibTaToM

e order_by - string: none, no Kotopomy byfeT ynopsagoyeH CNMcok npodunen

e order_dir - string: ynopsifo4rBaHue cnucka no Bo3pacTtaHuto("asc")/yboisaHuio("desc")
e hardware_id - int: nugeHTugukaTop obopynosaHms

e profile_id - int: UneHTUdurKaTOp Npoduns

e profile_ids - string: CTpoka ¢ nepeync/iieHneM naeHTUMPUKaTopoB nNpodusien Yyepes 3anaTyto
e ipv4 - string: Cepbin IP agpec

e whiteip - string: benbin IP agpec

e sess_tcp - int: Konuyectso TCP ceccum ( >=)

e sess_udp - int: Konuyectso UDP ceccum ( >=)

MNpumep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api GetCgNatSubscribersStatus"”,
“params":{
"Params":{
"page":0,
"size":100,
"order by":"profile id",
"order dir":"desc",
"profile ids":"753",
"hardware id":"1"
}
I
"id":1564494015649
}

lMprMep ycnewHoro oTeeTa:

{
"jsonrpc":"2.0",
"id":1564494015649,

"result":{
"success":true,
"data":{

"page":0,
"size":100,

"count":15,



"rows": [

{
“profile id":"753",
“ipv4": "192.168.15.25",
"whiteip": "5.200.44.1",
"sess tcp": "134",
"sess udp": "62",
“sync_marker": "2039079626"
}
{...},

Ynpasnenue 3awuton ot DOS n DDOS aTtak

B pa3paboTke.

YnpasneHue KewuMpoBaHueM

B pa3paboTke.

VnpaBneHMe yBeaoMJIEHUAMU aboHeHTOB

B pa3paboTke.

YnpasneHue 610KUPOBKOM U 3aMEHOMN peKJiambl

B pa3paboTke.

YnpasneHue 60HYyCHOM NporpamMMon

B pa3paboTke.

YnpasneHue tapucdamm

 Api_GetPolicingProfiles

* Api_SavePolicingProfile

e Api_SavePolicingProfileConfig
* Api_DeletePolicingProfile



Api_GetPolicingProfiles

MonyyeHme cnncka npounen TapndHbIX NAaHos. NapameTpsbl:
e Params - object: napameTpbl noncka(Heobs3aTeNnbHbIN NapamMeTp)
Bo3mMoXXHbIe napameTpbl nomucka Params:

e page - int: HoMep CTpaHULbI

e Size - int: pa3MepHOCTb MaccrBa C pe3ynbTaToM

hardware_id - int: naeHTudukaTop 06opynoBaAHUS

title - string: uma npoduns

individual - int:0|1

profile_id - int: nugeHTUUKaTOP NpoUNs TapupHOro niaHa

order_by - string: none, no KoTopomy byneT ynopsagoyeH cnncok aboHeHToB

order_dir - string: ynopsfgo4mBaHune cnuncka no sBospactaHuio("asc")/yboiBaHuio("desc")

Mpumep 3anpoca:

[

{
“jsonrpc":"2.0",
"method":"Api GetPolicingProfiles",
"params":{
"Params":{
"hardware id": 1,
"individual": "0",
"order by": "profile id",
"order _dir": "desc",
“page": 0O,
“profile id": null,
“size": 100,
"title": ""
}
3
"1d":1515929803508
}

MpuMep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515929803508,
"result":{
"success":true,
"data":{
"page":0,



"size":100,
"count":0,
"rows": [
{
"COﬂfig": II{IItypeII:IIHTBII’ .. .}II
"config updated": "0"
"dpi name": "at9Eneeg29"

"enabled": "0"
"hardware id": "1"
"individual": "0"
"profile id": "276"
"status": "0"

"subs updated": "0"
"title": "10mbit"
"user id": "1"

}I

Api_SavePolicingProfile

CoxpaHeHne moaenu aboHeHTa
MapameTpbl:

e Profile - object: mogens npodunsa TapngHOro naaHa ¢ HOBbLIMU AAHHLIMY
 Config - string: KoHUrypauns TapugHoro naaHa. ECnm gaHHbIN napameTp yKasaH,
Npoun3BOANTCA 0OHOBNIEHNE KOH(MIypaLns TapupHOro niaHa

MpyMep 3anpoca Npu COXPaHeHUN NPopUNs:

[

“jsonrpc":"2.0",
"method":"Api SavePolicingProfile",
“"params":{
“Config": "htb inbound root=rate
10mbit«htb inbound classO=rate 8bit ceil 10mbit«htb inbound classl=rate 8bit
ceil...",

"Profile":{
"config": "",
“config updated": 0,
Ildpi_namell : n II’
"enabled": 0O,
"hardware id": "1",

"individual": 0,



"profile id": 0,

"status": 0O,
"subs updated": O,
“title": "test save"

"user id": 0,
"valid": true

}

}
"1d":1515929803535

]

MpuMep yCnewHoro oTBeTa Npu co3gaHnm npoduns:

{
"jsonrpc":"2.0",
"id":1553521000824,

"result":{
"success":true,
"data":{

"profile":{

"profile id":"280",

“title":"test save",

"hardware id":"1",

"user id":"1",

"enabled":"0",
“config":"{\"type\":\"HTB\",\"inbound\":{\"root rate\":\"10mbit\",\"root cei
W\":\"10mbit\",\"root burst\":\"5mbit\",\"root cburst\":\"5mbit\",\"classes\
“:[...]1},\"outbound\":{\"root rate\":\"10mbit\",\"root ceil\":\"10mbit\",\"r
oot burst\":\"5mbit\",\"root cburst\":\"5mbit\",\"classes\":[...]1}}",

"subs updated":"0",

"config updated":"0",

“dpi name":"4tOKYYU83Z",

"status":"0",

"individual":"0"

Api_SavePolicingProfileConfig

CoxpaHeHune KoHpurypauum npouas TapnugHOro niaHa.
MapameTpbl:

e Profile - object: mogenb npodunsa TapugHOro nnaHa.
e Config - string: KOHUrypauma TapngHOro niaxHa.

MpumMep 3anpoca:



“jsonrpc":"2.0",
"method":"Api SavePolicingProfile",

"params":{

“"Config": "htb inbound root=rate
20mbitahtb inbound classO=rate 8bit ceil 20mbit«htb inbound classl=rate 8bit
ceil...",

"Profile":{
"config":

"{\"type\":\"HTB\",\"inbound\": {\"root rate\":\"10mbit\",\"root ceil\":\"10m
bit\",\"root burst\":\"5mbit\",\"root cburst\":\"5mbit\",\"classes\":[...1},
\"outbound\":{\"root rate\":\"10mbit\",\"root ceil\":\"10mbit\",\"root burst
\":\"5mbit\",\"root cburst\":\"5mbit\",\"classes\":[...]1}}",

"config updated": O,

"dpi name": "ztovKBaiZs",
"enabled": 0,
“hardware id": "1",

"individual": 0,
"profile id": 278,

"status": 0O,
"subs updated": O,
“title": "test save"

“user id": 1,
"valid": true

}

}
"1d":1515929804638

]

lMprMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515929804638,

"result":{
"success":true,
"data": {
"profile":{

config:

“{"type":"HTB", "inbound":{"root rate":"20mbit","root ceil":"20mbit","root bu
rst":"10mbit","root cburst":"10mbit","classes":[...]},"outbound":{"root rate
":"20mbit","root ceil":"20mbit","root burst":"10mbit","root cburst":"10mbit"
,"classes":[...]1}}"

config updated: "0"

dpi name: "ztovKBaiZs"

enabled: "0"

hardware id: "1"

individual: "0"



profile id: "278"
status: "O"
subs updated: "0"
title: "test save"
user id: "1"

Api_DeletePolicingProfile

YnaneHune npouna TapucHOro niaHa.
MNapameTpbl:
 Profile - object: mogenb npocuna TapugHOro nnaxHa.

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
"“method":"Api DeletePolicingProfile",
"params":{
"Profile":{
config:
"{"type":"HTB", "inbound":{"root rate":"20mbit","root ceil":"20mbit","root bu
rst":"10mbit","root cburst":"10mbit","classes":[...1},"outbound":{"root rate
“:"20mbit","root ceil":"20mbit","root burst":"10mbit","root cburst":"10mbit"
,"classes":[...]1}}"
config updated: "0"
dpi name: "ztovKBaiZs"
enabled: "0"
hardware id: "1"
individual: "0"
profile id: "278"
status: "0"
subs updated: "O"
title: "test save"
user _id: "1"
}
b
"id":1515929804638

]

Mpumep ycnewHoro oTeeTa:

{



"jsonrpc":"2.0",
"id":1515929804638,

"result":{
"success":true,
"data":{
"profile":{

config:

“{"type":"HTB", "inbound":{"root rate":"20mbit","root ceil":"20mbit","root bu
rst":"10mbit","root cburst":"10mbit","classes":[...]},"outbound":{"root rate
":"20mbit","root ceil":"20mbit","root burst":"10mbit","root cburst":"10mbit"
,"classes":[...]1}}"

config updated: "0"

dpi name: "ztovKBaiZs"

enabled: "0"

hardware id: "1"

individual: "0"

profile id: "278"

status: "O"

subs updated: "0"

title: "test save"

user id: "1"

YnpasneHue npuopetusauuen no nporokosam (DSCP)

» Api_GetDscpProtocolsConfig

» Api_SetDscpProtocolsConfig

» Api_GetDscpProtocolsConfigHistory
e Api_GetDscpProtocolsConfigFile

Api_GetDscpProtocolsConfig

MonyyeHme KOHpUrypaumm npunopeTrsaunm rno npotokony DSCP.
MapameTpbl:
e |d - int: ngeHTUPMKaTOP 0BOPYLOBAHMA

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
“method":"Api GetDscpProtocolsConfig",
"params":{

"Id":1



}
"id":1515661809137

]

MpuMep yCnewHoro oTeeTa:

{

“jsonrpc":"2.0",

"id":1515662165576,

"result":{
"success":true,

"data": "ftp cs4\nhttps csl\nBittorrent cs7\nTCP Unknown
cs7\ndefault keep\n"

}

Api_SetDscpProtocolsConfig

YcTaHoBKa KOH(Mrypauum npuopetunsauum no npotokony DSCP.

MNapameTpbl:

e |d - int: ngeHTUPUKaTOP 0BOPYLOBAHMA
e Config - string: Teno KoHgurypauum

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api SetDscpProtocolsConfig",
"params":{
"Id":1,
“Config":"ftp csd4\nhttps csl\nBittorrent cs7\nTCP Unknown
cs7\ndefault keep\n"

}
"1d":1515661809137

]
[MpruMep ycnewHoro oTeeTa:

{

“jsonrpc":"2.0",



"id":1515662165576,
"result":{
"success":true

}

Api_GetDscpProtocolsConfigHistory

Mony4yeHme NCTopum N3MeHeHNa KOHGUrypauuin npuopetTusaumm no npotokony DSCP.

MapameTpbl:

e |d - int: ngeHTUPUKaTOP 0BOPYLOBAHMA

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api GetDscpProtocolsConfigHistory",
"params":{
"Id":1
}
"id":1515661809137
}

MpuMep yCnewHoro oTeeTa:
{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{

"success":true,

"data": [
"2015.06.03.03.54.25.000000.protocols.dscp",
"2015.06.03.04.00.28.000000.protocols.dscp",
"2015.06.04.15.48.34.000000.protocols.dscp",



Api_GetDscpProtocolsConfigFile

MonyyeHune anna KoHpUrypaumm n3 NCTopumn rno MeHun anna.
MNapameTpbl:

e |d - int: ngeHTUPUKaTOP 0BOPYLOBAHMA
e File - string: numsa ganna

lMpumep 3anpoca:

[

{
“jsonrpc":"2.0",
"method":"Api GetDscpProtocolsConfigFile",
"params":{
“Id":1,
"File":"2015.06.03.03.54.25.000000.protocols.dscp"”
},
"id":1515661809137
}

]

lMprMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": "dns csO\nhttp csl\nhttps csl\nBittorrent cs7\nICMPv6
csO\NnICMP csO\ndefault cs2\n"
}

YnpasneHue npuopetusaumuen no ASN

* Api_GetAsnDscpConfig

» Api_SetAsnDscpConfig

e Api_GetAsnDscpConfigHistory
e Api_GetAsnDscpConfigFile

Api_GetAsnDscpConfig

Mony4eHne KoHGUrypauum npuopeTusauunm no ASN.



MNapameTpbl:
e |d - int: nogeHTUGMKaTOP 06OPYLOBAHMA

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api GetAsnDscpConfig",
"params":{
"Id":1
b
"id":1515661809137
}

]

MpyMep yCnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,

"result":{
"success":true,
"data": {
"asn": {
"success": true,
"data": "192.168.1.16/32 64512\n192.168.1.111/32 64512\n"
b

"asn dscp": {
"success": true,
"data": "64512 pass\n64512 cs0\n64513 drop\n64514
pass\n64514 peer\n"
}
}

Api_SetAsnDscpConfig

YcTaHoBKa KoH(urypauumn npuopetusauum no ASN.
MapameTpbl:

e |d - int: nogeHTMdMKaTOP 06OPYHOBAHUSA
e AsnConfig - string: Teno koHgurypauum ASN
e AsnDscpConfig - string: Teno KoHgpurypaunm ASNDSCP



lMpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
"method":"Api SetDscpProtocolsConfig",
"params":{
"Id":1,
"AsnConfig":"192.168.1.16/32 64512\n192.168.1.111/32 64512\n",
"AsnDscpConfig":"64512 pass\n64512 cs0\n64513 drop\n64514 pass\n64514
peer\n"
¥,
"id":1515661809137
}

]
lMprMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"id":1515662165576,
"result":{
"success":true,
"data": {
"asn": {
"success": true
b
"*asn _dscp": {
"success": true

}

Api_GetAsnDscpConfigHistory

MonyyeHne NCTopum N3MeHeHns KoHpUrypaunin npuopetmnsaumm no ASN.

MNapameTpbl:

e |d - int: nogeHTUGMKaTOP 06OPYLOBAHMA

MpumMep 3anpoca:

[

"jsonrpc":"2.0",



"method":"Api GetAsnDscpConfigHistory",
“params":{
“Id":1
H
"id":1515661809137

]

[MprMep ycnewHoro oTeeTa:

{

“jsonrpc":"2.0",
"id":1515662165576,
"result":{

"success":true,

"data": [
"2015.06.07.08.29.29.000000.asnum.dscp",
"2015.06.07.08.30.12.000000.asnum.dscp",
"2015.06.07.08.33.40.000000.asnum.dscp",

Api_GetAsnDscpConfigFile

MonyyeHune hanna KoHUrypaumm n3 NCTopun rno MMeHun anna.
MNapameTpbl:

e |d - int: ngeHTUPUKaTOP 06OPYLOBAHMA
e File - string: uma anna

MNpumep 3anpoca:

[

“jsonrpc":"2.0",

"method":"Api GetAsnDscpConfigFile",

"params":{
“Id":1,
"File":"2015.06.07.08.29.29.000000.asnum.dscp"

}
"1d":1515661809137



[MpuMep ycnewHoro oTeeTa:

{

"jsonrpc":"2.0",
"1d":1515662165576,
"result":{

"success":true,

“data": "11111 pass\nllll2 pass\nllll3 pass\nllll4 pass\nllll5

pass\nllll6 pass\nllll7 pass\nllll8
pass\nllll9 pass\nlll20 pass\n64514 pass\n"

}

YnpasneHue QoE

e Api_GetQoEClientPredefinedReport

* Api_GetQoEFilters

» Api_SaveQoEFilter

e Api_DeleteQoEFilter

e Api_StartExpQoESubscribersToAdvcjob

Api_GetQoEClientPredefinedReport

MNMony4eHune QoE oTyeTa.
MapameTpbl:

e Config - Object: KoHGMrypauusa oTyeTa
e Params - Object: napameTpbl oT4eTa (PMALTPLI)

Mpumep: Ton xocToB (Knukctpum)

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api GetQoEClientPredefinedReport",
"params":{
"Config":{
"type":"ClientPredefined",
"table":"clickstream report",
"values": [

{



IICO'LII : mnin ,
"alias":"total",
"func":"count"

},
{
"col":"session id",
"alias":"sessons uniq",
“func":"uniq"
¥,
{
"col":"subscriber",
"alias":"subscribers uniq",
"func":"uniq"
},
{
"col":"user agent",
"alias":"user agent uniq",
"func":"uniq"
},
{
"col":"device other",
"alias":"device other uniq",
"func":"uniq"
}
{
“col":"host ip",
"alias":"host ip uniq",
"func":"uniq"
}
1,
"rows": [
"host"
1,
"sort":{
"id":"total",
“dir":"desc"
¥,
"with totals":true
},
"Params":{
“"table":"clickstream report",
"page":0,
"size":0,
"period":null,
"filter":{
"period":{

Ilidll : Iltimell ,
"operator":"between",
"value": [

"2018-08-20 14:19:43",

"2018-09-20 14:19:43"



]

i
Ilhostll : mnmn

+,

"sort":{
"id":"total",
"dir":"desc"

}

}

}
"id":1537438732453

]

Mpumep oTBeTa:

{
"jsonrpc":"2.0",
"id":1537438732453,

"result":{
"success":true,
“data":{
"page":0,
"size":100,
“count":2317,
"series":|
1,
“rows": [
{
"host": "www.google.com",
“total":"3287",
"sessons uniq":"1817",
“subscribers uniq":"3",
"user agent uniq":"1",
"device other unig":"1",
"host ip uniq":"58"
b
{
"host":"*.google.com.ru",
"total":"2838",
"sessons uniq":"2838",
"subscribers uniq":"3",
"user_agent uniqgq":"1",
"device other unig":"1",
"host _ip uniq":"39"
b
{

"host":"*.google.com",
“total":"2328",
“sessons _uniq":"2328",



"subscribers uniq":"3",
"user _agent uniqgq":"1",
"device other unig":"1",
“host ip uniq":"158"

},
{
"host":"edge.skype.com",
"total":"130",
"sessons uniq":"109",
"“subscribers uniqgq":"3",
"user _agent uniq":"1",
"device other unig":"1",
“host ip unig":"1"
}
1,
"totals":{
"host":"",

"total":"74141",
"sessons_uniq":"45680",
"subscribers uniq":"3",
"user agent uniq":"91",
"device other uniq":"42",
"host ip uniqg":"3053"

Mpumep: RTT pacnpeneneHue (Hetdnoy)

Mpumep 3anpoca:

[

“jsonrpc":"2.0",
"method":"Api GetQoEClientPredefinedReport",
"params":{

"Config":{
"type":"ClientPredefined",
"table":"fullflow report",
"values": [

{
"col":"",
"alias":"RTT pacnpepeneHune",
“func":"countIf(rtt <> 0)"

IICO'LII : nun ,



"alias":"RTT pacnpegpeneHune oT aboHeHTa",
“func":"countIf(rtt from subscriber <> 0)"

IICO'LII : nmnn ,
"alias":"RTT pacnpegeneHue Kk aboHeHTy",
“func":"countIf(rtt to subscriber <> 0)"

1,

"rows": [

"col":"rtt",
"alias":"rtt",
"func":""
}
I
"sort":{
"id":"rtt",
"dir":"asc"
b
"size":1000
b
"Params":{
“table":"fullflow report",
"page":0,
"size":1000,
"period":null,
"filter":{
"period":{
"id":"time",
"operator":"between",
"value": [
"2018-08-20 15:47:13",
"2018-09-20 15:47:13"

}

}I

"sort":{
"id":"rtt",
"dir":"asc"

}

b
"1d":1537447636531

lpumep oTBeTa:

{

"jsonrpc":"2.0",



"id":1537447636531,

"result":{
"success":true,
"data":{

"page":0,
"size":1000,
“count":1262,
"series":{
b
"rows": [
{
"rtt":0,

"RTT pac”peﬂ.eﬂeHme":“O",
"RTT pacnpepeneHve ot aboHeHTa":"0",
"RTT pacnpepenexune Kk aboHeHTy":"0"

"rtt":1,

"RTT pacnpeneneHune":"7641",

"RTT pacnpegeneHue ot aboHeHTa":"6160",
"RTT pacnpegeneHue K aboHeHTy":"1481"

"rtt":2,

"RTT pacnpeneneHne":"20061",

"RTT pacnpegeneHune ot aboHeHTa":"15859",
"RTT pacnpegeneHue kK aboHeHTy":"4202"

"rtt":3,

"RTT pacnpeneneHne":"12266",

"RTT pacnpegeneHue ot aboHeHTa":"10672",
"RTT pacnpegeneHue kK aboHeHTy":"1594"

"rtt":4,

"RTT pacnpeneneHune":"3922",

"RTT pacnpepeneHue ot aboHeHTa":"3287",
"RTT pacnpepneneHve K aboHeHTy":"635"

"rtt":5,

"RTT pacnpeneneHune":"2347",

"RTT pacnpegeneHue ot aboHeHTa":"1501",
"RTT pacnpegeneHue kK aboHeHTy":"846"

"rtt":3856,
"RTT pacnpegeneHune":"2",



"RTT pacnpepeneHune ot aboHeHTa":"1",
"RTT pacnpegpeneHune K aboHeHTy":"1"

|
{
"rtt":3860,
"RTT pacnpeneneHune":"1",
"RTT pacnpepeneHune ot aboHeHTa":"0",
"RTT pacnpepeneHue K aboHeHTy":"1"
}

I,
"totals":null

Api_GetQoEFilters

MpumMep 3anpoca:

[

{
"jsonrpc":"2.0",
“method":"Api GetQoEFilters",
"params":{
"Params":{
"page":0,
"size":100,
“order by":"filter id",
"order dir":"desc",
"type":"subs clickstream",
"filters ids":null,
"parent _id is null":true
}
}
"id":1537447973672
}

lNpumep oTBeTa:

{
"jsonrpc":"2.0",
"id":1537447973672,

"result":{
"success":true,
"data":{

“page":0,
"size":100,

"count":9,



"rows": [
{

"filter id":"52",

“parent _id":null,

"user id":"1",
"title":"\u0420\u0435\u0437\u0443\u043b\u044c\ud442\u0430\ud442\ub44b
speedtest",

"date":"2018-09-13 11:27:36",

"form data":"{\"filter state\":[{\"id\":1536837377540,\"f enabled\":0,\"f id
\":\"host\",\"f operator\":\"like\",\"f value\":\"\",\"f value type\":\"stri
ng\",\"f value editor\":\"text\"},{\"id\":1536837377541,\"f enabled\":0,\"f
id\":\"subscriber\",\"f operator\":\"like\",\"f value\":\"\",\"f value type\
“:\"string\",\"f value editor\":\"text\"},{\"id\":1536837377542,\"f enabled\
“:0,\"f_id\":\"login\",\"f_operator\":\"like\",\"f_value\":\"\",\"f_value_ty
pe\":\"string\",\"f value editor\":\"text\"},{\"id\":1536837377543,\"f enabl
ed\":1,\"f id\":\"url\",\"f operator\":\"like\",\"f value\":\"speedtest.net\
\\/result\",\"f value type\":\"string\",\"f value editor\":\"text\"},{\"id\"
:1536837377544,\"f _enabled\":0,\"f id\":\"device\",\"f operator\":\"like\",6\
"f value\":\"\",\"f value type\":\"string\",\"f value editor\":\"text\"}, {\"
id\":1536837377545,\"f enabled\":0,\"f id\":\"user _agent\",\"f operator\":\"
like\" ,\"f value\":\"\",\"f value type\":\"string\",\"f value editor\":\"tex
t\"},{\"1d\":1536837377546,\"f enabled\":0,\"f _id\":\"host ip\",\"f operator
N\ "like\",\"f value\":\"\",\"f value type\":\"string\",\"f value editor\":
\"text\"}, {\"id\":1536837377547,\"f enabled\":0,\"f id\":\"device other uniq
\",\"f_operator\":\">=\",\"f_value\":\"\",\"f_value_type\":\"string\",\"f_va
lue editor\":\"text\"},{\"id\":1536837377548,\"f enabled\":0,\"f id\":\"user
_agent_unig\",\"f_operator\":\">=\",\"f_value\":\"\",\"f value type\":\"stri
ng\",\"f value editor\":\"text\"},{\"1id\":1536837377549,\"f enabled\":0,\"f
id\":\"hosts unig\",\"f operator\":\">=\",\"f value\":\"\",\"f value type\":
\"string\",\"f value editor\":\"text\"},{\"1id\":1536837377550,\"f enabled\":
0,\"f_id\":\"host_ip unig\",\"f_operator\":\">=\",\"f_value\":\"\",\"f_value
_type\":\"string\",\"f value editor\":\"text\"}I]}",
"type":"subs clickstream"

"filter id":"18",

"parent id":null,

"user _id":"1",

"title":"test",

"date":"2018-08-20 17:24:37",
“form data":"{\"filter state\":[{\"1id\":1534776214196,\"f enabled\":1,\"f id
\":\"hosts unig\",\"f _operator\":\">=\",\"f _value\":\"100\",\"f _value type\"
:\"string\",\"f value editor\":\"text\"},{\"id\":1534776214197,\"f enabled\"
:0,\"f_id\":\"device other_unig\",\"f operator\":\">=\",\"f value\":\"10\",\
“f value type\":\"string\",\"f value editor\":\"text\"},{\"1d\":153477621419
8,\"f _enabled\":0,\"f _id\":\"host\",\"f operator\":\"like\",\"f value\":\"te
st\",\"f value type\":\"string\",\"f value editor\":\"text\"},{\"id\":153477
6214199,\"f enabled\":0,\"f id\":\"subscriber\",\"f operator\":\"like\",\"f
value\":\"qq\",\"f value type\":\"string\",\"f value editor\":\"text\"},{\"1i
d\":1534776214200,\"f enabled\":0,\"f id\":\"device other uniqg\",\"f operato



rA":\">=\",\"f value\":\"10\",\"f value type\":\"string\",\"f value editor\"
\"text\"},{\"1id\":1534776214201,\"f enabled\":0,\"f id\":\"device\",\"f ope
rator\":\"like\",\"f value\":\"\",\"f value type\":\"string\",\"f value edit
or\":\"text\"},{\"1d\":1534776214202,\"f enabled\":0,\"f id\":\"host ip\",\"
f operator\":\"like\",\"f value\":\"\",\"f value type\":\"string\",\"f value
_editor\":\"text\"}1}",

“type":"subs clickstream"

}

Api_SaveQoEFilter

CoxpaHuTtb QoE unbTp.

MpumMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api SaveQoEFilter",
“params”:{
"Filter":{
"id":1537447973674,
"filter id":"52",
"parent id":null,
"title":"Pe3ynbTaThl speedtest”,
"date":"2018-09-13 11:27:36",
"form data":"{\"filter state\":[{\"id\":1536837377540,\"f enabled\":0,\"f id
\":\"host\",\"f operator\":\"like\" ,\"f value\":\"\",\"f value type\":\"stri
ng\",\"f value editor\":\"text\"},{\"1id\":1536837377541,\"f enabled\":0,\"f
id\":\"subscriber\",\"f operator\":\"like\",\"f value\":\"\",\"f value type\
":\"string\",\"f value editor\":\"text\"},{\"id\":1536837377542,\"f enabled\
“:0,\"f_id\":\"login\",\"f operator\":\"like\",\"f value\":\"\",\"f value ty
pe\":\"string\",\"f value editor\":\"text\"},{\"id\":1536837377543,\"f enabl
ed\":1,\"f id\":\"url\",\"f operator\":\"like\",\"f value\":\"speedtest.net\
\/result\",\"f value type\":\"string\",\"f value editor\":\"text\"},{\"id\":
1536837377544,\"f enabled\":0,\"f id\":\"device\",\"f operator\":\"like\",\"
f value\":\"\",\"f value type\":\"string\",\"f value editor\":\"text\"},{\"1i
d\":1536837377545,\"f _enabled\":0,\"f _id\":\"user agent\",\"f operator\":\"l
ike\",\"f value\":\"\",\"f value type\":\"string\",\"f value editor\":\"text
\"},{\"1d\":1536837377546,\"f _enabled\":0,\"f id\":\"host ip\",\"f operator\
":\"like\",\"f value\":\"\",\"f value type\":\"string\",\"f value editor\":\
"text\"},{\"id\":1536837377547,\"f _enabled\":0,\"f _id\":\"device other uniqg\
", \"f_operator\":\">=\",\"f_value\":\"\",\"f_value_ type\":\"string\",\"f val
ue editor\":\"text\"},{\"1d\":1536837377548,\"f enabled\":0,\"f id\":\"user
agent_unig\",\"f_operator\":\">=\",\"f _value\":\"\",\"f _value type\":\"strin
g\",\"f value editor\":\"text\"},{\"1id\":1536837377549,\"f enabled\":0,\"f i



d\":\"hosts_unig\",\"f_operator\":\">=\",\"f_value\":\"\",\"f_value type\":\
“string\",\"f_value_ editor\":\"text\"},{\"id\":1536837377550,\"f_enabled\":0
AT _id\":\"host_ip unig\",\"f_operator\":\">=\",\"f _value\":\"\",\"f_value_
type\":\"string\",\"f value editor\":\"text\"}]}",

"type":"subs clickstream",

"data": [

1,
"badge":1,
“open":true,
"valid":true
}
"Form": {
"filter state":[
{
"id":1536837377540,
"f enabled":0,
"f id":"host",
“f operator":"like",
"f value":"",
"f value type":"string",
"f value editor":"text"

"1d":1536837377541,

“f enabled":0,

“f id":"subscriber",

"f operator":"like",

“f value":"",

“f value type":"string",
“f value editor":"text"

"id":1536837377542,

“f enabled":0,

“f id":"login",

“f operator":"like",

"f value":"",

"f value type":"string",
“f value editor":"text"

"id":1536837377543,

"f enabled":1,

“f id":"url",

“f operator":"like",

“f value":"speedtest.net/result”,
“f value type":"string",

"f value editor":"text"



"id":1536837377544,

“f enabled":0,

“f id":"device",

“f operator":"like",

"f value":"",

"f value type":"string",
“f value editor":"text"

"id":1536837377545,

"f enabled":0,

“f id":"user agent",

“f operator":"like",

"f value":"",

“f value type":"string",
"f value editor":"text"

"id":1536837377546,

“f enabled":0,

"f id":"host ip",

"f operator":"like",

“f value":"",

“f value type":"string",
“f value editor":"text"

"id":1536837377547,

“f enabled":0,

“f id":"device other uniq",
“f_operator":">=",
Ilf_valuell : nn )

"f value type":"string",

“f value editor":"text"

"id":1536837377548,

"f enabled":0,

"f id":"user agent uniq",
"f_operator":">=",

“f value":"",

“f value type":"string",
“f value editor":"text"

"1d":1536837377549,
“f enabled":0,

“f id":"hosts uniq",
“f _operator":">=",

“f value":"",
“f value type":"string",



“f value editor":"text"

"id":1536837377550,

"f enabled":0,

“f id":"host ip uniq",
“f operator":">=",

“f value":"",

“f value type":"string",
"f value editor":"text"

}
I
"1d":1537447973674

]

lpumep oTBeTa:

{
"jsonrpc":"2.0",
"id":1537447973674,

"result":{
"success":true,
"data":{

"filter":{

"filter id":"52",

"parent id":null,

"user id":"1",
"title":"\u0420\u0435\u0437\u0443\u043b\u044c\u0442\u0430\ud442\ub44b
speedtest",

"date":"2018-09-20 13:06:52",

"form data":"{\"filter state\":[{\"id\":1536837377540,\"f enabled\":0,\"f id
\":\"host\",\"f operator\":\"like\" ,\"f value\":\"\",\"f value type\":\"stri
ng\",\"f value editor\":\"text\"},{\"1id\":1536837377541,\"f enabled\":0,\"f
id\":\"subscriber\",\"f operator\":\"like\",\"f value\":\"\",\"f value type\
":\"string\",\"f value editor\":\"text\"},{\"id\":1536837377542,\"f enabled\
“:0,\"f_id\":\"login\",\"f operator\":\"like\",\"f value\":\"\",\"f value ty
pe\":\"string\",\"f value editor\":\"text\"},{\"id\":1536837377543,\"f enabl
ed\":1,\"f id\":\"url\",\"f operator\":\"like\",\"f value\":\"speedtest.net\
\\/result\",\"f value type\":\"string\",\"f value editor\":\"text\"},{\"id\"
:1536837377544,\"f _enabled\":0,\"f id\":\"device\",\"f operator\":\"like\",6\
"f value\":\"\",\"f value type\":\"string\",\"f value editor\":\"text\"},{\"
id\":1536837377545,\"f enabled\":0,\"f id\":\"user agent\",\"f operator\":\"
like\",\"f value\":\"\",\"f value type\":\"string\",\"f value editor\":\"tex
t\"},{\"1d\":1536837377546,\"f enabled\":0,\"f _id\":\"host ip\",\"f operator
N\ "like\",\"f value\":\"\",\"f value type\":\"string\",\"f value editor\":
\"text\"}, {\"1d\":1536837377547,\"f enabled\":0,\"f id\":\"device other uniq
\",\"f_operator\":\">=\",\"f_value\":\"\",\"f_value_type\":\"string\",\"f_va
lue editor\":\"text\"},{\"id\":1536837377548,\"f enabled\":0,\"f id\":\"user



_agent _unig\",\"f operator\":\">=\",\"f value\":\"\",\"f value type\":\"stri
ng\",\"f value editor\":\"text\"},{\"1id\":1536837377549,\"f enabled\":0,\"f
id\":\"hosts_unig\",\"f_operator\":\">=\",\"f_value\":\"\",\"f_value_type\":
\"string\",\"f value editor\":\"text\"},{\"id\":1536837377550,\"f enabled\":
0,\"f id\":\"host ip unig\",\"f operator\":\">=\",\"f value\":\"\",\"f value
_type\":\"string\",\"f value editor\":\"text\"}I}",

"type":"subs clickstream"

}

Api_DeleteQoEFilter

YaanuTb coxpaHeHHbIn QOE unbTp.

lMpumMep 3anpoca:

[

"jsonrpc":"2.0",
"method":"Api DeleteQoEFilter",
"params":{
"Filter":{
"id":1537447973810,
"filter id":"53",
"parent id":null,
"title":"test",
"date":"2018-09-20 13:11:29",
“form data":"{\"filter state\":[{\"1id\":1537447973833,\"f enabled\":1,\"f id
\":\"host\",\"f operator\":\"like\",\"f value\":\"\",\"f value type\":\"stri
ng\",\"f value editor\":\"text\"},{\"1id\":1537447973834,\"f enabled\":0,\"f
id\":\"subscriber\",\"f operator\":\"like\",\"f value\":\"\",\"f value type\
":\"string\",\"f value editor\":\"text\"},{\"id\":1537447973835,\"f enabled\
":0,\"f_id\":\"login\" ,\"f operator\":\"like\",\"f value\":\"\",\"f value ty
pe\":\"string\",\"f value editor\":\"text\"},{\"1id\":1537447973836,\"f enabl
ed\":0,\"f _id\":\"url\",\"f operator\":\"like\",\"f value\":\"\",\"f value t
ype\":\"string\",\"f value editor\":\"text\"},{\"id\":1537447973837,\"f enab
led\":0,\"f id\":\"device\",\"f operator\":\"like\",\"f value\":\"\",\"f val
ue type\":\"string\",\"f value editor\":\"text\"},{\"1id\":1537447973838,\"f
enabled\":0,\"f id\":\"user agent\",\"f operator\":\"like\",\"f value\":\"\"
,\"f value type\":\"string\",\"f value editor\":\"text\"},{\"id\":1537447973
839,\"f enabled\":0,\"f id\":\"host ip\",\"f operator\":\"like\",\"f value\"
A"\",\"f value type\":\"string\",\"f value editor\":\"text\"},{\"id\":15374
47973840,\"f_enabled\":0,\"f_id\":\"device other_uniqg\",\"f_operator\":\">=\
“\"f _value\":\"\",\"f value type\":\"string\",\"f value editor\":\"text\"},
{\"1d\":1537447973841,\"f _enabled\":0,\"f id\":\"user agent uniq\",\"f opera
tor\":\">=\",\"f value\":\"\",\"f value type\":\"string\",\"f value editor\"
A\ "text\"},{\"id\":1537447973842,\"f enabled\":0,\"f id\":\"hosts unig\",\"f
_operator\":\">=\",\"f_value\":\"\",\"f_value_type\":\"string\",\"f_value ed



itor\":\"text\"},{\"1d\":1537447973843,\"f enabled\":0,\"f id\":\"host ip un
ig\",\"f_operator\":\">=\",\"f_value\":\"\",\"f_value_type\":\"string\",\"f_
value editor\":\"text\"}1}",

“type":"subs clickstream",

"data": [

1,
"badge":1,
“open":true,
"valid":true

}
b

"1d":1537447973810
]

Mpnmep oTBeTa:

{"jsonrpc":"2.0","1d":1537447973810, "result":{"success":true}}

Api_StartExpQoESubscribersToAdvcjob

3anycTuTb (hOHOBYIO 3a4a4y UMNopTa abOHEHTOB B peKJIaMHYI0 KaMMaHUIO Ha OCHOBE COXPaHEHHOr o
QoE dunbTpa.

MNpumep 3anpoca:
[

“jsonrpc":"2.0",
"method":"Api StartExpQoESubscribersToAdvcJob",

"params":{
"Params":{
"Config":{

"type":"ClientPredefined",
"table":"clickstream report",
"values": [
{
"col":"login",
"alias":"login_ top",
"func":"topK(1l) (login)"

b

{
"col":"",
"alias":"total",
"func":"count"

b

{

“col":"session id",
"alias":"sessons uniq",



“func":"uniq"

3
{
"col":"host",
"alias":"hosts uniq",
"func":"uniq"
}
{
“col":"user agent",
"alias":"user agent uniq",
“func":"uniq"
b
{
“col":"device other",
"alias":"device other_uniq",
“func":"uniq"
b
{
“col":"host ip",
"alias":"host ip uniq",
“func":"uniq"
}
1,
"rows": [
"subscriber"
Il ;
"sort":{
"id":"total",
"dir":"desc"
b
"with totals":true
b
"Params":{
"filter":{
"period":{

“id":"time",
"operator":"between",
"value": [
"2018-08-20 15:54:10",
"2018-09-20 15:54:10"
]

},

"1534931185441": {
“id":"hosts uniq",
"operator":">=",
"value":"100",
"sql_type":"having"

}

},

"table":"clickstream report"



IITypeII : Ilby_ipll ,

"MaX" : IIOII ,

"HwCampaignData": {
Iladc_idll : II7II ,
"hardware id":"6"

}
b
"id":1537447974127

]

MNpumep oTBeTa:

{"jsonrpc":"2.0","1d":1537447974127,"result":{"success":true}}

VnpaBneHue PeKJ1aMHbIMU KaMNaHUAMMU

 Api_GetAdvProfiles

e Api_SaveAdvProfile

e Api_DeleteAdvProfile

e Api_GetAdvCompanies

e Api_SaveAdvCompany

e Api_DeleteAdvCompany
e Api_EnableAdvCompany
» Api_DisableAdvCompany

Api_GetAdvProfiles

MonyyeHme npodunen kKamnaHun.
MapameTpbl:

e Params - Object: napameTpbl noncka (unbTpbI)

MpuMep 3anpoca

"jsonrpc": "2.0",
"method": "Api GetAdvProfiles",
"params": {
"Params":{
"hardware id":1,
"size":100,
"page":0,
"title":""

I



"id": 1081

MpuMep oTBeTa

{
"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {
“page": 0,
"size": 100,
"count": 1,
"rows": [
{
“profile id": "6",
“parent_id": null,
“hardware id": "1",
"title": "test profile 4",
"user id": "1",
"deleted": "0",
"data": []
}
]
}
}
}

Api_SaveAdvProfile

Co3aaHue/M3MeHeHNe faHHbIX NPOPUIS KaMnaHuii.

MNapameTpbl:

e Profile - Object: mogenb npoguns KamnaHuu.

MpuMep 3anpoca

{

"jsonrpc": "2.0",

"method": "Api SaveAdvProfile",

"params": {

"Profile":{

“profile id":0,
“parent id": null,
“hardware id": "1",



“title": "save profile”

}
H
"id": 1081

MpuMep oTBeTa

{
"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {
"profile": {
"profile id": "20",
"parent _id": null,
“hardware id": "1",
“title": "save profile",
"user id": "1",
"deleted": "0",
"data": []
}
}
}
}

Api_DeleteAdvProfile

YoaneHune npouisa KamnaHum.
MNMapameTpbl:

e Profile - Object: Mmogens npounga kamnaHuw.

MpuMep 3anpoca

{

"jsonrpc": "2.0",

"method": "Api DeleteAdvProfile",

"params": {

"Profile":{

"profile id": "20",
"parent id": null,
"hardware id": "1",
“title": "save profile",
“user_id": "1",



"deleted": "0",
"data": []
}

b
"id": 1081

Mpumep oTBeTa

{
"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {
"profile id": "20",
"parent _id": null,
"hardware id": "1",
“title": "save profile",
"user id": "1",
"deleted": "0",
"data": []
}
}
}

Api_GetAdvCompanies

MonyyeHne peknaMHbIX KaMnaHU.
MNapameTpbl:

e Params - Object: napameTpbl Noncka (punbTpbl)

Mpumep 3anpoca

"jsonrpc": "2.0",
"method": "Api GetAdvCompanies",
"params": {
"Params":{
“profile id":6,
"title": "test",
"status":4
}

}
"id": 1081



Mpumep oTBeTa

"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {
"page": 0O,
"size": 100,
"count": 1,
"rows": [
{
"adc id": "3",
“profile id": "6",
“title": "test profile 4",
"user id": "1",
“from date": "2018-09-18",
"to date": "2018-10-30",
“from time": "06:16:00",
“to time": "23:55:00",
"total": "16",
"released": "16",
"redirect": "google.com",
"pack": "0",
"days of week": "1,2,3,4,5,6,7",
"status": "4",
"params": "[]",
“need to update": "1",
"processed": "1,3,8",
"prepared url": "google.com?",
"deleted": "0",
"enabled": "O"

Api_SaveAdvCompany

Co3naHune/n3MeHeHne AaHHbIX PEKIAaMHON KaMMnaHuu.,
MNapameTpbl:

e Company - Object: Mmogenb peksaMHOM KaMnaHuu.



Mpumep 3anpoca

{
"jsonrpc": "2.0",
"method": "Api SaveAdvCompany",
"params": {
“"Company":{
"adc_id": "0",
"profile id": "6",
"title": "test save company",
"user id": "1",
“from date": "2018-09-18",
"to date": "2018-10-30",
"from time": "06:16:00",
“to time": "23:55:00",
"redirect": "google.com",
"days of week": "1,2,3,4,5,6,7",
"params": "[]1",
"enabled": "0"
}
} ’
"id": 1081
}
MpuMep oTBeTa
{
"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {
"adc": {

"adc_id": "19",

"profile id": "6",

"title": "test save company",
"user id": "1",

“from date": "2018-09-18",
"to date": "2018-10-30",
"from time": "06:16:00",

“to time": "23:55:00",
"total": null,

"released": null,

“redirect": "google.com",
"pack": "0",

"days of week": "1,2,3,4,5,6,7",
"status": "1",

“params": "[]",

“need to update": "1",



"processed": null,

“prepared url": "google.com?",
"deleted": "0",
"enabled": "0O"

Api_DeleteAdvCompany

YoaneHue peksiaMHOM KaMnaHuu.
MNapameTpbl:

e Company - Object: Mmogenb peksaMHOM KaMnaHuu.

MpuMep 3anpoca

{
"jsonrpc": "2.0",
"method": "Api DeleteAdvCompany",
“"params": {
"Company":{
"adc_id": "19",
“profile id": "6",
“title": "test save company",
"user id": "1",
"from date": "2018-09-18",
“to date": "2018-10-30",
“from time": "06:16:00",
"to time": "23:55:00",
"total": null,
"released": null,
"redirect": "google.com",
"pack": "0",
"days of week": "1,2,3,4,5,6,7",
"status": "1",
“"params": "[]",
"need to update": "1",
"processed": null,
“prepared url": "google.com?",
"deleted": "0",
"enabled": "O"
¥
}
"id": 1081



MpuMep oTBeTa

{
“jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {
"adc id": "19",
"profile id": "6",
"title": "test save company",
"user id": "1",
"from date": "2018-09-18",
"to date": "2018-10-30",
“from time": "06:16:00",
"to time": "23:55:00",
"total": null,
"released": null,
"redirect": "google.com",
"pack": "0",
"days of week": "1,2,3,4,5,6,7",
"status": "1",
“params": "[]",
“"need to update": "1",
"processed": null,
"prepared url": "google.com?",
"deleted": "0",
"enabled": "O"
}
}
}

Api_EnableAdvCompany

3anycK pekJlaMHON KaMMaHuu.
MNapameTpbl:

e Company - Object: Mofenb peknamHon KaMmnaHuu.,

Mpumep 3anpoca

{
"jsonrpc": "2.0",
"method": "Api EnableAdvCompany",
"params": {
"Company": {
"adc_id": "4",



"profile id": "6",

“title": "fake company",

"user id": "1",

"from date": "2018-08-20",
"to date": "2018-09-30",

"from time": "00:00:00",

"to time": "23:55:00",

"total": "16",

"released": "0",

"redirect": "abracadabra.ru",
"pack": "0",

"days of week": "1,2,3,4,5,6,7",
"status": "3",

“params":

“[{\"data_name\":\"routing\",\"data_ type\":\"enum\",\"default value\":\"321\
“,\"1d\":1535918599902}1",

"need to update": "1",

"processed": "4,16,17",

“"prepared url": "abracadabra.ru?",
"deleted": "0",
"enabled": "0"
}
b,
"id": 1081
}
MpuMep oTBeTa
{
"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {
"*adc id": "4",
"enabled": 1
}
}
}

Api_DisableAdvCompany

OcTaHOBKa pekslaMHOM KaMMaHuu.
MNapameTpbl:

e Company - Object: Mmogenb pekiaMHOM KaMnaHuu.



Mpumep 3anpoca

{

"jsonrpc": "2.0",

"method": "Api DisableAdvCompany",

"params": {

“"Company":{
"adc_id": "4",

"profile id": "6",
"title": "fake company",
"user id": "1",
“from date": "2018-08-20",
"to date": "2018-09-30",
"from time": "00:00:00",
“to time": "23:55:00",
"total": "16",

"released": "0",

"redirect": "abracadabra.ru",
"pack": "0",

"days of week": "1,2,3,4,5,6,7",
"status": "3",

“params”:

"[{\"data_name\":\"routing\",\"data_type\":\"enum\",\"default_value\":\"321\
",\"1id\":1535918599902}]",
"need to update": "1",
"processed": "4,16,17",
"prepared url": "abracadabra.ru?",
"deleted": "0",
"enabled": "1"
}

b
"id": 1081

Mpumep oTBeTa

“jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {
"adc id": "4",
"enabled": 0



YnpaBneHue aboHeHTaMu peksiaMHbIX KaMNaHUK

» Api_GetAdvProcessedSubscribers
e Api_SaveAdvProcessedSubscriber
» Api_SaveAdvProcessedSubscribers
* Api_DeleteAdvProcessedSubscriber

Api_GetAdvProcessedSubscribers

MonyyeHns cnucka aboHEHTOB pekslaMHOW KaMMaHuL.
MNapameTpbl:
e Params - Object: napameTpbl noncka aboHeHTOB (uUNbTPbI)

MpumMep 3anpoca:

{
"jsonrpc": "2.0",
"method": "Api GetAdvProcessedSubscribers",
"params": {
"Params":{
"adc id": 18,
"hardware id": 1,
"status": 1,
“login":"usernamel”
}
},
"id": 1081
}

lNpumep oTBeTa:

{
"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {
"page": 0O,
"size": 100,
"count": 8,
"rows": [
{
"adc_id": "18",
"login": "usernamel",
“hardware id": "1",
"status": "1",

"notification date": null,
Ilurlll: IIII'



"deleted": "0",

"params": "{}"
b
{
"adc id": "18",
"login": "usernamelO",
"hardware id": "1",
"status": "1",
“notification date": null,
"urt": "",
"deleted": "0",
"params": "{\"routing\":\"10\",\"param2\":\"7\"}"
b

Api_SaveAdvProcessedSubscriber

Co3paHune/obHOBNEHNA AaHHbIX abOHEHTa pekNaMHOM KaMMnaHuu,
MapameTpbl:

e NewSubscriber - Object: Mmogenb aboHeHTa peksiaMHON KaMnaHWM C HOBbIMUW AaHHbIMMU,
e OldSubscriber - Object: mopens aboHeHTa peknaMHON KaMNaHUM CO CTapbiMN AaHHLIMU(MOXXET
6b1Tb null).

MpnmMep 3anpoca:

{
“jsonrpc": "2.0",
"method": "Api SaveAdvProcessedSubscriber",
"params": {

"NewSubscriber": {
"adc_id":"18",
"hardware id":"1",
"status":"1",
"params":"{}",
“notification date":null,
“login":"usernamel"

IE

"0OldSubscriber": {
"adc id":"18",
"login":"usernamel",
“hardware id":"1",
"status":"1",
"params":"{\"routing\":\"1\",\"param2\":\"16\"}",
"notification date":null



}
}

"id": 1081

}

Mpnumep oTBeTa:

{
"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true
}
}

Api_SaveAdvProcessedSubscribers

Co3paHune/o0bHOBNEHNA AaHHLIX aBOHEHTOB PEKNaMHON KaMnaHWW.

MapameTpbl:

e Subscribers - Array: maccuB Mmoaenen aboHEHTOB peKIaMHOM KaMnaHum

MpumMep 3anpoca:

{
"jsonrpc":
"method":
“params":

II2.0II’
"Api SaveAdvProcessedSubscribers",

{

"Subscribers": |

{

"adc id":"18",

"login":"usernamel",

“hardware id":"1",
"params":"{\"routing\":\"1\",\"param2\"
"status":1,

"notification date":null

"id":1538142108942,

"adc_id":"18",

"login":"username2",

"hardware id":"1",
“params":"{\"routing\":\"2\",\"param2\"
"status":1,

"notification date":null

:\II16\II}II’

:\II15\II}II’



"id": 1081
}

Mpumep oTBeTa:

{
"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true
}
}

Api_DeleteAdvProcessedSubscriber

YnaneHvne aboHeHTa peKnamMHON KaMnaHuw.
MNapameTpbl:
e Subscriber - Object: mogens aboHeHTa peknaMHON KaMMNaHUW.

MpumMep 3anpoca:

{
"jsonrpc": "2.0",
"method": "Api DeleteAdvProcessedSubscriber",
"params": {
"Subscriber":{
"adc_id": "18",
"login": "usernamel",
"hardware id": "1",
"status": "1",
"notification date": null,
“urt": "",
"deleted": "0",
“params": "{}"
}
H
"id": 1081
}

Mprumep oTBeTa:

{
"jsonrpc": "2.0",
"id": 1081,
"result": {
"success": true,
"data": {

"adc id": "18",



"login": "usernamel",
“hardware id": "1",
“status": "1",
"notification date": null,
"url": "",

"deleted": "0",

"params": "{}"
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