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NHTepdenc ynpasneHus npasusiaMm
dunbTpauumn

BBepeHue

NHTepdenc ynpasneHma npasuaamu punbTpauumn npegHasHavyeH ans ynpasneHns npasuiaMmm
pnnbTpaumm Ha HeKCKONbKX DPl 0 fHOBpEMEHHO C MOMOLLbIO rpadrnyeckoro nHTepgenca.

YcTaHOBKaA

Ons noacmctemMbl MOXHO NCMOb30BaTb o6opy,uOBaH|/|e Nnn BUPTyasibHblE MalLWHbI CO
C/Nl.XapaKTepUCTnuKammn:

Mpoueccop (CPU) 2.5 Ty, 1 wT

OnepaTtusHas namaTb (RAM) 512 M6 -1 T6

Xectkun guck (HDD) 50 6 - 250 16

OnepaumnoHHasa cuctema Cent OS 7+ (He cTaBbTe minimal, Havye 6ONbLUNHCTBO 3aBUCUMOCTEN
nNpuaeTCcs pykamMu CTaBuTb)

5. CeteBas nnata (NIC) oT 10 M6/cek

e

PekomeHgyeMasn onepaumoHHasa cuctema Cent OS 7+ (He ctaBbTe minimal, MHaye
00/ILLUMHCTBO 3aBUCUMOCTEN NPUAETCA PyKaMu CTaBuTb). Ecain Bam Heobxogmmo
H noctaeuTb Ha Cent OS 6, ybeanTecb 4TO yCTaHOBNEH supervisor 3+. Ecan y Bac HeT

HY>KHOr 0 rnakeTa obpalLlanTtecb B TeX. NOALEPKKY.

NHTeptenca ynpasneHuns CKAT DPI Bepcusa 2. lNpouecc yCTaHOBKM UAEHTUYEH

) NHTepgenc ynpasneHns npasuiamm uabTpaumum SBASeTCA OTAEebHbIM pa3henom
CKpUNTY MHCTanauum NHtepdenca ynpasneHuns CKAT DPI Bepcus 2

HacTpouka

HacTpouku .env

HacTpoika noacuctemsl BbINOAHAETCA Yepes ann .env
/var/www/html/dpiui2/backend/.env
Cogepxxumoe hanna cnegytouee:

#URL penupekTa ansa ycnyru "benbiin cnncok"


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#инсталляция
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#инсталляция
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#инсталляция

ULR WHITE LIST REDIRECT URL=https://google.com

#MNepuon o4ncTkn gaHHbIXx Ulr 3agay B OHAX
ULR QUEUE DELETE TASKS DAYS INTERVAL=1

#ASN pna npasun IP-ucknoveHun.
ULR IP EXCLUDE ASN=64401

#XOCT 4119 BbIFPY3KU CriMCKa 610KMpyeMbiX pecypcoB. [11g NoAKI4YeHNs K cepeepy 6aoKnpyeMbix
pecypcos.
ULR BLACK LIST DEPLOY HOST=vasexperts.ru

#MopT ANS BbIFPY3KM CNNcKa BaokupyeMbix pecypcoB. s NOAKNOYEHNS K cepBepy 610KMpyeMbIX
pecypcos.
ULR BLACK LIST DEPLOY PORT=22

#/IMa nonb3oBaTeNs AN9 BbIFPY3KM Cnucka 610knpyemMbix pecypcoB. s NoKYEHUS K cepBepy
610KMpyemMbIX pecypcos.
ULR BLACK LIST DEPLOY USER=default

#lMaponb ANs BbIFPY3KM CNUCKA BNIOKMPYEMBIX pecypcoB. [s NOAK/IOYEHUS K CepBepy
B10KMpPYEMBIX PECYPCOB
ULR BLACK LIST DEPLOY PASS=

#lcnonb3oBaTb sudo npu BbIrpy3ke crnucka 6nokupyembix pecypcos. (0 - He UCcnosib3oBaTh, 1 -
NCNonb30BaTh)

ULR BLACK LIST DEPLOY SUDO=1

#[yTb ONa COXpaHEeHMa YepHbIX CMUCKOB.
ULR BLACK LIST DEPLOY PATH=/var/tmp

#YposeHb getanusaumm noros.(0 - nHGO, 1 - oTNagka, 2 - TpacCMpPoBKa)
ULR LOAD LOG LEVEL=0

Ecnun 66111 BHECEHBI U3MEHEHUA B .enV, HE0OX0AUMO BbIMOJIHUTb KOMaHLOYy

php /var/www/html/dpiui2/backend/artisan queue:restart

AamuHuctpatop-KoHgpurypaumnsa cepsepa DPIUI2 (GUI) B nHTeptence ynpasneHns

INaHHble HAaCTPOMKW MOXHO BHECTWU B KOHMUrypauutw B pa3sgene
CKAT DPI Bepcus 2

YcTaHOBKaA KJo4Ya

Anda Toro, 4Tobbl NOYYNTb BO3SMOXHOCTb M0J1Ib30BaTbCA MHTEephencom ynpasneHns npasuiamm
hunbTpaumm HeobxoamMmMo akTUBMPOBaTb NimueH3uo Ulr-pasnena s DPIUI2.



Ons 3Toro HeobxoAMMO BbINONHUTL KOMaHAY:
dpiui2 ulr_lic --make=1

Hanee:

1. BBecTu ypoBeHb nuueH3un standard;
2. BecTun paTy 3aBeplieHuns nuueH3umn B popmaTe Y-m-d (Hanpumep 2099-12-31);
3. BBecTun naposib OT iMueH3uun.

B cnyyae, ecnun Bamu 6bin BBEEHbI KOPPEKTHBIE aHHbIE, BbIBEAETCS CO0bLLEHNEe 06 ycrneLwHo
aKTMBaumu nuueHsun ans Ulr-pasgena:

dpiui2 ulr lic --make=1
Enter level:
> standard

Enter expire date in Y-m-d format:
> 2099-12-31

Enter password:
>

stdClass Object
(

[success] => 1

YcTaHOBKa ponu

B nHTpedence DPIUI2 nepenauTe B pasnen AaMuHuctpatop-Ponun. Co3gante HOBYIO POJb U
YCTHOBUTE B HEW NpaBa Ha YTeHWe 1 3anncb B pasgene ulr_admin Kak Ha n3obpaxkeHun Huxe.



Janee, nepengute B pasgen AoMmHucTpaTop—-Ionb30BaTenn

YCTaHOBUTE €My POJib, KOTOPYIO Bbl CO3[1a/IN paHee.
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Mpu aBTOPM3aLMKN OT UMEHW 3TOr0 NoJSb30BaTeNs, OH ByAeT nepek/toyeH B pa3aen ynpasBieHus

npaBuIaMn uUabLTPaLMN.
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HacTtpounka obopynoBaHus
B pa3paboTke.

HacTpo#ka cnpaBOYHUKOB

e CnpaBOYHUK KaTeropum
e CNpaBOYHMK PErynaTopos

C!) JlaHHble CNPABOYHMKM UCMO/b3YIOTCS NPY CO3AaHNN/PeAaKTUPOBAHUN NpPaBuI.

CnpaBo4YHMK KaTeropuu

B nHTepdence ynpasaeHnsa nposmnaamMmn uabTpaLnum nepenanTe B pasaoen
CnpaBoyHuKn-Kateropun.

. HATEMDP

BcfinaTs SO 1ANACE

CospaHue

B hopme BBEANTE Ha3BaHUE KaTeropun, ee onmcaHme n HaxxmmTe KHonky "[LobaBnTb 3anuch".
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PepakTupoBaHue

B Tabnvue ¢ KaTeropmamMm Ha)KM1UTe Ha KHOMKY pefakTUpOoBaHMsa KaTeropum, 4Tobel 0TKpbliach
hopma pefakTupoBaHus. B hopMe nameHnTe Ha3BaHMe U/UanM onucaHne KaTeropuu, nocsie 4yero
HaXMuUTe KHOMKY "CoxpaHuTb 3anncb".

YpaneHue

B TabauLe C KaTeropmsamMy HaXXMUTE Ha KHOMKY yAaNeHns KaTeropun. B nosBmBLIEMCS OKHe
NOATBEPANTE UK OTMEHUTE AeNcTBue.



@ BHMMaHuMe: lepe] yLaseHUEM KaTeropuv npoBepbTe Haauyne npaBusl, KOTopble
CCbINAOTCA Ha 3TY KaTeropuio!

CnpaBOYHMK pPerynsTopos

B uHTepdpelice ynpasieHns NpoBuaamMm punbTpaumm nepeinante B pasmen
CrnpaBOYHUKN-PerynsaTophl.
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Co3paHue

B bopme BBEANTE Ha3BaHME PerynsaTopa, ero onucaHne n HaxxmmTe KHonky "HobaBnTb 3anmch".
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PepakTtupoBaHue

B Tabnmue co CNNCKOM perynsaTopoB HaXXKMUTE Ha KHOMKY peaakTUPOBaHUSA perynatopa, 4Tobsbl
OTKpbI1aCb (hOpMa pefakTMpoBaHus. B popmMe nsmeHuTe HasBaHue U/Man onucaHne perynsatopa,
nocJie 4yero HaXxxmMuTe KHonky "CoxpaHuTb 3anuck".
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YnaneHue

B Tabnunue co cnnckom perysiaTOpoB HaXXMUTE Ha KHOMKY yAaneHnsa 3anmcu. B nosasmsLLemMcs OKHe
noaoTBepPAnNTE NN OTMEHUTE LencTBue.



BHumaHue: [lepen ynaneHuem 3anucy NpoBepbTe HaJMyme npasusi, KoTopble
CCbIJIAI0TCA Ha 3Ty 3anuch!

Ynpasnenusa npodpunamu IGW

Mepenante B pasaen "Mpodunm ISP n IGW"-"Cnncok IGW".
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CozpaHue

Ons pobasneHnsa HoBoro npocunsa IGW nepengnte B pasgen "Mpogumnu ISP n IGW"-"NobaBnTb
npocpusb IGW".

B popme ykaxuTe:
e Ima npouns;

e Pexxum paboTbl (Snadalone/Cluster)
* Y3nbl gns npocunsa (Ums ysna, DPI obopynoBaHue M3 cnMcka AOCTYMHbIX U KOANYECTBO



MOCTOB)

s BOBAEATE MPCHEHAN KW SREW

Wi nocoanm IGW

Mepen TeMm Kak co3naBaTb npodunb IGW pnobasbTe FastDPI cepBep B OCHOBHOM
3 nHTepgence DPIUI 2 B pa3gene "AoMuHnucTpaTtop"->"06bopynosaHue"

PepakTupoBaHue

B pasgene "Mpoconnn ISP n IGW"-"Cnucok IGW" HaxxmMuTe KHOMNKY "PefakTmpoBaTb Npoguib".

CIAMCOR IGW

OTkpoeTcs hopma co3naHus/pefakTmpoBaHma npoguns IGW, BHecute Heobxogmmble Bam
N3MeHeHns N HaxxmuTte "CoxpaHuUTb U3MeHeHunsa".

YnaneHue

B pa3szene "Mpodpuan ISP n IGW"-"Crnncok IGW" HaxxmuTe KHOMNKy "YoanuTte" n
noaTBepauTe/oTMEHNUTE OeNncTBue.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#управление_оборудованием

CMMCOK 1GW

BHumaHue: lepen ynaneHuem npoduasa nposepbTe Hanmyme ISP npodunen,

@ KOTOpble CChINATCA Ha 3TOT Npothub!

HacTpoika Beb-cepBepa onsA rnodasbHbIX CNUCKOB

CobcTBeHHbIN Beb-cepBep

1. NMoaroToBnUTb MaLLMHY C ycTaHoBAeHHON CentOS7+
2. Co3paTb sudo nosib3oBaTens

3. 3anycTuTe cnefyowmn ckpunT

rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru

rpm -Uvh http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-1-0.noarch.rpm
yum install dpiutils -y

yum install httpd -y

mkdir /var/www/html/blacklist
chmod -R 777 /var/www/html/blacklist

echo "
<VirtualHost *:80>
DocumentRoot \"/var/www/html/blacklists\"

<proxy *>
Order deny,allow
Allow from all
</proxy>
</VirtualHost>
" > Jetc/httpd/conf.d/bl lists.conf

firewall-cmd --permanent --add-port=80/tcp



firewall-cmd --reload

systemctl enable httpd.service
systemctl restart httpd.service

4. B koH(urypauum dpiui2 B pasgene Ulr HacTpoek yKasaTb AaHHble Ans noctyna Kk Web-cepsepy.

NMpasuna DSCP

Mepengnte B pasgen "MpunoxeHns n nonncmHrn"-"Mpasuna DSCP".

e FiRaskals, DECH

FETRTE T TR TN T S TR TR TORTE

Co3paHue

B dpopme co3paHua npasuna:

* BBeanTe nMs NPOTOKONA NPUIOXKEHNS N BbiDEpUTE HY>XHbIA 13 NPeACTaBNEHHOMO CMNCKa;
» BbibepuTe npnopnTeT 13 NPeacTaBNEHHOr0 CMMCKa.

CoxpaHvTe npaBuio NyTeM HaxxaTus KHONKu "YctaHosute DSCP".
PepakTupoBaHue

B cnncke npasun DSCP Ha)xMuTe Ha KHOMKY "PefakTupoBaTb NpaBmsio". B oTKpbIBLIEACS hopme
penakTupoBaHus npasuaa DSCP 3afganTe He06X0AUMbIV MPUOPUTET 1 COXPAHUTE N3MEHEHUS
Ha)xaTuem KHonku "YctaHosuTb DSCP".



YpaneHue

B cnucke npasun DSCP Ha)xMuTe Ha KHOMKY "YOanuTb NpaBuo” 1, B NOABMBLLUEMCS OKHe,
noaTeBepanTe Mbo 0TMeHUTEe AencTBuMe.

b AW TG |

®dunbTp HOMepoB AC

Mepengute B pasgen "®unbtp Homepos AC".



e NFABMMNA DECF

AcdsATe. HIRE NEAARNT

Co3paHue

B dpopme co3paHua npasuna:

e YKaxunTe Homep AC;

e BuibepnTe npuopuTeT U3 NpeacTaBAEHHOr0 CNCKa;
e YKa)uTe Ha3BaHWe npaBuna;

e YKa)xuTe onncaHne npasunia;

CoxpaHuTe npaBuo NyTeM HaXKaTusa KHonku "YctaHosuTe DSCP".
PepakTupoBaHue
B cnucke npasun DSCP B HanpaeneHnn ASN HaKMUTe Ha KHOMKY "PepakTupoBaThk npasnio”. B

OTKpbIBLLENCA hopMe peaakTupoBaHusa npasuna DSCP B HanpasneHmun ASN npn HeobxoanmMocTu:

 BbibepuTe npropnTeT 13 NPeacTaBleHHOr0 CMNCKa;
e YKaXuTe Ha3BaHWe npasuna;
e YKa)XKuTe onucaHne npasuna;



CoxpaHuTe n3MeHeHns NyTeM HaxxaTusa KHornkmn "YctaHoeuTb DSCP".

YpaneHue

B cnucke npasun DSCP B HanpasneHun ASN HaxxmMuTe Ha KHOMKY "YaanuTe npasuno” u, B
NoSIBUBLLEMCS OKHe, NoATBepAnTe b0 0TMeHUTe AencTBure.

UcknioyeHue IP & AC



MepenanTte B pasgen "Ucknwoyvenme IP & AC".
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UckniovyeHue IP

Mepenante B pasaen "NcknoveHne IP & AC"-"UcknoveHue IP".
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CospaHue

B chopme co3pgaHms npasuna:

e YkaxxuTte IP/CIDR;
e YKaxuTe Ha3BaHWe npasuna;
e YKa)KuTe onncaHne npasunia;

CoxpaHuTe NpaBumiIo NyTeM Ha)KaTua KHOMKKN "YCTaHOBUTb UCKOYeHNe",




PepakTupoBaHue
Ha)xmuTe Ha KHOMKY "PefakTupoBaTb UCK/OYeHNe". B hopMe pelakTMpoBaHUA nNpaBnsia eCcTb
BO3MOXXHOCTb U3MEHUTb:

® Ha3BaHWE rnpasuna,
® OMnMcCaHne npasunna.

PepnakTi poBaHWe Npaeyna

IP or CIDR: 192.168.1.1

Npagwno 1

OnwucaHme K Mpasmny 1

¥YCTAHOBWMTE DSCP

CoxpaHuTe n3MeHeHNs NyTeM HaxxaTus KHomku "YctaHoButb DSCP".

YpaneHue

B cnncke UcKtoYeHUN HaXKMUTE Ha KHOMKY "YAanuTb UCKOYEHME" 1, B MOSABMBLUEMCS OKHE,
noaTeepamTe nMbo oTMEHNTE yaaneHme.



UcknioyeHne Homepos AC

Mepenante B pasaen "UcknoveHume IP & AC"-"UcknoveHne Homepos AC".
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Co3spaHue

B popme co3paHms npasuna:

e YKaxunTe Homep AC;
e YKaxuTe Ha3BaHWe npasuna;
e YKaxuTe onucaHune npasuia;

CoxpaHuTe npaBuno NyTeM Ha)kaTusa KHOMKN "YCTaHOBUTL UCKKOYeHMe".



PepakTupoBaHue
HaxxMnTe Ha KHOMKy "PefakTupoBaTb npasuio”. B gpopme pefakTUpOoBaHUA npasuia ecTb
BO3MOXXHOCTb M3MEHUTb:

* Ha3BaHWe npaBunna,
® OMnMcCaHne npasunna.

Pepaktu poBaHWe NpaBuiia

AS number: 11122

Mpaeuno 1

I::I'I-1:_.'jl-l'|:" npasuna 1

¥CTAHOBM TR DSCP

CoxpaHuTe nsMeHeHNs NyTem HaxxaTua KHonku "YctaHosuTb DSCP".

YpnaneHue

B cnucke ncklo4eHnn HaXxMnTe Ha KHONKy "YaanuTe nNpasuio” v, B MOABMBLUEMCS OKHE,
noaTeBepanTe Mbo OTMEeHUTE yaaneHue.
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HacTtpouka ISP

Mepengute B pasgen "Mpodwunam ISP n IGW"-"Crnncok ISP".
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Co3spnanue ISP npoduns

Ons pnobasneHnsa HoBoro npocnnsa IGW nepengnte B pasgen "Mpogumnn ISP n IGW"-"NobaBnTb
npocusb ISP".

B popme ykaxuTe:

e imsa npoguns ISP;

BbibepuTe 6opaep u3 NnpeacTaBAeHHOr0 CrNCKa;

e JloruH, KoTopsbl ByaeT ncnonb3oBaTbCs Ha y3ne DPI;

Mpedukc ona cnuckos Ha y3ne DPI(byaeT ncnosib30BaTbCA Kak UMS NPoGnasa yCnyr Ha y3ne);
BbibepuTe ncnonb3yemole MOCTbl BbibpaHHOro bopaepa;

BoibepuTe ObyyeHre ceTu And NonyYeHUs agpecos LaHHOMO NPoguas;

YKaxuTe agpec/ceTun gaHHoro ISP (npu HeobxogumocTn).



Famea OFY

Haxxmnte KHonKy "CoxpaHuTb naMmeHeHusa" nam "CoxpaHutb N OTKIOYUTL/BKNOUYNTL".

Mo ymon4yaHuio npoune ISP npn co3gaHum Bka4YeH. Ha y3nbl DPI Beirpy>XatoTca
TOJIbKO BKJIKOYEHHbIE NPOtUIIN.

PepaktupoBaHue ISP npocduns

B pasgene "Mpocounn ISP n IGW"-"Cnucok ISP" HaxxMuTe KHOMNKY "PefakTmupoBaTb Npoguib".

OTKpoeTcs hopma co3naHns/pefakTMpoBaHma npoguns ISP, BHecuTe ,Heobxoaumblie Baw,
N3MEHEHNA N HaXXMuTe KHOMKY "CoxpaHuTb naMmeHeHns" nnm "CoxpaHuTtb n OTKIKYUTL/BKOYNTL".

Ynanenue ISP npocuns

B paspene "Mpodunn ISP n IGW"->"Cnucok ISP" HaxxmnTe KHOMNKy "YaanuTte" 1
noATBEPAUTE/OTMEHNTE AENCTBUE.



BHumaHue: [epen ygaseHvem npouna nNpoBepbTe HaJiMyme npasusl, KOTOpble
CCbINAKTCA Ha 3TOT Npoub!

Mpocdunb nonucuHra

Mepengute B pasgen "MpunoXeHna n NoAMCMHrn"-"Mpoduan noamcmHra”.

SPECTREDA - 8 oo -
T, MPCMBANK NONACHHEA
A oWl il neE .
- Y B B By Lo
; : e ) e "~ L L}
- 1 P s il
- | - Wma TSP : ..../ -
SHRTF HOMEPOD AT v m ]
uu-\ C I T T
4 ACEPEREMIIF LG
Ban/Epaen
# IR CTWICOE amzroes npogsnn
4 PR R W
* MORACE OB r
9 TR CHETE
4 CTERBCREREA MANMCHHIOR

PepakTupoBaHue npoduas NoJIMCUHra

HaxxmuTe Ha KHOMKY "PefakTnpoBaTb MOANCUHI".



Mum npoduana: lspd |Brmousies)

B oTKpbIBalleincs popMe peaakTUPOBaHNS NOANCUHTa:

e Beeante onucaHue npouns;
e BbibepuTe TN nonucmHra TBF/HTB (B 3aBUCMMOCTY OT BbiIOpaHHOro Tuna opMa co
3HaYeHMAMN NO Knaccam byneT BbIrNs4eTb No-pa3HoOMY)

Bbl MOXXeTe BOCMNOJIb30BaTbCSA aBTO3aMNOJIHEHWEM KOHDUIypaLnm:

@ e 1na HTB Tuna: rate=8bunT/C, ceil=3Ha4vyeHne, KoTOpoe ObINIO yKasaHo B hopMme
aBTO3amnoJIHEeHUS;

e lna TBF Tuna: rate=3Ha4vyeHue, KoTopoe 6bINIO yKazaHo B dopme
ABTO3amMoJIHEHUA.

Ansa Toro, 4Tobbl COXPaHUTbL U3MEHEHUS NMPOGUNA, HAXXMUTE KHOMKY "CoxpaHuTb npoduns" nnbo
"COXpaHUTb N OTKIIOYUTB/BKIIIOYNTL".

LO] Mo ymMonyYaHUto Npotmnb NOJNCUHIA OTKJTIOYEH.

YpnaneHue npoduns NosIMCUHra

Yoanutb nponsib MOXKHO MO0 NyTeM HaXXaTus KHOMKKU "YaanuTbe Nnpoduns" B CNnucke npogunen
NOJIMCMHIOB NBO0 Ha CTpaHULe pelakTUpPOoBaHMUA NPOMUIS HaxxaTueM KHoMKK "Yaanute npoguns”.

dunbtp WEB 4 IP



Cnucok npaBun 610KMPOBOK

Mepengute B pasgen "®unbtp WEB 1 IP".

2 DA T o
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STETHE Pewia Npain WebiPF Pasuips

T THEH B PbETPE WEDAP DArLTDE .#

CospaHue/PepgakTupoBaHue npaBusia 010KMPOBKHM

e [1n5 co34aHmsa HOBOro NpaBuia 610KMPOBKa pecypca nepengute B pasgen "dunbtp WEB 1
IP"-"[No6aBnTb HOBOE NMpaBnao";

e [Ind BHECEHMA N3MEHEHWI B CyLLLeCTBYIOLee nNpaBuio nepenante B pasaen "®unstp WEB un IP"
N HAXKMUTE Ha KHOMKY "PefakTupoBaTb Npasuio”.

B oTkpbiBLLENCS (hopMe:

Bbibepute perynaTop;

BeibepucTe kaTeropuio;

Beeaute nybnnyHoe onucaHne npasuna;
BeeauTe CKpbITOE OnucaHwe nNpaBuna;

ONOBABMTE NPABND #NEW

Ha npasHna: 1
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B chopme npoBepku/Banmaauumn pecypca BBeanuTe pecypc 1 Boibepute ero Tun:

e B ciyyae, ecnm HeT HeobxoaMMOCTN B NPOBEpPKe/BanngaLmnm pecypca Haxxmute "dobaBnTb B
cnuncok";

e Haxxmute kHonky "lNpoBepuTk". byneTt nponsseneH BbiBO4 UH(OPMaLMK Mo pecypcy, KOTOPYIo
MOXXHO byaeT no6aBUTb B CMUCOK BIOKMPOBOK MO 3TOMY NMPaBUy HaXaTUeM KHOMKM
"NobaBnTb B cnncok".

CNMCOK petyPooR

L Mg T Npagane K 15P b cneces

Wypsan meAcTeeR

B nogpa3nene npusasky npasuna K npodunam ISP:

e B cnyyae, ecniv onuma "MpuMeHNT npasuio K ISP n3 cnncka" oTK/YeHa, AaHHOe nNpaBusio
cynTaeTca rnobanbHbIM U pecypcbl U3 JAHHOMO NpaBuia BKAKYATCA B rnobanbHble CNUCKN
3a610KMPOBaHHbIX PeCypCoB.

e B cnyyae, ecsiv onuma "MpumMeHUT npasuio K ISP 13 cnncka" BkaYeHa, AaHHOe npasuiio
NPUMeHAETCH TOJIbKO K ISP npodyunisamM, KOTopble 0OTMeYeHbl B JaHHOM MpaBuiie U pecypcobl 13
LaHHOr0 NpaBuia BKIOYATCSA B CAUCKU BOKMPOBOK MO 3TUM ISP npodunsm.

YpaneHue npasuna 6J'IOKMpOBKVI

MepenanTte B pasgen «®unbtp WEB 1 IP» 1 HaXXMUTE Ha KHOMKY «PefakTupoBaTb NpaBuio».



CrMEE pREypETE

NpiasesHTs NPSERAD € ISP W1 ansees

WEHAR QRAETAR

m R

BHuMaHume: lNepen yaaneHnem ybeantechb, 4TO AaHHOE NPaBWo He cCbilaeTcs Ha ISP
npodunu.

NMpoBepka AOMeHa

Mepengute B pasgen "®unbtp WEB 1 IP"->"TposepuTb AOoMeH".

rraDHAL NPOSEPHTE LOMEH

B none Beoga "lMNpoBepka pecypca” Beeante URL pecypca, MHopMaL Mo 0 KOTOpoM Bbl xoTuTte
NPOBEPUTb, N HAXXMUTE KHOMNKY "MpoBepuTb". MNoa hopMoi BeIBEAETCA UHDOPMALINSA O BBELEHHOM
Bamu pecypce:

SSL/TLS, Tvn 6N10KNPOBKMY;

NHdopmauna o cepTudurkaTe;

Cnuncok DNS;

PekoMeHOauum o 3HaYeHUSAX, KOTOPbIE HY)KHO MCMO0J1Ib30BaTb A5 6JJOKMPOBKK OAaHHOIO



pecypca.
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Mouck no 6ase (cpeamn npaBua 610KMPOBKHM)

Mepenante B pasaen "dunbtp WEB u IP"->"TMonck no 6ase".

B none "IP,CIDR,JomeH, KomMeHTapuin" BBeaUTE 3Ha4YeHNe B COOTBETCTBUM C NOACKAa3KaMN BBEPXY
CTpaHuUbl, BbibepnTe TN noncka: MonHbIn TekcT, Mo pecypcamm nam Mo onucaHuo. Haxxmure Ha
KHOMKY "Monck".

B pesyfnbTaTe noucka OTOﬁpaBFlTCFI BCe npaBwnna 6J'IOKVIpOBOK, KOTOpble COOTBETCTBYIOT Bbl6paHHbIM



napameTpam rnomcka.

AT MNOACE M0 BAIE
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Benbin CNUCOK

Cnucok npasun benoro cnucka

Mepengnte B pasgen "benvit cnmucok".

TrAmATE BEM& CrMCOK

Co3paHue/PepakTupoBaHue 6enoro cnucka

e [1ng co3naHus HOBOro npasuia 6enoro cnucka nepenante B pasgen "benbin
cnncok"-"[obaBnTb HOBOE NpaBmIo";

e [1n9 BHECEHMS U3MEHEHUI B CyLLECTBYIOLLEE MPaBWUIO NepenanTe B pasgen "benbii CNncok" n
Ha)XMUTe Ha KHOMKY "PefakTupoBaTh Npasuio”.

B oTkpbiBLLENCS hopMe:

e BuibepuTte perynsatop;
e BbibepucTe KaTeropuio;



» BBennTe nybanyHoe onmcaHue npasuna;
» BBeaunTe CKpbITOE OMMCaHWe npasuna;
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B chopme mpoBepku/Banmaaumm pecypca BBeamTe pecypc v BbibepnTte ero Tum:

e B cnyyae, ecnim HeT HeO6XOAMMOCTM B NPOBEPKe/Banmaaumm pecypca HaxmuTe "JobaBuTs B
cnmcok";

e HaxxmuTte KHoMky "lMNpoBepuTh". bygeTt nponsseneH BbiBOL MHPOPMALMN MO pecypcy, KOTOPYHO
MOXHO ByneT nob6aBUTb B CNUCOK BIOKMPOBOK MO 3TOMY NpPaBuly HaxaTUeM KHOMKK
"NobaBUTb B CANCOK".

Enucos pacypeos

GMHE THTD. BEE

Cnmcor gofanmeHHbx
© MpiasesTe NpaBnG K ISP H3 cnmc

D 157, b i Epaty Dyl Mpmmaaire Bl
= e

OLEPATE BCC AL BOC

HYPHAN BHCTHAN Tpuascka TSR

K NpABMAY

isssust v Had 2

B nogpa3nene npusasku npasuna K npodunam ISP:

e B cnyyae, ecsiv onuma "MpuMeHNT npasuio K ISP n3 cnncka" oTk/YeHa, faHHOe nNpaBusio
cynTaeTca rnobasbHbIM 1 PeCYpChbl N3 AaHHOMO NpaBuIa MPUMEHSIOTCA KO BCeM ISP, y KOTOpbIX



BKJItOYEH Benblin CrnCoK.
e B cny4yae, ecnu onuma “MpumMeHUT npasuio K ISP 13 cnncka" BkoYeHa, AaHHOe rnpasusio
NPUMEeHAEeTCA TONbKO K ISP npogunam, KoTopbie 0TMeYeHbl B JaHHOM MpasuJie.

YpaneHue npaBuna 6enoro cnucka

MepenanTe B pasfnen «benbiit CNMCOK» 1 HAXXMUTE Ha KHOMKY «PeaakTupoBaTh MpaBuo».

CTHGOK PECYRCon

©  Apusssrmme npeseno « ISP w cneces

4]

BYEHAN GEACTEA

m e —

BHuMaHue: MNepep yganeHnem ybegmtechb, 4TO JaHHOE NPaBuUIoO He CcCbinaeTcs Ha ISP
npocuan.

YnpaBneHue pe>xuMoM paboTbl 6enoro cnucka

Mepengnte B pasgen "benvit cNUcok"-"Pexxum".



mrapans BENEM CIMCOK

Frsha s i Baiieid cNimcon

BenkH iHCne ane BF

e [pn BKJKOYEHHOM riobanbHOM pexume benoro cnncka ycayra 6enoro cnucka NpuMeHSeTCa Ha
Bce ISP npoduan n cnmcku pecypcos hopMUpyTCS TONbKO 13 rnobanbHbix Npasua 6enoro
CMUCKa;

e [1pn BKJIDYEHHOM pexmMe 6enoro cnncka no otTaensHomy npoguto ISP ycnyra 6enoro cnucka
NPUMEHAETCH TONbKO K ISP, y KOTOPOro oHa BKJKOYEHa 1 CMUCKK pecypcoB (popMupyroTCs
TONIbKO 13 npasua 6enoro cnucka, B KOTOPbIX 0TMeYeH 3ToT ISP npoduieb;

e B cnyvae KOMOMHALMW BKJTIOYEHHbIX PeXMMOB raobanbHoro 6enoro cnucka n 6mnnoro cnmcka
no oTaenbHoMy nNpoduto ISP nponcxoauT KOHKaTeHaUns CNMCKOB PecypcoB ANns rnobanbHbix
npaswuJ N NpaswuJsi, B KOTOPbIX oTMeYeH ISP npodunb. Ona ocTanbHbIX ISP npuMeHaeTcsa ycnyra
6enoro cnmcka ¢ NCNob30BaHMEM TOJIbKO rnobanbHbiX Npasun 6enoro cnucka.

NMouck no 0ase (rnodanbHbIK)

Mepengute B pasgen "Mouck no 6aze".

B none "IP,CIDR,[JoMeH, KOMMeHTapuin" BBEOUTE 3HA4YEHME B COOTBETCTBMM C NOACKa3KaMu BBEPXY
CTpaHuubl, BbibepnTe TN noucka: MonHbi TekcT, Mo pecypcamu nam Mo onncaHuno. HaxxmuTe Ha
KHOMKY "Monck".

B pe3ynbTaTe noucka oTobpassaTcs BCce NpaBuna (C yKasaHUeM Turna npasusa), KOTopble
COOTBETCTBYIOT BbiIOpaHHbLIM MapaMeTpam Noucka.
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e MOHCHK MO BASE

PaTynerarii nowces mem T2 16011

MoOHMTOpPHUHr 3apay

MepenanTe B pasgen "CocTosHne cucTembl”.

LT COCTOAHME CHUCTEMBI

MO BALT HENOTE

B naHHOM pa3pene oTobpa)kaeTcs oyepeab BbINOJHEHWS 3aa4, CTaTyC W BpeMs. [ns Toro, 4Tobsbl

yBUAETb AeTasin BbINOJIHEHNSA 3a4a4M HaXXMUTe Ha "[JeTanm 3agayn'.

Jlormn

Jlorn no JaHHOMY pa3feny XpaHsATCs B (halnax:

/var/www/html/dpiui2/backend/storage/logs/ulr*. log

b
Ju“.-'.t'| YpoBeHb feTanu3saunnm noros 3agaetcsa onuven ULR LOAD LOG LEVEL B .env thanne



k JE,E| KOH(Urypaumu.




	Содержание
	Интерфейс управления правилами фильтрации
	Введение
	Установка
	Настройка
	Настройки .env
	Установка ключа
	Установка роли
	Настройка оборудования
	Настройка справочников
	Справочник категорий
	Создание
	Редактирование
	Удаление

	Справочник регуляторов
	Создание
	Редактирование
	Удаление


	Управления профилями IGW
	Создание
	Редактирование
	Удаление


	Настройка веб-сервера для глобальных списков
	Собственный веб-сервер

	Правила DSCP
	Создание
	Редактирование
	Удаление

	Фильтр номеров АС
	Создание
	Редактирование
	Удаление

	Исключение IP & АС
	Исключение IP
	Создание
	Редактирование
	Удаление

	Исключение номеров АС
	Создание
	Редактирование
	Удаление


	Настройка ISP
	Создание ISP профиля
	Редактирование ISP профиля
	Удаление ISP профиля
	Профиль полисинга
	Редактирование профиля полисинга
	Удаление профиля полисинга


	Фильтр WEB и IP
	Список правил блокировок
	Создание/Редактирование правила блокировки
	Удаление правила блокировки
	Проверка домена
	Поиск по базе (среди правил блокировки)

	Белый список
	Список правил белого списка
	Создание/Редактирование белого списка
	Удаление правила белого списка
	Управление режимом работы белого списка

	Поиск по базе (глобальный)
	Мониторинг задач
	Логи


